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The information in this publication has been carefully checked and is believed to be entirely accurate at the time of
publication. CTC Union Techndlkeg assumes no responsibility, however, for possible errors or omissions, or for any
consequences resulting from the use of the information contained herein. CTC Union Technologies reserves the right
to make changes in its products or product specificaiovith the intent to improve function or design at any time

and without notice and is not required to update this documentation to reflect such changes.

CTC Union Technologies makes no warranty, representation, or guarantee regarding the suitabélipraducts for
any particular purpose, nor does CTC Union assume any liability arising out of the application or use of any product
and specifically disclaims any and all liability, including without limitation any consequential or incidental damages.

CTQJnion products are not designed, intended, or authorized for use in systems or applications intended to support
or sustain life, or for any other application in which the failure of the product could create a situation where personal
injury or death may ocur. Should the Buyer purchase or use a CTC Union product for any such unintended or
unauthorized application, the Buyer shall indemnify and hold CTC Union Technologies and its officers, employees,
subsidiaries, affiliates, and distributors harmless agiaall claims, costs, damages, expenses, and reasonable attorney
fees arising out of, either directly or indirectly, any claim of personal injury or death that may be associated with such
unintended or unauthorized use, even if such claim alleges thatUBidh Technologies was negligent regarding the
design or manufacture of said product.

WARNING:

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
the FCC Rules. These limits are desigiwegrovide reasonable protection against harmful interference when the
equipment is operated in a commercial environment. This equipment generates, uses, and can radiate radio
frequency energy and if not installed and used in accordance with the instinctnanual may cause harmful
interference in whiclcase the user will be required to correct the interference at his own expense. NOTICE: (1) The
changes or modificationeot expressively approved by the party responsible for compliance could void thes user'
authority to operate theequipment. (2) Shielded interface cables and AC power cord, if any, must be used in order to
comply with the emissiofimits.

This is a Class A product. In a domestic environment this product may cause radio interferencé icagtithe user
may be required to take adequate measures.
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This manual supports the following models:

IFS803GSM FastEthernet 8TP+3FX Managed Industrial Sw(tath surge protection for TP ports and
negaive DC power feature)

IFS803GSME FastEthernet 8TP+3FX Managed Industrial Switch, Extended Tempe(afthiesurge
protection for TP ports and negative DC power feature)

IGS803SM Gigabit Ethernet 8TP+3FX Managed Industrial Svutith surge protectn for TP ports and
negative DC power feature)

IGS803SME Gigabit Ethernet 8TP+3FX Managed Industrial Switch, Extended Tempéweithrsurge

protection for TP ports and negative DC power feature)

IFS803SM8PH24 FastEthernet 8TP+3FX Managed IndudtRaE Switclwith surge protection for TP ports and
negative DC power feature)

IFS803SM8PHE24  FastEthernet 8TP+3FX Managed Industrial POE Switch, Extended Tempéwithrsurge
protection for TP ports and negative DC power feature)

IGS803SM8PH24 Gigabit Ethernet 8TP+3FX Managed Industrial POE Sgwitihsurge protection for TP ports
and negative DC power feature)

IGS803SM8PHE24  Gigabit Ethernet 8TP+3FX Managed Industrial POE Switch, Extended Tempgvittuserge
protection for TP ports andegative DC power feature)

IGS803SM8PH Gigabit Ethernet 8TP+3FX Managed Industrial POE Sgwitihsurge protection for TP ports
and negative DC power feature)

IGS803SM8PHE Gigabit Ethernet 8TP+3FX Managed Industrial POE Siwithsurge protectiorfor TP ports
negative DC power featur@nd 240W PoE Power Budjet

This document is theurrent official release manuaContents aresubjectto change without prior noticePlease check
CTC Union's website for anypdated manual or contactis by Email at sale@ctcu.com. Please address any
comments forimproving this manual or to point out omissions or errors to marketing@ctcu.com. Thank you.
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3.9.31.2 (CONTIGIHMEP SINST> BUS. .. eeeiiiuriieieieie e ee et r e e e e e et e e s e e e e st e e e e ne e e e s b r e e e ebn e e e nnne e e e nneeas 132
3.9.31.3 (CONTIGYIHMEP SINST> BPS ..eeeiiurrieiiieie ettt e et e e et e e st e e ss et e e ek et e e ase et e s nane e e e e Er e e e ane e e e nnneeeesnnreeenans 133
e R j I (oTo] g0 ) 220 1T IR [ S Pl o oSO RPOPPPP 133
3.9.31.5 (config)#mep <iNSt> ClIENT OMAINL.......coveiiiitiie et e e e e e e e nnre e e s nneeas 134
3.9.31.6 (config)H#mep <INSE> CENT FIOW.......iiiiiiieiie e s e e e e 134
3.9.31.7 (CONfIGIHMEP SINST> UIM....eiiiiiiiiieeei ettt e s e e s et e e e ne e e ek e e e snn e e snneeenanneeas 134
3.9.31.8 (CONIGIHMEP SINSE> UNMMNIS......iiiiiiiiie ittt e e s e et e e st e e s sk et e e e nre e e nnn e e e snneeearreeeeans 135
3.9.31.9 (config)#mep <iNSt> dM OVEITIOWESEL.........c.veiiiiiiie it 135
3.9.31.10 (config)#mep <iNSt> AM PrOPIIETALY........veeirreeeeeirie ettt e e e e e e e e s asnne e e s anne e e nnneees 136
3.9.31.11 (config)#mep <iNSt> dM SYNCIONIZEM..........viiiiiiieiiiiee ettt e e e e e s e e e st e e 136
3.9.31.12 (CONFIGIHMEP INSE> 1D, ettt e s et e e et e nn e e e s aneee s 136
3.9.31. 13 (CONFIGIHMEP UINSES ICK. ...ttt e s et e e e e e et e e e e nnes 137
3.9.31.14 (CONFIGIHMEP INSES IEVEL.....eiiiiiiii ittt e e st e s e e s b e e e abreeeeans 137
3.9.31.15 (CONFIGIHMEP SINSES IML...eiiiiiiiiiiieie ettt re et e e ah e e e st e e s rane e e e s kbt e e ebn e e e nsnneeesnnreeenans 137
3.9.31.16 (CONFIGIHMEP SINSES IL...eeieeeitiee ettt e ettt e sttt e st e e as et e e anb et e s ann e e e et e e e nbnneeennnnes 138
3.9.31.17 (CONFfIGIHMEP <UINSE> MEGH......eeiiiiiie ittt ettt e st e e s e e s annr e e e anbn e e e nnreeeeanneeenanee 139
3.9.31.18 (config)#MEP <INSE> PEEIMEPHI .....tvii ettt e sttt et e e e b e e nnr e e e s nnee s 139
3.9.31.19 (config)#mep <inst> PerformanGaIONItONING. ........cocuriiriiiiieiieiee s e e e e e s e e eans 139
3.9.31.20 (CONFIGIEMEP SINSES TSL...eeiiuiriiiiieie ettt ettt ettt e ekt e st e st e e ah et e e sb et e s amne e e e e kbt e e abne e e saneeeeannreeenans 140
3.9.31.21 (CONFIGIHMEP SINSES EST IX.uuiiiiiiiiieiiitie ettt e sttt e e s e et e e st e e e b et e e et bt e e sbe e e e sbneeeatneeeeans 140
3.9.31.22 (CONFIGIHMEP SINSES EST IX.uutiiiiiiiie ittt e et e et e e st et e s sk et e e et ne e e sbn e e e sbreeeatneeeeans 141
3.9.3123 (CONFIGIHMEP UINSES Vil ....vvieiiiiie ittt e et et e e sk e e s et et e e s r e e e anb e e e e antn e e e e nnes 141
3.9.3124 (CONFIGIHMEP SINSES VOB ....eiiiiiieiiiiiee ettt ettt e et et e e st e e bt e e e e b et e same et e e ssbe e e e abbe e e nnrneesnneee s 141
RS R v (o] q) o) =2 0 4 o] 11 (o] O PP P PP PPPPPP 142
3.9.32.1 (config)# monitor destination INTEITACE...........c.uiii i 142
3.9.32.2 (CONTIG)HMONITON SOUICE......cuttiieiieie et ettt et e e et e st s st e ek et e e st et e s sane e e e e kbt e e ebn e e e sanneeeannreeenans 142
RS R I (oo 01T ) - 111V S PP PP U PRRTO 142
e R I N (oo 1[0 =211 1Y/ O O T PO PO P PR UPPPPPTRIPN 142
3.9.33.2 (config)#mvr name <mVr_Name> ChaNNEL.........cocuiiiiiiie e 143
3.9.33.3 (config)#mvr name <mvr_name> frame PriOFity.........coocuiiiiiiie i 143
3.9.33.4 (config)#mvr name <mvr_name> M@ tA0GEM........coouiiiiiiiieiiee e 144
3.9.33.5 (config)#mvr name <mvr_Name> igrigIaOrESS.......cciurreiiiriierieiee st ee e st e et e et e s s bre e e sbre e e snr e e e arree e e 144
3.9.33.6 (config)#mvr name <mvr_name> laghemberqUEry-INIEIVAL..........cooiiviiiiiiie e 145
3.9.33.7 (config)#mVr Name <MVI_NAME> MOUE.........uiiiiiiieiiiite ittt e e b e e e st e e e ssnnre e e nneeeeas 145
3.9.33.8 (Config)H#MVI VIAN SV_VIAN_LISEZ......oiiiiieiiiie et e et e e 146
3.9.33.9 (config)#mvr vian <v_vlan_list> ChanNel...........c.ooiiiiiiiiiii e 146
3.9.33.10(config)#mvr vian <v_vlan_list> frame Priority.........cocoieiiiiieiiiie e 147
3.9.33.11 (config)#mvr vlan <v_vlan_list> frame tagged..........c.oeoiiiiiiiiii e 147
3.9.33.12(config)#mvr vian <v_vilan_liSt> igrBIdOrESS.......cciuriiiiiiie ettt e e 147
3.9.33.13(config)#mvr vlan <v_vlan_list> lagtemberquerntinterval............cccuviviieiiiiiieieiee e 148
3.9.33.14 (config)#mvr vian <V_VIAN_liSt> MOAE..........coeiiiiiiiiiiie e e e e e e e e s aeaa e e e 148
3.9.33.15 (configif)# MV iMMEAIALEIEAVE..........ciii it e e e e e s st e e e e e e snstbereeeeas 149
3.9.33.16 (CONFIGHT I MVUI NMAME.......eieeiiee ettt e e e e et e e e e e s st b e et e e e e e e sant b e e e e eeseasnssseeeeesaassnnaneeeeeean 149
e I A (oo a1 iTo 1) =l 41V R - o SRR PPRRTN: 150
IC e TC 77 (oo ) 0 ) =2 1 i o SRS 150
B 7 I I (oo 1o ) = o1 1 o TSROSO PPRRRNE 150
IS R 7 M (oo g1 10 ) 111 o 1= A= R PRTRNt 150
3.9.35(config)# poe (FOr POE MOEIS ORUY).....cccceiiiiiiiiiiiieeiie et e e e e e e e e e e e e e e e e s eeerenereeaeeeseeeeeanns 151
3.9.35.1 (config)# pOe MaANAGEMENT MOUE ... . .uuiiiieeiiiiiiieee e ettt e e e e e st r e e e e e es s b eereeeeaaatbeeeeeessasnssaneeaeeeasssneeens 151
e I LI (T g To ) E= o T T TN o] o PSRRI 152
3.9.35.3 (CONFIGHT)H POE CRECK ... .eeiiieeiiiiiiei ettt et e e e e sttt e e e e e e st aaaeeeeeessstbaeeaeeesssstbanenaaeesannsen 152
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3.9.35.4 (configif)# poe checK interval [ <V_10_t0_ 300> J.h. .o ittt e e e e nneees 152

3.9.35.5 (configif)# PO€ CHECK HRAAIESS.........uveieiiiii ettt e e e nne s 153
3.9.35.6 (configrif)# poe check { n@esponseaction [ neaction | reboot | POWer-off ] } ... 153
3.9.35.7 (configif)# poe check { reboatime [ KV_60_t0_120> [.}......ciiiiiiiiiiiieeiiieee e 153
3.9.35.8 (configif)# poe check { timeout [ <V_1_t0_10>.].1...cueeiiiiiieiiie e 153
3.9.35.9 (configif)# poe mode { Standard | PIUS.J.ccocreei o 154
3.9.35.10 (configif)# poe power limMit { SV_WOTAO> }.....c.viiiiiiie e 154
3.9.35.11 (configif)# poe priority { low | high | CHIECAl J...cocvveeiieee e e 154
3.9.35.12 (CONfigHf)# POE SCREAUIE..........oeiiiiiee e e s s e e s e e e e s 154
3.9.35.13 (configif)# POe SCHEAUIBNONTAY..........cooueiiiiriie ettt e e e e e e s e e nne s 155
3.9.35.14 (configif)# poe scledule monday { stafime <V_start_time>}........cccocviiiiiieiiie e 155
3.9.35.15 (configif)# poe schedule monday { eAine <v_end_time> J..........ccceiiiiii e 155
3.9.35.16 (configHif)# POE SCNEAUIBUESHAY. ........ccoueiiirireie et e ettt e et e e e e e e e nnre e e s nneeas 155
3.9.35.17 (configif)# poe scheduléuesday{ starttime <v_start_time> J........cccocoiiiiiieiiee e 155
3.9.35.18 (configif)# poe scheduléuesday{ endtime <v_end_time>.}.........cccooiiiiiiiie i 156
3.9.35.19 (configif)# poe SCheAUIBVEANESUAY.......cccirrieiireie ettt e et e e e e e arre e 156
3.9.35.20 (corig-if)# poe schedulavednesday starttime <v_start_time> J......ccccooiiiiiiiiiieee e 156
3.9.35.21 (configif)# poe schedulavednesday] endtime <v_end_time>J.......ccocoiiiiiiiiiiiiieei e 156
3.9.35.22 (configif)# POe SChEAUIBNUISHAY...........eeiiiiiieiiiii ettt et s e e e st e e 157
3.9.3%.23 (configif)# poe schedulehursday{ starttime <v_start_time> J........ccccooiiiiiiiiiiiee e 157
3.9.3%.24 (configif)# poe schedulehursday{ endtime <v_end_time> }.........ccccooiiiiiiiiiiiee e 157
3.9.35.25 (configHif)# POE SCHEUIBIIAAY...........veiiiiiii e e e 157
3.9.3.26 (configif)# poe scheduldriday{ starttime <v_start_time> J........ccccoviiiiiiie e 157
3.9.3%.27 (configif)# poe scheduldriday{ endtime <v_end_time>J........ccccriiiiiii i 158
3.9.35.28 (configif)# POe SChEAUIBSATUITAY...........eeeiiiieeiiiiie ettt e et s e s e e e abr e e 158
3.9.3%.29 (configif)# poe schedulesaturday{ starttime <v_start_time>.}.........cccccoviiiiiiiiiiene e 158
3.9.3%.30(configif)# poe schedulesaturday{ endtime <v_end_time> J.......ccccciiiiiiiiie e 158
3.9.35.31 (configif)# POE SCREAUIBSUNUAY........couiiiiiiiii ettt e st e e snree s 159
3.9.3%.32 (configif)# poe schedulesunday{ starttime <v_start_time> Y........cccciiiiiiiii e 159
3.9.3%.33(configif)# poe schedulesurday{ endtime <v_end_time>.}..........ccccoviiiiiiiiii e 159
3.9.36 (CONTIG)HE POMSECUNILY......eeeieiieteie ettt ettt e e e st e e e e bbbt e e s e abb e e e e e annbr e e e e e nbbe e e e e anereas 159
3.9.36.1 (CONTIG)H POMSECUITEY.......eeeeeiettee ettt ee ettt e ettt ettt e e st e e e asb et e e s st et e e sh b e e e e sbe e e e sabe e e e asbr e e e anbeeeessreeeeennneeenans 159
3.9.36.2 (CONTiQ)HPOIt-SECUILY @GING. ... ..t eeeiiureeeiiteeeiitieee e et e et e e st b e e s e asbe e e st b e e e e kb e e e sbe e e e s asneeeeanbreeeanneeesnnreeeean 160
3.9.36.3 (CONfig)H#POrt-SECUNItY AGING TIMIE.....eiiiiiieeitiie ettt e e s e et e s e e bb e e s abe e e e snreeesnneeeas 160
3.9.36.4 (config)# POHASECUIitY INKABTECTION.........oiieieiiiiee ettt e e e 160
3.9.36.5 (CONTIGHT)H POIMESECUITEYL.....eeee ettt et e e et e e s e e st e e e et e e nnreeenannnee s 161
3.9.36.6 (configif)# portSeCUrityliNK-OETECHION ..........iiiiiie e 161
3.9.36.7 (configif)# portsecuritylink-deteCtion @CHION.............iiiiiii e 161
3.9.36.8 (configif)# port-securitylink-detection CONAItION..........cc.uuiiiiie e 162
3.9.36.9 (configif)# POrt-SECUIILY MAXIMUIML......iiiiiiiiiiiiee ettt e s et e e e e st e e s e nb e e e nnreeesnneeas 163
3.9.36.10 (configHif)# POrtESECUIILY VIOIATION.......ciiiiiiiiitiee ettt e e e e e e e 163
319,37 (CONTIGYADIIVIIEGE. ...ttt e st e e st e e e et et e e s e bbb e e e e e eaebeas 164
R (o]0 (o) = 011 o PO PRSP UOUPPRTN 164
3.9.38.1 (config)#ptp <CIOCKINSE> AOMEAIN........ccoiiiiiiiiiiie ettt e s e b e e snre e e nree s 164
3.9.38.2 (config)Hptp <CIOCKINSES fIILEL........eiiiieiee et es 165
3.9.38.3 (config)#ptp <CIOCKINSES MOTE. .......eiiiiiiiie ettt e e snree s 165
3.9.38.4 (config)#ptp <CIOCKINSES PrIOMIEYL......cciiiiieiiiie ettt e et e e s et e e s e e e s nneee s 166
3.9.38.5 (config)#ptp <CIOCKINSES PrIOMIEY2......cciiiiieiiiie ettt e st e s e e nneee s 166
3.9.38.6 (config)#ptp <AOCKINSE> IMEPIOPEITY. ..cciuvviiiieeiie ittt ettt e et e s e e st e e e sbee e e nneeas 167
3.9.38.7 (CONfIG)HPLP SCIOCKINSTS UM .. .eeiiiiiiie ettt e e s e s anb e s b e e nnbeeeean 167
3.9.38.8 (CONFiIGIf)H PP SCIOCKINSTZ. ...ttt ettt et e e st e e s nr e e e s nneee s 168
3.9.38.9 (configif)# ptp <CIOCKINSTSANNMOUNCE. ........uviiiiiiiei ittt e e e s e s e e nenee s 168
3.9.38.10 (configif)# ptp <ClOCKINSt> deIagSYMMELIY......cciiuiiiiiiiii it reee s 168
3.9.38.11 (configif)# ptp <clockinst> delagnechanism { €2€ | P2P.}....uveeiiiiiiiiiii e 169
3.9.38.12 (configif)# ptp <clockinst> delageq interval <INTEIVAlZ...........cooiiiiiiiiiiie e 169
3.9.38.13 (configif)# ptp <clockinst> egredatency <egress_IatenCY>.........cvviiiiiiiiiiieeiiiie e 170
3.9.38.14 (configif)# ptp <clockinst> ingredatency <iNgress_|aY>..........oocviiiiiiieiiiiie e 170
3.9.38.15 (configif)# ptp <clockinst> syAOterval <INtErVal.............cooiiiiiiiiiiee e 170
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3.9.39 (CONTIGHE)HE PVIAIN....c.eeeeee ettt e e st e e e s st b e e e e st b e e e e e s snrrneeeeeanen 171

3.9.39. 1 (CONTIGHTIHE PVIAN.....eeeeeee ettt e e e e e st e e et e s et e e e r e e s anne e e e e 171
3.9.39.2 (confighif)# PVIANISOIALION. .......c.eeiei et e e s e e e e e e s 171
R 10X (oo]q 1o ) E:o [0 1T PO PP PP PP UPUPPPPP 171
3.9.40.1 (CONTIG)HUIOS MAP COTISTP. . .uvveeiureieiiiriee et ee s st e e st e e sttt e s e e e s s re e e e aste e e s asre e e s ssne e e e s sre e e nnneeesnneeeatreeenans 171
3.940.2 (config)H#J0S MaP ASCIEIASSITY.....ceeveieieieee ittt e e e e e st e e s e e nnnee s 172
3.9.40.3 (CONTIG)HIOS MAP USCITOS. .....eveeiereeeiireee et ee s et ee s bt e e st e e e st e e s s sn e e e asteeesasse e e s sbr et e easne e e snneeesnneeeanreeenans 173
3.9.40.4 (config)#gos map dSCIBGreSSIrANSIALION...........eiiiiiiie e e e e e 174
3.9.40.5 (config)#gos map dSCIINGreSStrAaNSIALION........ccccriiiiiieee et e s e ee e 174
3.9.40.6 (CONfig)HUOS (CE FEIIESN...cci i e e 175
3.9.40.7 (CONTIG)HUOS T UPABR .....ceiuriieiiieieeiiteee e ettt e ettt e st e e et e e st e e sa et e e st e e st et e s smne e e e e bn e e e nane e e e nanneeesnnreeenans 175
R R LR S X (oTo] g1 ile) rzio [0 1 IRS1 (o] 1 o 0 NPT P PP RRP PP RRPP 178
3.9.40.9 (confighif)# QOS ASCEEIASSITY......iureiiiiie e 178
3.9.40.10 (cONfigHf)# 0OS USCHEMAIK .....cciiiiiiiiiiiie ittt et s e e e s ann e e s ssnr e e s nereeesnnneeennns 178
3.9.40.11 (configHf)# QOS USCHIANSIALE. .........eiiiiiiiee e e et e e e nnnee s 179
3.9.40.12 (configif)# gos egress map céag cos <cos> dpl <dpl> pcp <pcp> dei <dei>........cooviiiiiiiiiiiniiiiiiieeees 179
3.9.40.13 (configif)# OS €gresSs QUEHBNAPET QUEUE...........cciiureeeiirieeiareeeerireeeassteeesaseeeessneeeeatreeesbreeesneeeeanreeennns 180
3.9.40.14 (configif)# 0OS €GreSS TAIEMAIK ... ...iiiiiiii it ee ettt ettt ettt e e e e s e e e e snb e e nnreeesnneeas 180
3.940.15 (CONTIGIFJHE QOSEUMESSNIT ...ttt ettt et e et e e n et e e s s bt e e e a bt e e e sb et e e nab et e e e bbe e e sbeeeesbeeeeabneeenans 180
3.9.40.16 (CONFIGHTIH OS INGIESS (R...eeiiureeeiitiee ettt sttt e ettt e e s n et e e s bt e e ab e e e ek bt e e s ne e e e san e e e e anbn e e e antne e e nnnnee 181
3.9.40.17 (CONFIGHTIH QOS INGIESS T I.....ceiueiiiiitiie ettt ettt et e e st e e sbr e e e sbr e e e atneeeeans 181
3.9.40.18 (CONFiGHT)# QOS INGIESS APl ..cciieeeiitie ettt s e e et e e et e nenneas 181
3.9.40.19 (CONFIGHT)HE QOS INGIESS PCP. . eteeeiitiee ettt et st e ettt e ettt e e st e e st e e abb e e e ek bt e e s ne e e e san e e e et e e e e antne e e nnnnes 182
3.9.40.20(configif)# gos ingress map tagps pcp <pcp> dei <dei> cos <cos> dpl <dpl=.........cccooeiiiiiiiiiiiiennis 182
3.9.40.21 (configif)# QOS INGIESS PONICET. ... .viieiiieeeiiiee ettt et s e e e e e et e e nnneeesnnee s 183
3.9.40.22 (configif)# qOS INQresS qUEHBOIICET QUEBUE.........couiiiiiiiii et iee ettt e e et e et e e 183
3.9.40.23 (configif)# QOS INGIESS SNAPEL........eii ittt e e st e e e e snnee s 184
3.9.40.24 (configif)# 0OS INGIESS trUSE ASCI.....vveieiteieiiteie e it e sttt e et e e e st e e s nenne e e e ss e e e sanneeesnnee 184
3.9.40.25 (configif)# 0OS INQGIESS trUSE TAG. ... eeeitreieririeeitrie ettt s e e s e e et e e s sab et e s nbr e e e s aasb e e e snreeesnreeean 184
3.9.40.26 (CONFIGIFJHE OS SNAPEL. ... eeiiiiiiie ettt ettt e e et e e anb et e s nr e e e et eenbnneeenanees 184
3.9 4L (CONTIG)HTAUIUSSEIVEL ...ttt ettt e e e st e e e e bbbt e e s e bt e e e e nb b et e e e e nbbe e e e e annneas 185
3.9.41.1 (config)#radiusServer attriDULE 32...........ooiiiiiiiii e 185
3.941.2 (config)#radiuSSErver attriDULE 4u...........ooi i 185
3.9.41.3 (config)#radiusServer attribDULE O5i...........oiiiiiii e 186
3.9.41.4 (config)HradiUSSEIVEr AEATLIME. .......coiiiiiiii ittt e e et e e s et e e nnre e e s nreee s 186
3.941.5 (CONfIG)HrATIUSSEIVE NOSL......iiiiieiiiitie ettt ettt e e st e e sbe e e s br e e e abreeeeans 186
3.9.41.6 (CONTIG)HAIUSSEIVET KBY ... ittt ettt e et ek e e s bt e e nnre e e s nneee s 187
3.9.41.7 (config)HradiUSSEIVET FEITANSIMIL ......eiitiieiitiit et e sttt e e st e e st e s e e s b b e e sabre e e snrneesnneeeas 187
3.9.41.8 (CONfig)HradiUSSEIVEL TIMEOUL.....ccueiiiiiiiee ittt b e e et e s e e s nre e e e sb et e e nabneeesnneeeas 188
R o (oo g (o) = €1 o o TR PP PP PRRO 188
3.9.42.1 (Corfig)#riNg <INSEANCES CRAIN......ciiiiiiiiiiiee et e et nnre e 188
3.9.42.2 (coNfig)HING <INSTANCES FING....eeiiutiiiiiiite ittt ert ettt e et s s e e st e e st e e e sbe e e e sannr e e s anbe e e e ssreeeessneeennes 189
3.9.42.3 (coNfig)HING <INSEANCES SUD......cciiiiiiiiiiie et sb e e st e e aab et e s e e s nnneeeeas 189
R a Y (o]0 {0 = 40110 ] o IR PP PP PPTRPPPPPPRPN 190
eI e W (ofo] g0 ) =2 g o] g I=1 F= T o DO PP P PP OPRTPPPRO 190
R IR Y (ofo] g o) g g o] A=A =T o | S PP OPRT P PPPR 191
3.9.43.3 (configif)# rMON COIECTION NISTONY.. . iiiiiiiiiiiiiee sttt e e e e e e st e e e e s stb e e e aaaeeseasstaeeeaeesanen 191
3.9.43.4 (configif)# rMON COIECTION STALS.......uuiiiiei it cec e e s e e e e s s e e e e e s ssaanseeeeeesaansreraaaeeaans 192
R e N (oTo ] )0 X1 =281 11 ] (o (o 1LY o T SRR 192
e LN (oo ) 0 ) =] 1 1] 1 o PSSt 192
e I (o] a1 o) 223 11 o T PP OUPPRRRN: 192
3.9.45.2 (CONFIG)HSIMEP AULN ......eiiiiiee et e e e ettt e e e e e et b et e e e e s e st tbeeeeaeeaassssbeeeeeeeassesanneeeeeansnrnns 192
3.9.45.3 (CONTIG)HSIMED EBVENT ...t ieeieiee ettt e ettt e et e e e e e s s et tb e et e e e e s tbtbeeeeeeeaasstaeeeeeesassesaeeeeessaasssnneeanan 193
e L A (T a1 T0 ) k=T 11 o] o Lo o PRSP PSRRN 193
3.9.45.5 (CONTIG)HSMEP TECIPIENT. ... .iei e ettt e e et ee e e e e e s st b et e e e e e e sstbeeeaaaeesanstbeaeeeeessantbaeeeaaaassanses 193
3.9.45.6 (CONfIG)HSMIP SEIVET IPAUUIESS. ... uuiiiiiee e ittt e e e eec et e e e e e e e e e s s eab e et e e e e st abaeeaeeesssanaseeeaeesaansbseeaaeeeans 194
3.9.45.7 (config)#smtp username<username=> passwWord €NCIYPLEA..........ceuiiviiiieeiiiiiiiiiiee e et e e e rierereaee e 194
3.9.45.8 (config)#smtp username<username=> PASSWOIT MO ..........occoiiiiriiiieeiiiiiiieereeeseaiirereeessasaarrereeessssssaereeeens 194
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3.9.45.9 (config)#smtp username<username> password UNENCIYPLEA. .........uueiiiiiiiiiiieiiee e e e e 194

319,46 (CONTIG)HESNIMESEIVEL. ...ttt ettt ettt ettt e e ettt e e e e e ea b et e e e st b et e e e ek b et e e e e e anbbe e e e e anbbeeeeeannrnes 195
3.0.46. 1 (CONTIG)HSIIMESEIVEL. ...t e it ee ettt e ettt ekt e et e s asn e e e e bt e e e s b et e e ss et e e e ne e e e nnee e e annr e e e anbre e e smnneeennneee s 195
3.9.46.2 (CONTIQ)HSNIMISEIVET ACCESS. ...eciuteieiireee ittt e eate et e st e e st e e see e e s ane e e e st b e e e as et e e sane e e e s annreeaanneeeensrneesanneeennns 195
3.9.46.3 (config)HSNMP-SEIVEr COMMUNITY V2C......eeiiriieiireeeiiireeee ettt e st e e snee e e st e e e s st e s e e e s anreeesanneeeeasnreeearneeenas 196
3.9.46.4 (config)HSNMP-SEIVEr COMMUNITY V3.....oiiiiiieiiriee et e e et e e st e st e s e e e st e e sn et e e s et e e e anr e e e anne e e s nnnes 196
3.9.46.5 (CONFIG)BNMSEIVET CONAT. .......uiiiiitiee ittt ettt ettt e e e et e e e e e s e e e e s rr e e e e ssre e e s nb e e e snne e e nnnes 197
3.9.46.6 (config)Hsnmp-Server @NGINEA I0CAL...........coiiiiiiiiiiii e 197
3.9.46.7 (CONTIG)HSNMISEIVET NOSL.......iiiiiiiiie sttt et e e et e st e e s e e e s s e e e abne e e snreeesnneee s 197
3.9.46.8 (CONfig)BNMP-SEIVEN IOCALIOML.....ceiiiiiieiieiee ittt ettt e b e e e st e e e s e e e et e e e nnre e e nnneas 198
3.9.46.9 (config)#snmp-server SECUritto-groUPMOUEL. .......uvviiiriieiiie et 198
3.9.46.10 (CONFIG)HSNMPSEIVET TFAM .. .. i uteeeiitiee ettt et et e e st e e s e st e e s an e e s s e e e e sab e e e sk r e e e s ne e e e sann e e e anrneesannneeennnnee 198
3.9.46. 11 (CONFIG)HSIIMISEIVEL USEL........iteeeiitieeeattetesasseee e st e e e st e e st e e aane et e e se et e e ssae e e sk s e e e s nn e e e s nn e e e anbneeaannn e e e nnnnee 199
3.9.46.12 (CONFIG)HSNMPSEIVEL VEISIO .....eciitiieitieeeiitie e et et e et e et e e s e e e s at e e e s s e et e snn e e e s mre e e e aatn e e e nanneeennneeean 199
3.9.46.13 (CONTIG)HSNMISEIVET VIEW......eeeeiititeeiieee it eee e et e e et e e st e e as b e e s e see e e s s e e e e bt e e nane e e e s asne e e e ante e e s anreeesnn e e eeas 200
3.9.46.14 (configif)# snmpserver host <KCONf_NAME> TrANS........cvviiiiiiie et 200
3.9.46.15 (CoNfiSNMPSNOSEIHE AIAITIL......eeiiiiiie ittt s e e st e et e s e e s nene e e 201
3.9.46.16 (configgnMpPShOSt)# NOSt SV_IPVE_UCASLZ.......eeiiiiiiiiiiiee ettt e s sinne e 201
3.9.46.17 (configgnMpPShOSt)# NOSE SV_IPVA_UCASLZ.......oiiiiiiiiiiiiiie ettt e e 201
3.9.46.18 (CONFIBNMPSNOSEIE VEISION......ciiiiiiii ittt st e e e e e et e e nbre e e nnneas 202
3.9.46.19 (configgNMPShOSE)# INTOIMS FEIMES......eei it e e e et 203
3.9.46.20 (configNMPSNOSE)# SNULHOWIL........cooiiiiiiiiiie ettt e s e b e e s e e e nree s 203
3.9.46.21 (CONFHBNMPSNOSEIE trAPS....ce i ereeeiiiie ettt e st e e s e e e e s e e e s nbr e e e antn e e e e 203

R I i (o] q (o) F2as o F= LT 1T T =T PSP PP PPPROTTPP 204
3.9.47.1 (config)HSPanninGtree AgQgrEUaAtION. ........coiuite ittt eee ettt e et e e st e et e e e et e s e e e s b e e e e anrn e 204
3.9.47.2 (CONTigSIP-AgON)HSPANNINGITEE . ....ceeiiieee ittt ettt ettt e ek e e s e e e e s e e e st e e e e aabr e e e s nneeesesbeeeeanteeenanneas 204
3.9.47.3 (configstp-aggr)#SPanninGree AUIO-EUGER ... .cccuuiiiieieee ittt ee et ettt e e s anne e e s s 204
3.9.47.4 (confg-stp-aggr)#spanningtree DPAUGUAIT. ..........eiiiiiiieiiiie et e e snre e 205
3.9.47.5 (configstp-aggr)#SPaNNINGITEE EUGE ... ...eiiiiiieiiieee it ee ettt et e e ettt e st eesanr et e e e snreeearneeeaas 205
3.9.47.6 (configstp-aggr)H#SPannImG-IEe INKEYPE ......coiiiiiiiiiie ittt e e 205
3.9.47.7 (configstp-aggr)#spanningtree MSt <INSTANCES COSL.......ciiiiiiiiiiie ettt ee s 205
3.9.47.8 (configstp-aggr)#spanningtree mst <inStance> POFPIIONILY .......vveiireieiiiie et e e 206
3.9.47.9 (configstp-aggr)#spanningtree reStriCtEAIOIE. ..........cuvii i 206
3.9.47.10 (configstp-aggr)#SpanniNGLree reSCIEAICN ......e i iiiiiiie et er e e e e e e et ee e e e e e enneaeeeeeaeas 206
3.9.47.11 (config)#spanningtree edge DPALAIET ...........ovi i e 207
3.9.47.12 (config)#spanningtree edge DPAEOUANT.........ccoouiiiiiiiiei et e e 207
3.9.47.13 (CONFig)HSPANNINGITEE MOGE......ccieiieiiieee ittt b e e e bt e s b e e s nre e e e abe e e e nbneeesnneeeas 207
3.9.47.14 (config)#spanningtree mst<inStanCe> Priofity <PrOZ.........vviiiiiieiiiie et 208
3.9.47.15 (config)#spanningtree mst<instance> vlan <V_VIan_liISEZ..........occoeoiiiiiiiiie e 208
3.9.47.16 (config)#spanningtree MSt FOrWAIGHIME .......cocuiiiiiiie i 209
3.9.47.17 (config)H#SPaNNINGIrEE MSE MAKAGE. ... .eeeiirrieeireteiiireees ettt e st e e st e e s bt e e e s be e e s ssbeeeastbeeeaanreeeeasnreeeatneeenas 209
3.9.47.18 (config)#SPanniNGLree MSt MAMNOPS. . ..c.vviiiiriiei ittt et eee et ettt e e st e e s s e e s st e e ne e e e st b e e e s abreeennneas 210
3.9.47.19 (CONfig)HSPANNINGITEE MSE NAMIE .....iiitiiieiitiee et e sttt e st s e e s b e e e e sbr e e s asbe e e s kb e e e sanneeesnreeeanbree e e 210
3.9.47.20 (config)#SpanninGree reCOVEINY INTEIVAL........c.cuiiiiiiieeiiiiee ettt et e st eeeesaneeenae 210
3.9.47.21 (config)#spanningtree transmit NOIACOUNL..........cociiiiiiiiii e 211
3.9.47.22 (CONFIGHTIHE SPANNINGIIEE ...ttt e et e et e s e e ek e e e e abb e e nnreeesnneee s 211
3.9.47.23 (configif)# SPANNINGEE AUIG-EAGE ........ueeiiiiiiie ittt et et e e e e s b e e naneees 211
3.9.47.24 (configif)# Spanningtree@ DPAUGUANT. .........coiuiiiiiiii et e e e 212
3.9.47.25 (configif)# SPANNINGIIEE EUGE. ... .cciuiiieiiiie ettt et e e s e e e e s eb e e e anbeeesnnees 212
3.9.47.26 (configif)# SPanNINGrEe INKLYPE ... ... veiiiiiiie et e e st e et 212
3.9.47.27 (configif)# spanningtree MSt <INSLANCE> COSL......ciiuiiiiiiiiie e e e e et e e 213
3.9.47.28 (configif)# spanningtree mst <iNStanCe> POMIIONILY ........overiiiiiieiiiie et 213
3.9.47.29 (configif)# SPanNINGree reStrICIEATOIE ... ..ottt 213
3.9.47.30 (configif)# SPanNINGree reSIIICIEATCN .......viiiiiiie ittt e e e e e e 214

3.9.48 (CONTFIGH)HE SPEEA. ....cei et e ettt e e e st e e e e st e e s e anbbe e e e e e nneeas 214

3.9.49 (CONFIG)H SWILCRPOIL.......eeiiiiiiiee et e et e e e e st e e e s e nbeeeas 214
3.9.49.1 (config)BWItChpPOrt VIAN MaPPING.........eeiiiiieeiiiie ettt e et sn e e sbr e e e abreeeanes 214
3.9.49.2 (configf)# SWItCNPOIACCESS VIAI........uiiiiiiii ittt se e e et e e e 215
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3.9.49.3 (configf)# switchport forbidden VIAN........... .o e e e 215

3.9.49.4 (configf)# switchport hybrid acceptablrametyPe..........oooiiviiiiiii e 215
3.9.49.5 (configf)# switchport hybrid alloWed VIAn...............ooiiiiiiiee e 216
3.9.49.6 (confidf)# SWitchport NYDIIA @QrESEAG ... .cccvviiiiiie ittt e s 216
3.9.49.7 (configf)# switchport hybrid INGreSEIEriNG .........cooiriiii e 217
3.9.49.8 (confidgf)# switchport hybrid NALIVE VIANL...........ccueiiiiiie e 217
3.9.49.9 (confidf)# SWItChport NYDIid POMLYPE. ......eviiiiiie et e e e es 218
3.9.49.10 (configf)# SWILCNPOIT MOTE........oiiiiiiie it e e et e e e snr e e nnnes 219
3.9.49.11 (configf)# switchport trunk allOWed VIAN.............cooiiiiiiiii e 219
3.9.49.12 (configf)# SWItchport truNK NAIVE VIAM............eiiiiiiieiiiie et e e 219
3.9.49.13 (cofig-if)# switchport trunk VIan tag NALIVE. ..........cooviiiiiiii e 220
3.9.49.14 (configf)# switchport VIan iBSUDNET id..........cooririiiie e 220
3.9.49.15 (configf)# SWIECNPOIT VIAN MEC........ciiiiiiiiiiiie it e et e e e s e b e e nnne e e s nnee s 220
3.9.49.16 (configf)# SWItChPOrt VIAN MaPPING........ceeiiiiiiiiiie et e e s e e s e e nnnee s 221
3.9.49.17 (configf)# switchport VIan ProtoCOl GrOUD..........cooriieiiiiee ettt nnnre e 221
3.9.50 (CONTIG)HACACSSEIVEL.......eee ettt ettt e e ettt e et e e skttt e e e e s bt e e e e bbbt e e s e ab et e e e e nbb et e e e anbbe e e e e annreas 221
3.9.50.1 (CONTiIg)HACACSSEIVET TIMEOUL........eeiieitieeeitiie ettt ettt e e ek e e e b e e e s b e e e s mre e e e et e e e naneeeennneeean 221
3.9.502 (CONfig)HtaCaCSSEIVEr UEAULME. ... . .eiiiiiiie ittt ree ettt s e e s e e et e e et e s b e eesasbb e e e nnrneesnreeeas 222
3.9.50.3 (CONTIG)HLACACSSEIVET KEY....coutiiiiiiite ittt ettt ettt ettt s e s e e e et e e st et e e nane e e e st e e e ebbe e e nnreeesnneee s 222
3.9.50.4 (CONTIG)HACECSSEIVET NOSL.......ieiiieiiiiee ittt et et e e sk e e s e e e e s e e e anb et e e antn e e e e 222
R N N (o] g o) =] o] o K TP PPRTOPPP 223
e RN M A (oo g 1ile) =TT o ] o F T O PP O P P PP PPPPPPP 223
3.9.51.2 (config)HupnNpP advVertiSINEGHUIALION. ..........utiiiiiee ettt et e st e e s nn e e e snneeeanbree e e 223
RS RN X (ofo]q1ile) z=: 0T o o] o I 11 FO O PSPPSR POPPPPP 223
3.9.52 (CONTIG)AUSEINAIMIE. ....ce ittt ettt e bt e e e s et e e e e st be et e e e aabb et e e e e anbb bt e e e s aabbeeeesanbbeeeeeeannes 224
3.9.52.1 (config)#usernameusername>privilege<priv>password encrypled.........ccoocvveiiieeeerniieeniiee e 224
3.9.52.2 (config)#usernameusername>privilege<privPasSWOTONE ..........cocvieiiieieiriiees e et e e sreee s s e e 225
3.9.52.3 (config)#usernameusername>privilege<priv>password UNeNCrypted..........coovveeerireeeniieee e 225
3953 (CONTIGYIAVIAN ...ttt e e e e e s et bt e e e et e e e e anbbre e e e e e annneas 226
e R TC N (oTo] 1[0 ) =2 = 1o FO O T T PO PP O P PP PPPP PPN 226
3.9.53.2 (config)#vlan ethertype SCUSTOIMHDOIT. .....ccitiiiiiiiies ittt ett ettt se e e e st e e st e e s e e e e s nnneeenanes 226
3.9.53.3 (CONTIGYHVIAN PIrOLOCOL.......ccimiiiiiiiiie ettt e ettt e s e e s ann e e nnees 227
3.9.54 (config)AVeh PrivIlEge grOUR.....coo i e e 228
CHAPTER.AWEB OPERATION & CONFIGURATION....ccuiiiiiii e 230
A L HOMEPAGE. ... et ee et —— e, 230
Tt I I To | PO PPPPRPOPPPPP 230
1.2 POIT STALUS ....cce ittt ettt e e oo s e e s e e et et e e e e e e e e e e et e e e e e e a e e e reaeaeee e an 231
R = 1= 4 PO PO PP OTPPPUORPPRPN 231
o 1= [ o RS VA (=] 1 T PP OUP PR 231
ST I o o o 11 | PP 231
S 4 1 =Y PP UPPPRIPPPIN 232
4.2.1 SYStemM CONFIQUIALION.......veiiie ittt ettt e e ettt e e s s et b e e e e s abbe e e e e s sabbeeeeesaane 232
4.2.2 SYSLEM INTOIMALION. ...ttt sttt e e et e e et e e e e aabbe e e e e e annneas 233
TR B 1 (=11 T | O PP PPPRTPPP 233
4.2.4 SYSEEIM IP STALLIS. ....eeiiiieeeiei ittt ettt et et e e e e e e s ettt e e e e e e e e s e s b e b e reeeeeeeeeesaaeannnnnn 235
4.2.5 SYSTEIM N TPttt ettt et et e e e e e e s s s o bbb e et e e et et e e e e e e s s n bbb e e et e eeeeeeeeeeeaaanne 235
N SIS V) (= 1 T T 1 = TP PRT 236
4.2.7 System LOg CONFIQUIALION........oitiiiie ittt ettt e e et e e e e e et e e e e snbb e e e e enneee 237
4.2.8 SyStenLog INFOIMELION........cooiiiiiii et e et e e e bt e e e e sneeeas 237
e SV (=1 W L= = 11 =T I o T PP PRP O 238
4.2.10 SYSLEM CPU LOAM.....ceiiiiiiiiie ittt e ettt e e e sttt e e e s sb bt e e e e s snbb et e e e abbeeeeesanbeeeaeesane 238
4.2.11 SYSLEIM SRttt ettt e e et e et e e e e e et e e e et e e e e e e e e e a e s 239
e Ay A = g 1 L - Y PP SRTO 240
4.3 GREENETHERNET ....ettttttuteeeattettttimeeeeeeabbb s s e e e e et eeebbb oot e e e e bbb 4o e e e et e e e e s bbbt et e e bbb e e e eeeeeeennnnen 241
4.3.1 Green EtherNEt LEDL........cooi ittt e sttt e ettt e e e s enb e e e e nnneeas 241
4.3.2 Green Ethernet CONfIgUIALION...........oiiiiiiiiiiiiieie et e et e e e s sebaeeeesaaes 242
4.3.3 Green EINEINEt STALUS.....ccoi ittt et e e e s st e e e s bt e e e e s annnneaens 243
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] TP 243

4.4.1 POItS CONTIGUIALIALL. .....iiuetieee ettt e ettt e e e st et e e e emb et e e e abbr e e e s e anbr e e e e e ennreas 244
N o] 4 SR = | = PR 245
4.4.3 POIS TraffiC OVEIVIEW . ...ceiiii ittt ettt e e e e e e e e et e e e e e e e e e s sa s s nbbbbeeeeeaaeeeeesannnnans 246
A.4.4 POIS QOS SEAlISTICS. ..ot ietttiieiitete e e e et e sttt e e e e e e e e e s s e bbbt et e e e e e e e s e s aane e bba s beeeeeteeaeeeeaanrnbbeeraeaeeeas 246
A.A.5 RIS QCL SEATUS. ..ot et eeeee ettt e oo e e e e e et et ettt eeeeetebebe b bbb b s e e e e e e e e e e e e aaaeaaeeeeeesnreabanaaan 247
4.4.6 POItS Detailed StatiSTICS .. .uuuuueiiiiiieieie ittt e e e e e e e e s e st bbb ereeeeeaaaeeeaeaannrnreeeeeeas 248
A 4.TUTP Cable DIBGNOSHES .. .eiieiitiieeeiitie ettt ettt e e e e et e e e e et b e e e e sk b e e e e e e e aabr e e e e e anbbeeeeeanrreeas 249
o o ¢ KSR P PP PP PP TR 250
A5 SECURITY ettt ettt ettt oo ee oottt e ettt e e e et h e et et e et e a e e et e e e e et e b e e e enr e e et eh e e e eeta e e eera e aeane s 251
T 1 1 (o o W TP TP PPPRT 251
T N R O T = T TP 251
4.5 1.2 PriVIIEOE LEVEIS ...ttt ettt et e e e et e R e s e e e n e e s 252
4.5.0.3 AULN MEEINOM. . ..ottt h et e he e e e ab e e hb e e e ket e bt e e ke e ebe e e beeebe e e nbeenare et 253
S B ST I TSP UP PSP P PPPUPR 254
SN I o I I = T T PSPPSR U POV TOURUPRURN 254
4.5.2 ACCESS MANAGEIMENL.......iiiii ittt ettt e e e et e e e et e e e e e s a e et e e e e e e e e s sa s r e e e e e eeeeeaeeaanas 255
4.52.1 Access Management CONFIGUIALION. ..........iiiiiiiiiii ettt e e e b eesnre e e s nreee s 255
4.5.2.2 ACCESS MANAGEMENT SEALISTICS. .. eeivvrieiiieie it ee ettt e st e e et e e s e e s b e e e st e e e sne e e e nnneeeean 256
AB.B3SNMP... et e e et e et et et e ettt ettt bttt et a b aea e e e e e e aaaaaas 256
4.5.3.1 SNMP System CONfIGUIATION........ceiiiiieiiiit ettt e e et e e sr et e s e e e e asbr e e nanreeesnneeees 256
4.53. 2 TraPCONTIGUIALION. ....eeiiiiiee ittt e ekt e et et e e b e et e e smbe e e e ek bt e e eab et e e s ene e e e enb e e e e annn e e e nnnes 257
4.5.3.3SNMPV3 Community CONFIGUIALION.........vviiiirieeiiiie etttk e s et e e e e s e ssb e e e snreeesnreeeas 259
4.5.3. 4 SNMPV3 USEI CONFIGUIALION. ......eiiiiitiie ittt s ettt e s st e st e e e smre e e e ssne e e e asb e e e ennneesnreeees 260
4.5.3.5SNMPV3 Group CONFIGUIALIAN. .....eeeiiitieeiiiet et ee ettt e et et e e e kb e e e s bsee e e san e e e anbr e e e ante e e e nnnneas 261
4.5.3.6 SNMPV3 VIEW CONFIGUIALION.......cciiiiiiiiiiiee ettt e et e et e e e e s s e e e s abbe e e snre e e s nreee s 261
4.5.3.7 SNMPV3 ACCESS CONFIQUIALION. .....eeiitiieiiiit ettt ettt e ek e e s e e s e e e et r e e e anne e e e nanneas 262
ABARMON. ... oot e oo e e e oot e ettt et bbb e e e e e e e e e et e et e e et ettt e et be bt e a e e e e e aaaaaaas 263
R o S = 1 102 PSP ROO P PP PPPP PRSP 263
4.54.1.1 RMON StatiSticS CONIGUIALION.........uvieiiiiie ittt et e et e e et e nnne e e s nnee s 263
4.5.4.2 RMON HiStOry CONfIQUIATION........cuueiiiiiiee ittt e et et e e e e s b e e e s abb e e s nnneesnreee s 263
4.5.4.3 RMON AIGrmM CONFIGUIBLIONL.....outeieiiiieee et ee ettt e et e et e e e sk e e e sabe e e e s e e e e nnb e e e anbneeenannes 264
4.5.4.4 RMON EVENt CONfIQUIALION......ouiiiiiiiieee ettt e et e sk e e st e s e e e s e e e st e e e e ennnes 265
4.5.4.5 RMON SEAtISHCS OVEIVIEM. ......tviieiiiieeiiteee e sttt e ettt sttt e e sttt s st e e s et e e aa b et e e aabe e e e aasb e e e sk b e e e ettt e e nnreeesannneees 265
A.5.4.6 HISTOTY OVEIVIEW......uetiieiiiiee ittt eet ettt et e e st e ekt e ekttt esas et e e e s R e e e e e st et e s s e e e ek b e e e s bnneeennnneeeantreeea 266
A.5.4.7 ALBIN OVEIVIBW. ... .eeeeitiie e ettt ee e e ettt e e ettt e e s bt e e as et e ekt e e e s et e ek b et e ek ee e e e nab et e e aa b et e e anb et e e nsbneeeeasbeeesanbeeeennee 267
A.5.4.8 EVENE OVEIVIEW. ... eeeieiiiiie ittt ettt ettt ettt e e as et e ekt et a4k b e e e ek bt e e ek ee e e e aas et e e as b bt e e an b et e e nnbneeeeasbeeesanbeeeennee 268
TR TN V= A1 PR 268
A.5.5.1 POIT SEOUNILY. ...t tteiitete ettt e ettt e ettt ettt e ket e e s e st e e ekt et e e st et e s oh b et e e e b bt e e eas e e e e aabe e e e an b bt e e enbn e e e nanneeeannreennes 268
A.5.5. 1.1 LIMIE CONIAL.....eiiiiiiie itttk e ket e e e b e e e skt e e s b et e e s et e e enbr e e e antneeennnee 268
4.5.5.1.2 SWILCR STALUS. ....eeittieeiitit ettt ee ettt e ettt ekt e ek et e e e b e e e e bt e e aab et e e e be e e e e n e e e et 269
4.5.5. 1.3 PO SEALUS. ....eeeiiiiiiiiiiee ettt e e e e e e e e e et e e e e e e e et e e e e e e e e e e e nanrr e e et e e e n e e e e e e s 271
A.5.5. 1.4 LINK DEIECHOM .....eeiiiieie ittt ettt e e e e skt e e e aat et e e s s et e ek e e e nnbe e e e e nnneeeabreeeaas 271
ST NN TPV P PP PRSPPI 272
4.5.5.2.1 CONFIQUIALION. ...ttt ettt e bt e s a e e e e et et e e e bt e e s an e e e e asnre e e e nreeesnnneeas 273
4.5.5.2.2 SWILCR STALUS. ....eeittiieiitii ettt e ettt ekt e e bt e e e b e e e e b e e e e bt e e et e e e e e et 276
4.5.5.2.3 POI SEALISHCS .....ecuveeiitieiieieit ittt sttt et e e e b e s e e b e et e e e n e s s e e st e re e e 276
5.5, 3 ACL . oo E e bt R e e e e a et e s re e 278
4.5.5.3. L POITS ..ottt ettt ettt b et e e E e nene e s 278
4.5.5.3.2 RAE LIMIIBEIS.....eiiiiieiiieiii ettt ettt e et e e s e e s e e e b e st e e s b e r e s e 279
4.5.5.3.3 ACCESS CONIIOI LISL....ciiiiiiiiieiiie ittt ettt sen e e sn e 279
4.5.5.3.4 ACL SEALUS......ceiueieitiiitie ettt ettt bt e e b e et e b e R e bt a e a e e e e e e reenree s 283
554 DHCRP......ei e e h e e e et e et e b e a e a e 284
4.5.5.4.1 DHCP SerVer StAtISHCS. ... .cciiiiiiieiiie ittt st st sb e e s r e reesnee e 285
4.5.5.42 DHCP Serv@iNdiNg IP.........ccooiiiiiiiiie e 286
4.5.5.43 DHCP ServEIECHNEA IP.......cocuiiiiiiiiii et et 286
4.5.5.44 DHCP Serv&fode CONfIQUIALION..........uuiiiiee i iiiiiiiee e ettt ettt e e e e e et e e e e e s s nbereeaeeaessassbneaeeeeanes 286
4.5.5.45 DHCP Servdbcluded [P CoNfIQUIAtiON.........uviiiieiiiiiiiiiee ettt e e e e e e e s et e e e e e e eessnneaees 287
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CHAPTER
INTRODUCTIOI

CHAPTER.INTRODUCTION

1.1 Welcome

Welcome and thank you for purchasingghfindustrial Strength" product. We hope this product is everything you
wanted and moreOur Product Managers and R&D team have placed a "quality first" motto in our development of
this series of Ethernet switches with the desire of providing a highly stableehiable product that will give years of
trouble free operation. We are so sureatir product designwe offer an unconditional 5 years warrantee.

In this chapter we will introduce all of the various models available in this series, for Fast Ethdgadtt G
Ethernet, POE and naRoE applications'hese models can be either wall mounted or DIN rail mounted. Chapter 2 will
describe the mounting and installation methodall the models in this series utilize almost identical management
interfaces, whethewsing serial console and CLI (command line interface) commands, Telnet, SSH, HTTP (Web GUI) or
SNMP (Simple Network Management ProtocGhapter4 will detail all of the configuration settings by using an easy
to point and click Web interface which caa bccessed from any available web browser.

1.2 Product Description

IFS/I GS803SMmodels are managed industrial grade Fast & GigBHiernet PoE (Power over Ethernet) and
non-PoE switches that provide stable and reliable Ethernet transmission. Housggigied DIN rail or wall mountable
enclosures, these switches are designed for harsh environments, such as industrial networking and intelligent
transportation systems (ITS) and are also suitable for many military and utility market applications where
environmental conditions exceed commercial product specifications. Standard operating temperature range models
(-10C~60C) and wide operating temperature range modeld0{C~75°C) fulfill the special needs of industrial
automation applications.

Throughout tle rest of this section, each model in this series will be detailed. After reviewing this section, the
naming system for the model names will become clearer. But very basically, this series is divided in both Fast Ethernet
and Gigabit Ethernet models. Theérey are further divided into POE capable or ABoE models. Lastly, there are two
temperature ranges for these models, the commercial temperature rartfG~60°C) and the extended industrial
temperature range-40°C-75°C).

1.211FS'803GSM

ThelFS'803GSMis an IndustriaFastEthernet Switch BS) for commercial temperature range ef0°C to +60°C.
There are &RJ345 UTP LANborts that support 10M/100M Etherneaind 3 fiber ports that support 200M/1000M dual
rate speed and utilize SFP cages that suppait industry standard Fast or Gigabit SFP moduidike FS-803GSM
series, FS803GSM series provides 4KV surge protection for UTP LAN ports and negative DC power supply connection
for different deployment demandsThe Ethernet switch is fully manageabkupporting most standard Layer 2
Ethernet configurable settings. THES803GSM-E model is identicalto IFS803GSM in every way, excepit can
support an extended operating temperature range-40°C to +75C.
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1.221GS803SM

The IGS803SMis an Industrial Gigabit Ethernet Switch (IE®r commercial temperature range e10°C to
+60°C. There are 8345 UTP LANorts that support 10M/100M/1000M Ethernetaind 3 fiber ports that support
100M/1000M dual rate speed and utilize SFP cages that stgmy industry standard Fast or Gigabit SFP module.
Unlike IGSB03SM series, IGE3SM series provides 4KV surge protection for UTP LAN ports and negative DC power
supply connection for different deployment demandBhe Ethernet switch is fully manageabkupporting most
standard Layer 2 Ethernet configurable settings. TRE803SME model is identicato IGS803SMin every way,

exceptit can support an extended operating temperature range48fC to +75C.

E§§§ °§$§ wEE g s:fo,ﬁw%
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1.2 3 IFS'803GSM-8PH24

The IFS803GSM-8PH24is an IndustriaFastEthernet, Power over Ethernet (PoE), Swit@s)Ifor commercial
temperature range of10°C to +60°C. There are B345 UTPFLAN ports that support 10M/100NEthernet. These LAN
ports support PoE for either IEEE802.3af (1atts) or IEEE802.3at (30 watts) with a total power budget of 180watts.
This model features a "Power Boost" design which allows it to provide standard, regulated PoE voltagb ©f but
only requires 24VDC running voltage. The lower 24VDC running vdaltimges this unit to be deployed in many
transportation applications where there is no 48VDC and only 24VDC is available. There are 3 fiber ports that support
100M/1000M dual rate speed and utilize SFP cages that support any industry standard Fast ibiSGRahodule.

Unlike FS803GSM-8PH24 seriesF5803GSM-8PH24 series provides 4KV surge protection for UTP LAN ports and
negative DC power supply connection for different deployment demaits. Ethernet switch is fully manageable;
supporting most stanard Layer 2 Ethernet configurable settinghe IFS803GSM-8PHE24model is identicalto
IFS'803SM8PH24in every way, except tan support an extended operating temperature range4sfC to +75°C.
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1.241GS803SM8PH24

ThelGS803SM8PH24is an Industrial Gigabit Ethernet, Power over Ethernet (PoE), Switch (t@8ommercial
temperature range of10°C to +60°C. There are B345 UTPLAN ports that support 10M/100M/1000M Ethernet.
These LAN ports support PoE for either IEEE802.3af (15.4) wattEEE8B02.3at (30 watts) with a total power budget
of 180watts. This model features a "Power Boost" design which allows it to provide standard, regulated PoE voltage
of 55VDC, but only requires 24VDC running voltage. The lower 24VDC running vdtagettais unit to be deployed
in many transportation applications where there is no 48VDC and only 24VDC is available. There are 3 fiber ports that
support 100M/1000M dual rate speed and utilize SFP cages that support any industry standard Fast oISERjabit
module.

Unlike IGSB03SM8PH24 series, IGE3SM8PH24 series provides 4KV surge protection for UTP LAN ports and
negative DC power supply connection for different deployment demaifts. Ethernet switch is fully manageable;
supporting most standardayer 2 Ethernet configurable settisgThe IGS803SM8PHE24model is identicalto
IGS803SM8PH24in every way, except tan support an extended operating temperature range4gfC to +75<C.

O= QO+
s [
@ ggo» 0w 0= 0

LORAC
1
10
9
@]
PeE
O O
78
O Of
5 6
O Of
34

121 2

1GS*803SM-8PH24

< o~

B

A

1.251GS803SM8PH

ThelGS803SM8PHis an Indugtal Gigabit Ethernet, Power over Ethernet (PoE), Switch)(fGScommercial
temperature range of10°C to +60°C. There are BR345 UTPLAN ports that support 10M/100M/1000M Ethernet.
These LAN ports support PoE for either IEEE802.3af (15.4 wattsE@0ERat (30 watts) with a total power budget
of 240 watts. There are 3 fiber ports that support 200M/1000M dual rate speed and utilize SFP cages that support any
industry standard Fast or Gigabit SFP module.

IGS803SM8PH seriesalso provides 4KV surgergtection for UTP LAN ports and negative DC power supply
connection for different deployment demand$he Ethernet switch is fully manageable; supporting most standard
Layer 2 Ethernet configurable settiigrhe IGS803SM8PHEmodel is identicato IGS803SM8PHIn every way,
except t can support an extended operating temperature rangedéC to +75<C.
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1.3 Product Features

A Wide temperature mode{supports -40°C~75C)

A 8x10/100Basé(X) R45 with 3x 100/1000Bas& SFP Fibg¢iFS803GSM& IFS803GSM8PH24Serie$

A 8x10/100/1000Bas&(X) R45 with 3 x 100/1000Bas¥ SFP FibelGS803SM& IGS803SM8PH24IGS803SM
8PHSeries)

A Redundantl2/24/48VDGQlual inputs [FS803GSM& IGS803SM NorPoESeries)

A Redundan®4/48VDC dual input$FS803GSM-8PH24& IGS803SM8PH24PoESeries)

A Redundan#8VDC dual input§GS803SM8PHPoESeries)

A Support negativepower input with isolated 2382 console port

A Normally Closed (NC) user programmable alarm relay contact

A Power booster design for up 8VD@PoE/PoE-sutput with only 24VDC inpuexceptl GS803SM8PH PoE
Serieg

A Provides &ort IEEE802.3af / 802.3at PoE OutfuB0W per Por{PoEseriesonly)

A Maximum PoE power budget of 1804¥S803GSMBPH24 & IGB03SM8PH24 PoE Series) 240W
(IGS803SM8PH PoE Seess)

A Advanced PoE management that includes PoE PD auto detection, auto reset (cycle power to unresponsive IP
camera), PoE configuration for weekly power scheduling

A 1P30 rugged metal housing

A Safety UL6095Q & EN60950

A CE, FCC, Rail Traffic EN564Zlertified Industrial grade EMS KB10006-2) and EMI (EN6106B4)

A Cable diagnostic, length measurement, cable OK or broken point distance

A Suppors|IEEE802.3az EEE (Energy Efficient Ethernet) Management to optimize power consumption

A STP, RSTP, MSTP;TTG.8032 EtherndRingProtectionSwitching (ERPS for cabling redundacy

A QosS, Traffic classification QoS, CoS, Band width control for Ingress andtEgeeksast storm entrol, DiffServ

A |EEES802.1g VLAN, MAC based VLAN, IP subnet based VLAN, Protocol based VLAN, VLAN translation, MVR

A Dynanic IEEE 802.3ad LACP Link Aggregation, Static Link Aggregation

A IGMP/MLD snooping V1/V2/V3, IGMP Filtering / Throttling, IGMP query, IGMP proxy reporting, MLD snooping

A Security: Port hsed and MAGaseal IEEE802.1X, RADIUS, ACL, TACACS+, HTTP/HTTP$2SSL/SSH

A CLI, Web basemanagement, SNMP v1/v2c/v3, Telnet server for management

A Software upgrade via TFTP and HETR| partitioned flash for quick recovery frompgrade failure

A DHCP client/Relay/Snooping/Snooping option 82/Relay option 82

A RMON, MIB Il, pornirroring, event syslog, DNS, NTP/SNTP, IEEE802.1ab LLDP

A SupporsIPv6 Telnet server /ICMP v6, SNMP, HTTP, SSH/SSL, NTP/SNTP, TFTIP, QoS, AC
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Standards

IEEE 802.3 10BaseT 10Mbit/s Ethernet

IEEE 802.3u 100BaseT X, 100BaseX Fast Ethernet

IEEE 802.3ab 1000Basel Gbit/s Ethernet over twisted pair

IEEE 802.3z 1000BaseX Ghit/s Ethernet over Fibé&ptic

IEEE 802.1d STP (Spanning Tree Protocol)

IEEE 802.1w RSTP (Rapid Spanning Tree Protocol)

IEEE 802.1s MSTP (Multiple jganning Tree Protocol)

ITUT G.8032/Y.1344| ERPS(Ethernet RindProtection Switchinp

IEEE 802.1Q Virtual LANs (VLAN)

IEEE 802.1X Port based Network Access Control, Authentication

IEEE 802.3ad Link aggregation for parallel links with LACiAk Agregation Control
Protocol)

IEEE 802.3x Flow control for Full Duplex

IEEE 802.3af PoE (Power over Ethernet)

IEEE 802.3at PoE+ (Power over Ethernetleancements)

IEEE 802.1ad Stacked VLANsQ-Q

IEEE 802.1p LAN Layer 2 QoS/CoS Protocol for Taddfioritization

IEEE 802.1ab Link Layer Discovery Protocol (LLDP)

IEEE 802.3az EEE (Energy Efficient Ethernet)

Switch

VLAN Groups

up to 4096

Switching Fabric

7.6GbpsIES series) 22GbpgIGS series)

Data Processing

Store and Forward

Flow Catrol IEEE 802.3x for full duplex mode, back pressure for half duplex modg
MTU 9600 Bytes (Jumbo Frames)
MAC Table 8K
PoE standards IEEE802.3af, IEEE802.3at
POE Ports RJ45 pin assignment, 8 R% ports support IEEE 802.3af / IEEE 802.3¢
PoE EndSgan
Alternative Amode
PoE Mode Positive (VCC+): 88 pin 1, 2. Negative (V§GCRHM45 pin 3, 6.
Data 1,2,3,6(IFS Series); 1,2,3,4,5,6,7,8 (IGSeries)
--8 x R#5 10/100BaseTX auto detect speed, auto negotiate duplex, g
LAN MDI/MDHXfunction, Full/Half dupleflFS Series) _
Connectors --8 X R#5 10/100/1000BaseT(X) auto detect speed, autp negotiate
duplex, auto MDI/MDX function, Full/Half dupleftGS Series)
Fiber 3x100/1000 BaseX dual speed mode SFP slots, supporting DDMI
Console RS232 (RAS5)
Network Cable UTP/STP Cat.5e cable or above
EIA/TIAS68 100-ohm (100m)
Protocol CSMA/CD
Ethernet Reversg polarity auto detect/correct
Protection Present
Overload current Present
protection
CPU Watch Dog Present
--Redundant Dual DL2/24/48V 9.6~60VDC) Input poweflFS803GSM
& 1GS803SMeries)
Power Supply --Redundant Dual DC 2{1/48V (ZFVDC) Input poweFS803SM8PH24
. & IGS803SM8PH24 Series)
Power (Removable Terminal

Block )

--Redundant Dual DC 48%4(57VDC) Input powetGS803SM8PH
Series)

--Supportnegativeinput power-48V(IFS803GSMIGS803SM
IFS'803SM8PH241GS803SM8PH24& 1GS803SM8PH
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Certifications

EMC

CE

EMI

FCC Part 15 sub B class A, CE EN55022 Class A

Immunity & Emission
for Heavy Industrial

EN510006-2, EN610065-4

Envionment
EN6100&4-2 (ESD) Level 3, Criteria B
EN6100&4-3 (RS) Level3, Criteria A

EMS EN6100&4-4 (Burst) Level3, Crit_erig A
EN6100&4-5 (Surge) Level3, Criteria B
EN610084-6 (CS) Level3, Criteria A
EN6100&4-8 (PFMFMagnetic keld) Field Strength: 300A/nCriteria A

Safety UL609561, EN60956L

Railway Traffic EN501214

Shock EN6006&2-27

Freefall EN6006&2-32

Vibration EN6006&2-6
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CHAPTER PANELS &NSTALLATION

2.1 Views of Panels
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Each physical feature on the pels is indexed numerically and explained briefly in the reference box on the right
handside. Detailed descriptions for each feature are also provided in the followingetttons.

IFS71GS803SM
Front Panel

oooocoDoOoOooOoO0ogocooo

agoooooooodooooaon

ooooooOoooooaoooo
ao
=]

NoO00DO0ONno00000
_C) 00000000000000

© [Boooooojg
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() DooooDOODODOODODODDOOD

TopPanel

H n H :
|

[

gif

_(S «wQ a0 ~0.
~Q>oaoao§
_(S wQ o NOE
~Q 20 20 =0

IFS71GS803SM8PH24
IGS803SM8PH

Front Panel

SidePanel

Index Reference

RJ345 LAN ports

SFPbased fiber
optical ports

Gonsole port

Power, Fault, CPU
ACT, Ring Master
LED indicators

RJ345 Link/ACT LED
indicators

Fiber optic LED
indicators

PoE LED indicators

Terminal block for
two power inputs
and darm relay
contact

Earth ground screw
Screw holes for din

rail and walk
mounting kit
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2.2 LAN Connections

WiEgoly TG0 { B3
BHad 292 100 et
ng [elYe}

B O~ OQw Qo O~

C ﬁ&ﬁ!

Front of unit

There are 8 shielded 5 that provide LAN connection to the Switch. On HRE Series these provide Ethernet
for 10M/100M connection. On théGS Series these ports are 10M/100M/1000M. Each of these eight LAN ports has
associated LEDs which indicate the active link state and the detected speed of the interface. A green indicates a link
and a speed of 100M, while amber color indicates a link and speed of 1000M.

2.3 PoE

ForIFS/I GS Seriesunits with PoE capability, th& LAN ports support PoE (Power over Ethernet) per IEEE802.3af
(15.4W) or IEEE802.3at (30W) for connection to standard POE PD (Power Devices) such as IP Cameras, Access Points
IP Phones, Digital Signage, etc. PoE eliminates the need to run separatetpaivese devices thereby simplifying
deployment and reducing expenses. The total power budget for all 8 ports is 180 (ESi803SM8PH24&
IGS803SM8PH24 or 240 watts (IGB03SM8PH) The LAN ports may also connect to any-RafE device for normal
Ethernet transmission without any damage to the nBOE device or to th=S/IGS device

W5 ¥ o )
Egggg?s% iz 2o
(¥

H

Front of unit

—1

PoE green LEDs indicate the power status of IEEE802.3af/at. When "ON", these LEDs indicate that ad®D (Power
Device) has been connected toetil, AN port, successfully negotiated PoE and is being supplied power from the
IFS/IGS' device In the event of PoE fault (overload, short circuit or failed port) this green LED will flash. When no PoE
is being provided, the PoE LED for that port will reni@FF".

Note: For IG803GSMBPH, 5857V is recommended for IEEE802.3at PoE 30W application.
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2.4 Fiber Connections

1 3 85359
Eg% g 12332
g

| |

Front of unit

—1%

ThelFS/IGS Series utilize SFP modules for fiber transmissions. Each of the fiber ports has an asstafased
LED to indicate the presence or absence of fiber link and will also flash when there is Ethernet activity on the port.
Each of three SFP cages may insert any standard SFP module and be configured for 100M or 1000M operation. By
having a third fibeport, these devices can be used in a ring or linear topology while still having a third port for a fiber
branch. This makes these units extremely flexible when compared to other brand devices which have only two fiber
ports.

Within the management interfzes of thelFS/IGS' Series, the fiber ports are numbered after the eight electrical
ports. So, those three ports are seen as ports 9, 10 and 11 by the internal switch and as viewed in management.

2.5 Console Port Connection

IFS/IGS Serieshas an asyriwonous terminal console port for local management via a serial terminal. The
terminal provides management via a CLI (Command Line Interface) which will be familiar to many networking
engineers. For most users, the CLI can be used to initially configBv&PTatcess so that further configuration can be
completed via the GUI (Graphical User Interface) and any web browser.

W5 28 o i5 69 Ow 0% 0~ O~
E g o§6§ LR g 20 0womo-
°§Q§

H e

Front of unit

3, §50° 0= 0 O i
8 OI\OmOnQ—g
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2.5.1 R#A5 Pin Assignment

This RJI5 connector provides an R32 DCE (data communication equipment) asyanous serial connection
for local management.

17 r 8 Pin | Ref. | Definition Direction
3 RxD | Receive Data Out towards DTE
6 TxD | Transmit Data In from DTE
5 SG | Signal Ground na
CONSOLE

2.5.2 Accessory Cable

This DBYF to RIb cable provides a connection fdret RS232. This cable is used between tRg/IGS device
and the serial port of terminal.

to PC COM Port

f|’ 4 3| 2 1| Pins Ref. Definition Direction
DB9 | RJ45
° é é 6 ° 2 3 RxD Receive Data | Outthe devicetowards DTE
? ? ? ? 3 6 TxD Transmit Data| Inthe devicefrom DTE
lsle 5 5 |sG Signal Ground| n/a

7

For IFS/IGS devices, the dual power supplies are completely isolated which megms PC management device
connected via the console port will not be damaged by unexpected surges while the device is powered up using

negative-48VDC power.

7

— —

LE CECT DETY

Isolated
RS232 Port

"
RTN -48V |

.
L)
1
H 1
1
] '
IS
1 -48V Central 1
1 Office Power 1

No Damage!

AC Power Cord

Negative Power System
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2.6 Power Connection

2.6.1DC Power Connection

A removable terminal block on the top panel provides both power and alarm connections. Power can be provided
through the dual inputs from separate sourd@8VR1 & PWR2pPne power supply is enough to powap the device.

If two power supplies are used, the device provides powetdundancyfunction. See thdigure provided below for
recommended DC power wiring scheme.

@ 0000D0D0OO0ODODODODOODODOOD
00DOO0DOODOOOCOCDODOD
00ooO0oO0DO0OO0ODODO0ODOOCOOOODOOD
ooooo 00000000000000D0 Alarm

coooofdanocaoaacaoaa E Device

) L3 =

=1 EN
Egghdgy
@ B — E Normally Closed (NC)
e @
V+ V- V+ V.
Grounding
Black White Black White
wire wire wire wire
(+) -) (+) )
+ - + -
Power Power
Supply Supply
Green lo AC Green lo AC
wire white| | Black wire White| | Black
wire wire wire wire
n|IL N[ L
Grounding Grounding

Recommended DC Power Wiring
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2.6.2NegativeDC Power Connection

In sane telecom applications, users may need to use negative DC power to prevent the electrical magnetic
interference. One power supply is enough to power up the device. If two power supplies are used, the device provides
power redundancyfunction.

0O000O0OO0OO0OD0OO0O0O0O
0O000OO0OD0O0O0O0OO0D0O
O0o0oooO0O0OO0OO0OO0O0O0
0O000O0OO0OD0OO0OO0D0OO0OD

00000000000

RTN -48V

1

1

| |

]

]

1

o i
1

-48V Central 1
Office Power :
-

-48V Central

r
"
I
1 RTN -48V
1
1
|
[}
1 Office Power

o |

[re====———

Recommended Negative DC Power Wiring

2.7 Alarm Relay Connection

The alarm relay contact can be wired into an alarm circuit which senses an alarm condition when the contact is
broken. The alarm relay is normally closed when there is no alarmittmmdThe alarm conditions are user
programmable through management to include power, link faults or other fault conditions. Please note that the alarm
relay contact can only support 1A current at 24VDC. Do not apply voltage and current that exceesptwfeations.

1

C) 0O00O0O0OO0OO0OOOOODOOOOOOOO
0O0000O0O0OD0OOOOOOODOOODOOOD
0O00000O0OD0OO0OOODOOOOODOOOO
0O00O00OO0OO0OO0OOOODOOOOOOODOO NO”na"ycnosed(Nc»
000O00O0O0ODODOOOOODODOOOOOOD
® I Digital Input
® Soobdoog Device | t |
Ve ow we @

Fault

Alarm Relay Wiring

The two power connections are shavin the above graphic. The device has clearly printed on the case the
locations of the two power inputs, their DC polarity as well as the alarm connection. The single dlesicaan be
wired into an alarm circuiand under normal condition it isonnected as Normally Closed (will open upon alarm
condition). The alarmconditionsinclude power failureand port link up/down andare user programmabléhrough
Web user interfaceSeeAlarm Relay Configuratioim Systemfor more information on configuringlarm relay and
triggeringfault events. Please note that the alarm relay contact can only support 1A current at 24VDC. Do not apply
voltage and current that exceed these specifications.
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2.8 Earth Ground Connection

A separate 'Earth’ grounding terminal is provided the top mental palate for safy grounding of the
IFS/IGBFS/IGS Series It is highly recommended that a stable grounel attached to this device so that any surges
on power or via LAN ports can be properly and safely shunted to gréiaidw steps below to install ground wire:
Step 1.Prepare one suitable ground screw and one grounding cable.

Step 2.Attach the groundig screw to the ring terminal of the grounding cabMake sure that the grounding cable is
long enough to reach the earth.

Step 3.Use a screwdrivejor other tools)to fasten the grounding screan the earth ground hole securely

Ringtype Forktype

terminal terminal

GroundingCable Type Grounding Connection

2.9 Installation

IFS/IGS’ Seriesis designed for wall mounting or DIN rail mounting. The units come with both wall mount and
DIN rail hardware brackefsom the factory

2.9.1 Mounting

When installing the DIN rairacket, be sure to correctly align the orientation pin.

3

DIN Rail Wall Mount
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2.9.2 Unmounting

IFS/IGS' Serieswith DIN Rail bracket has a steel spring in the upper rail of the bracket. This spring is compressed

CHAPTER
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for mounting and urmounting by applying downward force.

Mounting Un-mounting
2.10 LED Indicators
LED Color Status Meaning
on Li if power is connected and active at the PWR1 input term
PWR 1 Green connection.
Off PWHR input terminalis not connected.
on Lit if power is connected and active at the P®Rput terminal
PWR 2 Green connection.
Off PWR input terminalis not connected.
Lit when one or more of the programmable alarm conditions
On .
Fault Amber active.
Off No programmable alarm conditions are active.
CPU Act Green on Durln.g normal use, _thls green LED will be lit, indicating a heg
condition of the running CPU.
Rin Lit when this unit is the 'master' in a fiber ring and ahits are
9 Yellow On configured foru-Ring orfERPS (Ethernet Ring Protection Switchin
Master
G.8032).
Green On Port link is up and works in 1084 100M.
RJ45 Blinking | Traffic is present.
Link/Act |  Amber(For On Port link is up and works in 1000M.
IGS803 only) | Blinking | Traffic is present.
Green On Port link is up and works in 100M.
Fiber Blinking | Traffic is present.
Link/Act On Port link is up and works in 1000M.
Amber — —
Blinking | Traffic is present.
on Lit when the repective LAN port has successfully negotiated
PoE and is supplying output power to the remote connected PD devic
(For PoE The respective LAN port has not successfully negotiated PoF
Green Off .
models does not supply output power to the remote connected PD devic
only) _ One of the PoE faults (overload, short circuit, port failure at start
Blinking OCCUIS
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CHAPTER 3. INTRODUCTION TO CLI
3.1 General Introduction

The IFS/IGS' Series ofindustrial Ethernet switcheprovide a number of configuration/management methods.
Thefirst and very basic is serial console access. This methatsascalled oubf-band management and isnly
available when a terminar administrator P@an be physically connected to the l0¢B5/IGS Series switch at the
CONSOLE pousing RJ45 to REB2 console cableAccessing the switch via CONSOLE port allows the user to use
Command Line Interface (CLI) to manage and configure the déheeoutof-band management is relatively useful
when you lose the network connection to the device.

The out-of-band management viaonsole access, using a command line (CLI), is familiar to most network
engineers. For engineers that are not comfortable using CLI, this device can also be managed using any standard Web
Browser in a more user friendly 'potand-click' method. Therefore, in most configuration scenarios, the console will
only be used to initially configure thi#® addresof the device so that the device may be accessed via the other
methods which require working TCP/IP.

After the device has beenrgperly configured for the application and placed into service, a third method of
configuration/management can be employed using Simple Network Management Protocol (SNMP). The operator will
use SNMP management software to manage and monitorlB&IGS Series switches on a network. This requires
some configuration of the device to allow SNMP management. In addition, the network management platform will
need to import and compile the proprietary MIB (management information base) file so that the manag@s kn
"how" to manage thdFS/IGS devices

3.2 CONSOLE Operation

Using the provided accessory cable, connect #/IGS "CONSOLE" port ®3) to the PC terminal
communications port (DB9). Run any terminal emulation program (HyperTerminal, PuTT¥rmePad, etc.) and
configure the communication parameters as follows:

Speed: 115,200

Data: 8 bits

Parity: none

Stop bits: 1

Flow Control: None

From a cold start, the following screen will be displayed. At the "Username" premigl;, 'admin’ with no passwerd.

Press ENTER to get started
Username: admin
Password:
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3.3 CLI Modes

The Command Line Interface (CLIFS/IGS seriesis mainly divided intofour basicmodes these are User mode,
EXEC modeConfig modeand Config Interface modéifter enteing the username and passwiyyou start from the
Execmode (prompted with é#€). The commands availabie User mode andEXEC mode are limited. For more
advanced configurations, you must enter Config mod€onfig Interface moddn each modea question mark (?) at
the system prompcan be issuedb obtain a list of commands available for each command made. following table
provides adrief overview ofmodes available ithis device

Mode Prompt Enter Method Exit Method
Usermode > enable disable
Enter authorized
EXEC mode # username and Exit, logout
password
GlobalConfig (config)# Enterdconfigure End, exit, do logout

terminak after ¢
Specify interface,
interface type and
number after
(config)#

Mode

Config Interface

Mode (configif)#

End, exit, do logout

3.4 Quick Keys

There are several useful quick keys you can use when editing command lines.

Keyboard Action
? IssuedPé to get a list of commands availabie the current
mode.
Up arrow key To view the previous entered commands.
Down arrow key | To view the previousntered commands.
Tab key To complete an unfinished command.

3.5 Command Syntax

Commands introduced in this user manual are written using the coherent symbols antbeasyerstand syntax
and style. Although users can issue Help command to completesired command in CLI, it is useful to understand
frequently-used symbols and syntax conventions. The following table lists the syntax conventions used in this user
manual together with an example.

Example: (configf-vlan)#ip address { { <address> etmask> } | { dhcp [ fallback <fallback_address>
<fallback _netmask> [ timeout <fallback timeout>]]}}

Symbol Function Example Explanation
<> (Angle Enter a value, alphanumeric | <address> <netmask> Enter IP address and st
bracket) strings or keywords. mask.
[ ] This is an optional parameter.| [ fallback <fallback_address> Fallback parameter is an
(Square <fallback_netmask> [ timeout | optional item.
bracket) <fallback_timeout>1]]
{ } (Curl A curly bracket has the {{ <address> <netmask> } | At least specify one option
bracket) following two functions: { dhcp [ fdlback to complete the command.
1. If there are more than two| <fallback_address>
options available, a curly | <fallback_netmask> [ timeout
bracket can be used to <fallback_timeout>1]}}
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separate them.
2. The uter curly bracket
means that this is a must
parameter. At leaset one
value should be specified.
| (Vertical Use a vertical bar to separate| { { <address> <netmask> } | Enter IP address or use
bar) options. { dhcp [ fallback DHCP to assign IP address
<fallback_addess> automatically.
<fallback_netmask> [ timeout
<fallback_timeout>1]}}

3.6 Basic Configurations

This section introduces users how to change the default IP address to the desired one and saveetfite cu
running configurations to startup configurations. For detailed introductions to commands, please see section 3.7, 3.8,
3.9.

3.6.1 Configuring ¥4 Address

IP address: 192.168.0. 101
Subnet mask: 255.255.255.0

# config terminal

(config)# interface tan 1

(configif-vlan)#ip addressl92.168.0.101 255.255.255.0
(configif-vlan)# exit

(config)# exit
# show ip interface brief
Vlan Address Method Status

1192.168.0.101/24 Manual DOWN

3.6.2 Enter Config Interface Mode

Enter Port 8 Config Interface mode.
# config terminal
(config)# interfacesigabiEthernet 1/3
(configif)#

Note: 1/3 means Ethernet Interface 1, Port 3.

Enter Port +3@ Config Interface mode.
# config terminal
(config}t interfaceGigabiEthernet 1/13
(configif)#

Note: 1/1-3 means Ethernet Interface 1, Port 1 to Port 3.

Enter Port +3 & Port 8 Config Interface mode.
# config terminal
(config)# interfaceGigabiEthernet 1/23,5
(configif)#

Note: 1/1-3,5 means Bternet Interface 1, Port 1 to Porta®d Port 5
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3.6.3 Save Configurations
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# copy runningconfig startupconfig
Building configuration...

% Saving 1469 bytes to flash:startognfig
#

3.64 Restart the Device

# reload warm
% Warm reload in progresslgase stand by.
#

Boot> fi lo-d managed
Image loaded from 0x80040041x80bb419c¢
Boot> go

Press ENTER to get started

3.65 Load Factory Defaults

Load factory default settings

#reload defaults
% Reloading defaults, attempting to keep IP address. €lgand by.

Load factory defaults but keep IP settings

#reload defaults keefip
% Reloading defaults, attempting to keep IP address. Please stand by.

3.6.6 Show System and Software Information

# show version

MEMORY : Total=85390 KBytes, Free=670BYytes, Max=67085 KBytes
MAC Address : 00-02-ab-00-00-01
Previous Restart : Cold

System Contact

System Name

System Location

System Time : 201501-01T00:28:35+00:00
System Uptime  : 00:28:39

SID:1

Product : IGS+803SMPH24 Gigabit Ethernet POE Switch
Software Version :"1.108 beta rew"

Build Date :2017-05-15T16:50:45+08:00
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3.6.7 Show SFP Information
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# show sfp

Vendor Name
Vendor Part Number
Fiber Type

Wave Length

Wave Length 2

Link Length

TX Power

RX Power

RX Sensitivity
Temperature

Vendor Name
Vendor Part Number
Fiber Type

Wave Length

Wave Length 2

Link Length

TX Power

RX Power

RX Sensitivity
Temperature

No SFP Module
#

: CTC UNION

: SFSF020WA-DDI
: Single

21310 nm

: 1550 nm

120 km

:-6 dBm

:-37 dBm

:-23 dBm

: 28 degree C

: CTC UNION

: SF020WB-DDI
: Single

: 1550nm

21310 nm

120 km

:-6 dBm

:-37 dBm
:-23dBm

: 25degree C

3.6.8 Show Running Configurations

# show runningconfig

Building configuration...
username admin privilege 15 password none

vlan 1

!

|

1

no smtp server

spanningtree mst name 082-ab-00-00-01 revision 0
I

interface GigabitEthernefl/1

no spanningree
I

interface GigabitEthernefl/2

no spanningree
I

interface GigabitEthernefl/3
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no spanningree
I

interface GigabitEthernetl/4

no spanningree
I

--more--, next page: Space, continue: g, quit: *C

3.6.9 Show History Commands

# show history
config t
exit
config t
ip arp ex
exit

> show history

config t

interface GigabitEthernefl/3
exit
interfaceGigabitEthernefl/1-5
exit
interfaceGigabitEthernefl/1-3,5,7
flowcontrol on

exit

show interface * status
disable

show clock detail

show dotlx

show history

3.6.10 Help

Help command can be issued in User, Exec, and Global Config mode to get a hint message describing how to use
éshowé command to get help from CLI.

# help

Helpmay be requested at any point in a command by entering

a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?*' shows the

available options.

Two styles of help are provided:

1. Full help is availablehgn you are ready to enter a
command argument (e.g. 'show ?") and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g. 'show pr?'.)
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3.6.11 Logout

To close an active terminal sessi@suethe dogoutt command inUser orEXEC mode.

(config)# exit
# logout

Press ENTER to get started

# disable
> logout

Press ENTER to get started

3.7 Commands in User Mode

When you successfully lagin Command Line Interface, you are in Exec Modq (prompted@@hTo enter
User mode, issuédisablé command after # prompt. Then you will be directed taé S NJ Y 2 Réprompk (1 K &

Username: admin
Password:

#

# disable

>

In User mode, only limitecommands are available. These commands are used for clearing statistics, entering
Exec mode and pinging tlspecifieddestination. To configure a function, you should enter Config mode or Config
Interface mode.

3.7.1>clear ip arp

Syntax:> clear iparp

Explanation:Clear ARP cache.

3.7.2 > clear lldp statistics

Syntax:> clear lldp statistics

Explanation:ClearLLDP statistics.

3.7.3 >clearstatistics

Syntax:> clear statisticq[ interface ] ( <port_type> [ <v_port_type_list>}])
<port_type> Specify the interface type.

[ <v_port_type_list>Specify the ports that you want to clear.
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Explanation:Clearstatistics of the specified interfaces.

3.7.4 > enable

Syntax:>enable[ <new_priv> ]
[ <new_priv 0-15> ]: Choose a privilegeel.

Explanation:Enter the Exec mode.

3.7.5 > exit

Syntax:> exit
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Explanation:Return to the previous mode. Issuing this command in User modé&gdutthe Command Line

Interface.

3.7.6 > help

Syntax:>help

Explanation:Provide help messages.

3.7.7 > logout

Syntax:>logout

Explanation:Logoutthe Command Line Interface.

3.7.8 >ping ip

Syntax:>ping ip <v_ip_addr> [ repeat <count> ] [ size <size>] [ interval <seconds> ]

<v_ip_addr>Specify IPv4 address that you want to ping.

[ repeat <count>:] The number of packets that are sent to the destination IP or host.

[ size <size> Trhe size of the packet.

[ interval <seconds=> Timeout interval. The ping test is successful only when it receives echdrmplthe
destination IRor host within the time specified here.

Explanation:To carry out ping tests on the specified destination IPv4 address or host.
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3.7.9 >ping ipv6

Syntax:>ping ipv6 <v_ipv6_addr> [ repeat <count> ] [ size <size> ][ interval <seconds> ]
<v_ipv6_add>: Specify IPv6 address that you want to ping.
[ repeat <count>:]The number of packets that are sent to the destination IP or host.
[ size <size> Trhe size of the ping packet.

[ interval <seconds=> Timeout interval. The ping test is successfly when it receives echo repisom the
destination IP or host within the time specified here.

Explanation:To carry out ping tests on the specified destination IPv6 address or host.
3.7.10>traceroute

Syntax: >traceRoute ip <v_ip_addr> [ maxTTLasattl> ] [ waittime <waittime> ]
Parameters:
<v_ip_addr>Specify the IP address of the destination host.
[ maxTTL <maxttl> Fpecify the maximum number of hops that the system will trace.
[ waittime <waittime> ] Specify how long the system will itvéor a reply.

Explanation: Trace the the path of a packet to reach the specified IP or host.

3.7.11 show commands

In Usermode, 6showé commands can be issued to display current status or settings of a certain command. They
will be introduced irSection 3.9¢Commands in Config Moée

3.8 Commands in EXEC Mode
3.8.1#clear access management statistics

Syntax:# clear access management statistics

Explanation:Clear access (HTTP, HTTPs, SNMP, Telnet, SSH) management statistics.

3.8.2# clear acceslist ace statistics

Syntax:# clear accestist ace fatistics

Explanation:Clear access list entry statistics.
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3.8.3 #dear dotlx statistics

Syntax:# clear dotlx statistics [ interface ( <port_type> [ <v_port_type_list>]) ]
Parameter:
[ interface ( <port_type> [ <v_port_type_list> } Hpecify the interface that you want to clear.

Explanation:Clear (the specified interfaé@@ot1x statistics.

3.8.4 #dear erps

Syntax:# clear erps [ <groups> ] statistics
Parameter:
[ <groups>:]Spedy the ERPS group that you want to clear.

Explanation:Clear (the specified gro®@ ERPS statistics.

3.8.5#clearip arp

Syntax:# clear ip arp

Explanation:Clear ARP cache.

3.8.6# clear ip dhcp detailed statistics

Syntax:# clear ip dhcp detdéd statistics { server | client | snooping | relay | helper | all } [ interface ( <port_type>
[ <in_port_list>]) ]

Explanation:ClearlP DHCP statistics.
Parameter:
{ server | client | snooping | relay | helper | all:}Specify the type of informatiothat you want to clear.

[ interface ( <port_type> [ <in_port_list> ]:)3pecify the interface type and port number.

3.8.7#clear ip dhcpserver binding <ip>

Syntax:# clear ip dhcgserver binding <ip>
Parameter:
<ip> Specify the IP address ftitis server binding setup.

Explanation:ClearDHCP server binding cache in reletion to the specified IP address
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3.88#clear ip dhcpserver binding { automatic | manual | expired }

Syntax:# clear ip dhcp server binding { automatic | manual | explide
Parameter:
{ automatic | manual | expired:}Specify the server binding mode.

Explanation:Clearautomatic, manual or expired server binding caches

3.89#clear ip dhcpserver statistics

Syntax:# clear ip dhcp servestatistics

Explanation:dear DHCP server statistics

3.8.10# clear ip dhcp relay statistics

Syntax:# clear ip dhcp relay statistics

Explanation:ClearlP DHCP Relay statistics.

3.8.11# clear ip dhcp snooping statistics
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Syntax:# clear ip dhcp snooping statistics [ inface ( <port_type> [ <in_port_list>1]) ]

Explanation:ClearlP DHCP Snooping statistics.

3.8.12# clear ip igmp snooping

Syntax:# clear ip igmp snooping [ vlan <v_vlan_list> ] statistics

Explanation:ClearlP IGMP Snooping statistics.

3.8.13 # ckar ip statistics

Syntax:# clear ip statistics [ system ] [ interface vlan <v_vlan_list> ] [ icmp ] [-losgp<type> ]

Explanation:ClearlPv4 statistics for system, interface and ICMP.
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3.8.14 # clear ipv6 mld snooping

Syntax:# clear ipv6 mld snodpg [ vlan <v_vlan_list> ] statistics

Explanation:Clearstatistics for IPv6 MLD Snooping.

3.8.15 # clear ipv6 neighbors

Syntax:# clear ipv6 neighbors

Explanation:Clearthe table for IPv6 neighbors.

3.8.16 # clear ipv6 statistics

Syntax:# clearipv6 statistics [ system ] [ interface vlan <v_vlan_list> ] [ icmp ] [Horsg <type> ]

Explanation:ClearlPv6 statistics for system, interface and ICMP.

3.8.17 # clear lacp statistics

Syntax:# clear lacp statistics

Explanation:ClearLACP statists.

3.8.18 # clear lldp statistics

Syntax:# clear lldp statistics

Explanation:ClearLLDP statistics.
3.8.19# clear logging

Syntax:# clear logging [ info ] [ warning ] [ error ] [ switch <switch_list> ]

Explanation:Clear specific syslog events.

3.820# clear mac addrestable

Syntax:# clear mac addrestable

Explanation:ClearMAC address table.
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3.8.21 # clear mep

Syntax:# clear mep <inst>{Im | dm | tst }

Explanation:Cleara specific instance MEP information.

3.822# clear mvr

Syntax: # clear mvr [ vlan <v_vlan_list> | name <mvr_name> ] statistics

Explanation:ClearMVR statistics.

3.8.23 # clear spanningree

Syntax:# clear spanningree { { statistics [ interface ( <port_type> [ <v_port_type_list>])]} | { detepiedocols
[ interface ( <port_type> [ <v_port_type list 1>]1)]}}

Explanation:Clearspecific interface&Spanning Tree statistics.

3.8.24 # clear statistics

Syntax:# clear statistics [ interface ] ( <port_type> [ <v_port_type_list>1])

Explanation:Qear Fast Ethernet and/or Gigabit Ethernet interfaCstistics.
3.8.5 # config terminal

Syntax:# config terminal

Explanation:Enter the Global Config mode.

# config t
(config)#

3.8.2%6 # copy

Syntax:# copy { startupconfig | runningconfig | <source_path> } { startugonfig | runningconfig |
<destination_path> } [ syntazheck ]

{ startup-config | runningconfig | <source_path>: }Specify the file type that you want to copy from. This can be

ostartup-configg, arunning-conficg or a specific source file in flash or TFTP server.

{ startup-config | runningconfig | <destination_path>:} Specify the file type that you want to copy to. This can

be dstartup-configg, running-configg or a specific destination file in flash or TFERver.
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Explanation:Save running configurations to startup configurations.
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# copy running -configs tartup - config

Building configuration...

% Saving 1596 bytes to flash:startup - config
#

Explanation:Save startup configurations to running configurations.

#copy startup -config running - config

Building configuration...

% Saving 1596 bytes to flash:startup - config
#

Explanation:Save running configurations to Flash 201

# copy running -config  Flash:201
Building configuration...

% Saving 1487 bytes to flash: 201

# dir

Directory of flas h:
r- 1970-01- 01 00:00:00 284 default - config
rw 2015 -01-0101:56:32 1487 startup - config
rw 2015 -01-0101:56:49 14872 01

3 files, 3258 bytes total.

Explanation:Backup running configurations to the tftp server

# copy running -conf ig tftp://10.1.1.223/newfilel

Building configuration...

% Saving 2168 bytesto TFTP server 10.1.1.223: /newfilel
#

Explanation:Restore the file in the tftp server to running configurations

# copy tftp://10.1.1.223/newfilel running - config

% Loading /ne  wfilel from TFTP server 10.1.1.223

MEP instance is already created - must be deleted first

MEP instance is already created - must be deleted first

MEP instance is already created - must be deleted first

MEP instance is already created - must be deleted fir st

% ERPS group 1: Given protection group already created

% ERPS group 1: Group association failed

% ERPS group 1: Node is configured as neighbour for given group, can not set
as RPL

% ERPS group 2: Given protection group already created

% ERPS group 2: Gr  oup association failed

% ERPS group 2: Node is configured as neighbour for given group, can not set
as RPL

#
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3.8.27# delete

Syntax:# delete <path>

Explanation:Delete a file saved in Flash.

Parameters:

<Path : word>Name of the file in Flaslo tbe deleted.

Example:Delete a file named 201 in Flash.
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# dir
Directory of flash:
r- 1970-01- 01 00:00:00 284 default - config
rw 2015 -01- 01 01:56:32 1487 startup - config
rw 2015 -01-0101:56:49 14872 01
3 files, 3258 bytes total.
# delete flash:2 01
# dir
Directory of flash:
r- 1970-01-0100:00:00 284 default - config
rw 2015 -01- 01 01:56:32 1487 startup - config
2 files, 1771 bytes total.
3.8.28# dir
Explanation:Display files in flash.
Example:
# dir
Directory of flash:
r- 1970-01-0100:00:00 284 default - config
rw 2015 -01-0101:56:32 1487 startup - config
rw 2015 -01-0101:56:49 14872 01

3 files, 3258 bytes total.

3.8.0 # disable & # enable

Explanation: Return to user mode or entezxxec mode.

# disable
>
>
> enable
#
#

# enable O
>
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3.8.30# dot1x

Syntax:# dotlx initialize [ interface ( <port_type> [ <plist>1])

[ interface ( <port_type> [ <plist> ]:)Specify the type of interface that you intend to us&€ meansall
interfaces

<plist> Specify the ports that apply to this command.

Explanation:To initialize dotlx function in an interface immediately.

3.831# erps

Syntax:# erps<group>command{clear | force | manua}{portO | portl}
Explanation:Configure ERPS instance.
Parameters:

<group 1-64>: Specify a group number between 1~64.

{clear | force | manual}: Specify an action.

{port0 | portl}: Specify portO (east) or portl (west) that applies to this command.

3.8.32 # firmware swap

Syntax:# firmware swa

Explaration: Use the other standby firmware image file uploaded to flash.

3.8.33 # firmware upgrade

Syntax:# firmware upgrade ®FTPServer_path_file : word>
<TFTPServer_path_file : wordSpecify the TFTP server IP address and firmware filename.
Explanation: Upgrade the firmware image.

Example:Upgrade the new firmware image.

48



CHAPTER
INTRODUCTIONDCLI

# firmware upgrade 10.1.1.223 switch series .dat
Downloaded "switch series .dat",4 990102 bytes
Waiting for firmware update to complete

Starting flash update - do not power off device!
Erasing image...

Programming image...

... Erase from 0x40ff0000 - OX4Offffff: .
... Program from 0x87fef000 - Ox87fff000 to 0x40ff0000: .
... Program from 0x8 7fef00a - 0x87fef00c to Ox40ff000a: .

Flash update succeeded.

Rebooting system...

Copyright (C) 2000, 2001, 2002, 2003, 2004, 2005, 2006, 2007, 2008, 2009
Free Software Foundation, Inc.

RedBoot is free software, covered by the eCos license, derived from the
GNU General Public License. You are welcome to change it and/or distribute
copies of it under certain conditions. Under the license terms, RedBoot's
source code and full license terms must have been made available to you.
Redboot comes with ABSOLUTELY NOW  ARRANTY.

RedBoot> fi lo - d managed

Image loaded from 0x80040000 - 0x80be3e44

RedBoot> go

Press ENTER to get started>

3.8.#A #ip dhcp retry interface vian

Syntax:# ip dhcp retry interface vianvlan_id>
<vlan_id> Specify the valid VLAN ID for DHCP query.

Explandion: Restart the DHCP query process.

3.8.3#more

Syntax:# more <path>
<path> Specify the filename.

Explanation:Display file in Flash or in TFTP server.

3.8.36#ping ip

Syntax:# ping ip <v_ip_addr> [ repeat <count> ] [ size <size> ] [Vaterseconds> ]
Explanation:Ping the specified IP.
Parameters:

<addr=> Specify the IPv4 address or IPv6 address for ping test.
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3.8.37 #ping ipv6

Syntax#pingipv6<v_ipv6_addr> [ repeat <count> ] [ size <size>] [ interval <seconds> ] [ intdefaces_vian_id> ]
<v_ipv6_addr: Specify the IPv4 address or IPv6 address for ping test.
Explanation:Ping the specified IPv6 address.
Parameters:
[ repeat <count>:]The number of echo packets will be sent.
[ size <size= The size or length afcho packets.
[ interval <seconds=> The time interval between each ping request.

[ interface vlan <v_vlan_id> $pecify the VLAN ID.

3.8.38B#ptp

Syntax:# ptp <clockinst> locatlock { update }
Explanation:Update PTP local clock status.
Parameers:

<clockinst 0-3>: Specify thénstancenumber.

{ update } Update the current PTP status.

3.8.0 #reloadwarm

Syntax:# reloadwarm

Explanation:Perform awarmreload on the system.

3.840#reload defaults

Syntax:#reload defaults [keefip]
Explanation:Restore the device to factory default settings.
Parameters:

[keep-ip]: Keep VLAN 1 IP setting.
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3.841#send

Syntax:# send { * | <session_list> | console 0 | vty <vty_list>} <message>

Explanation:Send messages to other tty lines.

Parameters:

{* | <session_list> | console 0 | vty <vty_list>Ehoose one of the options.

* . Specifyé* € to denote all tty users.
<session_list>: Specify a session number between 0 and 16.
console 0: This means primary terminal line.
<vty_list* Send a message to a virtual terminal.

<message>Enter a message in 128 characters that you want to send.

3.842#terminal editing

Syntax:# terminal editing
Explanation:Enable command line editing.

Show: >show terminal
# show terminal

Negaton: # no terminal editing

3.8.43 #terminal exectimeout

Syntax:#terminal exeetimeout <01440> [<63600>]
Parameters:
<0-1440>: Specify the timeout value in minutes.
[<0-3600>] Specify the timeout value in seconds.
Explanation:Set up terminatimeout value.

Show: >show terminal
# show terminal

Negation:# no terminal exedimeout
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3.8.44 #terminal history size

Syntax:# terminal history size <82>
Parameters:

<0-32>: Specify the current history siz®¢ means to disable.
Explanaton: Set up terminal history size.

Show: >show terminal
# show terminal

Negation:# no terminal history size

3.8.45 #terminal length

Syntax: # terminal length <0 or-512>
Parameters:

<0 or 3512>: Specify the lines displayed on the scré8ameans no pausing.
Explanation:Set up terminal length.

Show: >show terminal
# show terminal

Negation:# no terminal length

3.8.46 #terminal width

Syntax: # terminal width <0 or 4%12>
Parameters:

<0 or 46512>: Specify the width displayed oretecreeno0¢ means unlimited width.
Explanation:Set up terminal display width.

Show: >show terminal
# show terminal

Negation:# no terminal width
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3.8.47 #traceroute ip

Syntax: #traceRoute ip <v_ip_addr> [ maxTTL <maxttl> ] [ waittime <waittiine
Parameters:
<v_ip_addr>Specify the IP address of the destination host.
[ maxTTL <maxttl> Fpecify the maximum number of hops that the system will trace.
[ waittime <waittime> ] Specify how long the system will wait for a reply.

Explanation: Trace the path of a packet to reach the specified IP or host.

3.848 #no port-securitylink-detectionshutdown

Syntax: # no port-security linkdetection shutdown [ interface ( <port_type> [ <v_port_type_list>]) ]
Explanation: Reopen ports that i@ shutdown or disabled blyink Detectiorfunction.
Parameters:

[interface (<port_type>[<v_port_type_list>])]: Specify the port type and port numbers that you waabfzen.

3.849#no port-security shutdown

Syntax: # no portsecurity shutdown [ingrface (<port_type>[<v_port_type_list>])]
Explanation: Reopen ports that are shutdown or disabled by Port Security function.
Parameters:

[interface (<port_type>[<v_port_type_list>])]: Specify the port type and port numbers that you waeabtzen.

3.8.50# show interface ( <port_type> [ <v_port_type_list> lijp-cable-diagnostic

Syntax:# show interface ( <port_type> [ <v_port_type_list>Utp-cablediagnostic

Explanation: Issuing his command willrun the Cable Diagnostics for 10/100 and 1G espports. This will take
approximately 5 seconds per port. If all ports are selected, this can take approximately 15 seconds. When completed,
the page refreshes automatically, and you can view the cable diagnostics results in the cable status table.

Parameters:

( <port_type> [ <v_port_type_list>]): Specify the port type and port number that apply teadblediagnostics
test.
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3.851 show commands

In Exec modeagshowe commands can be issued to display current status or settings of a certain comfitazyd
will be introduced irSection 3.96Commands in Config Moée

3.9 Commands in Config Mode
3.9.1 (config)#aaa authentication login

Syntax:(config)#aaa authentication login { console | telnet | ssh | http } { { local | radius | tacacs } [ { |aealius |
tacacs } [ { local | radius | tacacs } ] ]}

Explanation:Configure the authentication method for the client.
Parameters:
{ console | telnet | ssh | http } Specify one of the authentication clients.
{{local | radius | tacacs } [ { locptadius | tacacs } [ { local | radius | tacacs } | Specify one of the
authentication methods for the specified client. At least one method needs to be specified. Users can specify
three methods at most.
local: Use the local user database on the ®hifor authentication.

radius:Use remote RADIUS server(s) for authentication.

tacacs:Use remote TACACS+ server(s) for authentication.

NOTE Methods that involve remote servers will time out if the remote servers are offline. In this case the red
is tried. Each method is tried and continues until a method either approves or rejects a user. If a remote sen
for primary authentication it is recommended to configure secondary authentication as 'local’. This will eni
management céint to login via the local user database if none of the configured authentication servers are alivi

Example:Set the Console client to usemote RADIUS server(s) for authentication.

# config t
(config)# aaa authentica  tion login console radius

Negation:(config)#no aaa authenticéon login { console | telnet | ssh | http }

Show:# show aaa

3.9.2 (config)#access management

Syntax:(config)#access management <access_id> <access_vid> <start_addr> [ to <end_addr>]{[web ][ snmp ]
[telnet] | all }

Explanation:Create an amess management rule.
Parameters:

<access_idl-16>: Specify an ID for this access management entry.
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<access_vid3ndicates the VLAN ID for the access management entry.
<start_addr> to <end_addr>:]Indicate the staiing and endindP address fortte access management entry.
{[web][snmp][telnet]| all:}Specifymatched hoss can access the switch frowhichinterface.

ExampleAllow IP 192.168.0.1 to 192.168.0.10 to access the device via Web, SNMP and Telnet.

# config t
(config)# access management 1 1 192.168.0.1 to 192.168.0.10 all

Negation:(config)#no access management
(config)#no access managemer@access_id

Show:# show access management [ statistics | <access_id_list> ]

Clear:# clear access management statistics

3.9.3 (config)# accedsst

3.9.3.1(config)#accesslist ace

Syntax:(config)#accesdist ace<Aceld : 256> [ action {deny | filter | permit}] [dmactype {any| broadcast |
multicast | unicast ] [frame-type {any| arp|etype]ipv4|ipv4-icmplipv4-tcp|ipv4-udplipv6|ipv6 -icmplipv6-tcplipv6e-
udp} ] ingress {any interface<PORT_TYPH¥logging] [mirror] [next &Aceld : 12565last}] [policy <Policyld : ©
255>][rate-limiter {<RateLimiterld :-L6>disable}] [redirect {disablejnterface<PORT_TYPffshutdown] [tag
{any|tagged|untagged}] [tagpriority {O-1] 0-3| 2-3| 4-5| 4-7| 6-7| <TagPriority : &> any}] [vid {<Vid : %
4095%any}]
Explanation:Configure an access control list.
Parameters:

<Aceld : 1256> Specify access control list ID that applies to this rule.

[ action {deny | filter | pamit}]: Specify the action that applies to this rule.

[ dmactype {any| broadcast | multicast | unicast]: Specify destination MAC type that applies to this rule.

[frame-type {any| arp|etype|ipv4|ipv4-icmplipv4-tcplipv4-udplipv6|ipv6-icmp|ipv6-tcplipv6-udp} |: Specify
the frame type that applies to this rule.

[ingress {any interface<PORT_TYPH>Specify the ingress port.

[logging]: Enable logging function.

[mirror]: Enable thdunction of mirroring frames to destination mirror port.

[next {<Aeld : £2563last}]: Insert the current ACE ID before the next ACE ID or put the ACE ID to the last one.
[policy<Policyld : @55>} Specify the policy ID.

[rate-limiter {<RateLimiterld : 16> disable}]: Specify the rate limit ID or disable this fupat
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[redirect {disable|interface<PORT_TYPJE>Redirect frames to a specific port or disable this function.
[shutdown]: Enable shutdown function.

[tag {any|tagged|untagged}]: Specify whether frames should be tagged or untagged.

[tag-priority {0-1] 0-3| 2-3| 4-5| 4-7| 6-7| <TagPriority : > any}]: Specify the priority value.

[vid {<Vid : 24095%any}]: Specify the VLAN ID.

Show:# show accestist [ interface [ ( <port_type> [ <v_port_type_list>]) ] ] [ Hiteiter [ <rate_limiter_list>]] hce
statistics [ <ace_list>]]

Negation:(config)# no accedsst ace <ace_list>

Clear:# clear acceséist ace statistics
3.9.3.2(config)#accesdist ace update

Syntax:(config)#accesdist ace update<Aceld : 256> [ action {deny | filter | pemit}] [ dmactype {any| broadcast |
multicast | unicast ] [frame-type {any| arp|etype]ipv4|ipv4-icmplipv4-tcp|ipv4-udplipv6|ipv6 -icmplipv6-tcplipv6e-
udp} ] ingress {any interface<PORT_TYPH¥logging] [mirror] [next &Aceld : 12565last}] [policy <Policyld : ©
255>][rate-limiter {<RateLimiterld :-L6>disable}] [redirect {disablejnterface<PORT_TYPgfshutdown] [tag
{any|tagged|untagged}] [tagpriority {O-1] 0-3| 2-3| 4-5|] 4-7| 6-7| <TagPriority : /> any}] [vid {<Vid :
4095%any}]
Exphknation: Update an access control list.
Parameters:

<Aceld : 256> Specify access control list ID that applies to this rule.

[ action {deny | filter | permit}]: Specify the action that applies to this rule.

[ dmactype {any| broadcast | multicast pnicast} ]: Specify destination MAC type that applies to this rule.

[frame-type {any| arp|etypel|ipv4|ipv4-icmplipv4-tcplipv4-udplipv6|ipv6-icmplipv6e-tcplipve-udp} ]: Specify
the frame type that applies to this rule.

[ingress {any interface<PORT_TYPH: Specify the ingress port.

[logging]: Enable logging function.

[mirror]: Enable thdunction of mirroring frames to destination mirror port.

[next {<Aceld : 12563 last}]: Insert the current ACE ID before the next ACE ID or put the ACE IDasttthee.
[policy<Policyld : 255>} Specify the policy ID.

[rate-limiter {<RateLimiterld : -165disable}]: Specify the rate limit ID or disable this function.

[redirect {disable|interface<PORT_TYPJE>Redirect frames to a specific port or disathies function.
[shutdown]: Enable shutdown function.

[tag {any|tagged|untagged}]: Specify whether frames should be tagged or untagged.
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[tag-priority {0-1] 0-3| 2-3| 4-5| 4-7| 6-7| <TagPriority : > any}]: Specify the priority value.
[vid {<Vid : 24095%any}]: Specify the VLAN ID.

Show:# show accestist [ interface [ ( <port_type> [ <v_port_type list>]) ] ][ Hiteiter [ <rate_limiter_list>]][ ace
statistics [ <ace_list>]]

Negation:(config)# no accedsst ace <ace_list>

3.9.3.3 (config)# accesdist rate-limiter

Syntax:(config)#accesdist rate-limiter [ <rate_limiter_list> ] { pps <pps_rate> | 100pps <pps100_rate> | kpps
<kpps_rate> | 100kbps <kpbs100_rate>}

Explanation:Configure rate limiter that applies to each rate linfX |
Parameters:
[ <rate_limiter_list>?] Specify therate limit I, d00kbps or dpp<t . The allowed rate limit ID range is from1~16.

{ pps <pps_rate> | 100pps <pps100_rate> | kpps <kpps_rate> | 100kbps <kpbs100 : rape=eify the rate limit
rate.

Show:# show accesBst rate-limiter [<RateLimiterList : 1~15>

3.9.3.4 (configif)# accesdist action

Syntax:(configif)# accesdist action { permit/deny}
Explanation:Configure a specific pdg action option.
Parameters:

{ permit|deny}: Pemit or deny frames on a specific port.

Show:# show accestist [ interface [ ( <port_type> [ <v_port_type_list>])]]

3.9.3.5 (configif)# accesdist logging

Syntax:(configif)# accesdist logging
Explanation:Enable a specific pd& loggingunction.
Show:# show acceséist [ interface [ ( <port_type> [ <v_port_type_list>])]]

Negation:(configif)# no accessist logging
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3.9.3.6 (config-if)# accesdist mirror

Syntax:(configif)# accesdist mirror
Explanation:Enable a specificgnt@ frames to be mirrored to a destination port.
Show:# show accestist [ interface [ ( <port_type> [ <v_port_type list>])]]

Negation:(configif)# no accessist mirror

3.9.3.7 (config-if)# accesdist policy

Syntax:(configif)# accesdist policy <policy_id>
Parameters:
<policy_id0-255>: Specify a policy ID that applies to this specific port.
Explanation:Apply a policy ID to a specific port.
Show:# show accestist [ interface [ ( <port_type> [ <v_port_type_list>])]]

Negation:(configif)# no accesdist policy

3.9.3.8 (config-if)# accesdist port-state

Syntax:(configif)# accesdist port-state
Explanation:Enable a specific pd# port state.

Negation:(configif)# no accesdist port-state

3.9.3.9 (config-if)# accesdist rate-limiter

Syntax:(configif)# accesdist rate-limiter <rate_limiter_id>
Parameters:

<rate_limiter_id1-16>; Specify a rate limiter ID to a specific port.
Explanation:Apply a rate limiter ID to a specific port.

Negation:(configif)# no acesdist rate-limiter

3.9.3.10(configrif)# accesdist shutdown

Syntax:(configif)# accesdist shutdown

Explanation:Shutdown this port when specified rules are matched.
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Negation:(configif)# no accestist shutdown

3.9.3.11 (config-f)# acces-list { redirect | port-copy }

Syntax:(configif)# accesdist { redirect | portcopy } interface { <port_type> <port_type id> | ( <port_type>
[ <port_type list>])}

Parameters:
{ redirect | port-copy } Redirect or copy this pd& frames to thespecified port.

interface { <port_type> <port_type_id> | ( <port_type> [ <port_type_list>]9pecify the redirect or copy port
type and port list.

Explanation:Redirect or copy this po& frames to the specified port.

Negation:(configif)# no acceslist { redirect | port-copy }

3.9.4 (config)# aggregation
3.9.4.1(config)#aggregationmode

Syntax:(config)#aggregation mode {[ smac ][ dmac ][ip ][ port]}

Explanation:Configure aggregation mode.

Parameters:
[smac]:All traffic from he sameSource MAC address output on the same link in a trunk.
[dmac]: All traffic with the saméestinationMAC addresss output on the same link in a trunk.
[ip]: All traffic with the same source and destination IP address is output on the sadnie &rtrunk.

[port]: All traffic with the same source and destination TCP/UDP port nhumber is output on the same link in a
trunk.

Negation:(config)#no aggregation mode

Show:# show aggregation [mode]

3.9.4.2 (configif)# aggregation group

Syntax:(configif)# aggregatiorgroup <unit>
Explanation:Add this specific interface to the specifiaggregation group.
Parameters:

<unit>: Specify thaggregatiorgroup ID.
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Negation:(configif)# no aggregatiorgroup

Show:# show aggregation [mode]

3.9.5 (config)# alarmrelay
3.9.5.1 (config)#alarnrelay

Syntax:(config)#alarmrelay [ power [ powerl ] [ power2 ] ]
Parameters:
[ power [ powerl ] [ power2 ]:.JEnable alarm relay function of Power 1 or Power 2.

Explanation:Configure the alarm relafjinction on Power 1 and/or Power. 2

3.9.52 (config)#alarmrelay enable

Syntax:(config)#alarmrelayenable
Explanation:Globally enable the alarm relay function.

Negation:(config)#no alarmrelay enable

3.9.53 (config-if)#alarmrelay
Syntax:(corfig-if)# alarmrelay [ linkdown ] [ poe ]

Explanation:Configure linkdown and/or PoE alamalay function on the selected interfaces.
Parameters:

[ linkdown ] [poe]: Specify which alarm relay functions (linkdown and/or Poe) are enabled on the selected
interfaces.

3.96 (config)# banner
3.9.6.1 (config)#banner [ motd ] <banner>
Syntax:(config)#banner [ motd ] <banner>
Parameters:
[ motd ]: Type in the message of the day.
Explanation:Configure the message of the day

Negation:(config)# ndbanner [motd]

3.9.6.2 (config)#banner exec <banner>

Syntax:(config)#banner exec <banner>

60



CHAPTER
INTRODUCTIONDCLI

Explanation:Display the configured message when successfully entering Exec mode

Negation:(config)# ndbanner exec

3.9.6.3 (config)#bannerlogin <banner>

Syntax:(config)#bannerlogin <banner>
Explanation:Display the configured message when prompted for login ID and password.

Negation:(config)# ndanner login

3.9.7 (config)#clock
3.9.7.1 (config)# cloclsummertime <word16> date

Syntax:clock sumtmer-time <word16> date [ <start_month_var> <start_date_var> <start_year_var> <start_hour_var>
<end_month_var> <end_date_var> <end_year_var> <end_hour_var> [ <offset_var>]]

Explanation:Configure daylight saving tim&his is used to set the clock forwiaor backward according to the
configurations set for a defined Daylight Saving Time durati@ecurring command is used teepeat the
configuration every year.

Parameters:

summertime <word16> Specify a description for this déight setting.

date[ <start_month_var> <start_date_var> <start_year_var> <start_hour_var> <end_month_var>
<end_date_var> <end_year_var> <end_hour_var> [ <offset_var>1]]

<start_month_varl-12>; Specify the starting month.
<start_dde_var. 1-31>: Specify the starting da

<start year var20002097>. Specify the starting year.
<start_hour_varhh:mn®: Specify the time to start.
<end _month_varl-12>. Specify the ending month.
<end _dde_var. 1-31> Specify the ending day.
<end_year var20002097> Specify the endp year.
<end_hour_var hh:mm: Specify the time to start.

[ <offset_var 1-1440> ] Specify lhe number of minutes to add during Daylight Saving Tirhe. allowed
range isl to 1440

Negation:(config)#no clock summetime

Show:> show clock
> showclock detail
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# show clock
# show clock detail

3.9.7.2 (config)#clock summettime <word16> recurring

Syntax:(config)#clock summetime <word16> recurring [ <start_week_var> <start_day_var> <start_month_var>
<start_hour_var> <end_week_var> <end_day>waend_month_var> <end_hour_var> [ <offset_var>1]]

Explanation:Configure daylight saving tim&his is used to set the clock forward or backward according to the
configurations set for a defined Daylight Saving Time durati@ecurring command is usa to repeat the
configuration every year.

Parameters:
summertime <word16> Specify a description for this déight setting.

recurring [ <start_week var> <start_day_var> <start_month_var> <start_hour_var> <end_week_var>
<end_day_var> <end_month_vafend_hour_var> [ <offset_var>]]

<start week_vatl-5>: Specify the starting week.
<start_dg_var. 1-31>: Specify the starting day.
<start_month_varl-12>; Specify the starting month.
<start_hour_varhh:mn®: Specify the time to start.
<end week_\ar:1-5>; Specify the ending week.
<end_dg_var. 1-31>: Specify the ending day.
<end_month_var1-12>: Specify the ending month.
<end_hour_varhh:mme; Specify the time to end.

[ <offset_var 1-1440> ] Specify he number of minutes to add during DayitgSaving Timelhe allowed
range isl to 1440

Negation:(config)#no clock summetime

Show:# show clock
# show clock detail

3.9.7.3 (config)#clock timezone

Syntax:(config)# clock timezone <word>23-23>[<0-595]
Explanation:Configure aitnezone used in the switch.
Parameters:

<wordl6>; Specify the name of the timezone.

<-23-23> Hours offset from UTC.
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[<0-595: Minutes offset from UTC.
Negation:(config)#no clock timezone

Show:# show clock
# show clock detail

3.9.8 (config)# default accesdist rate-limiter

Syntax:(config)#default accesdist rate-limiter [ <rate_limiter_list> ]
Explanation:Todefault the specified ratdimiter ID.
Parameters:

[ <rate_limiter_list 1-16> | Specify a rate limiter ID.

ExampleTo cefault ratelimiter 1.

# config t
(config)# default access - list rate - limiter 1

3.99 (config)# dotlx

3.9.9.1 (config)#dotlx systemauth-control
Syntax:(config)#dotlx systerrauth-control
Explanation:To enable 802.1x service.
Parametes: None.

Example:Enable 802.1x sei&.

# config t
(config)# dotlx system - auth - control

Negation:(config)#no dotlx systerrauth-control

Show:>show dotlx status [ interface ( <port_type> [ <v_port_type_list>]) ][ brief]
#show dotlx status [ interface ( <port_type> [ <v_port_type_list>]) ] [ brief

3.9.9.2 (config)#dotlx re-authentication

Syntax:(config)#dot1x reauthentication

Explanation:Set clients to be reauthenticated after an interval set in "Reuthenticag" field. Reautentication can be
used to detect if a new device is attachteda switch port.
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Example:Enable reauthentication function.

# config t
(config)# dotlx re - authentication

Negation:(config)#no dotlx reauthentication

Show:>show dotlx status [ interface ( <port_type> [ <v_port_type list>]) ][ brief]
#show dotlx status jnterface ( <port_type> [ <v_port_type_list>]) ] [ brief ]

3.9.9.3 (config)#dotlx authentication timer reauthenticate

Syntax:(config)# dotlx authentication timer rauthenticate<1-3600>

Explanation:Specify the time interval for a connected deviode reauthenticated. By default, the rauthenticated
period is set to 3600 seconds. The allowed range 36D0 seconds.

Parametes:
<1-3600= Specify a rauthentication value between 1 and 3600.

Example:Set reauthentication timer to 100.

# config t
(config)# dotlx authentication timer re - authenticate 100

Negation:(config)#no dotlx authentication timer reauthenticate

3.9.9.4 (config)#dotlx timeout tx-period

Syntax:(config)#dotlx timeout txperiod <v_1_to_65535>

Explanation:Specify the time that the switch waits farsupplicant response during an authentication session before
transmitting a Request Identify EAPOL packet. By default, it is set to 30 seconds.

Parametes:
<v_1 to 65535>Specify a timeout value betweelhand 65535(seconds.

Example:Set EAPOL tieout to 30 seconds.

# config t
(config)# dotlx timeout tx - period 30

Negation:(config)#no dotlx timeout txperiod
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3.9.9.5 (config)#dotlx authentication timer inactivity
Syntax:(config)# dotlx authentication timer inactivity10-1000000>
Explanation:Specifythe pdA 2 R G KI & Aa dzaSR G2 3S 2dzi I Ot ASyidQa | ff

based authentication. The default period is 300 seconds. The allowed rangeli®a@O00 seconds.
Parametes:
<10-1000000= Specify a value betweetd and 1000000(second}.

Example:Set the aging time to 300 seconds.

# config t
(config)# dotlx authentication timer inactivity 300

Negation:(config)#no dotlx authentication timer inactivity

3.9.9.6 (config)#dotlx timeout quietperiod

Syntax:(config)#dot1x timeout quietperiod <v_10_to 100000>

Explanation:The time after an EAP Failure indication or RAGDI& Ut that a client is not allowed access. This
setting applies to portsunning Single 802.1X, Multi 802.1X, or M#g3ed authenticationBy default, hold time is set
to 10 secondsThe allowed range 0 - 1000000 seconds

Parametes:

<10-1000000> Specify a value betweetd and 1000000(seconds.

Example:Set hold time to 30 seconds.

# config t
(config)# dotlx timeout quiet - period 30

Negation:(config)#no dotlx timeout quietperiod

3.9.9.7 (config)#dotlx feature

Syntax:(config)# dotl1x feature { [ guestan ] [ radiusqos ] [ radiusvlan ] }
Explanation:Enable the specified feature.
Parametes:

{[guestvlan ] [ radiusgos ] [ radiusvlan ] }
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[guestvlan]: Enable guest VLANGLest VLAN is a special VLAN typically with limited network access.
When checked, the individual ports' ditto setting determines whether the port can be moved into Guest
VLAN. When unchecked, the ability to move to the Guest VLAN is disabled on all ports.

[radiusgos]: able RADIUS assigned QoS.

[radiusvlan]: Enable RADIUS VLRADIUSssigned VLAN provides a means to centrally control the VLAN
on which a successfully authenticated supplicant is placed on the switch. Incoming traffic will be classified t
and switched on the RADIWSsigned VLAN. The RADIUS server must be configured to transmit special
RADIUS attributes to take advantage of this feature.

Example:Enable guest VLAN service.

# config t
(config)# dotl1x feature guest - vlan

Negation:(config)#no dotlx fedure { [ guestvlan ] [ radiusgos ] [ radiusvlan ] }

3.9.9.8 (config)#dotlx guestvlan

Syntax:(config)#dotlx guestvlan <value>
Explanation:Configure a guest VLAN.ID
Parametes:
<valuel-4095> Specify the guest VLAN ID. The allowed VLA&ahgR is from 1 to 4095.

Negation:(config)#no dotlx guestvlan

3.9.9.9 (config)#dotlx guestvlan supplicant

Syntax:(config)#dotlx guestvlan supplicant

Explanation:Enable Guest VLAN supplicant functidhe switch remembers if an EAPOL frameldeen received on

the port for the lifetime of the port. Once the switcbonsiders whether to enter the Guest VLAN, it will fitseck if

this option is enabled or disabled/hen enabled, the switch does not maintain the EAPOL packet history and allows
clients that fail authentication to access the guest VLAN, regardless of whether EAPOL packets had been detected on
the interface. Clients that fail authentication can access the guest VLAN.

Negation:(config)#no dotlx guestvlansupplicant

3.9.9.10(config)#dotlx maxrequth-req

Syntax:(config)#dotlx maxreauth-req <value>

Explanation:The maximum number dimes the switch transmits an EAPOL Request Identity frame witlemeiving
aresponse beforadding a port tahe Guest VLAN. The value carlyobe changedvhen the Guest VLAN option is
globally enabled. fie ranges 1¢ 255.
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Parametes:
<valuel-255>: Specify a value between 1 and 255.

Negation:(config)#no dotlx maxreauth-req

3.99.11 (config-if)# dotlx port-control

Syntax:(configif)# dotlx portcontrol { forceauthorized | forceunauthorized | auto | single | multi | maebased }
Parametes:

{ force-authorized | forceunauthorized | auto | single | multi | maebased } Specify one of the authentication
modes on the selected intkaces.This setting works only when NAS is globally enabled. The following modes are
available:

force-authorized: In this mode, the switch will send one EAPOL Success frame when the port link comes up,
and any client on the port will be allowed networkaess without authentication.

forceunauthorized: In this mode, the switch will send one EAPOL Failure frame when the port link comes
up, and any client on the port will be disallowed network access.

auto (Port-Based 802.1X This mode requires a dotdaware client to be authorized by the authentication
server. Clients that are not dotdaware will be denied access.

single (802.1%: In Single 802.1X, at most one supplicant can get authenticated on the port at a time. Normal
EAPOL frames are used in t@nmunication between the supplicant and the switch. If more than one

supplicant is connected to a port, the one that comes first when the port's link comes up will be the first one
considered. If that supplicant doesn't provide valid credentials withgeréain amount of time, another

supplicant will get a chance. Once a supplicant is successfully authenticated, only that supplicant will be
allowed access. This is the most secure of all the supported modes. In thisin&d8, &t 2 NI { SOdzNA i
isusedto secure a supplicant's MAC address once successfully authenticated.

multi (802.1X: In Multi 802.1X, one or more supplicants can get authenticated on the same port at the
same time. Each supplicant is authenticated individually and secured in the&fQusingi K S &t 2 NI
{ SOdzNA & ¢ Y2Rdz S

macbased: Unlike portbased 802.1X, MARased authentication do not transmit or receive EAPOL frames.

In MAGbased authentication, the switch acts as the supplicant on behalf of clients. The initial frame (any
kind of frame) sent by a client is snooped by the switch, which in turn uses the client's MAC address as both
username and password in the subsequent EAP exchange with the RADIUST&eréiyte MAC address

is converted to a string on the following formxxx-xx-xxxxxx", that is, a dash)is used as separator

between the lowercased hexadecimal digits. The switch only supportdMBé&-Challengeauthentication

method, so the RADIUS server must be configured accordingly.

Example:Set Gigabit Ethernt pbd-10@ admin state t@autog

# config t
(config)# interface gigabitethernet 1/1 -10
(config -if )# dotlx port - control auto

Negation:(configif)#no dotlx portcontrol
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3.99.12 (config-f)# dotlx guestvlan

Syntax:(configif)# dotlx guestvlan

Explanation:Enable the guest VLAM the selected interfaces.

Parametes: None.

Example:Enable guest VLAN on poHLD.
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# config t
(config)# interface gigabitethernet 1/1 -10
(config -if )# dotlx guest -vlan

Negation:(configif)#no dotlx guestvlan

3.99.13(config-f)# dotlx radius-qos

Syntax:(configif)# dotlx radiusqos

Explanation:Enable RADIUS AssignealSQn the selected interfaces.

Parametes: None.

Example:Enable RADIUS Assigned QoS on pafi. 1

# config t
(confi  g)# interface gigabitethernet 1/1 -10
(config -if )# dotlxradius - qos

Negation:(configif)#no dotlx radiusgos

3.9.9.14 (configrif)# dotlx radiusvlan

Syntax:(configif)# dotlx radiusvlan

Explanation:Enable RADIUS Assigned VbARhe selected interfaces.

Parametes: None.

Example:Enable RADIUS Assigned VLAN on pbét 1

# config t
(config)# interface gigabitethernet 1/1 -10
(config -if )# dotlx radius - vlan

Negation:(configif)#no dotlx radiusvlian
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3.99.15(config-f)# dotlx re-authenticate

Syntax:(configif)# dotlx reauthenticate

Explanation:Schedules reauthentication to whenever the qujedriod of the port runs out (EAP&lased
authentication). For MA®ased authentication, reauthentication will be attemptedmediately. This commandnly
has effect for successfully authenticated clients on the port and will not cause the clients to get temporarily
unauthorized.

Show:>show dotlx statistics { eapol | radius | all } [ interface ( <port_type> [ <v_port_type_list>]) ]
#show dotlx statistics { eapol | radius | all } [ interface ( <port_type> [ <v_port_type_list>]) ]

3.9.10 (configrif)# duplex

Syntax:(configif)#duplex { half | full | auto [ half | full ]}
Explanation:Configure por® duplex mode.
Parametes:
{ half | full | auto [ half | full ] } Specify the duplex mode for this specific interface.

Example:Set port 13 duplex mode to auto.

# config t
(c onfig)# interface gigabitethernet 1/1 -10
(config -if )# duplex auto

Negation:(configif)#no duplex

Show:> dow interface ( <port_type> [ <v_port_typesth ] ) status
# show interface ( <port_type> [ <v_port_type_list>]) status

3.9.11 (config)# enable

3.9.11.1 (config)#enable password
Syntax:(config)#enable password <password>
Explanation:Configure enable password.
Parameters:

password <passwvd>: Specify the enable mode password.
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3.9.11.2 (config)#enable password level

Syntax:(config)#enable passworflevel <priv: 115>]<password>
Explanation:Configure enable password and privilege level.
Parameters:
[level <priv: 315>]: Specifghe privilege level for this password.
<password>Specify the enable mode password.

Negation (config)#no enable password [ level <priv>]

3.9.11.3 (config)#enable secret

Syntax:(config)#enable secret { O | 5} [ levelpriv: £15>] <password>

Parameters:
{ 0] 5} Specifyd0¢ to denote unencrypted secret (cleartext). Spedig to denote encrypted secret (MD5).
[level <priv: 115>]: Specify the privilege level for this password.
<password>Specify the enable mode password.

Explanation:Configure enable secret password and privilege level.

Negation (config)#no enable secret{[0 | 5]} [ level <priv>]

3.9.12 (config)# erps
3.9.12.1 (config)# erpsgroup> guard <guard_time_ms>

Syntax:(config)#erps <group> guard <guard_time_ms>
Explanation:Configure the specified gro@guard time.
Parameters:
<group 1-64>: Specify a group number. The allowed range is from 1 to 64.
<guard_time_ms10-2000> Specify the guard time. The allowed range is 10 to 2000 ms.
Negation (config)#no erps <group> guard

Show # show erps [ <groups> ] [ detail | statistics ]
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3.9.12.2 (config)#erps <group> holdoff <holdoff_time_ms>

Syntax:(config)#erps <groupholdoff <holdoff_time_ms>
Parameters:
<group 1-64>; Specify a group nhumber. Théoated range is from 1 to 64.
<holdoff_time_ms 0-10000>: Specify the holdoff time. The allowed range is 0 to 10000 ms.
Explanation:Configure the specified gro@holdoff time.
Negation (config)#no erps <group> holdoff

Show # show erps [ <groupsH{ detail | statistics ]

3.9.12.3 (config)#erps <group>major port0 interfaceportl interface <port_type> <portl>
[ interconnect ]

Syntax:(config)#erps <group> major port0 interface <port_type> <port0> portl interface <port_type> <portl>
[ interconrect ]

Explanation:Create an ERPS instance.
Parameters:
<group 1-64>: Specify a group number. The allowed range is from 1 to 64.

<port_type> <port0>Specify Port @ port type and port numbePort 0 is also known as E port (East port) which
is usel by some of the other vendors.

<port_type> <portl>Specify Port @ port type and port numbePort1is also known ag port (Westport)
which is used by some of the other venddfghen this port is interconnected with the othershhh y 32 ané¢ A a
in this field to indicate that no west port is associated with this instance.

[ interconnect ] Specify this parameterifiis is an interconnected node for this instance.

Show # show erps [ <groups> ] [ detail | statistics ]

3.9.12.4 (config)#erps group> mep port0 sf <p0_sf> aps <p0_aps> portl sf <pl_sf> aps <pl_aps>

Syntax:(config)#erps <group> mep port0 sf <p0_sf> aps <p0_aps> portl sf <pl_sf> aps <pl_aps>
Explanation:Configure the specified gro@MEP & APS settings.
Parameters:

<group 1-64>: Specify a group number. The allowed range is from 1 to 64.

<p0_sf>This is also known as East Signal Fail APS MEP. Assign the East Signal Fail reporting MEP in this field.
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<p0_aps>Specify the East APS PDU handling MEP.

<pl_sf>This is alsorlown as West Signal Fail APS MEP. When interconnected with the othRiFsyp3 =~ & n €
used in this field to indicate that no west SF MEP is associated with this instance. Assign the West Signal Falil
reporting MEP in this field.

<pl_aps> Specify the WasAPS PDU handling MEP. When interconnected with the otheNdub/ 32 ané¢ A a

this field to indicate that no west APS MEP is associated with this instance.
Negation:(config)# no erps <group> mep

Show # show erps [ <groups> ] [ detail | statistics

3.9.12.5 (config)#erps <group> revertive <wtr_time_minutes>

Syntax:(config)#erps <group> revertive <wtr_time_minutes>
Explanation:Configure the Waito-Restore timer in revertive mode.
Parameters:
<group 1-64>: Specify a group humber. Thdoaved range is from 1 to 64.
<wtr_time_minutes> Specify Waito-Restore timer in minutes. The allowed range is from 1 to 12 minutes.
Negation:(config)# no erps <group> revertive

Show # show erps [ <groups> ] [ detail | statistics ]

3.9.12.6 (confg)#erps <group> rpl { owner | neighbor } { port0 | portl }

Syntax:(config)#erps <group> rpl { owner | neighbor } { portO | portl }
Explanation:Speciy the Ethernet ring port on the local node as the RRing Protection Linlgwner or neighbor.
Parameters:

<group 1-64>: Specify a group number. The allowed range is from 1 to 64.

{ owner | neighbor } Specify the ring port is a owner or neighbor. RPL (Ring Protection Link) is responsible for
blocking traffic over the RPL so that no loops are fatrimethe Ethernet traffic.

{ portO | portl }: Specify the port applies to this rule.
Negation:(config)# no erps <group> rpl

Show # show erps [ <groups> ] [ detail | statistics ]
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3.9.12.7 (config)#erps <group>sub port0 interface <port_type> <pddt { { portl interface
<port_type> <portl> } | { interconnect <major_ring_id> [ virtuehannel ] } }

Syntax:(config)#erps <group> sub port0 interface <port_type> <port0> { { portl interface <port_type> <portl>} |
{ interconnect <major_ring_id> [ viriltchannel 1} }

Explanation: Qreate a profile and configure the Sub ERPS interface port 0, port 1.
Parameters:
<group 1-64>; Specify a group number. The allowed range is from 1 to 64.
<port_type> <port0>Specify sub po@ port type and port numér.

{{ portl interface <port_type> <portl>} | { interconnect <major_ring_id> [ virtir@nnel ] } } Specify Port®
port type and port numbr or specify major ri@ggroup ID.

Negation:(config)# no erps <group>

Show: #show erps [ <groups> ] [ dat | statistics ]

3.9.12.8 (config)#erps <group> topologhange propagate

Syntax:(config)#erps <group> topologghange propagate
Parameters:

<group 1-64>: Specify a group number. The allowed range is from 1 to 64.
Explanation:Allow topologychange notification propagation.
Negation:(config)# no erps <groupspology-change propagate

Show # show erps [ <groups> ] [ detail | statistics ]

3.9.12.9 (config)#erps <group> version { 1] 2 }

Syntax:(config)#erps <group> version {1 ]2}

Explanation: Configure ERPS version for a specific profile.

Parameters:
<group 1-64>: Specify a group number. The allowed range is from 1 to 64.
{1] 2} Specify ERPS version 1 or 2.

Negation:(config)# no erps <groupeersion

Show # show erpq <groups> ] [ detail | statistics ]

73



CHAPTER
INTRODUCTIONDCLI

3.9.12.10 (config)#erps <group>lan { none | [ add | remove ] <vlans>}

Syntax:(config)#erps <group> vlan { none | [ add | remove ] <vlans>}
Explanation:Configure VLANS for a specific ERPS profile.
Parameters
<group 1-64>; Specify a group number. The allowed range is from 1 to 64.
{ none | [ add | remove ] <vlans>JSpecify an option.
none: Do not include any VLANS.
[ add | remove ] <vlans>Add or remove a specific VLAN.
Negation:(config)# no gus <group> vlan

Show # show erps [ <groups> ] [ detail | statistics ]

3.9.13 (config-if)# excessivaestart

Syntax:(configif)# excessiveestart

Explanation:Restart backoff algorithm after 16 collisions (No excessgtart means discard framester 16
collisions.)

Negation:(configif)# noexcessiveestart

Show:>show interface ( <port_type> [ <v_port_type_list>]) status
# show interface ( <port_type> [ <v_port_type_list>]) status

3.9.14 (config-if)# flowcontrol { on | off }

Syntax:(configif)#flowcontrol { on | off }
Explanation:Enable or disable flow confrol for this specific interface.
Parametes:
{on | off }: Enable or disable flow control.
Negation:(configif)# no flowcontrol

Show:>show interface ( <port_type> [ <vop_type_list>]) status
#show interface ( <port_type> [ <v_port_type_list>]) status
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3.9.15 (config)# greerethernet
3.9.15.1 (config)#green-ethernet led interval
Syntax:(config)#greenethernet led interval <v_0_to_24> intensity <v_0_to_100>
Exphnation: Configure thedLED time interval andLED light intensity to reduce power consumption.
Parametes:

led interval <v_0_to_24>Specify LED time interval. The first value is the starting time. The second one is the
ending time. The allowed valug from 0 to 24.

intensity <v_0_to_100>LED intensity. The value is from 0 to 100.

Example LED intensity reduces to 80% during 9:00 and 18:00.

# config t
(config)# green - ethernet led interval 9 - 18 intensity 80

Negation:(config)#no green-ethernet led interval <0~24>

3.9.15.2 (config)#greenethernet led onrevent

Syntax:(config)#greenethernet led onevent { [ linkchange <v_0_to_65535>] [ errgr ]

Explanation:The switchwill bring LED intensity to 100% fitie specified periodn the event of any error (such as link
down).

Parametes:

[ link-change <v_0_to_65535>%pecify how long LED intensity 100% lasts when errors occur. The allowed value
is from O to 65535.

[error]: Bring LED intensity to 100% in the event of estor

Example Bring LED intensity to 100% for 10 minutes when errors occur.

# config t
(config)# green - ethernet led on -eventlink - change 600 error

Negation:(config)#no greenethernet led onevent [ linkchange ] [ error ]

3.9.15.3 (config)#green-ethernet eee optimizeor-power

Syntax:(config)#greenethernet eee optimizeor-power
Explanation:Enables the EEE function for this switch.

Parametes: None

75



CHAPTER
INTRODUCTIONDCLI

Example:Enable EEE function for optimized power.

# config t
(config)# green - ethernet eee optimize - for - power

Negaion: (config)#no greenethernet eee optimizdor-power
show: # show greerethernet [ interface ( <port_type> [ <port_list>]) ]
# show greerethernet eee [ interface ( <port_type> [ <port_list>]) ]

# show greerethernet energydetect [ interface ( <pd_type> [ <port_list>]) ]
# show greerethernet shortreach [ interface ( <port_type> [ <port_list>1]) ]

3.9.15.4 (config-if)# greenethernet eee

Syntax:(configif)# greenetherneteee
Explanation:EnableEEE (Enereffficient Ethernetpn the seécted interface
Negation:(configif}#no greenetherneteee

Show:# show greerethernet eee [ interface ( <port_type> [ <port_list>1]) ]

3.9.15.5 (configf)# greenetherneturgent-queues

Syntax:(configif)# greenethernet eee urgenfjueues [ <urgnt_queue_range_list> ]

Explanation:lt is possible to minimize the latency for specific frames, by mapping the frames to a specific queue (done
with QOS), and then mark the queue as an urgent queue. When an urgent queue gets data to be transmitted, the
circuits will be powered up at once and the latency will be reduced to the wakeup time.

Queues set will activate transmission of frames as soon as data is available. Otherwise the queue will postpone
transmission until a burst of frames can be transmitted.

Parameters:
[ <urgent_queue_range_list> $pecify urgent queue range. The allowed range is from 1 to 8.

Negation:(configif)# no greenethernet eee urgenjueues [ <urgent_queue_range_list> ]

3.9.15.6 (config-if)# greenethernet energydetect

Syntax: (configif)# greenethernet energydetect
Explanation:Enable power saving function for this specific interface when there is no link partner.
Negation:(configif)#no greenethernet energydetect

Show:# show greerethernet energydetect [ intefface ( <port_type> [ <port_list>1]) ]
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Explanation:Enable power saving for ports which is connect to link partner with short cable

Negation:(configif)#no greenethernet shortreach

Show:# show greerethernet shortreach [ interface ( <port_type> [ <port_list>]) ]

3.9.16 (config)# gvrp
3.9.16.1 (config)#gvrp

Syntax:(config)#gvrp

Explanation:Globally enable GVRP function.
Parametes: None.

Example Globally enable GVRP function.

# config t
(config)# gvrp
(config)#

Negation:(config)#no gvrp

3.9.16.2 (config)#gvrp maxvlans

Syntax:(config)#gvrp maxvlans <maxvlans>

Explanation:Set up he maximum number of VLANSs can be learned via GVRP.

Parametes:

<maxvlans> Specify the number of VLANs learned via GVRP.

Example Set the maximum number of VLANSs can be learned via GVRP to 20.

# config t
(config)# gvrp
(config)# gvrp max - vlans 20

Negation:(config)#no gvrp maxvlans <maxvlans>
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3.9.16.3 (config)#gvrp time

Syntax:(config)#gvrp time { [ joirtime <jointime> ] [ leaveime <leavetime> ] [ leavall-time <leavealltime> ] }
Explanation:Set up he maximum number of VLANs can be learned via GVRP.
Parametes:

[ join-time <jointime> ] Specify the amourof time in units of centseconds that PDUs are transmitted. The
default value is 20 centieconds. The valid value is2D.

[ leavetime <leavetime>:]Specify the amount of time in units of cesgconds that the device waitefore
deleting the assdated etry. The leave time is activated bylaeave Altimeé message sent/received and
cancelled by the Join message. The default value is 60-s®rtinds.

NOTEThed.eaveAltimee parameter must be greater than thi@eavetimee parameter.

[ leaveall-time <leavealltime>:]Specify theamountof time thatd_eaveAll PDUs are created. A LeaveAll PDU
indicates that altegistrations are shortly desgistered. Participants will need tejoin in order to maintain
registration.The valid value is 1000 t®80 centiseconds. The factory default 1000 cesgiconds.

NOTEThed.eaveAltimee parameter must be greater than thi@eavetime¢ parameter.

Negation:(config)#no gvrp time { [ joitime <jointime> ] [ leavdime <leavetime>] [ lave-al-time <leavalltime> ]}

3.9.16.4 (config)# gvrpvlan-prompt

Syntax:(config)#gvrp vlan prompt
Explanation:Enable the device to send Empty packets to prompt other devices to sendnlaird Joirempty packets.

Negation:(config)#no gvrp vlanprompt

3.9.16.5 (config-if)# gvrp

Syntax:(configif)#gvrp
Explanation:Enable GVRP function on the specified interfaces.
Parametes: None.

Example Enable GVRP function on porta.

# config t

(config)# interface GigabitEthernet 1/1 -5
(config - if)# gvrp

(config - if)#

Negation:(configif)#no gvrp
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3.9.17 (config)#hostname

Syntax:(config)#hostname <WORD>

Explanation:Specify a descriptive name for this switch.

Parameters:
<WORD32>8pecify a descriptive name for this devibelicate the hostname for this device. AlphabetsZ/faz),
digits (69) and minus gin ¢) can be used. However, space characters are not allowed. The first character must
be an alphabet character. The first and last character must not be a minus sign. The allowed string leqgth is O

255.

ExampleSet the hostname to AccessSW

# config t
(config )# hostname  Access SW
AccessSW(Config)#

Negation:(config)#no hostname

Show:> show version
# show version

3.9.18 (config)#interface
3.9.18.1(config)#interface ( <port_type> [ <plist>])
Syntax:(config)#interface ( <port_type> [ <plist>])
Explanation:Enter Confj Interface mode for this specific interface.
Parameters:
<port_type> [ <plist}: Specify the port type and port number.

Example:Enter Config Interface mode f@igabit Etherneport 1.

# config t

(config)#

(config)# interfacesigabitEthernetl/1
(configif)#

Show:>show interface ( <port_type> [ <in_port_list>]) switchport [ access | trunk | hybrid ]
>show interface ( <port_type> [ <v_port_type_list>]) capabilities
>show interface ( <port_type> [ <v_port_type_list>]) statistics [ { padieytes | errors | discards | filtered |
{ priority [ <priority_ v_0_to_7>]1}}][{up|down}]
>show interface ( <port_type> [ <v_port_type_list>]) status
>show interface ( <port_type> [ <v_port_type_list>Utp-cablediagnostic
>show interfice vian [ <vlist> ]

#show interface ( <port_type> [ <in_port_list>]) switchport [ access | trunk | hybrid ]
#show interface ( <port_type> [ <v_port_type_list>]) capabilities
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#show interface ( <port_type> [ <v_port_type_list>]) statisticsddkets | bytes | errors | discards | filtered |
{ priority [ <priority v.0 to 7>]1}}][{up|down}]

#show interface ( <port_type> [ <v_port_type_list>]) status

#show interface ( <port_type> [ <v_port_type_list>ttp-cablediagnostic

# show irterface vlan [ <vlist> ]

Clear:# clear statistics { [ interfacg kport_type> [ ¥_port_type list>])}

3.9.18.2 (config)#interface vlan

Syntax:(config)#interface vlan <vlist>
Explanation:Enter Config Interface VLAN mode for this specificiate.

Example:Enter Config Interface VLAN 1 for port 1.

# config t

(config)#

(config)# interface vian 1
(configif-vlan)#

3.9.19 (config)#ip

3.9.191 (config)#ip arp inspection

Syntax:(config)#ip arp inspection
Explanation:Enable ARP inspan function.
Negation:(config)# ndp arp inspection

Show:>show ip arp inspection [ interface ( <port_type> [ <in_port_type_list>]) | vlan <in_vlan_list> ]
#show ip arp inspection [ interface ( <port_type> [ <in_port_type_list>]) | vlan <in_$> ]

Clear:# clear ip arp
3.9.192 (config)#ip arp inspectionentry interface

Syntax:(config)#ip arp inspection entry interface <port_type> <in_port_type_id> <vlan_var> <mac_var> <ipv4_var>
Explanation:Create ARP static entry.
Parameters:

<port_type> <in_port_type_id>Specify the port type and port number.

<vlan_var>Specify a configured VLAN ID.

<mac_var>Specify an allowed source MAC address in ARP request packets.

<ipv4_var>Specify an allowed source IP address in ARP requekéiza
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Negation: (config)# noip arp inspection entry interface <port_type> <in_port_type_id> <vlan_var> <mac_var>
<ipv4_var>

Show:# show ip arp inspection entry [ dhegnooping | static ] [ interface ( <port_type> [ <in_port_type_list>]) ]

Clear:#clear ip arp

3.9.19.3 (config)#ip arp inspection translate

Syntax:(config)#ip arp inspection translate [ interface <port_type> <in_port_type_id> <vlan_var> <mac_var>
<ipv4_var>]

Explanation:Translate the dynamic entry to static one.

Parameters:
<port_type> <in_port_type_id>Specify the port type and port number.
<vlan_var>Specify a configured VLAN ID.
<mac_var>Specify an allowed source MAC address in ARP request packets.
<ipv4_var>Specify an allowed source IP address in ARP regaekets.

Show:# show ip arp inspection entry [ dhegnooping | static ] [ interface ( <port_type> [ <in_port_type_list>]) ]

3.9.194 (config)#ip arp inspection vian

Syntax:(config)#p arp inspection vlan <in_vlan_list>
Explanation:Specify ARPspection is enabled on which VLAN.
Parameters:
<in_vlan_list>Specify a list of VLAN ID to be used for ARP inspection.
Negation:(config)# ndp arp inspection vlan <in_vlan_list>

Show:<show ip arp
# show ip arp

Clear:# clear ip arp

3.9.195 (config)#ip arp inspectionvlan <in_vlan_list> logging

Syntax:(config)#ip arp inspection vlan <in_vlan_list> logging { deny | permit | all }
Explanation:Enable log function.

Parameters:
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{ deny | permit | all } Specify one of the log types.
Dery: Log denied entries.
Permit: Log permitted entries.
All: Log all entries.
Negation:(config)# ndp arp inspectiorvlan <in_vlan_list> logging

Show:<show ip arp
# show ip arp

Clear:# clear ip arp

3.9.196 (config)#ip dhcp excludeehddress

Syrtax: (config)#p dhcp excludedéiddress <low_ip> [ <high_ip> ]

Explanation:Exclude IP range from the IP pool. In other words, the specified IP range will not be assigned to DHCP
clients.

Parameters:
<low_ip> [ <high_ip> Enter the starting and endg IP address that are not allocated to DHCP clients. The
starting IP address must be smaller or equal to the ending IP address. If there is only one excluded IP address, it
can be entered either in starting or ending IP address field. The total ExcRa@eftliess ranges can be
supported is 16.
Negation:(config)#no ip dhcp excludedddress <low_ip> [ <high_ip>]

Show:<show ip dhcp excludedddress
# show ip dhcp excludedddress

3.9.197 (config)#ip dhcp pool

Syntax:(config)#ip dhcp pool <poolhame>
Explanation:Create a DHCP pbo
Parameters:
<pool_name>Specifithe pool name. All printable characters are supported except white space.
Negation:(config)#no ip dhcp pool <pool_name>

Show:<show ip dhcp pool [ <pool_name> ]
#show ip dhp pool [ <pool_name> ]
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3.9.197.1 (config-dhcp-pool)# broadcast

Syntax:(configdhcp-pool)#broadcast <ip>
Explanation:Specify the broadcast address in use on the c@esiibnet for the specified IP dhcp pool.
Parameters:
<ip>: Specify the broadtst address in use on the cli@subnet
Negation:(configdhcp-pool)#no broadcast

Show:<show ip dhcp pool [ <pool_name> ]
# show ip dhcp pool [ <pool_name> ]

3.9.197.2 (config:dhcp-pool)# client-identifier

Syntax:(configdhcp-pool)#clientidentifier { fqdn <identifier> | maeaddress <mac> }
Explanation:Specify client's unique identifier to be used when the pool is the type of host.
Parameters:

{ fqdn <identifier> | maeaddress <mac=> $pecify the client identifier either in FQDN (Fullyalfied Domain
Name) or MAC address format.

Negation:(configdhcp-pool)#no clientidentifier

Show:<show ip dhcp pool [ <pool_name> ]
# show ip dhcp pool [ <pool_name> ]

3.9.197.3(config-dhcp-pool)# client-name

Syntax:(configdhcp-pool)#clienthame <host_name>
Explanation:Specify the name of client to be used when the pool is the type of host.
Parameters:

<host_name>Specify the name of client to be used when the pool is the type of host.
Negation:(configdhcp-pool)#no clienthame

Show: <show ip dhcp pool [ <pool_name> ]
#show ip dhcp pool [ <pool_name> ]

3.9.197.4 (config-dhcp-pool)# default-router

Syntax:(configdhcp-pool)#defaultrouter <ip> [ <ipl> [ <ip2> [ <ip3>]]]

Explanation:Specify a list of IRddressedor routers on the clientSubnet.
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Parameters:
<ip> [ <ipl> [ <ip2> [ <ip3> ] I9pecify a list of IRddressegor routers on the client&ubnet.
Negation:(configdhcp-pool)#no defaultrouter

Show:<show ip dhcp pool [ <pool_name> ]
# show ip dhcp pob[ <pool_name> ]

3.9.197.5(config-dhcp-pool)# designated interface

Syntax:(configdhcp-pool)#designated interface <port_type> <port>a&gldress <designated_ip>
Explanation:Designate a specific IP address to an interface.
Parameters:
<port_type> <port> Specify port type and portumberfor DHCP interfacéP addresss mapping.
ip-address <designated_ipBesignate a specific IP to the specified interface.

Show:<show ip dhcp pool [ <pool_name> ]
#show ip dhcp pool [ <pool_name> ]

3.9.197.6 (config-dhcp-pool)# dns-server

Syntax:(configdhcp-pool)#dnsserver <ip> [ <ipl> [ <ip2> [ <ip3>]]]
Explanation:Specify a list of Domain Name System name servers available to the client.
Parameters:

<ip> [ <ipl> [ <ip2> [ <ip3> ].9pecify dist of Domain Name Servers available to the client.
Negation:(configdhcp-pool)#no dnsserver

Show:<show ip dhcp pool [ <pool_name> ]
#show ip dhcp pool [ <pool_name> ]

3.9.197.7 (config-dhcp-pool)# domain-name

Syntax:(configdhcp-pool)#doman-name <domain_name>
Explanation:Specify a list of Domain Name System name servers available to the client.
Parameters:

<domain_name>Specify the domain name that a client use when resolving hostname via DNS.

Negation:(configdhcp-pool)#no domairname
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Show:<show ip dhcp pool [ <pool_name> ]
#show ip dhcp pool [ <pool_name> ]

3.9.197.8 (config-dhcp-pool)# hardware-address

Syntax:(configdhcp-pool)#hardwareaddress <mac>
Explanation:Specify client's hardwa@AC) address to be used whte pool is the type of host.
Parameters:

<mac=> Specify client's hardwar@MAC) address to be used when the pool is the type of host.
Negation:(configdhcppool)#no hardwareaddress

Show:<show ip dhcp pool [ <pool_name> ]
#show ip dhcp pool [pool_name> ]

3.9.197.9(config-dhcp-pool)# host

Syntax:(configdhcp-pool)#host <ip> <subnet_mask>
Explanation:Specifythe Network IP and subnet mask of the DHCP address pool
Parameters:
<ip> Specify the network IP of the DHCP address pool.
<subnet_mask>Specify subnet mask of the DHCP address pool.
Negation:(configdhcp-pool)#no host

Show:<show ip dhcp pool [ <pool_name> ]
#show ip dhcp pool [ <pool_name> ]

3.9.197.10(config-dhcp-pool)#lease

Syntax:(configdhcp-pool)#lease {<day> [ <hour> [ <min>1]] | infinite }
Explanation:Specify lease time that a client needs to send requests to the DHCP server for renewed IP address.
Parameters:

{ <day> [ <hour> [ <min>]] | infinite $pecify lease time that a client needs tmdeequests to the DHCP server
for renewed IP address. Specify "infinite" to mean the lease time is infinite.

Negation:(configdhcp-pool)#no lease

Show:<show ip dhcp pool [ <pool_name> ]
#show ip dhcp pool [ <pool_name> ]
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3.9.197.11(config-dhcppool)# netbiossname-server

Syntax:(configdhcp-pool)#netbiosnameserver <ip> [ <ipl> [ <ip2> [ <ip3>]]]
Explanation:Soecify a list of NBNS name servers.
Parameters:

[ <ipl>[<ip2> [ <ip3>]]%oecify a list of NBNS name servirn orderof preference.
Negation:(configdhcp-pool)#no netbiosnameserver

Show:<show ip dhcp pool [ <pool_name> ]
# show ip dhcp pool [ <pool_name> ]

3.9.197.12(config-dhcp-pool)# netbios-node-type

Syntax:(configdhcp-pool)#netbiosnode-type { bnode| h-node | m-node | p-node }
Explanation:3ecifyNetBIOS node type option to allow Netbios over TCP/IP clients as described in RFC 1001/1002.
Parameters:
{ b-node | h-node | m-node | p-node } SecifyNetBIOS node type
Negation:(configdhcp-pool)#no netbiosnode-type

Show:<show ip dhcp pool [ <pool_name> ]
# show ip dhcp pool [ <pool_name> ]

3.9.197.13(config-dhcp-pool)# netbios-scope

Syntax:(configdhcp-pool)#netbiosscope <nethios_scope>
Explanation:Specify the NetBIOS over TCP/Iepscparameter for the client as specified in RFC 1001/1002.
Parameters:
<netbios_scope>ecifyNetBIOS scope identifier.
Negation:(configdhcp-pool)#no netbiosscope

Show:<show ip dhcp pool [ <pool_name> ]
#show ip dhcp pool [ <pool_name> ]

3.9.197.14(config-dhcp-pool)# network

Syntax:(configdhcp-pool)#network <ip> <subnet_mask>
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Explanation:The pool defines a pool of IP addresses to service more than one DHCP client
Parameters:

<ip> <subnet_mask&ecify|P address and subnet mafek this specific IP address.
Negation:(configdhcp-pool)#no network

Show:<show ip dhcp pool [ <pool_name> ]
#show ip dhcp pool [ <pool_name> ]

3.9.197.15(config-dhcp-pool)# nissdomain-name

Syntax:(configdhcp-pool)#nisdomainname <domain_nae>
Explanation:Secify the name of the client's NIS domain
Parameters:

<domain_name: SecifyNIS domain name.
Negation:(configdhcp-pool)#no nisdomairtname

Show:<show ip dhcp pool [ <pool_name> ]
#show ip dhcp pool [ <pool_name> ]

3.9.197.16(config-dhcp-pool)# nis-server

Syntax:(configdhcp-pool)#nis-server <ip> [ <ipl> [ <ip2> [ <ip3>]]]
Explanation:Secify a list of IP addresses indicating NIS servers available to the client.
Parameters:
[ <ipl> [ <ip2> [ <ip3>]]Ppecify a list of IP addresses indicating NIS servers available to the client.
Negation:(configdhcp-pool)#no nisserver

Show:<show ip dhcp pool [ <pool_name> ]
#show ip dhcp pool [ <pool_name> ]

3.9.197.17(config-dhcppool)# ntp-server

Syntax:(corfig-dhcp-pool)#ntp-server <ip> [ <ipl> [ <ip2> [ <ip3>1]]]
Explanation:Specify a list of IP addresses indicating NTP servers available to the client.
Parameters:

[ <ipl> [ <ip2> [ <ip3>]]Ppecify a list of IP addresses indicating NTP servaigble to the client.
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Negation:(configdhcp-pool)#no ntp-server

Show:<show ip dhcp pool [ <pool_name> ]
#show ip dhcp pool [ <pool_name> ]

3.9.197.18(config-dhcp-pool)# vendor classdentifier

Syntax:(configdhcp-pool)#vendor classdentifier <class_id> specifinfo <hexval>

Explanation:ldentify the vendor type angendor specific informationDHCP server will deliver the corresponding
option 43 specific information to the client that sends option 60 vendor class identifier.

Parameters:
<class_id>Specify the specifc vendor class identifier (option 60).
<hexval>Specify specific information.
Negation:(configdhcppool)#no vendor clas@dentifier <class_id>

Show:<show ip dhcp pool [ <pool_name> ]
# show ip dhcp pool [ <pool_namd

3.9.198 (config)#ip dhcprelay

Syntax:(config)#p dhcprelay
Explanation:Enable DHCP relay function.

Example:Enable DHCP relay function.

# config t
(config)# ip dhcp relay

Negation:(config)# no ip dhcpelay

Show:> show ip dhcp relay [stistics]
# show ip dhcp relay [statistics]

Clear:#clear ip dhcp relay statistics

3.9.199 (config)#ip dhcprelay information option

Syntax:(config)#ip dhcp relay information option

Explanation:Enable DHCP Relay option 82 functi®tease nagthl & GwSf & a2RS¢ Ydzad 06S Syl
function is able to take effect.

Example:Enable DHCP Relay option 82 function
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# config t
(config)# ip dhcp relay information option

Negation:(config)# no ip dhcpelay information option

3.9.1910 (config)#ip dhcprelay information policy {drop | keep |replace}

Syntax:(config)#ip dhcp relay information policy { drop | keep | replace }
Explanation:SpecifyDHCP Relay information policy action.
Parameters:
{ drop | keep | replace }Specify one of the relay information lp@y options.
drop: Drop the packet when it receives a DHCP message that already contains relay information.
keep:YSSL) GKS Ot ASyidQa 51/t AYTF2NXYIGAZ2Yy D

replacewS LI I OS GKS 51/t OftASyd LI O1S0 AyF2NNlemaltzy oA iF
setting.

ExampleKeep the clier® DHCP information.

# config t
(config)# ip dhcp relay information policy keep

Negation:(config)# no ip dhcpelay information policy
3.9.19.11 (config)#ip dhcpserver

Syntax:(config)# ip dhcserver

Explanation:EnableDHCP serveufction globallyWhen DHCP snooping mode operation is enabled, the DHCP
request messages will be forwarded to trusted ports and only allow reply packets from trusted ports.

Negation:(config)# no ip dhcperver

Show:>show ip dhcpserver
#show ip dlep server

3.9.19.12 (config)#ip dhcp sooping

Syntax:(config)# ip dhcgnooping

Explanation:Enable DHCmeoping functionglobally.When DHCP snooping mode operation is enabled, the DHCP
request messages will be forwarded to trusted ports and otimareply packets from trusted ports.

Example:Enable DHCshooping function
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# config t
(config)# ip dhcp shooping

Negation:(config)# no ip dhcpnooping

Show:>show ip dhcp snooping [ interface ( <port_type> [ <in_port_list>1]) ]
#show ip dhcp snoopinpinterface ( <port_type> [ <in_port_list>1]) ]
#show ip dhcp snooping table

Clear:#clear ip dhcp snooping statistics [ interface ( <port_type> [ <in_port_list>]) ]
3.9.19.13 (config)#ip dns proxy

Syntax:(config)#ip dns proxy

Exphnation: Enable DNS (Domain Name System) proxy function.

# config t
(config)# ip dns proxy

Negation:(config)#noip dns proxy

3.9.19.14 (config)#ip helperaddress

Syntax:(config)#ip helperaddress <v_ipv4_ucast>
Explanation:Configure DHCP Relay server IPv4 address
Parameters:
<v_ipv4_ucast>Specify DHCP Relay server IPv4 addreéd & A& dzaSR o0e& (KS agAiiOKQa

Negation:(config)#no ip helperaddress

3.9.19.15 (config)#ip http secureserver

Syntax:(config)#p http secureserver

Explanation:Enablethe HTTPS operation mode. When the current connection is HTTPS and HTTPS mode operation is
disabled, web browser will automatically redirect to an HTTP connection.

Example:Enablethe HTTPS operation mode.

# config t
(config)# ip http secure - server

Negation:(config)#no ip http secureserver

Show:# show ip http server secure status
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3.9.19.16 (config)#ip http secureredirect

Syntax:(config)#ip http secureredirect

Explanation: Enablethe HTTPS redirect mode operation. It applietyah HTTPS modis "Enabled”. Automatically
redirects HTTP of web browser to an HTTPS connection when both HTTPS mode and Automatic Redirect are enabled.

Example:Enable HTTPs automatic redirecbde.

# config t
(config)# ip http secure - redirect

Negation:(config)#no ip http secureredirect

Show:# show ip http server secure status

3.9.19.17 (config)#ip igmp hostproxy

Syntax:(config)#p igmp hostproxy [ leaveproxy ]
Explanation: When enabled, theswitch sippresses leave messages unless receik@ud the last member port in the
group. IGMP leave proxy suppresses all unnecessary IGMP leave messtgesasuwonrrquerier switch forwards an
IGMP leave packet only when thest dynamic member port leagea multicast group.
Parameters:

[leaveproxy] The parameter is optional. Enable legs®xy function.

Negation:(config)# no ip igmgpost-proxy [leaveproxy]

Show:# show ip igmp snooping detalil

3.9.19.18 (config)#ip igmp snooping

Syntax:(config)#ip igmp snooping

Explanation: Globally enable IGMP Snooping feature. When enabled, this device will monitor network traffic and
determine which hosts will receive multicast traffic. The switch can passively monitor or snoop on IGMP Query and
Report @ckets transferred between IP multicast routers and IP multicast service subscribers to identify the multicast
group members. The switch simply monitors the IGMP packets passing through it, picks out the group registration
information and configures the nfiicast filters accordingly.

Negation:(config)# no ip igmp snooping

Show:# show ip igmp snoopin§vlan <v_vlan_list> ] [ grougatabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrmformation ] ] [ detail ]

Clear:#clear ip igmp snagaing [ vlan <v_vlan_list> ] statistics
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3.9.1919 (config)#ip igmp snoopingvlan

Syntax:(config)#ip igmp snooping vlan <v_vlan_list>
Explanation: Enable IGMP function for specific VLANs
Parameters:

<v_vlan_list>Specify valid IGMP VLANS.
Negaion: (config)# no ip igmp snooping vian [ <v_vlan_list> ]
Show:# show ip igmp snooping

Clear:#clear ip igmp snooping [ vlan <v_vlan_list> ] statistics

3.9.19.20 (config)#ip igmp ssmrange

Syntax:(config)#p igmp ssnrange <v_ipv4_mcast> <ipv4 gfix_length>

Explanation: SSM (Soure8pecific Multicast) Range allows the S&Mare hosts and routers run the SSM service
model for the groups in the address range.

Parameters:
<v_ipv4_mcast>Specify valid IPv4 multicast address.
<ipv4_prefix_length: Specify the prefix length ranging from 4 to 32.

Negation:(config)#no ip igmp ssarange

3.9.19.21 (config)#ip igmp unknownflooding

Syntax:(config)#p igmp unknowrlooding
Explanation: Set forwarding mode for unregistered (rjotined) IP multast traffic.Selectthe checkbox to flood traffic.

Negation:(config)#noip igmp unknowrlooding

3.9.1922 (config)#ip nameserver

Syntax:(config)#p nameserver { <v_ipv4_ucast> | dhcp [ interface vlan <v_vlan_id>1]}
Explanation:Set upDNSP address manually or obtain DN&#lressvia specific VLAN DHCP server.
Parameters

<v_ipv4_ucastManually specify unicast IPv4 name server address.

dhcp [ interface vlan <v_vlan_id>Jonfigure DNS IP address via specific VLAN DHCP server.
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Negation: (config)# no ip namserver

Show:> show ip nhameserver
# show ip nameserver

3.9.19.23 (config)#ip route

Syntax:(config)#ip route <v_ipv4_addr> <v_ipv4_netmask> <v_ipv4_gw>
Explanation:Configure a static IP route.
Parameters:

<v_ipv4_add> Specify IPv4 addreske IP route is the destination IP network or host address of this route.
Valid format is dotted decimal notation

<v_ipv4_netmask>The route mask is a destination IP network or host mask, in number of bits (prefix length). It
defines how much of a network address that must match, in order to qualify for this route. Only a default route
will have a mask length of O (as it will match anything).

<v_ipv4_gw>This is the IP address of the gateway. Valid format is dotted decinetiom Gateway and
Network must be of the same type.

Example:Add a new ip route with théllowing settings.

# co nfig t
(config)# ip route 192.168.1.240 255.255.255.0 192.168.1.254

Negation:(config)#noip route <v_ipv4_addr> <v_ipv4_netmask> <v_ipv4_gw>

Show:>show ip route
# show ip route

3.9.19.24 (config)#ip routing

Syntax:(config)#ip routing
Explanation:Enable IPv4 and IPv6 routing.

Example:Enable IPv4 and IPv6 routing.

# config t
(config)# ip routing

Negation:(config)#no ip routing

Show:> show ip route
> show ipv6 routginterface vlan <vlan_list>]
# show ip route
# show ipv6 route [interface vlan<vlan_list>]
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# show ip route

127.0.0.1/32 via 127.0.0.1 <UP HOST>
224.0.0.0/4 via 127.0.0.1 <UP>

# show ipv6 route interface vlan 1
::1/128 via ::1 <UP HOST>

3.9.19.25 (config)#ip source binding interface

Syntax:(config)#ip source binding interface <port_type> <in_port_type_id> <vlar®> vapv4_var> <mask_var>
Explanation:Create a static entry.
Parameters:
<port_type><in_port_type_id>Specify a port type and port number to which a static entry is bound.
<vlan_var>Speciff?LAN ID that has been configured.
<ipv4_var> Specify avalid IPv4 address.
<mask_var>Specifithe subnet mask for the entered IP address.
Negation:(config)#no ip source binding interface <port_type> <in_port_type_id> <vlan_var> <ipv4_var> <mask_var>

Show:# show ip source binding [ dhegnooping | statiq [ interface ( <port_type> [ <in_port_type_list>1]) ]

3.9.19.26 (config)#ip ssh

Syntax:(config)# ip ssh
Explanation:Enable SSH mode.

Example:Enable SSH mode.

# config t
(config)# ip ssh

Negation:(config)#no ip ssh

Show:# show ip ssh

NOTESSH is preferred to Telnet, unless the management network is trusted. Telnet passes authentication crt
in plain text, making those credentials susceptible to packet capture and analysis. SSH provides a secure autl
method. The SSH tihis devicauses version 2 of SSH protocol.
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3.9.1927 (config)#ip verify source

Syntax:(config)# ip verify source
Explanation:Enable IP source guard function.
Negation:(config)# no ip verify source

Show:>show ip verify source [ interface pert_type> [ <in_port_type_list>]) ]
#show ip verify source [ interface ( <port_type> [ <in_port_type_list>]) ]

3.9.1928 (config)#ip verify source translate

Syntax:(config)#ip verify source translate

Explanation:Translate Dynamic entries tda8c ones.

3.9.1929 (config-if)# ip arp inspection checklan

Syntax:(configif)#ip arp inspection cheeklan
Explanation:Enable check vlan function.

Negation:(configif)# noip arp inspectiorcheckvlan

3.9.19.30 (config-if)# ip arp inspectim logging

Syntax:(configif)#ip arp inspection logging { deny | permit | all }
Explanation:Enable log function on a specific interface.
Parameters:
{ deny | permit | all } Specify one of the log types.
Deny:Log denied entries.
Permit: Log pernitted entries.
All: Log all entries.

Negation:(configif)# noip arp inspectioogging

3.9.1931 (config-if)# ip arp inspection trust

Syntax:(configif)#ip arp inspection trust
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Explanation:Enable trust stat@n the selected interfaces.

Negation (configif)# noip arp inspectiortrust

3.9.19.32 (configif)# ip dhcp snooping trust

Syntax:(configif)#ip dhcp snooping trust
Explanation:Set this interface to DHCP Snooping trusted port.
Negation:(configif)# noip dhcp snooping trust

Show:>show ip dhcp snooping [ interface ( <port_type> [ <in_port_list>1]) ]
#show ip dhcp snooping [ interface ( <port_type> [ <in_port_list>1]) ]

3.9.19.33 (configHif)# ip igmp snooping filter

Syntax:(configif)#ip igmp snooping filtexprofile_name>
Explanation:Use this commantb filter specific multicast traffic on a per port basis.
Parameters:

<profile_name>Specifythe configured multicast groups that are denied on a port. When a certain multicast
group is selected on a port, IGMP join refsareceived on a port are dropped.

Negation:(configif)# noip igmp snooping filter
Show:>show ip igmp snooping [ vlan <v_vlan_list> ] [ grolapabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

#show ip ignp snooping [ vlan <v_vlan_list> ] [ gredptabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

3.9.19.34 (configif)# ip igmp shooping immediatdeave

Syntax:(configif)#ip igmp snooping immediatkeave

Explanation: Enable fast leave functioon a specific portWwhen a leave packet is received, the switch immediately
removes it from a multicast service without sending an IGMP gsmgeific (GS) query to that interface.

Negation:(configif)# noip igmp snoojing immediateleave

Show:>show ip igmp snooping [ vlan <v_vlan_list> ] [ grolapabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrmformation ] ][ detail ]
#show ip igmp snooping [ vlan <v_vlan_list> ] [ groapabase [ interface (port_type>
[ <v_port_type_list>]) ][ sfrmformation ] ][ detail ]
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3.9.19.35 (configHif)# ip igmp snooping maxgroups

Syntax:(configif)#ip igmp snooping magroups <throttling>

Explanation:Specifythe maximum number of multicast groups thapart can join at the same time.

Parameters:
<throttling> This field limits the maximum number of multicast groups that a port can join at the same time.
When the maximum number is reached on a port, any new IGMP join reports will be dropped. By, default
unlimited is selectedThe allowed range can be specified i® 10.

Negation:(configif)# no ip igmp snooping magroups

Show:>show ip igmp snooping [ vlan <v_vlan_list> ] [ grolapabase [ interface ( <port_type>

[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

#show ip igmp snooping [ vlan <v_vlan_list> | [ grdapabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

3.9.19.36 (configif)# ip igmp snooping mrouter

Syntax:(configif)#ip igmp snooping mrouter

Explanation:Set this interface to Router porf. IGMP snooping cannot locate the IGMP querier, you can manually
designate a port which is connected to a known IGMP querier (i.e., a multicast router/switch). This interface will then
join all the current multicast groups supported by the attached router/switch to ensure that multicast traffic is passed
to all appropriate interfaces within thewitch.

Negation:(configif)# noip igmp snooping mrouter

Show:>show ip igmp snooping mroet [ detail ]
# show ip igmp snooping mrouter [ detail ]

3.9.19.37 (config-f)# ip verify source

Syntax:(configif)# ip verify source
Explanation:Enable IP Source Guard on this interface
Negation:(configif)# noip verify source

Show:>show ip veify source [ interface ( <port_type> [ <in_port_type list>]) ]
#show ip verify source [ interface ( <port_type> [ <in_port_type_list>]) ]

3.9.19.38 (config-if)# ip verify source limit

Syntax:(configif)#ip verify source limit 8-2>

Explanation:Secifythe maximum number of dynamic clients that can be learned on a port. The available options are
0, 1, 2.f the port mode is enabled and the maximum numbedghamic clients is equal 0, the switch will only
forward IP packets thadre matched in sttic entries for a given port.
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Parameters:
<0-2>: Pecifythe maximum number of dynamic clients that can be learned on a port.
Negation:(configif)# no ip verify source limit

Show:>show ip verify source [ interface ( <port_type> [ <in_port_typé&>1]9 ]
#show ip verify source [ interface ( <port_type> [ <in_port_type_list>]) ]

3.9.19.39 (configrif-vlan)#ip address

Syntax:(config-if-vlan)#ip address { { <address> <netmask> } | { dhcp [ fallback <fallback_address>
<fallback_netmask> [ tisout <fallback_timeout>]]11}}

Explanation:Configure IPv4 address for this VLAN interface.
Parameters:
<address> <netmask$Specify IPv4 address and subnet mask.

dhcp [ fallback <fallback_address> <fallback netmask> [ timeout <fallback_timdolutse] DHCP server to
automatically assign IP address.

fallback <fallback address> <fallback_netmaskpecify Fallback IP address and subnet mask.
timeout <fallback_timeout> Specify Fallback timeout value.
Negation:(configif-vlan)#no ip address

Show: >show ipinterface brief
# show ipinterface brief

3.9.1940 (configif-vlan)# ipigmp shooping

Syntax:(config-if-vlan)#ip igmp snooping
Explanation:Eanble IGMP Snooping on this specific VLAN.
Negation:(configif-vian)#no ip igmp snooping

Show: >show ip statistics [ system ] [ interface vlan <v_vlan_list>] [ icmp ] [-lospp<type> ]
#show ip statistics [ system ] [ interface vlan <v_vlan_list>] [ icmp ] [-fosgp<type> ]

3.9.1941 (configif-vlan)#ip igmp snooping compatibility

Syntax: (config-if-vlan)#ip igmp snooping compatibility { auto | v1 | v2 | v3}
Explanation:Configure IGMP Snooping version used for this specific VLAN.
Parameters:

{auto | vl | v2 | v3} Specify one of the IGMP Snooping options.
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auto: Compatible wth Version 1, Version 2, and Version 3.
v1: Compatible with IGMP version 1.
v2: Compatible with IGMP version 2.
v3: Compatible with IGMP version 3.

Negation:(configif-vlan)#no ip igmp snooping compatibility

3.9.1942 (configif-vlan)#ip igmp snooping lastmemberquery-interval

Syntax:(config-if-vlan)#ip igmp snooping lasnemberqueryinterval <ipmc_Imqi>

Explanation:LMQI stands for LastlemberQuery Interval and is to configure the maximum time to wait for
IGMP/MLD report membershipsia receiver port before removing the port from multicast group membersHig
allowed range is©31744 tenths of a second.

Parameters:

<ipmc_Ilmqi 0-31744>; SpeciftMQI LastMemberQuery Intervadlvalue

Negation:(configif-vlan)#no ip igmp snoojmg lastmemberquery-interval

3.9.1943 (configif-vlan)#ip igmp snooping priority

Syntax:(config-if-vlan)#ip igmp snooping priority <cos_priority>

Explanation:Specify the priority for transmitting IGMP/MLD control frames. By default, priorigtiso 0. Allowed
priority values is 07.

Parameters:
<cos_priority: 87>: SpecifyCOS for this specific VLAMevalid range is 0 to 7.

Negation:(configif-vlan)#no ip igmp snooping priority

3.9.1944 (configif-vlan)#ip igmp snooping querieaddress

Syntax:(config-if-vlan)#ip igmp shooping querfeaddress <v_ipv4_ucast>
Explanation:Specify IGMP Snooping querier IP address.
Parameters:

<v_ipv4_ucast>SpeciffGMP Snooping querier unicast IP address.

Negation:(configif-vian)#no ip gmp snooping querier address
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3.9.1945 (configrif-vlan)#ip igmp snooping querieelection

Syntax:(config-if-vlan)#ip igmp snooping querielection
Explanation: Enable IGMP Snooping querier election function.

Negation:(configif-vian)#no ip ignp snooping querieelection

3.9.1946 (configrif-vlan)#ip igmp snooping quernnterval

Syntax:(config-if-vlan)#ip igmp snooping querinterval <ipmc_gqi>
Explanation:Specify IPMC Query interval value.
Parameters:

<ipmc_qi 1-31744>. SpeciffPMCQuery interval value. The valid value 1$31744.

Negation:(configif-vlan)#no ip igmp snooping quesnterval

3.9.1947 (configrif-vlan)#ip igmp snooping quenmax-responsetime

Syntax:(config-if-vlan)#ip igmp shooping quernaxresponsetime <pmc_qri>
Explanation:Specify IPMC Query Response time value.
Parameters:

<ipmc_qri> SpecifPMC Query Response time value. The valid value3it744.

Negation:(configif-vlan)#no ip igmp snooping quemaxresponsetime

3.9.1948 (configif-vlan)#ip igmp snooping robustnesgariable

Syntax:(config-if-vlan)#ip igmp snooping robustnesariable <ipmc_rv>

Explanation:The robustness variable (RV) allows tuning for the expected packet loss on a subnet. If a subnet is
susceptible to packet losthis value can be increased. The RV value must not be zero and should not be one. The
value should be 2 or greater. By default, it is set to 2.

Parameters:

<ipmcrv: 1-255>: SpeciffPMC Robustness Variable value. Tale@dwalue is 3255.

Negation:(configif-vlan)#no ip igmp snooping robustnesmriable
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3.9.19.49 (configrif-vlan)#ip igmp snooping unsolicitedeport-interval

Syntax:(config-if-vlan)#ip igmp snooping unsoliciteceport-interval <ipmc_uri>

Explanation:The Unsolicited Report letval is the amount of time that the upstream interface should transmit
unsolicited IGMP reports when report suppression/proxy reporting is enabled. The allowed range for tBRV#40
seconds.

Parameters:

<ipmc_uri 0-31744>: Specifyunsolicited Reput Intervalvalue. The alid value i9~31744

Negation:(configif-vlan)#no ip igmp snooping unsolicitegport-interval

3.9.1950 (configrif-vlan)#ipv6 address

Syntax:(config-if-vlan)#ipv6 address <subnet>
Explanation:Configure IPv6 addressrfthis VLAN interface.
Parameters:
<subnet> Specify IPv6 address K X:X:X::X/<Q28>format.
Negation:(configif-vlan)#no ipv6 address [ <ipv6_subnet> ]
Show:>show ipinterface brief
>show ipv6 interface [ vlan <v_vlan_list> { brief | statist} ]

# show ipinterface brief
#show ipv6 interface [ vlan <v_vlan_list> { brief | statistics } ]

3.9.1951 (configif-vlan)#ipv6 mid snooping

Syntax:(config-if-vlan)#ipv6é mld snooping
Explanation:Eanble MLD (Multicast Listener Discovery) Simappn this specific VLAN.
Negation:(configif-vlan)#no ipv6 mld snooping

Show:>show ipv6 statistics [ system ] [ interface vlan <v_vlan_list> ] [ icmp ] Ficsgp<type> ]
#show ipv6 statistics [ system ] [ interface vlan <v_vlan_list> ] [ ingnjp-msg <type> ]

3.9.1952 (configif-vlan)#ipv6 mld snooping compatibility

Syntax:(config-if-vlan)#ipv6 mld snooping compatibility { auto | vl | v2 }
Explanation:Configure MLD Snooping version used for this specific VLAN.
Parameters:

{auto| vl |v2|v3}: Specify one of the MLD Snooping options.
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auto: Compatible with Version 1, Version 2.
v1: Compatible with MLD version 1.
v2: Compatible with MLD version 2.

Negation:(configif-vlan)#no ipv6 mld snooping compatibility

3.9.1953 (configrif-vlan)#ipv6 mld snooping lasthemberquery-interval

Syntax:(config-if-vlan)#ipv6 mld snooping lagnemberquery-interval <ipmc_Imgi>

Explanation:LMQI stands for LastiemberQuery Interval and is to configure the maximum time to wait for
IGMP/MLD report memberships on a receiver port before removing the port from multicast group membé&isaip.
allowed range is931744 tenths of a second.

Parameters:

<ipmc_Ilmqi 0-31744>; SpeciftMQI LastMemberQuery Intervadlvalue

Negation:(config-if-vlan)#no ipv6 mld snooping lashemberquery-interval

3.9.1954 (configif-vlan)#ipv6 mld snooping priority <cos_priority>

Syntax:(config-if-vlan)#ipv6 mld snooping priority <cos_priority>

Explanation:Specify the priority for transmitting IGRIMLD control frames. By default, priority is set to 0. Allowed
priority values is 07.

Parameters:
<cos_priority: 87>: SpecifyCOS for this specific VLAMevalid range is 0 to 7.

Negation:(configif-vlan)#no ipv6 mld snooping priority

3.9.1955 (configif-vlan)#ipv6 mld snooping querier election

Syntax:(config-if-vlan)#ipv6é mld snooping querier election
Explanation: Enable MLD Snooping querier election function.

Negation:(configif-vlan)#no ipv6 mld snooping querier election

3.9.1956 (config-if-vlan)#ipv6 mld snooping quernterval <ipmc_qi>

Syntax:(config-if-vlan)#ipv6 mld snooping quernterval <ipmc_qi>

Explanation:Specify MLD Query interval value.

102



CHAPTER
INTRODUCTIONDCLI

Parameters:
<ipmc_qi 1-31744>: SpecifyPMC Query interval value. Thalid value is 431744,

Negation:(configif-vlan)#no ipv6 mld snooping quesinterval

3.9.1957 (configif-vlan)#ipv6 mld snooping querynax-responsetime <ipmc_(qri>

Syntax:(config-if-vlan)#ipv6 mld snooping quernaxresponsetime <ipmc_qri>
Exganation: Specify MLD Query Response time value.
Parameters:

<ipmc_qri> SpecifyMLD Query Response time value. The valid value3§244.

Negation:(configif-vlan)#no ipv6 mld snooping quemnaxresponsetime

3.9.1958 (configif-vlan)#ipv6 midsnooping robustnessariable <ipmc_rv>

Syntax:(config-if-vlan)#ipv6 mld snooping robustnesariable <ipmc_rv>

Explanation:The robustness variable (RV) allows tuning for the expected packet loss on a subnet. If a subnet is
susceptible to packet losthis value can be increased. The RV value must not be zero and should not be one. The
value should be 2 or greater. By default, it is set to 2.

Parameters:

<ipmc rv: 1-255>: SpeciffPMC Robustness Variable value. Talidwalue is 3255.

Negation:(config-if-vlan)#no ipv6 mld snooping robustnessiriable

3.9.1959 (configrif-vlan)#ipv6 mld snooping unsolicitedeport-interval <ipmc_uri>

Syntax:(config-if-vlan)#ipv6 mld snooping unsolicitegeport-interval <ipmc_uri>

Explanation:The Unsolicitd Report Interval is the amount of time that the upstream interface should transmit
unsolicited IGMP reports when report suppression/proxy reporting is enabled. The allowed range for L3RV #40
seconds.

Parameters:

<ipmc_uri 0-31744>: SpecifyJnsdicited Report Intervavalue. The alid value i9~31744

Negation:(configif-vlan)#no ipv6 mld snooping unsolicite@port-interval
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3.9.20 (config)#ipmc

3.9.201 (config)#ipmc profile
Syntax:(config)#pmc profile
Explanation:Enable IPMC (IPutticast) profile globally.
Negation:(config)#no ipmc profile

Show: #show ipmc profile

3.9.202 (config)#ipmc profile<profile_name>

Syntax:(config)#pmc profile <profile_name>
Parameters

<profile_name word16> Specify the desired profileame in 16 characters. When entered is pressed, the
command will change to (configmc-profile)#.

Explanation:Set upan IPMC profile.

ExampleCreate an IPMC profile nameégoldpass.

# config t
(config)# ip mc profile goldpass
(config - ipmc - profile)#

Negation:(config)#no ipmc profile <pofile_name>

Show:# show ipmc profil¢ <profile_name> ] [ detail ]

3.9.203 (config)#ipmc range

Syntax:(config)#ipmc range <entry_name> { <v_ipv4_mcast> [ <v_ipv4_mcast_1>]| <v_ipv6_mcast>
[ <v_ipv6_mcast_1>]}

Explanation:Specify the multicst IP range. The available IP range is from 2@406239.255.255.255
Parameters:
<entry_name>The name used in specifying the address range.

{ <v_ipv4_mcast> [ <v_ipv4_mcast_1>]]| <v_ipv6_mcast> [ <v_ipv6_mcast Sppetify the multicast IP rgs.
The available IP range is from 228.0-239.255.255.255

Negation:(config)#no no ipmc range <entry _name>

Show:# show ipmc profile [ <profile_name> ] [ detail ]
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3.9.204 (configipmc-profile)# default range

Syntax:(configipmac-profile)#defauk range <entry_name>
Parameters

<entry_nameword16>: Specify an entry name in 16 characters for this IPMC profile.
Explanation:Tosetdefault IPMC Profile Rule farspecific IPMC Profile

Example:To default IPMC Profile Rule (Entry 1) for spetffMC Profile

# config t
(config)# ipmc profile goldpass
(config - ipmc - profile)# default range 1

Negation:(configipmc-profile)#no range <entry _name>

Show:# show ipmc profile
#show ipmc profile [ <profile_name> ][ detail ]

3.9.205 (configipmc-profile)# description

Syntax:(configipmc-profile)#description <profile_desc>
Parameters

<profile_descline 64>: Additional akscription for the designated profile in 64 characters.
Explanation:Specify descriptive information for the designated profile.

Example:Provide descriptive information foPMC profile goldpass.

# config t
(config)# ipmc profile goldpass
(config - ipmc - profile)# description 1stclasscustomer

Negation:(configipmc-profile)# nodescription

Show:# show ipmc profile
#show ipmc profile [ <profile_name> ] [ detail ]

3.9.20.6 (configipmc-profile)#range

Syntax:(configipmec-profile)#range<entry_name> { permit | deny } [ log ] [ next <next_entry> ]
Parameters

<entry_name>Specify an entry name.
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{ permit | deny } Specifythe action taken upon receiving the Join/Report frame that has the group address
matches the address range of thale.

Permit: Group address matches the range specified in the rule will be learned.
Deny:Group address matches the range specified in the rule will be dropped.
[ log I Log when matching
[ next <next_entry>:]Specify next entry used in profile
Explanation:To set action of an entry for a specific IPMC profile.
Negation:(configipmc-profile)#no range <entry_name>

Show:# show ipmc profile
#show ipmc profile [ <profile_name> ] [ detail ]

3.9.21 (config)#ipv6 mld hostproxy
3.9.21.1 (config/#ipv6 mld hostproxy

Syntax:(config)#ipv6 mld hostproxy

Explanation:Enable IPv6 MLD proxy¢hen MLD proxy is enabled, the switch exchanges MLD messagédhavith
router on its upstream interface, and performs the host portiorttef MLD task on thepstream interface as follows:

When queried, it sends multicast listener reports to the group.

When a host joins a multicast group to which no other host beloihgends unsolicited multicast listener
reports to that group.

When the last host in a padillar multicast group leaves, it senals unsolicited multicast listener done
report to the altroutersaddress (FF02::2) for MLDv1.

Example:Enable IPv6 MLD Proxy.

# config t
(config)# ipv6 mld host - proxy
(config)#

Negation:(config)#no ipv6 mld hosproxy

Show:>show ipr6 mid snooping [ vlan <v_vlan_list> ] [ gredgtabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]
#show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdapabase [ interface ( <port_type>
[ <v_port_type_list>]][ sfminformation ] ][ detail ]

3.9.21.2 (config)#ipv6 mld hostproxy leaveproxy

Syntax:(config)#ipv6 mld hostproxyleaveproxy

Explanation:Enable IPv6 MLD leave proXp prevent multicast router from becoming overloaded with leave
messagesMLD snooping suppresses leave messages unless received from the last member port in the group. When
the switch acts as the querier, the leave proxy feature will not function.
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Example:Enable IPv6 MLD leave proxy.

# config t
(config)# ipv6 mld host - proxy leave - proxy
(config)#

Negation:(config)#no ipv6 mld hosproxyleaveproxy
Show:>show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdapabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfimformation ] ] [ detail ]

#show ipv6 mld snooping [ vlan <v_vlan_list> [dugrdatabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]

3.9.21.3 (config)#ipv6 mld snooping

Syntax:(config)#ipv6 mldsnooping

Explanation:Enable MLD Snooping featugdobally When enabled, this device Wwihonitor network traffic and

determine which hosts would like to receive multicast traffic. The switch can passively monitor or snoop on MLD
Listener Query and Report packets transferred between IP multicast routers and IP multicast service subscribers to
identify the multicast group members. The switch simply monitors the IGMP packets passing through it, picks out the

group registration information and configures the multicast filters accordingly.

Example:Enable IPv6 MLD snooping.

# config t
(config)# ipv6 mid shooping
(config)#

Negation:(config)#no ipv6 mld snooping

Show:>show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdapabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]
# show ipv6 mld snooping [ vlan <v_vlan_likf>groupdatabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

3.9.21.4 (config)#ipv6 mld snooping vian

Syntax:(config)#ipv6 mld snooping vlan <v_vlan_list>
Parameters

<v_vlan_list>Specify VLAN ID forl\D.
Negation:(config)#no ipv6 mld snooping vlan [ <v_vlan_list> ]

Show:>show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdapabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfAimformation ] ][ detail ]
>show ipv6 mld snooping muter [ detail ]
#show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdapabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfAimformation ] ][ detail ]
# show ipv6 mld snooping mrouter [ detail ]
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Clear: #clear ipv6 mld snooping [ vian <v¥awm_list> ] statistics

3.9.215 (config)#ipv6 mld ssrrange

Syntax:(config)#pv6 mld ssnrange <v_ipv6_mcast> <ipv6_prefix_length>
Parameters
<v_ipv6_mcast>Specify valid IPv6 mluticast address.
<ipv6_prefix_length>Specify prefixengthrange from 8 to 128.

Explanation:SpecifySSM (Soure8pecific Multicast) Rang€&his setting allowthe SSMaware hosts and routers run
the SSM service model for the groups in the address range.

Example:Configure MLD SSM with the ff3e::7728/128 settings.

# config t
(config)# ipv6 mid ssm -ran ge ff3e::7728 128

Negation:(config)#no ipv6 mld ssarange
Show:>show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdapabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ] [ deail ]

#show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdapabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]

3.9.21.6 (config)#ipv6 mld unknownflooding

Syntax:(config)#pv6 mld unknowrlooding

Explaration: Enableforwarding mode for unregistered (ngoined) IP multicast traffic.

# config t
(config)# ipv6 mid unknown - flooding

Negation:(config)#no ipv6 mld unknowsflooding

Show:>show ipv6 mld snooping [ vlasv_vlan_list> ] [ groupatabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrmformation ] ][ detail ]
>show ipv6 mld snooping mrouter [ detail ]
#show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdapabase [ interface ( <port_type>
[ <v_port_type list>]) ][ sfanformation ] ][ detail ]
# show ipv6 mld snooping mrouter [ detail ]

3.9.21.7 (config)#ipv6 route

Syntax:(configure)#pv6 route <v_ipv6_subnet> { <v_ipv6_ucast> | interface vlan <v_vlan_id> <v_ipv6_addr>}

Parametes:
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<v_ipv6_subnet>Specify IPv6 route address.

{ <v_ipv6_ucast> | interface vlan <v_vlan_id> <v_ipv6_addBpécify one of the options. This could be either
IPv6 next hop unicast address or an interface.

Explanation:Configure a static IPv6 route.
Negation:(config)#no ipv6 route <v_ipv6_subnet>{ <v_ipv6_ucast> | interface vlan <v_vlan_id> <v_ipv6_addr>}

Show:# show ipv6 route [ interface vlan <v_vlan_list> ]

3.9.21.8 (configrif)# ipv6 midsnooping filter

Syntax:(configif)#ipv6 mld snoopg filter <profile_name>
Explanation:Use this commantb filter specific multicast traffic on a per port basis.
Parameters:

<profile_name>Specifithe configured multicast groups that are denied on a port. When a certain multicast
group is selectedn a port, IGMP join reports received on a port are dropped.

Negation:(configif)# noipvé mld snooping filter
Show:>show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdapabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAinformation] ] [ detail ]

# show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grolapabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

3.9.21.9(configrif)# ipv6 mld snaping immediateleave

Syntax:(configif)# ipv6 igmp snooping immediatdeave

Explanation:Enable fast leave functioon a specific portWhen a leave packet is received, the switch immediately
removes it from a multicast service without sending an IGMP gsmgeific (GS) query to that interface.

Negation (configif)# noipvé mld snooping immediatéeave
Show:>show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdapabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]

#show ipv6 mld snooping [ vlan <v_vlan_likf>groupdatabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrmformation ] ][ detail ]

3.9.21.10 (config-if)# ipv6 mld snooping maxgroups
Syntax:(configif)#ip igmp snooping magroups <throttling>
Explanation:Specifythe maximum nmber of multicast groups that a port can join at the same time.

Parameters:
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<throttling> This field limits the maximum number of multicast groups that a port can join at the same time.
When the maximum number is reached on a port, any new IGMP joortewill be dropped. By default,
unlimited is selectedThe allowed range can be specified i® 10.

Negation:(configif)# no ipv6 mld snooping masgroups

Show:>show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdapabase [ interface ( <port_type
[ <v_port_type_list>]) ][ sfrmformation ] ] [ detail ]
#show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdapabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrmformation ] ] [ detail ]

3. 9.2111 (configif)# ipv6é mldsnoopingmrouter

Syntax:(configif)# ipv6 mld snooping mrouter

Explanation:Set this interface to Router potf. IGMP snooping cannot locate the IGMP querier, you can manually
designate a port which is connected to a known IGMP querier (i.e., a multicast/switeh). This interface will then

join all the current multicast groups supported by the attached router/switch to ensure that multicast traffic is passed
to all appropriate interfaces within thewitch.

Negation:(configif)# noipvé mld snooping mrowr

Show:>show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdapabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]
> show ipv6 mld snooping mrouter [ detail ]
# show ipv6 mid snooping [ vlan <v_vlan_listgidup-database [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]
# show ipv6 mid snooping mrouter [ detail ]

3.9.22 (configrif)#12cp
Syntax:(configif)#12cp { [ peer [ <I2cp_peer_list>]] [ forward [ <I2cp_forwdist> ] ]}

Parameters:

[ peer [ <l2cp_peer_list> ]:] Redirect to CPU to allow peering/tunneling/discard depending on ECE and protocol
configuration.Specify @15 forBPDU addresseg$6 for séect Allbridge addressl7-32 forGARP addresses

[ forward [ <l2cp_forward_list> ]:]Allow peering/forwarding/tunneling/discarding depending on ECE and
protocol configuration.Specify €15 for BPDU addressedl6 for séect All bridge address17-32 for GARP
addresses

Explanation:Configurethe L2CP frameadndling mode for the corresponding destination MAC address (DMAC). The
MAC DA range for Bridge block of protocol is304C200-00-00 through 0180-C200-00-0F(0-15)and for GARP block
of protocol is 0180-C200-00-20 through 0180-C200-00-2F(17-32).

Example:Enable L2CP on interface 1 and seB04C200-00-00 to 0£80-C200-00-05 to Forward mode.

# config t

(config)# interface FastEthernet 1/1
(config - if)#l2cp forward O -5
(config - if)#
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3.9.23(config)#lacp
3.9.23.1 (config)#lacp systerpriority

Syntax:(configure)flacp systenpriority <v_1 to 65535

Parameters.
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<v_1 to 65535: The priority of the portThe allowed value range is from 1 to 65535.

Explanation:Configure system priority for LACP functi@he lower number means greater priority. This priority value

controls which ports will be active anehich ones will be in a backup role.

Example:Set LACP system priority value to 100.

# config t
(config)# lacp system - priority 100

Negation:(config)#no lacp systenpriority <v_1 to 65535>

Show:# show lacp { internal | statistics |ystemid | neighbour }

3.9.23.2 (configif)# lacp

Syntax:(configif)# lacp
Explanation:Enable LACP on this interface.

Example:Enable LACP gort 1.

# config t

(config)# interface GigabitEthernet 1/1
(config - if)# lacp

(config - if)#

Negation:(configif)# no lacp
Show:# show lacp { internal | stastics | systemid | neighbour }

Clear:# clear lacp statistics

3.9.23.3 (config-if)# lacpkey

Syntax:(configif)#lacp key { <v_1 to 65535> | auto }
Explanation:Configure a LACP key for this interface.

Parameters:

{<v_1 to_65535> | auta Spedy a LACP key for this interfage K &dziti2 ¢
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the physical link speedf. you want a usedefined key valugenter avaluebetweenl and 65535.Ports in an
aggregated link group must have the same LACP port Keydédntorallow a port to join an aggregated group,
the port Key must be set to the same value.

Negation:(configif)#nolacp key { <v_1 to 65535> | auto }

Show:# show lacp { internal | statistics | systeid | neighbour }

3.9.23.4 (configrif)# lacp pot-priority <v_1 to 65535>

Syntax:(configif)# lacpport-priority <v_1 to 65535>
Explanation:Configure a LACP key for this interface.
Parameters:

<v_1 to 65535>]Specify a LACP port priority for this interfadee Tower number means greater prioyitThis
priority value controls which ports will be active and which ones will be in a backup role.

Negation:(configif)# no lacpport-priority <v_1 to_65535>

Show:# show lacp { internal | statistics | systeid | neighbour }

3.9.23.5 (config-f)# lacp role { active | passive }

Syntax:(configif)# lacprole { active | passive }
Explanation:Configure LACP role for this interface.
Parameters:
{ active | passive:}SpecifyfSA 1 KSNJ a! OUAGSé 2N atl 3aA PS¢ NPefoBating SLISY R
FYR &SyRAy3a [!/t O2yidaNRt LI O1SGad t2NIa GKFEG FNB RS
control frames. Hence, this allows LACP compliant devices to negotiate the aggregated like so that the group may
be changed dynamically aequired. In order to add or remove ports from the group, at least one of the
LI NIAOALNI GAy3a RSOAOSAE Ydzad aSd G2 a! OGA@SéeE [/t LRNI
Negation:(configif)# no lacp role { active | passive }

Show:# show lacp { internal | statistics | systeid | neighbou }

3.9.23.6 (config-if)# lacp timeout { fast | slow }

Syntax:(configif)# lacptimeout { fast| slow}
Explanation:Configure timeout mode.
Parameters:

{ fast| slow}: TheTimeoutcontrols the period between BPDU transmissidrestwill transmit LACP packets
each second, whil8lowwill wait for 30 seconds before sending a LACP packet.
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Negation:(configif)# no lacptimeout { fast| slow}

Show:# show lacp { internal | statistics | systeid | neighbour }

3.9.24 (config)#line
3.9.24.1 (config)#line

Syntax:(configure)line { <0~16> | console 0 | vty <0~15>}

Explanation:Enter the specific line. When Enter is pressed, the command line changesidigline)#.

Parameters

{ <0~16> | console 0 | vty <0~15>3pecify one of the optits.

<0~16> :List of line numbers.
console 0:Console line connection.
vty <0~15>:VTY lines are the Virtual Terminal lines of the devised solely to control inbound Telnet
connections. They are virtual, in the sense that they are a functionfofaee - there is no hardware

associated with them.

Example:Enter Console 0 mode.

# config t
(config)# line console 0
(config - line)#

Show:> show line [ alive ]
# show line [ alive ]

3.9.24.2 (configline)#do

Syntax:(configline)# do <command>
Explanation:To run EXE@Qommands.
Parameters

<command>Enter the EXEC. command

Example:Show aaa settings.
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# config t

(config)# line console 0
(config - line)# do show aaa
console : local

telnet : local

ssh  :local

http : local

(config - line)#

3.9.24.3 (configline)# editing

Syntax:(configline)# editing
Explanation:Enable command line editing.
Negation:(configline)#no editing

Show:> show line [ alive ]
# show line [ alive ]

3.9.24.4 (configline)#end

Syntax:(configline)# end
Explanation:Return toEXEGmode.

ExampleReturn toEXEQnode.

# config t

(config)# line console 0
(config - line)# end

#

3.9.24.5 (configline)#execbanner

Syntax:(configline)# exeebanner
Explanation:Enable the display of EXEC banner.

Example:Enable the display of EXEC banner.

# configt
(config)# line console 0
(config -line)# exec - banner

Negation:(configline)#no exeebanner

Show:> show line Rlive ]
# show line [ alive ]

114




3.9.24.6 (configline)#exectimeout

Syntax:(configline)#exectimeout <min> [ <sec> ]

Parameters

<min>: Specify timeout in minutes. The allowed range is 0 to 1440.

[<sec>]: Specify timeout in seconds. The allowadye is 0 to 3600.
Negation:(configline)# no exedimeout

Show:> show line [ alive ]
# show line [ alive ]

3.9.24.7 (configline)# exit

Syntax:(configline)# exit
Explanation:Return toConfigmode.

Example:Return toConfigmode.
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# config t

(config)# line console 0
(config - line)# exit
(config)#

3.9.24.8 (configline)# help

Syntax:(configline)# help
Explanation:Show the Help explanation

Example:ShowHelpexplanation
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# config t

(config)# line console 0

(config - line)# help

Help may be requested at any point in a command by entering

a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?' shows the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show ?") a nd describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what Parameters  match the input
(e.g. 'show pr?'.)

3.9.24.9 (configline)# history size

Syntax:(configline)# history size <history_size>
Explanation:Control how many history commands are displayed.
Parameters

<history_size>: The allowed range is 0 to 32. 0 médisable.

Example:Set history size to 10.

# config t
(config)# line console 0
(config - line)# history size 10

Negation:(configline)# no history size

Show:> show line [ alive ]
# show line [ alive ]

3.9.24.10 (configline)# length

Syntax:(configline)# length <length>
Explanation:Configure the number of linedisplayedon the screen.

Pammeters

<length>: Specify the number of lines displayed on the screen. The allowed range is 3 to 5120&decifio

pausing.

ExampleDisplay 20 lines on the screen
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# config t

(config)# line console 0
(config - line)# length 20
(config - line)#

Negation:(configline)# no length

Show:> stow line [ alive ]
# show line [ alive ]

3.9.24.11 (configline)# location

Syntax:(configline)# location <location>
Explanation:Configure thedescriptive location of this device

Parameters

<ocatiorn>: Location description for the terminal. Thiharacters allowed are 32.

Example:Configure the locatiodcabinet5&.

# config t
(config)# line console 0
(config - line)# location cabinet5a

(config - line)#

Negation:(configline)# no location

Show:> show line [ alive ]
# show line [ alive ]

3.9.24.12 (configline)# motd-banner

Syntax:(configline)# mdd-banner
Explanation:Enable the display of motd (message of the day) banner.

Example:Enable motd banner.

# config t
(config)# line console 0
(config -line)# motd - banner

(config - line)#

Negation:(configline)# no motdbanner

Show:> show line [ alive ]
# show line [ alive ]
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3.9.24.13 (configline)# privilege level

Syntax:(configline)# privilege levetprivileged_level>
Explanation:Configure the privilege level for the terminal line.

Parameters

<privileged_level>Privilege level for the terminal line. The allowed range is 0 to 15.

Example:Change the privilege level to 5 for vty 1.

# config t
(con fig}# line wvtyl
(config - line)# privilege level 5

(config - line)#

Negation:(configline)#no privilege level

Show:> show line [ alive ]
# show line [ alive ]

3.9.24.14 (configline)#width

Syntax:(configline)#width <width>
Exgdanation: Configure thewidth of the terminal line
Parameters:
<width>: Specify thevidth of the terminal line.The allowed range ¥0(i 2 p MmH ®

Example:Change of width of vty 1 to 60

{ wiSidikdradthé n é

# config t

(config)# line vty 1
(config -line)#  width 60
(config - line)#

Negation:(configline)#no width

Show:> show line [ alive ]
# show line [ alive ]

3.9.2%5 (config)#lldp
3.9.25.1 (config)#lldp holdtime

Syntax:(config)#ldp holdtime <val>
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Explanation:This setting defines how long LLDP frames are considefiedaval is used to compute the TThe
default is 4.

Parameters:
<vab>: Specify thdoldtime value The allowed/alue is 2 to 10.

Example:Set the holdtime to 5

# config t
(config)# lIdp holdtime 5

Negation: (config)# no lldp holdtime

3.9.25.2 (config)#lldp reinit

Syntax:(config)#ldp reinit <val>
Explanation:Configurea delay between the shutdown frame and a new LLDP initialization.
Parameters:

<vab: Specify a value between 1 and 5@¢onds).

Example:Set the LLDP saitiation value to 3.

# config t
(config)# lldp reinit 3

Negation:(config)#no lldp reinit

3.9.25.3 (config)#lldp timer

Syntax:(config)#ldp timer <val>

Explanation:Configurethe interval between LLDP frames are sent to its neighbors for updated discovery information.
Thedefault is 30 seconds.

Parameters:
<vab: Specify a value between 5 and 32768donds).

Example:Set the LLDP timer value to 35.

# config t
(config)# lldp timer 35

Negation:(config)#no lldptimer
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3.9.25.4 (config)#lldp transmissiondelay

Syntax:(config)#lldp transmissiondelay<val>
Parameters:
<vab: Specify a value between 1 and 8192donds).

Explanation:Configurea delay between the LLDP frames that contain changed configurations. Tx Delay cannot be
larger than 1/4 of the Tx interval usg.

Example:Set the LLDP transmission delay value to 2.

# config t
(config)# lldp transmission - delay 2

Negation:(config)#no lldp transmissiofelay

3.9.25.5 (config)#lldp med datum

Syntax:(config)#lldp med datum { wgs84 | nad88avd38 | nad83mliw }
Explanation TheMap Datumis used for the coordinates givenaioveoptions
Parameters:

{wgs84 | nad83avd88 | nad83mllw }. $ecify one of the options.

WGS84(Geographical 3D)World Geodesic System 1984, CRS Code 4327, Prime Meridian Name:
Greenwich.

NAD83/NAVD88North American Datum 1983, CRS Code 4269, Prime Meridian Name: Greenwich; The

associated vertical datum is the North American Vertical Datum of 1988 (NAVD88). This datum pair is to be

used when referencing locations on land, not near tidalewgtvhich would use Datum = NAD83/MLLW).
NAD83/MLLWNorth American Datum 1983, CRS Code 4269, Prime Meridian Name: Greenwich; The
associated vertical datum is Mean Lower Low Water (MLLW). This datum pair is to be used when
referencing locations on wateséa/ocean.

Example:Set the map datum to wgs84.

# config t
(config)# lldp med datum wgs84

Negation:(config)#no lldp med datum

3.9.25.6 (config)#lldp med fast

Syntax:(config)#lldp med fast <v_1_to_10>

Explanation:Rapid startup and Emergency Call Serkm&tion Identification Discovery of endpoints is a critically
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important aspect of VolP systems in genetaladdition, it is best to advertisenly those pieces of information which
are specifically relevant tparticular endpoint types (for example only\aaitise the voice networkolicy to permitted
voice-capable devices), both in order to consetkie limited LLDPU space and to reduce security and system integrity
issues that can come with inappropriate knowledge of the netwamkcy. With this in mind LLDPMED defines an
LLDPMED Fast Start interactidmetween the protocol and the application layers on top of the protooobrder to
achieve these related properties. With Fast start repeat couistiossible to specify the number of times the fast
start transmission isepeated. The recommended value is 4 times, giving that 4 frabBRs with a 1 second interval
will be transmitted, when a LLDP framéth new information is receivedt should be noted that LLDWED and the
LLDPMED Fast Starhechansm is only intended to run on links between LENMPDNetwork Connectivity Devices
and Endpoint Devices, and as such doassapply to links between LAN infrastructure elements, includiegveen
Network Connectivity Devices, or to other types of links.

Paameters:
<v_1 to 10>Specify a valid value between 1 and 10.

Example:Set the value to 5.

# config t
(config)# lldp med fast 5

Negation:(config)#no lldp med fast

3.9.25.7 (config)#lldp med locationtlv altitude

Syntax:(config)#lldp med locatiortlv altitude { meters | floors } <v_word11>
Explanation:Altitude SHOULD be normalized to withBR2767 to 32767 with a maximum of 4 digits. It is possible to
select between two altitude types (floors or meter@neters meansmeters of Altitude definedby the vertical datum
specified while, floors¢ meansaltitude in a form more relevant in buildings which have different flamfloor
dimensions.
Parameters:

{ meters | floors }: Specifgne of the options.

<v_word11> Specify a value for the specifiegtion.

Example:Set thealtitude @ | f dzZBooréven £oad

# config t
(config)# lldp med location - tlv altitude floors 10

Negation:(config)#no lldp med locatiortlv altitude

3.9.25.8 (config)#lldp med locationtlv civicaddr

Syntax:(config)#lldp med locationtlv civicaddr { country | state | county | city | district | block | street | leading
street-direction | trailing-street-suffix | streetsuffix | houseno | houseno-suffix | landmark | additionalinfo | name
| zip-code | building | apartment floor | room -number | placetype | postatcommunity-name | p-0-box |
additionalcode } <v_string250>
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Explanation:Configure civic address information.
Parameters:
{ country | state | county | city | district | block | street | leadingstreet-direction | trailing-street-suffix | street
suffix | houseno | houseno-suffix | landmark | additionalinfo | name | zip-code | building | apartment | floor
| room-number | placetype | postakcommunityname | p-o-box | additionatcode }: Specify one of the optis.
country: The tweletter ISO 3166 country code in capital ASCII lett&sample: DK, DE or US.
state: National subdivisions (state, canton, region, province, prefecture).
county: County, parish, gun (Japan), district.
city: City, township, shi &pan)- Example: Copenhagen.
district: City division, borough, city district, ward, chou (Japan).
block: Neighbourhood, block.
street: Street- Example: Poppelve,j.
leadingstreet-direction: Example: N.
trailingsstreet-suffix: Example: SW.
street-suffix: Ave, Platz.
houseno: Specify house number.
houseno-suffix: Example: A, 1/2.
landmark:Landmark or vanity addresg&xample: Columbia University.
additional-info: Example: South Wing.
Name:Example: Flemming Jahn.
zip-code: Postal/zip code Example: 2791.
building: Building (structure)Example: Low Library.
apartment: Unit (Apartment, suite)Example: Apt 42.
floor: Example: 4.
room-number. Room number Example: 450F.
placetype: Example: Office.
postalcommunity-name: Example: Leonia.
p-o-box: Example: 12345.
additional code:Example: 1320300003.

Example:Set thecountry codell 2UK®
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# config t

(config)# lldp med location - tlv civic - addr country UK

Negation:(config)#no lldp med locatiortlv civicaddr { country | state | county | diy | district | block | street |
leadingstreetdirection | trailing-streetsuffix | streetsuffix | houseno | houseno-suffix | landmark | additionaiinfo
| name | zip-code | building | apartment | floor | roomnumber | placetype | postakcommunityname| p-0-box |

additionalcode }

3.9.25.9 (config)#lldp med locationtlv elin-addr

Syntax:(config)#ldp med locatiortlv elin-addr <v_word25>

Explanation:Configure a value for Emergency Location Information.

Parameters:

<v_word25> A value for Eergency Location Information (ELIN).

Example:Set theemergency location informatiodi 29116 ®

#conf gt
(config)# lldp med location - tlvelin - addr 911

Negation:(config)#no lldp med locatiortlv elin-addr

3.9.25.10(config)#lldp med locationtlv latitude

Syntax:(config)#ldp med locatiortlv latitude { north | south } <v_word8>

Explanation:Configure a value fdatitude. Latitude value should be between 0 and 90.

Parameters:

{ north | south } Specify one of the options, either north or south.

<v_word8> Specify latude value for the selected option.

Example:Set thenorth latitudeto 5.

# config t
(config)# lldp med location - tlv latitude north 5

Negation:(config)#no lldp med locatiorlv latitude

3.9.25.11 (config)#lldp med locationtlv longitude

Syntax:(config)#lldp med locatiortlv longitude { west | east } <v_word9>
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Explanation:Configure a value fdongitude Longitude value should be between 0 and 180.
Parameters:

{ west | east } Specify one of the options, either west or east.

<v_word9> Speify longitude value for the selected option.

Example:Set thewest longitudeto 90.

# config t
(config)# lldp med location - tlv longitude west 90

Negation:(config)#no lldp med locatiortlv longitude

3.9.25.12 (config)#lldp med mediavlan-policy

Syntax: (config)#ldp med mediavianpolicy <policy_index> { voice | voisignaling | guesvoicesignaling | guest
voice | softphonevoice | videaconferencing | streamingideo | videosignaling } { tagged <v_vlan_id> | untagged }
[ 12-priority <v_0_to7>][dscp <v_0_to_63>]

Explanation:Configure &.LDP MED policy fbr a service

Parameters:

<policy_index>Specify a policy ID. The valid range is from 0 to 31.

{ voice | voicesignaling | guest/oicesignaling | guestvoice | softphonevoice | video-conferencing | streaming
video | videosignaling } Specify one of the services for this policy ID.

{tagged <v_vlan_id> | untagged $pecify whether this service is tagged or untagged. Wiegged is specified,
a VLAN ID should be provided.

[ 12-priority <v_0_to_7>:]Specify a value for L2 priority. The valid value is from 0 to 7.
[ dscp <v_0_to_63= Bpecify a value for DSCP. The valid value is from 0 to 63.

Example:Create a policy ID 1 for tagged Voice VLAN.

# config t
(config)# lldp med media - vlan - policy 1 voice tagged 100 12 - priority 7 DSCP 63

Negation:(config)#no lldp med mediavlan-policy <policies_list>

Show:>show lldp med medialanpolicy [ <v_0_to_31>]
#show Ildp med medialan-policy [ <v_0_to_31>]

3.9.25.13 (config-if)# lldp cdp-aware
Syntax:(configif)#lldp cdpaware

Explanation:Configures if the interface shall be CDP aware (CDP discovery information is added to the LLDP neighbor
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table).

Example:Setinterface 1 to CDP aware.

# config t
(config)# interface GigabitEthernet 1/1
(config - if)# lldp cdp - aware

Negation:(configif)# no lldp cdp-aware

Show:>show lldp neighbors [ interface ( <port_type> [ <v_port_type_list>])]
# show lldp neighbors [ interface ( <port_type> [ <v_port_type_list>1]) ]

3.9.25.14 (configrif)# lldp med mediavian policylist

Syntax:(configif)# lldp med nediavlan policylist <v_range_list>
Explanation:To apply MED MedisLAN policy of LLA thisinterface
Parameters:

<v_range_list>Assign a policy to this interface.
Negation:(configif)# nolldp med mediavlan policylist <v_range_list>

Show:>show lldp med medialanpolicy [ <v_0_to_31>]
#show lldp med medialanpolicy [ <v_0_to 31> ]

3.9.25.15 (configif)# lldp med transmittlv

Syntax:(configif)# lldp med transmittlv [ capabilities ] [ location ] [ netwosgolicy ]
Explanation:Toconfigure LLDIIED TLV Type for specific interface
Parameters:

[ capabilities JEnable transmission of the optional capabilities TLV.

[ location } Enable transmission of the optionakcationTLV.

[ network-policy } Enable transmission of theptional network policyTLV.
Negation:(configif)# no lldp med transmitlv [ capabilities ] [ location ] [ hetwosgolicy ]

Show:>show lldp med medialanpolicy [ <v_0_to_31>]
#show Ildp med medialan-policy [ <v_0_to_31>]

3.9.25.16 (configif)#lldp receive
Syntax:(configif)# lldp receive

Explanation:The switch will analyze LLDP information received from neighbours.

Negation:(configif)# no lldpreceive
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Show:>show lldp statistics [ interface ( <port_type> [ <v_port_type_list>]) ]
# show lldp statistics [ interface ( <port_type> [ <v_port_type_list>]) ]

3.9.25.17 (configrif)# lldp tlv-select

Syntax:(configif)# lldp tlv-select { managemeraddress | portdescription | systencapabilities | systerdescription
| systemname }

Explanation: To configure LLDRMED TL\attributes for specific interface

Parameters:
{ managementaddress | portdescription | systercapabilities | systerdescription | systermame } Specify a
LLDP TLV attributeL DRusesseveralattributes to discoveneighbaur devices. These attributes contains type,
length, and value descriptions and are referred to TLVs. Details such as port description, system name, system

description, system capabilities, management address can be sent froetVitse

Negation:(configif)# no lldptlv-select{ managemeniaddress | portdescription | systeracapabilities | system
description | systermame}

Show:>show lldp neighbors [ interface ( <port_type> [ <v_port_type_list>1]) ]
# show lldp neighbors [ interface ( <porgpe> [ <v_port_type_list>]) ]

3.9.25.18 (configif)# lldp transmit
Syntax:(configif)# lldp transmit

Explanation:To configure LLDP Tx only mode for specific interface
Negation:(configif)# no lldptransmit

Show:# show lldp statistics [ interface<port_type> [ <v_port_type_list>]) ]

3.9.26 (config)#logging
3.9.2%6.1 (config)#logging on

Syntax:(config)# logging on

Explanation:This sets the server mode operation. When the mode of operation is enéigdhe syslog message

will send outto syslog server (at the server address). The syslog protocol is based on UDP communication and
received on UDP port 514. Syslog server will not send acknowledgments back to the sender since UDP is a
connectionless protocol and it does not provide ackremgments. The syslog packet will always send out, even if the
syslog server does not exist. When the mode of operation is disabled, no syslog packets are sent out.

Example:Enable log server operation.

# config t
(config)# logging on

Negation:(config)# ndogging on
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Show:# show logging

Clear: #clear logging [ info ] [ warning ] [ error ] [ switch <switch_list> ]

3.9.2%6.2 (config)#logging host

Syntax:(config)# logging host { <v_ipv4_ucast> | <v_word45> }
Parameters:

{ <hostname> | <ipv4_ucast> $pecify one of the options. The hostname is the domain name of the log server;
while the latter is IPv4 address of the log server.

Explanation:Configure log server address.

Example:Use IPv4 address to configure log server.

# config t
(config)# logging host 192.168.1.253

Negation:(config)# no logging host
Show:# show logging

# show logging <logging_id:4294967295>
# show logging [info] [warning] [error]

3.9.26.3 (config)#logging level

Syntax:(config)# loggig level { info | warning | error }
Explanation:Configurewhat kind of messages will send to syslog server
Parameters:
{/info | warning | error }: Specify one of the log message options.
Info: Send information, warnings and errors.
Warning: Sendwarnings and errors.
Error: Send errors only.

Example:Send error messages to log server.

# config t
(config)# logging level error

Show:# show logging
# show logging <logging_id:4P94967295>
# show logging [info] [warning] [error]
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3.9.27 (config)#loop-protect

3.9.27.1 (config)#loop-protect
Syntax:(config)#oop-protect
Explanation:Enable loop protection function.

Example:Enable loop protection function.

# config t
(config)# loop - protect

Negation:(config)#no loop-protect

Show: #showloop-protect [ interface ( <port_type> [ <plist>1]) ]

3.9.27.2 (config)#loop-protect shutdowntime

Syntax:(config)#loop-protect shutdowntime <t>
Explanation:Configure theperiod for which a port will be kept disabled.
Parameters:

<t: 0-604800>: Specify a shutdown time value. Thalid values arérom 0 to 604800 seconds. 0 means that a
port is kept disabled until next device restart.

Example:Set the shutdown time value to 180 seconds

# config t
(config)# loop - protect shutdown - time 180

Negation:(config)#no loop-protect shutdowntime

Show: #show loopprotect [ interface ( <port_type> [ <plist>1]) ]

3.9.27.3 (config)#loop-protect transmittime

Syntax:(config)#loop-protect transmittime <t>
Explanation:Configure he interval between each loop protectid?DU sent on each port.
Parameters:

<t: 1-:10>:Specify daransmittime value. The alid values arédrom 1 to 10 seconds.

Example:Set the transmit time value to 5 seconds

# config t
(config)# loop - protect transmit -time 5
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Negation:(config)#no loop-protect transmittime

Show: #show loopprotect [ interface ( <port_type> [ <plist>1]) ]

3.9.27.4 (config-f)# loop-protect

Syntax:(configif)#loop-protect
Explanation:Enable loop protection functioan this interface
Negation:(configif)# no loop-protect

Show:# show loopprotect [ interface ( <port_type> [ <plist>1]) ]

3.9.27.5 (configrif)# loop-protect action
Syntax:(configif)#loop-protect action { [ shutdown ] [ log ] }

Explanation:Configure theaction taken when loops are detected on a port
Parameers:

{[ shutdown ][ log ]:}When a loop is detected on a port, the loop protection will immediately take appropriate
FOlAz2yad | OlGAazya oAft 0SS (GF1Sy AyOfdzRS G{KdziR2gsy t 2N

Negation:(configif)# no loop-protect action

Show: #show loopprotect [ interface ( <port_type> [ <plist>]) ]

3.9.27.6 (configrif)# loop-protect tx-mode
Syntax:(configif)#loop-protect tx-mode

Explanation:Enable a port to actively generate loop protection PDUs.
Negation:(configif)# no loop-protect tx-mode

Show: #show loopprotect [ interface ( <port_type> [ <plist>]) ]

3.9.28 (config)#mac
3.9.28.1 (config)#mac addresgable agingtime
Syntax:(config)#mac addressable agingtime <v_0_10_to_1000000>
Explanation:Configure the aging time for a learned MAC to be appeared in MAC learning table.
Parameters:

<v_0_10_to_1000000:5pecify an aging timealuefor MAC address tabl@he walid values arérom 10to
1000000(second$. Usingd0€ to disable aging time function.
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Example:Set the aging time to 600 seconds

# config t
(config)# mac address - table aging - time 600

Negation:(config)#no mac addrestable agingtime
(config)#no mac addressable agingtime <v_0_10 to_1000000>

Show:>show mac addres&ble [ conf | static | agingtime | { { learning | count } [ interface ( <port_type>
[ <v_port_type list>])]}]|{address <v_mac_addr> [ vlan <v_vlan_id>]} | vlan <v_vlan_id_1> | interface
( <port_type> [ <v_port_type_list 1>]) ]
#show mac addrestable [ conf | static | agingtime | { { learning | count } [ interface ( <port_type>
[ <v_port_type list>])]}]|{address <v_mac_addr> [ vlan <v_vlan_id>]}| vlan <v_vlan_id_1> | interface
( <port_type> [ <v_port_type_list 1>]) ]
# show mac addredgsble agingtime

3.9.28.2 (config)#mac addresdable static

Syntax:(config)#mac addressable static <v_mac_addr> vlan <v_vlan_id> interface ( <port_type>
[ <v_port_type_list>])

Explanation:Configurethe static MAC address mapping table
Parameers:
<v_mac_addr>Specify MAC addressdrx:xx:xx:xx:xx:&format.
vlan <v_vlan_id>Specify the VLAN ID for this entry.
interface ( <port_type> [ <v_port_type_list>:9pecify the interface port type and the port number.

Example:Add a statidMAC addressllY MM Y H H Y iDIMXO® adldfesotable.

# config t
(config)# mac address - table static 11:11:22:22:33:33 vlan 1 interface
GigabitEthernet 1/1 -10

Negation:(config)#no mac addrestable static <v_mac_addr> vlan <v_vlan_id> interface ( <port_type>
[ <v_port_type_list>])

Show:>show mac addrestable [ conf | static | agingtime | { { learning | count } [ interface ( <port_type>
[ <v_port_type list>])]}|{address <v_mac_addr> [ vlan <v_vlan_id>]}| vlan <v_vlan_id_1> | interface
( <port_type> [ <v_port_type_list 1>])]
#show mac addrestable [ conf | static | agingime | { { learning | count } [ interface ( <port_type>
[ <v_port_type list>])]} | {address <v_mac_addr> [ vlan <v_vlan_id>]}| vlan <v_vlan_id_1> | interface
( <port_type> [ <v_port_type_list 1>])]

Clear:# clear mac addredmble
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3.9.28.3 (configif)# mac addresgable learning

Syntax:(config)#mac addresgable learning [ secure ]
Explanation:Set this interface to secure mode
Parameters:

[securelhyft & adl GAO a!{iISYNNRSIE/ fAIAGISR /AZY oA IdzNI GA 2y €
NOTE Make sure that the link used for managing the switch is added to the Static Mac Table before changing to
secure learning mode, otherwise the management link is lost and can ordgtbeed by using another nesecure
port or by connecting to the switch via the serial interface.

Negation:(configif)# no mac addresgable learning [ secure ]

Show:>show mac addrestble [ conf | static | agingime | { { learning | count } [ inerface ( <port_type>
[ <v_port_type list>]1)]}|{address <v_mac_addr> [ vlan <v_vlan_id>]}| vlan <v_vlan_id_1> | interface
( <port_type> [ <v_port_type_list_ 1>])]
#show mac addrestable [ conf | static | agingtime | { { learning | count } [nterface ( <port_type>
[ <v_port_type list>]1)]}|{address <v_mac_addr> [ vlan <v_vlan_id>]}| vlan <v_vlan_id_1> | interface
( <port_type> [ <v_port_type_list_ 1>])]

Clear:# clear mac addregsble

3.9.29 (config-if)# mediatype

Syntax:(corfig-if)# mediatype { rj45 | sfp | dual }
Explanation:Configure the media type supported for this specific interface.
Parameters:
{rj45 | sfp | dual } The options are R@5, SFP, or dual (both-B3 & SFP are supported.).

Negation:(configif)# no mediatype

3.9.30 (config-if)# mtu

Syntax:(configif)# mtu <max_length>
Explanation:Configure the maximurtransmissiorunit for this specific interface.
Parameters:

<max_length15189600>}: Specify the MTU. The range is 1518 to 9600 bytes.
Negation: (configif)# no mtu

Show:# show interface ( <port_type> [ <v_port_type_list>]) status
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3.9.31 (config)#mep
3.9.31.1 (config)#mep <inst>

Syntax:(config)#mep <inst>[ mip ] { up | down } domain { port | evc | vlan } [ vid <vid>] flow <fléavel <level>
interface <port_type> <port>

Explanation:Create a MEP instance.
Parameters:
<inst> Specify an instance ID number.
[ mip ]: Mip (Maintenance Entity Intermediate Pointjode.
{up | down } Specify e traffic direction either Ingressor Egress for monitoring on a residence port.
domain { port | evc | vlan }Specify a domain option.
Port: This is a MEP in the Port Domain. 'Flow Instance' is a Port. (CURRENTLY, Port is available for use.)
Evc:This is a MEP in the EVC DomainwHitstance' is a EVThe EVC must be created.

VLAN This is a MEP in théLANDomain. 'Flow Instance' is\LAN TheVLANmust be created.

¢
puf
w
P

[vid<vid>]JAGtagorSi I 3 O0RSLISYRAY3I 2y [ !b LRNI GeLSo Aa |
will be added.

flow <flow= The MEP related to this flaw

level <level>The MGP level of this MEP.

interface <port_type> <port>Specify a port number that you want to moinitor.
Negation:(config)#no mep <inst>

Show:# show mep [ <inst>][ peer | ddm |dm | It | Ib | tst | aps | client | ais | Ick ] [ detail ]

3.9.31.2 (config)#mep <inst> ais

Syntax:(config)#mep <inst> ais [ frls | frim ] [ protect ]
Explanation:To configure AIS ef MEP instance.
Parameters:

<inst> Specify an instare ID number.

ais [ frls | frim ] Ais stands for Alarm Indication Sigrifd1st¢ means that frame rate is 1 f/sfr1me means that
frame rate is 1 f/min.

[ protect ]: The AIS can be used for protection. At the point of state change three AKS@&Btransmitted as
fast as possible
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Negation:(config)#no mep <inst> ais

Show:#show mep [ <inst>][peer|cc|Im|dm |It]|Ib|tst]|aps | client]ais | Ick] [ detail ]

3.9.31.3 (config)#mep <inst> aps

Syntax:(config)#mep <inst> aps <priobmulti | uni ] { laps | { raps [ octet <octet>]}}
Explanation:Configure APSf a MEP instance.
Parameters:

<inst> Specify an instance ID number.

aps <prio>The priority to be inserted as PCP bits in TAG (if any).

[ multi | uni ]: Specify an ption.

multi: OAM PDU is transmitted with multicast MAC. Mostt Y dzf (0 A ¢ A y(Ri@lAdt@Gnate T w! t {

Protection Switching Protocol)

uni: OAM PDU is transmitted with unicast MAC. The MAC is taken from peer MEP MAC dathisase.
option is onlypossble in case of LARBinear Automatic Protection Switching Protocol)

{laps | { raps [ octet <octet> ] } $pecify an option.
laps APS PDU is transmitted a&\BS (this is for ELPS).
raps APS PDU is transmitted a#ARS (this is for ERPS).
octet: This is the last octet of the transmitted and expected RAPS-gadtiMAC. In G.8031 (03/2010) a
RAPS mulitast MAC is defined as-AB-A7-00-00-XX. In current standard the value for this last octet is '01'
and the usage of other values is for furtretudy.

Negation:(config)#no mep <inst> aps

Show:# show mep [ <inst>][peer|cc|Im|dm|It]|Ib]|tst]|aps|client]|ais|Ick][ detail ]

3.9.31.4 (config)#mep <inst> cc

Syntax:(config)#mep <inst> cc <prio> [ fr300s | fr100s | fr1p&1s | frém | frim | fr6h ]
Explanation:Configure Continuity Checbf a MEP instance.
Parameters:

<inst> Specify an instance ID number.

cc: Continuity Check

<prio: 0-7>: The priority to be inserted as PCP bits in TAG (if any).

[ fr300s | fr100g fr10s | frls | frém | frlm | fr6h ]: The frame rate is 300 f/s, 100 f/s, 10 f/s, 1 f/s, 6 f/min, 1
f/min, 6 f/hour.
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Negation:(config)#no mep <inst> cc

Show:# show mep [ <inst>] [ peer|cc|Im|dm |It|Ib]tst|aps | client| ais | Ick ]detail ]

3.9.31.5 (config)#mep <inst> client domain

Syntax:(config)#mep <inst> client domain { evc | vlan }
Explanation:Configureclient domainof a MEP instance.
Parameters:
<inst> Specify an instance ID number.
cc:Continuity Check
{ evc| vlan }: The client layer domain. Options available are EVC and VLAN domain.

Show:# show mep [ <inst>][peer|cc|Im|dm|It]|Ib]|tst]|aps | client]|ais|Ick][ detail ]

3.9.31.6 (config)#mep <inst> client flow

Syntax:(config)#mep <ing> client flow <cflow> level <level> [ gisio [ <aisprio> | aiighest ] ] [ Ickoprio [ <lckprio>
| Ick-highest ] ]

Explanation:Configurethe priority to be used when transmitting AIS in each client flow.
Parameters:

<inst>: Specify an instande humber.

client flow <cflow unit> The client layer flow number.

level <level0-7>: The MEG level value.

[ aisprio [ <aispric0-7> | aishighest ]] Configure AIS injection priority. Specify eithéf Or the highest
possible number.

[ Ick-prio [ <Ickpria 0-7> | Ick-highest ] ] Configure LCK injection priority. Specify eith&r @ the highest
possible number.

Negation:(config)#no mep <inst> clierflow { <cflow> | all }

Show:# show mep [ <inst>][peer|cc|Im|dm|It|Ib|tst]|ps | client]|ais|Ick][ detail ]

3.9.31.7 (config)#mep <inst>dm

Syntax:(config)#mep <inst> dm <prio> [ multi | { uni mad <mepid> } ] [ single | dual ] [ rdtrp | flow ] interval
<interval> lasih <lastn>

Explanation:To configureDelay Measwement of a MEP.
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Parameters:
<inst>: Specify an instance ID number.

dm <pria 0-7>; ConfigureDelay MeasurementDM) priority valuePriority in case of tagged OAM. In the EVC
domain this is the CO®.

[ multi | { uni mepid <mepid> };]Specify multast or unicast MEP ID.
[ single | dual ]OneWay or TweWay Delay Measurement implemented on 1DM or DMM/DMR, respectively.
[ rdtrp | flow ]: Specify one value.

rdtrp: The frame delay calculated by the transmitting and receiving timestamps of ingticErame Delay =
RxTimebTxTimeStampf

Flow: The frame delay calculated by the transmitting and receiving timestamps of initiators and remotes.
Frame Delay = (RxTim@xTimeStampfTxTimeStampiRxTimeStampf)

interval <interval>Interval between PDittansmission in 10ms. Min value is 10.

last-n <lastn>The last N dalays used for average last N calculation. Min value is 10.
Negation:(config)#no mep <inst> dm
Show:# show mep [ <inst>][peer|cc|Im|dm|It]|Ib|tst]|aps | client]|aislck ][ detail ]

Clear:# clear mep <inst>lfn | dm |tst }

3.9.31.8 (config)#mep <inst>dm ns

Syntax:(config)#mep <inst> dms
Explanation:Configure Delay Measurement (nanosecond) of a MEP.
Parameters:
<inst>: Specify an instance ID number.
Negation:(config)#no mep <inst> dm ns
Show:# show mep [ <inst>][peer|cc|Im|dm|It]|Ib]|tst]|aps|client]|ais|Ick][ detail ]

Clear:# clear mep <inst>lfn | dm |tst }

3.9.31.9 (config)#mep <inst>dm overflowreset

Syntax:(config)#mep <inst> dm overfloweset
Explanation:Reset all Delay Measurement results on total delay counter overflow.

Parameters:
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<inst>: Specify an instance ID number.
Negation:(config)#no mep <inst> dm overfloweset
Show:# show mep [ <inst>]deer | cc|Im |dm [ It]|Ib | tst| aps | client | ais | Ick ] [ detail ]

Clear:# clear mep <inst>lfn | dm |tst }

3.9.31.10 (config)#mep <inst>dm proprietary

Syntax:(config)#mep <inst> dnproprietary
Explanation:Use proprietary Delay Measurent.
Parameters:
<inst>: Specify an instance ID number.
Negation:(config)#no mep <inst> dm proprietary
Show:# show mep [ <inst>][peer|cc|Im|dm|It]|Ib]|tst]|aps|client]ais|Ick]][ detail ]

Clear:# clear mep <inst>lfn | dm |tst }

3.9.31.11 (config)#mep <inst>dm syncronized

Syntax:(config)#mep <inst> dnsyncronized
Explanation:Configure time sync of Delay Measurement.
Parameters:
<inst>: Specify an instance ID number.
Negation:(config)#no mep <inst> dm syncrared
Show:# show mep [ <inst>][peer|cc|Im|dm|It]|Ib]|tst]|aps|client]|ais|Ick][ detail ]

Clear:# clear mep <inst>lfn | dm |tst }

3.9.31.12 (config)#mep <inst3b

Syntax:(config)#mep <inst> Ib <prio> [ dei ] [ multi | { un{ fmepid <mepid>} | { mac <mac>}} } ] count <count>
size <size> interval <interval>

Explanation:Configure loopback of a MEP.
Parameters:
<inst>: Specify an instance ID number.

Ib <pria 0-7>: Configure loopback priority:he priority to be ins¢ed as PCP bits in TAG (if any).

136



CHAPTER
INTRODUCTIONDCLI

[ dei  The DEI to be inserted as PCP bits in TAG (if any).

[ multi | { uni { { mepid <mepid>} | { mac <mac> } }:JpecifLBM PDU to be transmitted as unicast or
multicast. The unicast MAC will be configured throtigeer MEP' or 'Unicast Peer MAC-Wards MIP only
unicast Loop Back is possible.

count <count> The number o BM PDU ttbe sert.

size <size>The number of bytes in the LBM PDU Data Pattern TLV.

interval <interval>The number of bytes in the LBMDP Data Pattern TLV

Negation:(config)#no mep <inst> Ib

Show:# show mep [ <inst>][peer|cc|Im|[dm [It]|Ib|tst]|aps | client]|ais |Ick][ detail ]

3.9.31.13 (config)#mep <inst>ck

Syntax:(config)#mep <inst> Ick [ frls | frlm]
Explanation: Configure Locked Frame Rate of a MEP.
Parameters:

<inst>: Specify an instance ID number.

[frls | frlm ] Frame rate is 1 f/s or 1 f/min.
Negation:(config)#no mep <inst> Ick

Show:# show mep [ <inst>][peer|cc|Im|dm|It|Ib{st| aps | client | ais | Ick ] [ detail ]

3.9.31.14 (config)#mep <instevel

Syntax:(config)#mep <inst> level <level>
Explanation:Configure MEG level of a MEP.
Parameters:
<inst>: Specify an instance ID number.
<level0-7> The MEG levekue.

Show:# show mep [ <inst>][peer|cc|Im|dm|It]|Ib]|tst]|aps|client]ais|Ick][ detail ]

3.9.31.15 (config)#mep <inst3Im

Syntax:(config)#mep <inst> Im <prio> [ multi | uni ] [ single | dual ] [ fr10s | frls | frém | frim 6fr ] [ flr <flr> ]

Explanation:Configure Locked Frame Rate of a MEP.
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Parameters:
<inst>: Specify an instance ID number.
Im <pria 0-7>: Configure loss measurement prioritycase of tagged OAM. In the EVC domain this is thel@OS

[ multi | uni ]: multi OAM PDU is transmitted with multicast MA@ OAM PDU is transmitted with unicast MAC.
The MAC is taken from peer MEP MAC database. In case of LM there is only one peer MEP.

[ single | dual ]Dual ended LM is based on CCM P8®ibgle ended LM lsased on LMM/LMR PDU.
[fr10s | frls | frém | frlm | fr6h ]: Specify a frame rate.
fr10s Frame rate is 10 f/s.
frls: Frame rate is 1 f/s.
frém: Frame rate is 6 f/min.
frlm: Frame rate is 1 f/min.
fréh: Frame rate is 6 f/hour.
[ flr <flr: unit>]: The Frame Loss Ratio interval value.
Negation:(config)#no mep <inst> Im
Show:# show mep [ <inst>][peer|cc|Im|dm|It]|Ib]|tst]|aps|client]ais|Ick]][ detail ]

Clear:# clear mep <inst>lfn | dm |tst }

3.9.31.16 (config)#mep<inst>It

Syntax:(config)#mep <inst> It <prio> { { meipl <mepid>} | { mac <mac> } } ttl <ttl>
Explanation:Configure link trace of a MEP.
Parameters:

<inst>: Specify an instance ID number.

It <prio: 0-7> Configure link trace priorityn case 6tagged OAM. In the EVC domain this is the-@DS

{{ mepid <mepid> } | { mac <mac>:} BpecifyPeer MERD for Link Trace target unicast MACLInk Trace
target unicast MA@ddress

ttl <ttl> Time to live value.
Negation:(config)#no mep <instt

Show:# show mep [ <inst>][peer|cc|Im|dm|It]|Ib]|tst]|aps|client]|ais|Ick]][ detail ]
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3.9.31.17 (config)#mep <inst>meg-id

Syntax:(config)#mep <inst> megd <megid> { itu | itucc | { ieee [ name <name>]}}
Explanation:Toconfigure ME@D format.
Parameters:
<inst>: Specify an instance ID number.
megid <megid> Specify a MEG ID stririthis is either the ITU MEG or the IEEE Short MA, depending on the
selected MEGD format. The ITU max. is 13 characters. TheQTax. is 15 characters. The IEEE max. is 16
characters..
{itu | itu-cc | { ieee [ name <name> ]}$pecify a ME® format.
itu:The ME@D has ITU format (IGE@MC). The megd max. is 13 characters.
itu-ccThe ME@D has ITU Country Code formaCQCG UMC). The megl max. is 15 characters

ieee: The MEAD (Short MA Name) has IEEE Character String format. Thi&l mex. is 16 characters.

name<name>This is aly relevant for IEEE.

3.9.31.18 (config)#mep <inst>peermep-id

Syntax:(config)#mep <inst> peemep-id <mepid> [ mac <mac> ]
Explanation:Configure peer MED of a MEP.
Parameters:

<inst>: Specify an instance ID number.

peermep-id <mepid> Configure the peer ME® value.

[ mac <mac>;JThe peer MAC address.

Negation (config)#no mep <inst> peemep-id { <mepid> | all }

3.9.31.19 (config)#mep <inst>performancemonitoring

Syntax:(config)#mep <inst> performancenonitoring
Explanation:Enable perofmrance monitoring of MEP.
Parameters:

<inst>: Specify an irmhce ID number.

Negation:(config)#no mep <inst> performanemonitoring
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3.9.31.20 (config)#mep <inst>tst

Syntax:(config)#mep <inst> tst <prio> [ dei ] mdd <mepid> [ sequence ] [ &kro | allone | one-zero ] rate <rate>
size <size>

Explanaton: Enable test signal of MEP.
Parameters:
<inst>: Specify an instance ID number.
tst <prio: 0-7>: Configure the test signal priority case of tagged OAM. In the EVC domain this is thd[@OS
[ dei I Drop Eligible Indicator in case of tagged OAM.
mep-id <mepid> ConfigurePeer MERD valuefor unicast TST. The MAC is taken from peer MEP MAC database.
[ sequence:]Enable sequence number in TST PDU
[ allzero | alkone | one-zero } Specify an option.
all-zero: Test pattern is set to all zero
all-one: Test pattern is set to all one.
one-zero: Test pattern is set to 10101010.
rate <rate> Transmission rate value.
size <size>Frame size value.
Show:# show mep [ <inst>][peer|cc|Im|dm|It]|Ib|tst]|aps | client] ais | Ick[]detail ]

Clear:# clear mep <inst>lfn | dm |tst }

3.9.31.21 (config)#mep <inst>tst rx

Syntax:(config)#mep <inst> tst rx
Explanation:Enable test signal RX transmission of MEP.
Parameters:
<inst>: Specify an instance ID number.
Negation:(config)#no mep <inst> tst rx
Show:# show mep [ <inst>][peer|cc|Im|dm|It]|Ib]|tst]|aps|client]ais|Ick][ detail ]

Clear:# clear mep <inst>lfn | dm |tst }
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3.9.31.22 (config)#mep <inst>tst rx

Syntax:(config)#mep <inst> tstx
Explanation:Enable test signal TX transmission of MEP.
Parameters:
<inst>: Specify an instance ID number.
Negation:(config)#no mep <inst> tstx
Show:# show mep [ <inst>][peer|cc|Im|dm|It]|Ib|tst]|aps | client]ais | Ick ]detail ]

Clear:# clear mep <inst>lfn | dm |tst }

3.9.31.23 (config)#mep <inst>vid

Syntax:(config)#mep <inst> vid <vid>
Explanation:To configure VID of MEP.
Parameters:
<inst>: Specify an instance ID number.
<vid>: The MEP VID value.
Negdion: (config)#no mep <inst> vid

Show:# show mep [ <inst>][peer|cc|Im|dm|It]|Ib]|tst]|aps|client]|ais|Ick][ detail ]

3.9.31.24 (config)#mep <inst>oe

Syntax:(config)#mep <inst>oe
Explanation:MEP is VOE based.
Parameters:

<inst>: Specify an instance ID number.
Negation:(config)#no mep <instvoe

Show:# show mep [ <inst>][peer|cc|Im|dm|It]|Ib]|tst]|aps|client]ais|Ick]][ detail ]
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3.9.32 (config)#monitor
3.9.32.1 (config)#monitor destinationinterface
Syntax:(config)#monitor destination interface <port_type> <in_port_type>
Explanation:Configure which port traffic should be mirrored to.
Parameters:
<port_type> Specifithe interface type.
<in_port_type> Specify the port number.

Exanple: Set the traffic to be mirrored to Gigabit Ethernet port 10.

# config t
(config)# monitor destination interface gigabitethernet 1/10

Negation:(config)#no monitor destination

3.9.32.2 (config)#monitor source

Syntax:(config)#monitor sourcé [ interface( <port_type>) kv_port_type_lis> 11} | { cpu [ <cpu_switch_range>]}
{both | rx | tx}

Explanation:Configure which source pofBX or TX traffic should be mirrored to the destination port.
Parameters:
{[interface( <port_type>) kv_port_type_list> ]}: Specify one of theptions. * means all interfaces.

{ both | rx | tx }: Specify which direction of traffic should be mirrored to the destination pitmbthé means both
received and transmitted trafficrxé means received traffictxé means transmitted traffic.

Example Set port 1 to 8 RX traffic to be mirrored to the destination port.

# config t
(config)# monitor source interface GigabitEthernet 1/1 -5rx

Negation:(config)#no monitor source { { interface ( <port_type> [ <v_port_type_list>]) } | { cpu
[ <cpu_switch_range>1]}}

3.9.33 (config)#mvr

3.9.33.1 (config)#mvr

Syntax:(config)#mvr

Explanation:Enable MVR function.
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Example:Enable MVR function.

# config t
(config)# mvr

Negation (config)#no mvr

Show:> show mvr
# show mvr

3.9.33.2 (config)#mvr name <mvr_name> channel

Syntax:(config)#mvr name <mvr_name> channel <profile_name>

Explanation:Configure MVR name and channel.

Parameters:
<mvr_name>: Specify a name for this MVR entry. The allowed characters are 16.
<profile_name>: Specify a channel name for this MVR entry. lbwea characters are 16.

Example:Set up a MVR entrdvideol and its corresponding channel profile nami.

# config t
(config)# mvr name videol channel 1

Negation (config)#no mvr name <mvr_name> channel
Show:>show mvr [ vlan <v_vlan_list> | name <mvr_name>rpug-database [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

#show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdatabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

3.9.33.3 (config)#mvr name <mvr_name> frame priority

Syntax:(config)#mvr name <mvr_name> frame priority <cos_priority>
Explanation:Configurethe priority for transmitting IGMP/MLD control framésr the specified MVR entry
Parameters:

<mvr_nane>: Specify a name for this MVR entry. The allowed characters are 16.

<cos_priority> Specify a Cos priority for this MVR entry. The allowed range is from 0 to 7.

Example:Set up a MVR entivideol€ and its corresponding priority valuee.

# config t
(config)# mvr hame videol frame priority O
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Negation (config)#no mvr name <mvr_name> frame priority
Show:>show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdafabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfinformation ] ] [ detail ]

#show mvr [ vla <v_vlan_list> | name <mvr_name> ] [ gredatabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]

3.9.33.4 (config)#mvr name <mvr_name> frame tagged

Syntax:(config)#mvr name <mvr_name> frame tagged
Explanation: Tagged IGMP/MLD frames will be sent.
Parameters:
<mvr_name>: Specify a name for this MVR entry. The allowed characters are 16.

Example:Setdvideol MVR entry to send tagged IGMP/MLD frames.

# config t
(config)# mvr name videol frame tag ged

Negation (config)#no mvrname <mvr_name> frame tagged
Show:> show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ gidaabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]

# show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdaabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]

3.9.33.5 (config)#mvr name <mvr_name> ignypddress

Syntax:(config)#mvr name <mvr_name> igrgddress <v_ipv4_ucast>
Explanation:ConfigurelGMP IPv4 addreder the specified MVR entry
Parameters:
<mvr_name>: Specify a name for this MVR entry. The allowed characters are 16.
<v_ipv4_ucast>Specify the IPvdnicastaddress as source address used in IP header for IGMP control frames.

Example:Set up a MVRntry dvideol€ and its corresponding IGMP addreéd9.1.1.108@.

# config t
(config)# mvr name videol igmp - address 10.1.1.100

Negation (config)#no mvr vlan<mvr_namesgmp-address

Show:> show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ gidaabase [ interface ( <port_type>
[ <v_port_type list>]) ][ sfanformation ] ][ detail ]
# show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdagabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrmformation ] ][ detail ]
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3.9.33.6 (config)#mvr name <mvr_name>akt-memberquery-interval

Syntax:(config)#mvr name <mvr_name> lastemberqueryinterval <ipmc_Ilmgqi>

Explanation:Configurethe maximum time to wait for IGMP/MLD report memberships on a receiver port before
removing the port from multicast group memiship.

Parameters:
<mvr_name>: Specify a name for this MVR entry. The allowed characters are 16.

<ipmc_Imgqi> Specify thdeMQI (Last Member Query Interval) valBg. default, MQI is set to 5 tenths of a
second (0.5 second). The allowed rangeam 0to 31744 tenths of a second

Example:Set LMQI value to 600 tenths of a second.

# config t
(config)# mvr name videol last - member- query - interval 600

Negation (config)#no mvr vlan<mvr_name3astmemberquery-interval
Show:> show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ gidaiabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

# show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdafabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

3.9.33.7 (config)#mvr name <mvr_name> mode

Syntax:(config)#mvr name <mvr_name> mode { dynamic | compatible }
Explanation:ConfigureMVR mode.
Parameters:
<mvr_name>: Specify a name for this MVR entry. The allowed characters are 16.
{ dynamic | compatite } Specifyone of the options.
Dynamic:MVR allows dynamic MVR membership reportsoarce ports. (This is the defantiode.)
Compatible:MVR membership reports are forbidden on soupcets.

Example:Set MVR mode to dynamic.

# config t
(config)# mvr name videol mode dynamic

Negation (config)#no mvr name <mvr_name> mode

Show:> show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ gidaabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrmformation ] ] [ detail ]
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# show mvr [ vlan <v_vlan_list> | n@xmvr_name> ] [ groudatabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfimformation ] ] [ detail ]

3.9.33.8 (config)#mvr vlan<v_vlan_list>

Syntax:(config)#mvr vlan <v_vlan_list> [ name <mvr_name> ]
Explanation:Configurea MVR VAN and its corresponding MVR name.
Parameters:
<v_vlan_list>Specify multicast VLAN.ID
[ name <mvr_name=> Bpecifya name for this MVR entry. This argument is optional.

Example:Set up MVR VLAN 201 and its corresponding name.

#con figt
(config)# mvr vlan 201 videol

Negation (config)#no mvr vlan <v_vlan_list>
Show:> show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ gidaabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]

# show mvr [ vlan <v_vlan_list> | n@smvr_name> ] [ grougdatabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]

3.9.33.9 (config)#mvr vlan<v_vlan_list> channel

Syntax:(config)#mvr vlan <v_vlan_list> channel <profile_name>
Explanation:Configue MVR name and channel.
Parameters:
<v_vlan_list>: Specifi¥)VR VLAN ID for théntry.
<profile_name>: Specify a channel name for this MVR entry. The allowed characters are 16.

Example:Set up Set up MVR VLAN 201 and its corresponding channel.

# config t
(config)# mvr vlan 201 channel 1

Negation (config)#no mvr vlan <v_vlan_list> channel

Show:> show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ gidaabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfAimformation ] ][ detail ]
# show mvr plan <v_vlan_list> | name <mvr_name> ] [ gredgtabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfAimformation ] ][ detail ]
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3.9.33.10(config)#mvr vlan <v_vlan_list> frame priority

Syntax:(config)#mvr vlan <v_vlan_list> frame prity <cos_priority>
Explanation:Configurethe priority for transmitting IGMP/MLD control framésr the specified MVR VLAN.ID
Parameters:

<v_vlan_list>: SpeciiVR VLAN ID for théstry.

<cos_priority> Specify a Cos priority for this MVR enffhe allowed range is from 0 to 7.

Example:Set up a MVR VLAN 201 and its corresponding priority ¥a@éie

# config t
(config)# mvr vlan 201 frame priority O

Negation (config)#no mvr vlan <v_vlan_list> frame priority
Show:> show mvr [ vlan <v_vlan_list> | name <mvr_rean]j [ groupdatabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]

# show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdagabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ] [ deail ]

3.9.33.11 (config)#mvr vlan<v_vlan_list>frame tagged

Syntax:(config)#mvr vlan <v_vlan_list> frame tagged
Explanation:Tagged IGMP/MLD frames will be sent.
Parameters:

<v_vlan_list>: Specify MVR VLAN ID for this entry.

Example:SetMVRVLAN 2010 send tagged IGMP/MLD frames.

# config t
(config)# mvr vlan 201 frametag ged

Negation (config)#no mvr vlan <v_vlan_list> frame tagged
Show:> show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ gidaabase [ interface ( <port_type>
[ <v_port_type_list>] ][ sfminformation ] ][ detail ]

# show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdagabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrmformation ] ] [ detail ]

3.9.33.12(config)#mvr vlan<v_vlan_listigmp-address

Syntax: (config)#mvr vlan <v_vlan_list> igrgddress <v_ipv4_ucast>

Explanation:ConfigurelGMP IPv4 addreder the specified MVR entry
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Parameters:
<v_vlan_list>: Specify MVR VLAN ID for this entry.
<v_ipv4_ucast>Specify the IPvdnicastaddressas source address used in IP header for IGMP control frames.

Example:Set up a MVR VLAN 201 and its corresponding IGMP add@4s1.108@.

# config t
(config)# mvr vlan 201 igmp - address 10.1.1.100

Negation (config)# no mvr vlan <v_vlan_list> igiagdress
Show:> show mvr [ vlarv_vlan_list> | name <mvr_name> ] [ gredptabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

# show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdafabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfminformation ] ] [ detail ]

3.9.33.13(config)#mvr vlan<v_vlan_list>last-memberquery-interval

Syntax:(config)#mvr vian<v_vlan_list> lastnemberquery-interval <ipmc_Imqi>

Explanation:Configurethe maximum time to wait for IGMP/MLD pert memberships on a receiver port before
removing the port from multicast group membership.

Parameters:
<v_vlan_list>: Specify MVR VLAN ID for this entry.

<ipmc_Imqi>Specify theeMQI (Last Member Query Interval) val8g. default, MQI is set tkb tenths of a
second (0.5 second). The allowed rangeds 0to 31744 tenths of a second

Example:Set LMQI value to 600 tenths of a second.

# config t
(con fig)#  mvr vlan 201 last - member- query - interval 600

Negation (config)#no mvr vlan <v_vlan_list> lasitemberquery-interval
Show:>show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdatabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrmformation ] ][ detail ]

# show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdagabase [ interface ( <port_type>
[ <v_pat_type_list>]) ][ sfrinformation ] ] [ detail ]

3.9.33.14 (config)#mvr vlan<v_vlan_list>mode

Syntax:(config)#mvr vlan <v_vlan_list> mode { dynamic | compatible }
Explanation:ConfigureMVR mode.

Parameters:
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<v_vlan_list>: Specify MVR VLIBNor this entry.

{ dynamic | compatible:}Specifyone of the options.
DynamicMVR allows dynamic MVR membership reportsoarce ports. (This is the defauttode.)
Compatible MVR membership reports are forbidden on souptets.

Example:SetMVR mode to dynamic.

# config t
(config)# mvr vlan 201 mode dynamic

Negation (config)#no mvr vlan <v_vlan_list> mode
Show:> show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ gidaabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ] [detail ]

# show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdagabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]

3.9.33.15 (configif)# mvrimmediate-leave

Syntax:(configif)# mvr immediateleave

Exphnation: Enable immediate leave functiow/hen enabled, the device immediately removes a port from a
multicast stream as soon as it receives leave message for that group. This option only applies to an interface
configured as MVR receivers.

Example:Enabé immediate leave function on port 1.

# config t
(config)# interface GigabitEthernet 1/1
(config - ify# mvr immediate - leave

Negation (configif)#no mvrimmediate leave

3.9.33.16 (config-if)# mvr name

Syntax:(configif)# mvr name <mvr_name> type { source | receiver }
Explanation:Configure port role of pecific MVR profile for specific interface
Parameters:

<mvr_name> Specify a MVR nam@&he maximum length of the MVR name stringl& Both alphabets and
numbers are allowed for use.

{ source | receiver:}Specify MVR port role.

source:MVR sourceort.
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receiver:MVR receiver port.

Negation (configif)#no mvr name <mvr_name> type

3.9.33.17 (configrif)# mvr vlan

Syntax:(configif)# mvr vlan <v_vlan_list> type { source | receiver }
Explanation:Configure port role ofa specific MVR VLAN for this specific interface
Parameters:
<v_vlan_list>MVR Multicast VLAN list
{ source | receiver:}Specify MVR port role.
source:MVR source port.
receiver:MVR receiver port.

Negation (configif)#no mvrimmediate leave

3.9.34 (config)#ntp

3.9.34.1 (config)#ntp
Syntax:(config)# ntp
Explanation:Enable NTP function.

Example:Enable NTP function.

# config t
(config)# ntp

Negation:(config)#no ntp

Show:# show ntp status

3.9.34.2 (config)#ntp server

Syntax:(config)# ntp serer <ndex_vap ip-address { <ipv4_var> | <ipv6_var> | <name_var>}
Explanation/ 2y FA3dzNBE + fA&0d 2F be¢t aASNDISNR& | RRNBaao
Parameters:

<index_var: 15>: Specify the index number of NTP server. The allowed range is from Ttie BITP servers are
tried in numeric order. If 'Server 1' is unavailable, the NTP client will try to contact 'Server 2'.

{ <ipv4_var> | <ipv6_var> | <name_var> }: Specify one of the three options.
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<ipv4_var>1Pv4 address.

<ipv6_var>1Pv6 address is in 128t records re@resented as eight fields of up to four hexadecimal digits
with a colon separating each field (:). For example, 'fe80::215:c5ff:fe03:4dc7'. The symbol "' is a special
syntax that can be used as a shorthand way of representing multipbet iBoups of catiguous zeros; but

it can appear only once.

<name_var>The domain name for NTP server.

Example:Set the NTP server 1 to 192.168.1.253.

# config t
(config)# ntp server 1 ip -address 1 92.168.1.253

Negation:(config)#no ntp server <index_var>

Show:# show ntp status

3.9.35 (config)# poe (For POE Models Only)
3.9.35.1 (config)#poe management mode

Syntax:(config)#poe management mode { clasensumption | classeservedpower | allocationrconsumption |
allocationreservedpower | lldp-consumption | lldpresservedpower }

Exgdanation: Power over Ethernet (POEpmmands areised to set the maximum PoE power provided to a pibue,
maximum power budget for the switqipower available to all R ports), the port POE operating mode, power
allocation priority, and the maximum paw allocated to each port. If theower demand from devices connected to
the switch exceeds the powdudget, the switch uses port power priority settings to limit the supppeder.

Parameters:

consumption & reserved powerodle: dconsumptior & creseved-powere mode decidenow ports are shut
down.

consumption: When this mode is usegborts are shut down in the event of the following situations.

1.When the actual power consumption for all ports exceeds the amount of power supply
can deliver.

2.When the actual power consumption for a given port exceeds the reserved power for
that port.

Ports are shut down according to their port priority. If two ports have the same priority,
the port with the higher port number is shut down.

reservedpower: When thismode is selected, ports are shut down when total reserved power exceeds
the amount of power that the power supply can deliver. In this mode, if the PD (Powered Device) keeps
requesting more power than available from the power supply, then the port powsstisurned on.

class, allocation & lld@hesemodesare used tesetup how attached PD may reserve power:
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class:Each port automatically determines how much power to reserve according to the class which the
connected PD belongs. Four different portssss are usepthese are 4, 7, 15.4 and 3Vatts.

alocation:¢ KS | Y2dzy i 2F L2 6SNI NBASNBSR FT2NJ SI OK A& &L

lldp: This mode is similar to Class mode except that each port determines the amount power it reserves
by exchaging PoE information using LLDP protocol and reserves power accordingly. If no LLDP
information is available for a port, the port will reserve power using the Class mode.

NOTEIf ports use more power than the power reserved for them, they will bedstw.

Negation:(config)#no poe management mode

Show:>show poe [ interface ( <port_type> [ <v_port_type_list>]) ]
#show poe [ interface ( <port_type> [ <v_port_type_list>]) ]

3.9.35.2 (config)#poe supply

Syntax:(config} poe supply <v_1 t0180>
Explanation:Configure the maximum power supply that the device can deliver.
Parameters:

<v_1 to_180>Specify maximum power supply that the device can deliver.

Negation:(config)#no poe supply

3.9.35.3 (configrif)# poe check

Syntax:(configif)# poe check

Explanation:Enable PoE failure check function. This switch can monitor PD working status by pinging its IP address. If
the switch does not receive a response from PD within the specified response time, the PD status is regarded as failed.
Once the PD fails, the switch (PSE) can take an appropriate action sefectalb 2 wS & L32efda S ! OG A2y ¢

Negation:(configif)# no poe check

3.9.35.4 (configrif)# poe checK interval [ <v_10_to_300>]}

Syntax:(configif)# poe check { interval [ <10 _to_300>]}
Explanation:Specify the interval between each ping checking.
Parameters:

{interval [ <v_10_to_ 300> ] $pecify POE Check interval between each ping checking. Valid range is 10 to 300
seconds.
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3.9.35.5 (config-f)# poe check ipaddress

Syntax:(configif)# poe check ipaddress <word_var>
Explanation{ LISOAFT& (G(KS t5Qa&a Lt | RRNB&aa
Parameters:

<word_var 1-45>; SpecifyiPv4or IPv6 IP address

Negation:(configif)#no poe check ifaddress
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3.9.35.6 (configrif)# poe check { n@esponseaction [ no-action | reboot | power-off ] }

Syntax:(configif)# poe check { ngesponseaction [ heaction | reboot | power-off | }

LJdzNL1LJ2 4 Sa o

Explanation:If PDs fails to respond ping requestent by the switch (PSE), then the switch (PSE) can take an

appropriate actiorspecified in this command

Parameters:

{ noresponseaction [ neaction | reboot | power-off ] }: Specifya ého-responseactiorg option.

no-action: The switch (PSE) wilbt take any actions on the PD.

reboot: The switch (PSE) reboots the PD after the PD failure check.

power-off: The switch (PSE) turns off the PD after the PD failure check.

3.9.35.7 (configrif)# poe check { reboctime [ <v_60_to_120>]}

Syntax:(configif)# poe check { reboetime [ <v_60_to_120>]}
Explanation:Specify the reboot time in seconds.

Parameters:

{ reboottime [ <v_60_to_120> } Bpecifithe reboot time. Valid range is 60 to 120 seconds.

3.9.35.8 (config-if)# poe check { tilmout [ <v_1_to_10>]}

Syntax:(configif)# poe check { timeout [ <v_1_to_10>]}
Explanation:Specify the total cycles of IP checking.
Parameters:

{timeout [ <v_1 _to_10> ] Bpecify the total cycles of IP checking.
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3.9.35.9 (configrif}# poe mode{ standard | plus }

Syntax:(configif)# poe mode { standard | plus }
Explanation:Configure POE operating mode
Parameters:
{ standard | plus }Specify one of the options.
standard:Enable IEEE 802.3af (Class 4 PDs limited to 15.4W).
plus: Endle IEEE 802.3at (Class 4 PDs limited¥)3

Negation:(configif)# no poe mode

3.9.35.10 (config-if)# poe power limit { <v_word9> }

Syntax:(configif)# poe power limit { <v_word9> }
Explanation:Configuremaximum power for this specific interface
Parameters:

{ <v_word9>}Specifymaximum power for this specific interface (0~15.4W for PoE standard mode, 0~30W for
PoE plusnode.)

Negation:(configif)# no poe power limit

3.9.35.11 (config-if)# poe priority { low | high | critical }

Syntax:(config-if)# poe priority { low | high | critical }

Explanation:When ports or attached PDs requested more power than the power supply can provide, ports are shut
down based on their priority level. The switch will start from shutting down ports that Haséoiv priority and the
highest port number.

Parameters:

{low | high | critical } Specify port priority for this specific interface.

Negation:(configif)# no poe priority

3.9.35.12 (config-f)# poe schedule

Syntax:(configif)# poe schedule
Exphnation: Enable PoE port scheduling function on this specific interface.

Negation:(configif)# no poeschedule
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3.9.35.13 (configrif)# poe schedulenonday

Syntax:(configif)# poe schedulenonday
Explanation:Enable POE Monday scheduling function bis specific interface.

Negation:(configif)# no poeschedule monday

3.9.35.14 (config-if)# poe schedule monday { stattme <v_start_time> }

Syntax:(configif)# poe schedule monday { statime <v_start_time> }
Explanation:Configurethe start timefor POE Monday scheduling function on this specific interface.
Parameters:

{ starttime <v_start_time>:}Specify the start time. Valid range is 0 to 23. The default value is 0.

Negation:(configif)# no poeschedule monday

3.9.35.15 (config-if)# poe schedule monday { entime <v_end_time> }

Syntax:(configif)# poe schedule monday { ertime <v_end_time>}
Explanation:Configure the end time for POE Monday scheduling function on this specific interface.
Parameters:

{ endtime <v_end_time>:}Specify the end time. Valid range is 0 to 23. The default value is 23.

Negation:(configif}# no poeschedule monday

3.9.35.16 (configHif)# poe scheduléuesday

Syntax:(configif)# poe scheduleuesday
Explanation:Enable PoE Tuesday scheduling figmcon this specific interface.

Negation:(configif)# no poeschedule tuesday

3.9.35.17 (config-if)# poe scheduleuesday{ start-time <v_start_time> }

Syntax:(configif)# poe scheduléuesday{ starttime <v_start_time> }
Explanation:Configure thestart time for POE Tuesday scheduling function on this specific interface.

Parameters:
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{ starttime <v_start_time>:}Specify the start time. Valid range is 0 to 23. The default value is 0.

Negation:(configif)# no poeschedule tuesday

3.9.35.18 (config-if)# poe schedulduesday{ endtime <v_end_time> }

Syntax:(configif)# poe scheduléuesday{ endtime <v_end_time> }
Explanation:Configure the end time for PoE Tuesday scheduling function on this specific interface.
Parameters:

{ endtime <v_end_time>:}Specify the end time. Valid range is 0 to 23. The default value is 23.

Negation:(configif)# no poescheduletuesday

3.9.35.19 (config-if)# poe schedulavednesday

Syntax:(configif)# poe schedulavednesday
Explanation:Enable PoBVednhesdayscheduling function on this specific interface.

Negation:(configif)# no poeschedulevednesday

3.9.35.20 (config-if)# poe schedulevednesday start-time <v_start_time> }

Syntax:(configif)# poe schedulavednesday{ starttime <v_start_time> }
Explanation:Configure the start time for PO ednesdayscheduling function on this specific interface.
Parameters:

{ starttime <v_start_time>:}Specify the start time. Valid range is 0 to 23. The default value is 0.

Negation:(configif)# no poeschedulevednesday

3.9.35.21 (config-f)# poe schedulavednesday{ endtime <v_end_time> }

Syntax:(configif)# poe schedulavednesday{ endtime <v_end_time>}
Explanation:Configure the end time for POEednesdayscheduling function on this specifitterface.
Parameters:

{ endtime <v_end_time>:}Specify the end time. Valid range is 0 to 23. The default value is 23.

Negation:(configif)# no poeschedulewvednesday
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3.9.36.22 (configrif)# poe schedule¢hursday

Syntax:(configif)# poe schedulehursday
Explanation:Enable PoEhUrsdayscheduling function on this specific interface.

Negation:(configif)# no poeschedulethursday

3.9.3.23 (configf)# poe schedul¢hursday{ start-time <v_start_time> }

Syntax:(configif)# poe schedulehursday{ starttime <v_start_time> }
Explanation:Configure the start time for PoEhursdayscheduling function on this specific interface.
Parameters:

{ starttime <v_start_time>:}Specify the start time. Valid range is 0 to 23. The default value is

Negation:(configif)# no poeschedule hursday

3.9.3.24 (config-f)# poe schedulehursday{ endtime <v_end_time> }

Syntax:(configif)# poe schedulehursday{ endtime <v_end_time>}
Explanation:Configure the end time for Poldrsdayscheduing function on this specific interface.
Parameters:

{ endtime <v_end_time>:}Specify the end time. Valid range is 0 to 23. The default value is 23.

Negation:(configif)# no poeschedulethursday

3.9.36.25 (configHif)# poe scheduldriday

Syntax (configif)# poe scheduldriday
Explanation:Enable PolEridayscheduling function on this specific interface.

Negation:(configif)# no poeschedulefriday

3.9.3.26 (configf)# poe scheduldriday { start-time <v_start_time> }

Syntax:(configif)# poe scheduldriday { starttime <v_start_time> }
Explanation:Configure the start time for PdEridayscheduling function on this specific interface.

Parameters:
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{ starttime <v_start_time>:}Specify the start time. Valid range is 0 to 23. THawéevalue is 0.

Negation:(configif}# no poeschedulefriday

3.9.3.27 (config-f)# poe scheduldriday { endtime <v_end_time> }

Syntax:(configif)# poe scheduldriday{ endtime <v_end_time>}
Explanation:Configure the end time for Pd&idayscheduling function on this specific interface.
Parameters:

{ endtime <v_end_time>:}Specify the end time. Valid range is 0 to 23. The default value is 23.

Negation:(configif)# no poeschedulefriday

3.9.3.28 (config-f)# poe schedulsaturday

Syntax:(configif)# poe schedulesaturday
Explanation:Enable PoBaturdayscheduling function on this specific interface.

Negation:(configif)# no poeschedulesaturday

3.9.3.29 (config-f)# poe schedulsaturday{ start-time <v_start_time> }

Syntax: (configif)# poe schedulesaturday{ starttime <v_start_time> }
Explanation:Configure the start time for Pd&aturdayscheduling function on this specific interface.
Parameters:

{ starttime <v_start_time>:}Specify the start time. Valid range0 to 23. The default value is 0.

Negation:(configif)# no poeschedulesaturday

3.9.3.30 (config-f)# poe schedulsaturday{ endtime <v_end_time> }

Syntax:(configif)# poe schedulesaturday{ endtime <v_end_time> }
Explanation:Configure theend time for PoESaturdayscheduling function on this specific interface.
Parameters:

{ endtime <v_end_time>:}Specify the end time. Valid range is 0 to 23. The default value is 23.

Negation:(configif)# no poeschedulesaturday
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3.9.36.31 (config-if)# poe schedulesunday

Syntax:(configif)# poe schedulsunday
Explanation:Enable PoBSurday scheduling function on this specific interface.

Negation:(configif)# no poeschedulesunday

3.9.36.32 (config-if)# poe schedulsunday { start-time <v_start_time> }

Syntax:(configif)# poe schedulesunday{ starttime <v_start_time> }
Explanation:Configure the start time for Po&urday scheduling function on this specific interface.
Parameters:

{ starttime <v_start_time>:}Specify the startthe. Valid range is 0 to 23. The default value is 0.

Negation:(configif)# no poeschedulesurday

3.9.3.33 (config-f)# poe schedulsurday { endtime <v_end_time> }

Syntax:(configif)# poe schedulesunday{ endtime <v_end_time>}
Explanation:Confgure the end time for PoBurday scheduling function on this specific interface.
Parameters:

{ endtime <v_end_time>:}Specify the end time. Valid range is 0 to 23. The default value is 23.

Negation:(configif)# no poeschedulesurday

3.9.36 (corfig)# port-security

3.9.36.1 (config)#port-security
Syntax:(config)#port-security
Explanation:Enable port security function globally.

Example:Enable port security function globally.

# config t
(config)# port - security

Negation:(config)#no port-securty

Show:>show portsecurity switch [ interface ( <port_type> [ <v_port_type list>]) ]
#show portsecurity switch [ interface ( <port_type> [ <v_port_type list>]) ]
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3.9.36.2 (config)#port-security aging

Syntax:(config)#port-securityaging

Exphnation: Enable port security aging functiolfienabled, secured MAC addresses are subjeagtng as discussed
in 6Agingtimes command With aging enabled, a timer is started once the drabt gets securediVhen the timer
expires, the switch starts loakg for frames from thend-host, and if such frames are not seen within the next Aging
Period,the endhost is assumed to be disconnected, and the correspondiagurces are freed on the switch.

Example:Enable port security aging function.

# config t
(config)# port - security aging

Negation:(config)#no port-securityaging

Show:>show portsecurity port [ interface ( <port_type> [ <v_port_type_list>]) ]
#show portsecurity port [ interface ( <port_type> [ <v_port_type_list>])]

3.9.36.3 (config)#port-security aging time

Syntax:(config)#port-securityaging time<v_10_to_10000000>

Explanation:Configure a desired aging time vallfedAging is enabled, secured MAC addresses are subjeapiag

as discussethis commandWith aging enabled, a timer sarted once the endhost gets securedVhen the timer
expires, the switch starts looking for frames from #red-host, and if such frames are not seen within the next Aging
Period,the endhost is assumed to be disconnected, and the correspondiasgures are freed on the switch.
Parametes:

<v_10_to_100000005pecify the aging time value. The allowed range is between 10 and 10,000,000 seconds.

Example:Set the aging time value to 1800 seconds.

# config t
(config)# port - security aging time 1800

Negation:(config)#no port-securityaging time

Show:>show portsecurity port [ interface ( <port_type> [ <v_port_type_list>]) ]
# show portsecurity port [ interface ( <port_type> [ <v_port_type_list>]) ]

3.9.36.4 (config)#port-security linkdetection

Syntax:(config)#port-security linkdetection
Explanation:Enable link detection function globally.

Example:Enable link detection function globally.
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# config t
(config)# port - security link - detection
(config)#

Negation:(config)#no port-securitylink-detection

Show:# show runningconfig

3.9.36.5 (config-if)# port-security

Syntax:(configtif)# port-security
Explanation:Enable the port security function on the selected ports

Example:Enable Gigabit Ethernet portZl0Q port security function.

# config t
(config)# interface gigabitethernet 1/1 -10
(config -if )# port - security

Negation (configtif)# no port-security

Show:>show portsecurity switch [ interface ( <port_type> [ <v_port_type list>]) ]
# show portsecurity switch [ interface ( <port_type> [ <v_port_type_list>]) ]

3.9.36.6 (configrif)# port-securitylink-detection

Syntax:(configtif)# port-securitylink-detection
Explanation:Enabldink-detectionfunction on the selected ports

Example:Enable Gigabit Ethernet pdB link detectiorfunction.

# config t

(config)# interface gigabitethernet 1/5

(config -if )# port - security link - detection
(config - if)#

Negation:(configtif)# no port-securty link-detection

Show:>showrunning-config
# showrunningconfig

3.9.36.7 (config-if)# port-securitylink-detection action

Syntax:(configtif)# port-security linkdetection action { trap | shutdown | tragshutdown }

Explanation:Specify dink detection action. Wien the specifiedink detection condition occurshe specified action
will be triggered.
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Parametes:
{ trap | shutdown | trap-shutdown } Specify on®f the actions taken when the link detection condition occurs
trap: If the seleted link condition occurs on a port, a SNMP trap will be sent.

shutdown: If the selected link condition occurs on a port, the corresponding port will be shutdown. When
the port is shutdown, there are four ways to open or activate the shutdown port.

(1) Reboot the switch.

(2) Disable and reenable on the shutdown port.

(3) Select other link conditions or action modes.

(4) Click the "Reopen" button on the shutdown port to open the port.

trap-shutdown: If the selected link condition occurs on a port, a SNMP trap willsbet and the
corresponding port will be shutdown. When the port is shutdown, there are four ways to open the port.

(1) Reboot the switch.

(2) Disable and reenable on the shutdown port.

(3) Select other link conditions or action modes.

(4) Click the "Reopen” button otine shutdown port to open the port.

Example:Send a SNMP trap when tkpecified link detection condition occurs.

# config t

(config)# interface gigabitethernet 1/5

(config -if )# port - security link - detection action trap
(config - if)#

Negation:(configtif)# no port-securitylink-detectionaction{ trap | shutdown | trap-shutdown }

3.9.36.8 (configrif)# port-securitylink-detectioncondition

Syntax:(configtif)# port-security linkdetection condition { linkdown | link-up | link-down-and-up }

Explanation:Specifya link detection condition. When the specified link detection condition cxcilve specified
action will be triggered.

Parametes:
{ link-down | link-up | link-down-and-up } Specify one of theonditions that apply to the specified action.
link-down: If the link is changed from up to down, the device will trigger thectetbaction.
link-up: If the link is changed from down to up, the device will trigger the selected action.

link-down-and-up: If the link is changed from up to down and then up again, the device will trigger the
selected action.

Example:When link dowroccurson Port 5,shutdown the port.
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# config t
(config)# interface gigabitethernet 1/5
(config -if )# port - security link - detection action shutdo wn
(config -if )# port - security link - detection condition link - down
(config - if)#

Negation:(configtif)# no port-securitylink-detection condition{ link-down | link-up | link-down-and-up }

3.9.36.9 (config-f)# port-security maximum

Syntax:(configtif)# port-secuity maximum [ <v_1_to_1024> ]

Explanation:The maximum number of MAC addresses that can be secured on this port. The number cannot exceed
1024. If the limit is exceeded, the corresponding action is taken.

Parametes:
[<v_1 to_1024>ISpecify a vakibetween 1 and 1024.

Example.Limit Gigabit Ethernet port-10@ MAC addresses can be learnt to 5.

# config t
(config)# interface gigabitethernet 1/1
(config -if )# port - security maximum 5

-10

Negation:(configtif)# no port-securitymaximum

Show:>show portsecurity port [ interface ( <port_type> [ <v_port_gydist>]) ]
# show portsecurity port [ interface ( <port_type> [ <v_port_type_list>])]

3.9.36.10 (config-if)# port-security violation

Syntax:(configtif)# port-security violation { protect | trap | trapshutdown | shutdown }
Explanation:If the limit is exceeded, thepecifiedaction will take effect.
Parametes:
{ protect | trap | trap-shutdown | shutdown } Specify one of the actions taken when the limit is exceeded.

protect: Do not allow more than the specified limit of MAC addressesdrtess on a port. No action is
further taken.

trap: If Limit + 1 MAC addressese seen on the port, send an SNMRp. If Aging is disabled, only one
SNMP trap will be sent, but witAging enabled, new SNMP traps will be sent every time the limit is
excealed.

0KS &¢ NI LXE

trap-shutdown: If Limit + 1 MAC addresses is seen on the @®, (i K YR GKS

described above will baken.

shutdown: If Limit + 1 MAC addresses is seen on the port, dowin the port. This implies that all secured
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MAC addresses will beemoved from the port, and no new addresses will be learned. Hvére link is
physically disconnected and reconnected on the byt disconnecting the cable), the port will remain shut
down. Thereare three ways to r@pen the port:

* Boot the switch

* Disable and reenable Limit Control on the port or the switch

* Click thedReopeis button

Example:Send a SNMP trap when the limit is exceeded.

# config t
(config)# interface gigabitethernet 1/1 -10
(config -if )# port - security violation trap

Negation:(configtif)# no port-securityviolation

Show:>show portsecurity port [ interface ( <port_type> [ <v_port_type_list>]) ]
# show portsecurity port [ interface ( <port_type> [ <v_port_type_list>]) ]

3.9.37 (config)#privilege

Syntax:(config)#privilege { exec | configure | configlan | line| interface | if-vlan | ipmcprofile | snmpshost | stp-
aggr | dheppool | rfc2544profile } level <privilege> <cmd>

Explanation:This command is used to change trévilegelevel of commands available in Configuration mode.
Parametes:

{ exec | conigure | configvlan | line | interface | if-vlan | ipmcprofile | snmpshost | stp-aggr | dhcppool |
rfc2544profile } Specify the group command that yawantto configure.

level<privilege> Specify the privilege level. The allowed range is 0 to 15.
<cmd= Initial valid words and literals of the command to modify, in tBaracters.

ExampleThe following example sets the privilege level &fdr any Exec mode (user or privileged) command that
start with the letter V"

# config t
(config)# privilege exec level 1 5 host

Negation (config)#no privilege { exec | configure | configan | line | interface | if-vlan | ipmcprofile | snmpshost |
stp-aggr | dheppool | rfc2544profile } level <@15> <cmd>

Show:>showprivilege
# showprivilege

3.9.38 (config)#ptp
3.9.38.1 (config)#ptp <clockinst> domain

Syntax:(config¥ ptp <clockinst> domain <domain>
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Explanation:Configure the clock domain for PTP.

Parameters:
<clockinst 0-3>: Specify theénstancenumber.

<domain: 0127>: Specify clock domain for PTP.
Negation:(config} no ptp <clockinst> domain

Show:# show ptp <clockinst> localock

3.9.38.2 (config)#ptp <clockinst> filter

Syntax:(config}t ptp <clockinst> filter [ delay <delay> ] [ period <period> ] [ dist <dist> ]
Explanation:Configure the clock fér for PTP.
Parameters:

<clockinst 0-3>: Specify thénstancenumber.

[ delay <delay0-6> | Set delay parameter.

[ period <period 1-10000> ] Specify rmasurement period in number of sync evenit$ie valid value is from 1 to
10000.

Negation:(config)# no ptp <clockinst> filter
Show:>show ptp <clockinst> { default | current | parent | timproperty | filter | uni | slave | { { portstate | port-ds }
[ interface ( <port_type>[ <v_port_type list>])]}}

#show ptp <clockinst> { default | clent | parent | time-property | filter | uni | slave | { { portstate | port-ds }
[ interface ( <port_type>[ <v_port_type list>])]}}

3.9.38.3 (config)#ptp <clockinst> mode

Syntax:(config} ptp <clockinst> mode { boundary | e2etransparent | p2ptsparent | master | slave } [ onestep |
twostep ][ ethernet | ipdmulti | ip4unicast ] [ oneway | twoway ] [ id <v_clock_id>] [ vid <vid> [ <prio>][tag]]

Explanation:Configure details of a PThckinstance.

Parameters:
<clockinst 0-3>; Spedy the instancenumber.
{ boundary | e2etransparent | p2ptransparent | master | slavelfidicate the mode of the clock instance. There
are five device modes, these are: boundary, Emend transparent clock, Pe¢o-peer transparent clock, master
only clock, slave only clock.

[ onestep | twostep ] Onestep or twostep mode.

[ ethernet | ipdmulti | ip4unicast ] Specify transport protocol used by the PTP proterwjine There are three

options available, these are: Etherent PTP over Ethernet MultiBd$ over IPv4 Multicast, PTP over IPv4 Unicast.

NOTE: IPv4 unicast protocol only works in Master Only and Slave Only clocks

165



CHAPTER
INTRODUCTIONDCLI

[ oneway | twoway ] Specify onavay or twoway measurement is used.
[id <v_clock_id>:]Specify clock ID.

[ vid <vid>[ <prio> ] [ tag 1] Specify VLAN ID amdiority code poin{PCPYyalues used for PTP framdsnable
VLAN tagging for PTP frames if needed.

Negation:(config) no ptp <clockinst> mode { boundary | e2etransparent | p2ptransparent | master | slave }
Show:> show ptp <clockinst> { default | current | parent | tirqgeroperty | filter | uni | slave | { { port-state | port-ds }
[ interface ( <port_type> [ <v_port_type list>]1)1}}

# show ptp <clockinst> { default | current | parent | tirqeroperty | filter | uni | slave | { { portstate | port-ds }
[ interface ( <port_type> [ <v_port_type list>])]1}}

3.9.38.4 (config)#ptp <clockinst> priorityl

Syntax:(config} ptp <clockinst> priorityl <priorityl>
Explanation:Configure the PTP priority 1.
Parametes:
<clockinst 0-3>: Specify thénstancenumber.
<priorityl: 0-255>: SpecifyClock priority 1 for PTP BMC algorithm (0O is highest priority)
Negation:(config} no ptp <clockinst>priority1
Show:> show ptp <clockinst> { default | current | pareptime -property | filter | uni | slave | { { portstate | port-ds }
[ interface ( <port_type>[ <v_port_type list>])]}}

# show ptp <clockinst> { default | current | parent | timggroperty | filter | uni | slave | { { portstate | port-ds }
[ interface( <port_type> [ <v_port_type_list>])1}}

3.9.38.5 (config)#ptp <clockinst> priority2

Syntax:(config¥ ptp <clockinst> priorit® <priority2>
Explanation:Configure the PTP priority 2.
Parameters:
<clockinst 0-3>; Specify thénstancenumber.
<priority2: 0-255>: SpecifyClock priority2 for PTP BMC algorithm (0 is highest priority)
Negation:(config} no ptp <clockinst>priority2
Show:> show ptp <clockinst> { default | current | parent | tirqgaroperty | filter | uni | slave | { { portstate | port-ds }
[ interface ( <port_type>[ <v_port_type list>])]}}

# show ptp <clockinst> { default | current | parent | timggroperty | filter | uni | slave | { { portstate | port-ds }
[ interface ( <port_type>[ <v_port_type list>])]}}
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3.9.38.6 (config)#ptp <clockinst> timeproperty

Syntax:(config}t ptp <clockinst> timgroperty [ utcoffset <utc_offset> ][ valid ] [ leap9 | leap-61] [ time
traceable ] [ fregtraceable ] [ ptptimescale ] [ timsource <time_source> ]

Explanation:This commanddefines members needed to interpret the time provided in PTP messapesclock time
properties data set is defined in the IEEE 1588 Standard. The data set is both configurable and dynamic, i.e. the
parameters can be configured for a grandmasta a slave clock the parameters are overwritten by the grandmasters
timing properties. The parameters are not used in the current PTP implementation.
Parameters:

<clockinst 0-3>: Specify thénstancenumber.

[ utc-offset <utc_offset>:]Specify IC Offset value. Valid range32768to 32767,

[ valid } Specifyavalict to denote UTC Valid is True.

[ leap59 | leap-61 ] Specify one of the option.

[ time-traceable ] Specify this to denote timaceabledTrues.

[ freg-traceable ] Specify ths to denote fregtraceabledTruet.

[ ptptimescale ] Specify this to denote ptptimescal@rues.

[ time-source <time_source> $pecify time source value. Valid range is 0 to 255.
Show:> show ptp <clockinst> { default | current | parent | tirqgaroperty| filter | uni | slave | { { port-state | port-ds }

[ interface ( <port_type>[ <v_port_type list>])]}}

# show ptp <clockinst> { default | current | parent | timggroperty | filter | uni | slave | { { portstate | port-ds }
[ interface ( <port_type$<v_port_type_list>])]1}}

3.9.38.7 (config)#ptp <clockinst> uni

Syntax:(config} ptp <clockinst> uni <idx> [ duration <duration> ] <ip>
Explanation:When operating in IPv4 Unicast mode, the slave is configured up to 5 master IP addresses/eTthes|
requests Announce messages from all the configured masters. The slave uses the BMC algorithm to select one as
master clock, the slave then request Sync messages from the selected master.
Parameters:

<clockinst 0-3>; Specify thénstancenumber.

<idx 0-4>: Specify index number in the Slave table.

[ duration <duration 10-1000> } Specify the amber of seconds for whicthe Announce/Sync messages are
requested

<ip> Specify IPv4 address of requested masteck

Negation:(config) no ptp <clockinst> uni <idx>
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Show:> show ptp <clockinst> { default | current | parent | tirqgaroperty | filter | uni | slave | { { portstate | port-ds }
[ interface ( <port_type> [ <v_port_type list>])]1}}
# show ptp <clockinst> { default | current | pamt | time-property | filter | uni | slave | { { portstate | port-ds }
[ interface ( <port_type> [ <v_port_type list>])]1}}

3.9.38.8 (configif)# ptp <clockinst>

Syntax:(configif)# ptp <clockinst>
Explanation:Apply the PTP clodkstancerule to this specific interface.
Parameters:
<clockinst 0-3>: Specify theénstancenumber.
Negation:(configif)# no ptp <clockinst>
Show:> show ptp <clockinst> { default | current | parent | tirqaroperty | filter | uni | slave | { { portstate | port-ds }
[ interface ( <port_type>[ <v_port_type list>])]}}

# show ptp <clockinst> { default | current | parent | timggroperty | filter | uni | slave | { { port-state | port-ds }
[ interface ( <port_type>[ <v_port_type list>])]}}

3.9.38.9 (confg-if)# ptp <clockinst>announce

Syntax:(configif)# ptp <clockinst> announce { [ interval <interval>] [ timeout <timeout> ] }*1
Explanation:Configurethe settings forannounce timingnessages.
Parameters:

<clockinst 0-3>: Specify thénstancenumber.

{ [ interval <interval> [ timeout <timeout> ] }*1 Secify the time for sending announce messages. The range is 0
to 4 secondsFortimeout value,specify the time for announcing timeout messages. The range is 2 to 10 seconds.

Negation:(configif)# no ptp <clockinst> announce { interval | timeout }
Show:> show ptp <clockinst> { default | current | parent | tirqgaroperty | filter | uni | slave | { { portstate | port-ds }
[ interface ( <port_type>[ <v_port_type list>])]}}

# show ptp <clddnst> { default | current | parent | timeproperty | filter | uni | slave | { { port-state | port-ds }
[ interface ( <port_type>[ <v_port_type list>])]}}

3.9.38.10 (configif)# ptp <clockinst> delayasymmetry

Syntax:(configif)# ptp <clockinstxlelayasymmetry <delay asymmetry>

Explanation:If the transmission delay for a link in not symmetric, the asymmetry can be configanegl this
command.

Parameters:

<clockinst 0-3>: Specify thenstancenumber.
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<delay_asymmetry>Hecifydelay asymetry value in nsThevalidrange is100006100000
Negation:(configif)# no ptp <clockinst> delagsymmetry
Show:> show ptp <clockinst> { default | current | parent | tirqeroperty | filter | uni | slave | { { port-state | port-ds }
[ interface ( port_type> [ <v_port_type list>])]}}

# show ptp <clockinst> { default | current | parent | tirqeroperty | filter | uni | slave | { { portstate | port-ds }
[ interface ( <port_type> [ <v_port_type list>])]1}}

3.9.38.11 (configif)# ptp <clockirst> delaymechanism { e2e | p2p }

Syntax:(configif)# ptp <clockinst> delaynechanism { e2e | p2p }
Explanation:Configue member delayMechanismfor this specific interface.
Parameters:

<clockinst 0-3>: Specify thenstancenumber.

{ e2e | p2p } Configuredelay mechanism used for the poithis an be defined per port in an Ordinary/Boundary
clock. In a transparent cloglall ports use the same delay mechanism, determined by the clock type.

e2e End to end delay measurement
p2p: Peer topeer delay measurement.
Negation:(configif}# no ptp <clockinst> delagsymmetry
Show:> show ptp <clockinst> { default | current | parent | tirqgeroperty | filter | uni | slave | { { portstate | port-ds }
[ interface ( <port_type> [ <v_port_typest>])]}}

# show ptp <clockinst> { default | current | parent | tirqeroperty | filter | uni | slave | { { port-state | port-ds }
[ interface ( <port_type> [ <v_port_type list>])]}}

3.9.38.12 (configif)# ptp <clockinst> delayeq interval <inerval>

Syntax:(configif)# ptp <clockinst> delayeq interval <interval>

Explanation:Configue the time recommended to the member devices to send delay request messages when the port
is in the master state.

Parameters:
<clockinst 0-3>: Specify thenstancenumber.
<interval>» Specify delay requestion message interval. The valid rahge5.
Negation:(configif}# no ptp <clockinst> delaseq interval
Show:> show ptp <clockinst> { default | current | parent | tirqgeroperty | filter | uni | slave | { { portstate | port-ds }
[ interface ( <port_type> [ <v_port_type list>])]}}

# show ptp <clockinst> { default | current | parent | tirggroperty | filter | uni | slave | { { port-state | port-ds }
[ interface ( <port_type> [ <v_port_type_lisf}]}}
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3.9.38.13 (configif)# ptp <clockinst> egresktency <egress_latency>

Syntax:(configif)# ptp <clockinst> egredatency <egress_latency>
Explanation:Configue Egress latency measured in ns, as defined in IEEE 1588 Section 7.3.4.2.
Paraneters:
<clockinst 0-3>: Specify theénstancenumber.
<egress_latency>Specify egress latency. The rangelis0000to 100000
Negation:(configif)# no ptp <clockinst> egredatency
Show:> show ptp <clockinst> { default | current | parentime-property | filter | uni | slave | { { portstate | port-ds }
[ interface ( <port_type>[ <v_port_type list>])]}}

# show ptp <clockinst> { default | current | parent | timggroperty | filter | uni | slave | { { port-state | port-ds }
[ interface (<port_type> [ <v_port_type_list>]1)]1}}

3.9.38.14 (configif)# ptp <clockinst> ingreskatency <ingress_latency>

Syntax:(configif)# ptp <clockinst> ingredatency <ingress_latency>
Explanation:Configue ingress latency measured in ns, as defiie IEEE 1588 Section 7.3.4.2.
Parameters:
<clockinst 0-3>: Specify thénstancenumber.
<ingress_latency>Specify ingress latency. The rangel30000to 100000
Negation:(configif)# no ptp <clockinstingresslatency
Show:> show ptp <lockinst> { default | current | parent | timeproperty | filter | uni | slave | { { portstate | port-ds }
[ interface ( <port_type> [ <v_port_type list>])]}}

# show ptp <clockinst> { default | current | parent | timggroperty | filter | uni | slave | { { portstate | port-ds }
[ interface ( <port_type> [ <v_port_type list>])]}}

3.9.38.15 (configif)# ptp <clockinst> syninterval <interval>

Syntax:(configif)# ptp <clockinst> synimterval <interval>
Explanation:Configue the interval for §suing sync messages in master
Parameters:

<clockinst 0-3>; Specify thénstancenumber.

<intervab: Specify the interval for issuing sync messages. The rang&oigl.

Negation:(configif)}# no ptp <clockinst> syriaterval
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Show:> show ptp<clockinst> { default | current | parent | timgroperty | filter | uni | slave | { { portstate | port-ds }
[ interface ( <port_type> [ <v_port_type list>])]1}}
# show ptp <clockinst> { default | current | parent | tirqeroperty | filter | uni | slave | { { port-state | port-ds }
[ interface ( <port_type> [ <v_port_type list>])]1}}

3.9.39 (config-if)# pvlan

3.9.39.1 (config-f)# pvlan
Syntax:(configif)# pvlan <pvlan_list>
Explanation:Thiscommandis used to configure private VLANS. New &8WLANs can be added and existing VLANS
can be modified. Private VLANs are based on the source port mask and there are no connections to VLANs which
means that VLAN IDs and Private VLAN IDs can be identical. A port must be a member of both a VEAiMaaed a
VLAN to be able to forward packets. By default, all ports are VLAN unaware and members of VLAN 1 and Private VLAN
1. A VLAN unaware port can only be a member of one VLAN, but it can be a member of multiple Private VLANSs.
Parameters:

<pvlan_lis>: Specify the private VLAN ID.

Negation:(configif)# no pvlan <pvlan_list>

Show:# showpvlan <pvlan_list>

3.9.39.2 (config-f)# pvlanisolation

Syntax:(configif)# pvlan isolation

Explanation:Enable Port Isolation function on this specific iféee Port Isolation is used to prevent communications
between customer ports in a same Private VLAN. The port that is isolated from others cannot forward any unicast,
multicast or broadcast traffic to any other ports in the same PVLAN.

Negation:(config-ifj# no pvlan isolation

Show:# showpvlanisolation [ interface ( <port_type><plist>] )]

3.9.40 (config)#qgos

3.9.40.1 (config)#qgos map cosiscp

Syntax:(config)#qos map cogiscp <cos> dpl <dpl> dscp { <dscp_num> | { be | af1l | af12 | atif2] | af22 | af23
| af31 | af32 | af33 | af4l | af42 | af43 | csl | cs2 | cs3 | cs4 | cs5|cs6|cs7 | ef|va}}

Parametes:

cosdscp <cos>: Map COS to DYagHcate theClass of Service lev@he allowed range is 0 to ACd class of 0
has thelowest priority, while 7 has the highest priority.

dpl <dpl>: Specifythe Drop Precedence Levdlhe allowed range is 0 to 7.
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dscp{ <dscp_num> | { be | afll | afl2 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af4l | af42 | af43 | csl |
cs2 | cs3 cs4 | cs5 | cs6 | cs7 | ef | va }:}Specify one of the DSCP values.

<dscp_num: 863>:The allowed number is from 0 to 63.
be: Default PHB (DSCP 0) for best effort traffic.

afll| afl2| afl3| af21| af22| af23| af31| af32| af33| af41| af42| af43: Assured Forwarding PHB AF
11 (DSCP 10), 12 (DSCP 12), 13 (DSCP 14), 21 (DSCP 18), 22 (DSCP 20), 23 (DSCP 22), 31 (DSCP 26), 32 (D
28), 33 (DSCP 30), 41 (DSCP 34), 42 (DSCP 36).
csl|cs2|cs3|csd|csh|csbh | cstClass selector PHB CSlgedence 1 (DSCP 8), CS2 precedence 2
(DSCP 16), CS3 precedence 3 (DSCP 24), CS4 precedence 4 (DSCP 32), CS5 precedence 5 (DSCP 40), CS6
precedence 6 (DSCP 48), CS7 precedence 7 (DSCP 56).
ef: Expedited Forwarding PHB (DSCP 46).
va: Voice Admit PHB (DS&#).
Explanation:Configure the COGBSCP mapping.

ExampleThe following example se3PL to 4, DSCP to cs4.

# config t
(config)# gos map cosiscp4 dpl4 dscpcs4d

Negation (config)#no qos map coslscp <cos> dpl <dpl>
Show:# show gos

# show qos| { interface [ ( <port_type [ <port>1])]} | { maps [ dsegos ] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]}]

3.940.2 (config)#gos map dscglassify

Syntax:(config)#qos map dscelassify { <dscp_nu| { be | afll | af12 | af13 | af21 | af22 | af23 | af31 | af32 |
af33 | af4l | af42 | af43 | csl|cs2|cs3|cs4|cs5|cs6|cs7 |ef|val}}

Parametes:

dscpclassifif <dscp_num> | { be | afll | af12 | af13 | af21 | af22 | af23 | af31 | af32af33 | af4l | af42 | af43
|csl|cs2|cs3|csd|cs5|cs6|cs?|ef|va}Ppecify one of the DSCP values.

<dscp_num: €63>:The allowed number is from 0 to 63.

be: Default PHB (DSCP 0) for best effort traffic.

afll| afl2| af13| af21| af22| af23| af31| af32| af33| af41| af42| af43: Assured Forwarding PHB AF

11 (DSCP 10), 12 (DSCP 12), 13 (DSCP 14), 21 (DSCP 18), 22 (DSCP 20), 23 (DSCP 22), 31 (DSCP 26), 32 (D
28), 33 (DSCP 30), 41 (DSCP 34), 42 (DSCP 36).

csl|cs2|cs3|csd ksh|cs6 | cs? Class selector PHB CS1 precedence 1 (DSCP 8), CS2 precedence 2

(DSCP 16), CS3 precedence 3 (DSCP 24), CS4 precedence 4 (DSCP 32), CS5 precedence 5 (DSCP 40), CS6
precedence 6 (DSCP 48), CS7 precedence 7 (DSCP 56).

ef: Expedited Forwardim PHB (DSCP 46).
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va: Voice Admit PHB (DSCP 44).
Explanation:Configure the DSCP Ingress classification.

ExampleThe following example seBBSCP Ingrestassificatiorto cs4.

# config t
(config)# gos map dscitlassifycs4

Negation (config)# no qos map dsapassifif <dscp_num> | { be | af1l | af12 | af13 | af21 | af22 | af23 | af31 |
af32 | af33 | af4l | af42 | af43 | csl|cs2 | cs3|csd|cs5|cs6 | cs7 |ef|val}

Show:# show gos

# show qos[ { interface [ ( <port_type> [ <port>]) 1]} | { maps [ dsxs ] [ dscpngresstranslation ] [dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]}]

3.9.40.3 (config)#qos map dscfros

Syntax:(config)#qos map dscqros { <dscp_num> | { be | afll | af12 | af13 | af21 | af22 |2&f | af31 | af32 | af33 |
af4l | af42 |af43 | csl|cs2|cs3|csd|cs5|cs6 | cs? | ef|va}} cos <cos> dpl <dpl>

Explanation:Configure the DSE&pased QoS Ingress classification.
Parametes:

dscpcos{ <dscp_num> | { be | af1l | af12 | af13 |fal | af22 | af23 | af31 | af32 | af33 | af41l | af42 | af43 |
csl|cs2|cs3|csd|csh|csbh|cs?|ef|va}gpecify one of the DSCP values.

<dscp_num: 863>:The allowed number is from 0 to 63.

be: Default PHB (DSCP 0) for best effort traffic.

afll| afl2| afl3| af21| af22| af23| af31| af32| af33| af41| af42| af43: Assured Forwarding PHB AF

11 (DSCP 10), 12 (DSCP 12), 13 (DSCP 14), 21 (DSCP 18), 22 (DSCP 20), 23 (DSCP 22), 31 (DSCP 26), 32 (D
28), 33 (DSCP 30), 41 (DSCP 34),3CRCB6).

csl|cs2|cs3|csd|csh|cs6 | cstClass selector PHB CS1 precedence 1 (DSCP 8), CS2 precedence 2

(DSCP 16), CS3 precedence 3 (DSCP 24), CS4 precedence 4 (DSCP 32), CS5 precedence 5 (DSCP 40), CS6
precedence 6 (DSCP 48), CS7 precederidSCR 56).

ef: Expedited Forwarding PHB (DSCP 46).

va: Voice Admit PHB (DSCP 44).

cos <cos>ndicate theClass of Service levahe allowed range is 0 to ACdS class of 0 has the lowest priority
while 7 has the highest priority.

dpl <dpl> Spediy the Drop Precedence Levdlhe allowed range is 0 to 7.

Negation (config)# no qos map dsems { <dscp_num> | { be | afll | af12 | af13 | af21 | af22 | af23 | af31 | af32 |
af33 | af4l | af42 | af43 | csl | cs2 | cs3 | cs4 | cs5|cs6 | cs7 | ef | ya

Show:# show gos
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# show qos| { interface [ ( <port_type> [ <port>])]} | { maps [ dsxys ] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]}]

3.9.40.4 (config)#qos map dscgegresstranslation

Syntax:(config)#qos map dscqegresstranslation { <dscp_num> | { be | af1l | af12 | af13 | af21 | af22 | af23 | af31
| af32 | af33 | af4l | af42 | af43 | csl | cs2 | cs3 | csd | cs5|cs6 | cs7 | ef |[va}}to{<dscp_num_ tr>|{&dl |
afl2 | af1l3 | af21 | af22 | af23 | af31 | af32 | af33 | af4l | af42 | af43 | csl | cs2 | cs3 | csd | csh | cs6 | cs7 | ef |

va}}

Explanation:Configure the DSCP Egress Mapping Table.
Parametes:

dscpegresstranslation{ <dscp_num> | { be &f11 | afl2 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af41l |
af42 | af43 | csl|cs2 | cs3 | csd | cs5|cs6 | cs7 | ef | va:}9pecify one of the DSCP values.

<dscp_num: €63>:The allowed number is from 0 to 63.

be: Default PHB (DSCP 0) best effort traffic.

afll| afl2| afi3| af21| af22| af23| af31| af32| af33| af4l| af42| af43: Assured Forwarding PHB AF

11 (DSCP 10), 12 (DSCP 12), 13 (DSCP 14), 21 (DSCP 18), 22 (DSCP 20), 23 (DSCP 22), 31 (DSCP 26), 32 (D
28), 33 (DSCHR 41 (DSCP 34), 42 (DSCP 36).

csl|cs2|cs3|csd|csh|cs6 | cstClass selector PHB CS1 precedence 1 (DSCP 8), CS2 precedence 2

(DSCP 16), CS3 precedence 3 (DSCP 24), CS4 precedence 4 (DSCP 32), CS5 precedence 5 (DSCP 40), CS6
precedence 6 (DS@B), CS7 precedence 7 (DSCP 56).

ef: Expedited Forwarding PHB (DSCP 46).

va: Voice Admit PHB (DSCP 44).

ExampleThe following examplenaps cs4 to csb.

# config t
(config)# gos map dscegresstranslation cs4 to cs5

Negation (config)# no gos map ds@gresstranslation { <dscp_num>{be | afll | afl2 | afl3 | af21 | af22 | af23 |
af3l | af32 | af33 | af4l | af42 | af43 | csl | cs2 | cs3|csd | cs5 | cs6 | cs7 | ef [va}} <dpl>

Show:# show qos
# show qos [ { interface [ ( <port_type> [ <port>1]) ]} | { maps [-@esp] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]}]

3.9.40.5 (config)#qos map dscpngresstranslation

Syntax:(config)#qos map dscfingresstranslation { <dscp_num> | { be | af1l | af12 B3 | af21 | af22 | af23 | af31
| af32 | af33 | af4l | af42 | af43 | csl | cs2 | cs3 | csd | cs5 | cs6 | cs7 | ef |va}}to{<dscp_num_tr>|{ be | afll |
afl2 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af4l | af42 | af43 | csl | cs2 | cs3 | c$4s5 | cs6 | cs7 | ef |

va}}

Explanation:Configure the DSCP Ingress Mapping Table.
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Parametes:

dscpingresstranslation{ <dscp_num> | { be | afll | afl2 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af41 |
af42 | af43 | csl | cs2 | cs3 | cshies5 | ¢s6 | cs7 | ef | va } 3 Specify one of the DSCP values.

<dscp_num: 863>:The allowed number is from 0 to 63.

be: Default PHB (DSCP 0) for best effort traffic.

afll| afl2| afl3| af21| af22| af23| af31| af32| af33| af41| af42| af43: Assured Forwarding PHB AF

11 (DSCP 10), 12 (DSCP 12), 13 (DSCP 14), 21 (DSCP 18), 22 (DSCP 20), 23 (DSCP 22), 31 (DSCP 26), 32 (D
28), 33 (DSCP 30), 41 (DSCP 34), 42 (DSCP 36).

csl|cs2|cs3|csd|csh|cs6 | cstClass selector PHB CS1 precedgeh (DSCP 8), CS2 precedence 2

(DSCP 16), CS3 precedence 3 (DSCP 24), CS4 precedence 4 (DSCP 32), CS5 precedence 5 (DSCP 40), CS6
precedence 6 (DSCP 48), CS7 precedence 7 (DSCP 56).

ef: Expedited Forwarding PHB (DSCP 46).

va: Voice Admit PHB (DSCP 44).

ExampleThe following examplenaps cs4 to cs5.

# config t
(config)# gos map dscfingresstranslation cs4 to csb

Negation (config)# no qos map dsapgresstranslation { <dscp_num> | { be | afll | af12 | af13 | af21 | af22 | af23
| af31 | af32 | af33 | af4l | af42 | af43 | csl|cs2|c3|csd4|cs5|cs6 | cs7 |ef|val}

Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>1]) ]} | { maps [-dssp] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { gce [ <qce> ]|}

3.9.40.6 (config)#qos gce refresh

Syntax:(config)#qos qce refresh
Explanation:To refresh QCE.

ExampleRefresh QCE.

# config t
(config)# gos qce refresh

3.9.40.7 (config)#qos gce update

Syntax:(config)#qos qce { [ update ] } <gce_id> [ { nexte&gid_next>} | last ] [ interface ( <port_type>

[ <port_list>]) ][ smac { <smac> | <smac_24>| any } ] [ dmac { <dmac> | unicast | multicast | broadcast | any } ] [ tag
{[type { untagged | tagged |-tagged | stagged | any } ] [ vid { <ot_vid> | afy] [ pcp { <ot_pcp>]|any } ][ dei
{<ot_dei>|any }]}*1][innetag { [ type { untagged | tagged Hagged | stagged | any } ] [ vid { <it_vid> | any } ]

[ pep { <it_pcp> | any } | [ dei { <it_dei>|any } ] }*1] [ fratype { any | { etype { <etype_type>|any } ]} |{llc

[dsap {<llc_dsap>|any }][ssap { <llc_ssap>|any } ][ control { <llc_control>|any }]}|{snap [ { <shap_data> |
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any }]}|{ipv4 [ proto { <pr4>|tcp | udp | any } | [ sip { <sip4>|any } ] [ dip { <djipdwy } ] [ dscp { <dscp4> | { be
| af1l | af12 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af41l | af42 | af43 | cs1l | cs2 | cs3 | cs4 | cs5 | cs6 | cs7

|ef|va}|any}][fragment{yes|no|any}][sport{<sp4>|any}][dport{<dpw }]}|{ipv6 [ proto
{<pr6>|tcp | udp | any } ][ sip { <sip6> | any } ] [ dip { <dip6> | any } ] [ dscp { <dscp6> | { be | af11 | af12|| af13
af21 | af22 | af23 | af31 | af32 | af33 | af4l | af42 | af43 | cs1l | cs2 | cs3 | csd | cs5 | cs@g7 |ef |[va} | any }]
[ sport { <sp6>]any } ][ dport {<dp6>]|any}]}}][action {[ cos { <action_cos> | default } ] [ dpl { <acti¢n_dpl>
default } ] [ pcpdei { <action_pcp> <action_dei> | default } ] [ dscp { <action_dscp_dscp> | { & | af12 | af13 |
af21 | af22 | af23 | af31 | af32 | af33 | af4l | af42 | af43 | cs1 | cs2 | cs3 | csd | cs5 | cs6 | cs7 | ef | va } | defdult
[ policy { <action_policy> | default } ] }*1 ]
Explanation:To update the QCE
Parametes:
{ [ update] }: Update the QCE.
<qce_id> Specify the QCE ID.
[ { next <qce_id_next>} | last Put this QCE next to the specified one or to the last one.
[ interface (<port_type> [ <port_list>]) ]: Specify port type and port number that apply to this udd@@E rule.
[ smac{ <smac> | <smac_24> | any:}Jet up the matched SMAC.

[ dmac { <dmac> | unicastrhulticast | broadcast | any }:]Set up the matached DMAC.

[tag { [ type { untagged | tagged Hagged | stagged | any } ] Set up the matched tatype.
[ vid { <ot_vid> | any }:]Specify a specific VID or VID range or spéaify to allow any VIDs.

[ pcp { <ot_pcp> | any } Bpecify a specific PCP or PCP range or speni#to allow any PCP values.
[ dei { <ot_dei> | any } ] X Bpecify a&pecific DEI or specifanye to allow any DEI.

[ frametype { any | { etype [ { <etype_type>|any }]}|{llc [ dsap { <lic_dsap> | ahggap { <lic_ssap> |
any } ][ control { <llc_control> | any } ] } hap[ { <shap_data> | any } ]} | pv4 [ proto { <pr4> | tcp | udp |

any } ][ sip { <sip4>|any }][dip { <dip4>| any }] [ dscp { <dscp4> | { be | af1ll | afl2 | af13 | af21 | af22 | af23

| af31 | af32 | af33 | af4l | af42 | af43 | csl | cs2 | cs3 | cs4 | cs5| cs6 | cs7 | ef | va phy } ] [ fragment { yes

| no | any } ] [ sport { <sp4>|any }] [ dport{ <dp4>|any}]}|{ipv6 [ proto { <pr6>|tcp | udp | any } ] [ sip

{ <sip6>| any } ] [dip { <dip6> | any } ][ dscp { <dscp6> | { be | afll | af12 | af13 | af21 | af22 ||&i33 |

af32 | af33 | af4l | af42 | af43 | csl | cs2 | cs3 | csd | cs5|cs6 | cs7 | ef|val|any } ][ sport{<sp6>|any}]
[ dport { <dp6> | any } ]} } ]: Specify the frame type that applies to this QCE rule.

any: By default, any is used whicheans that all types of frames are allowed.

etype: This option can only be used to filter Ethernet Il formatted packets. (Options: Any, Sp&€ifdfff
hex; Default: ffff) Note that 800 (IPv4) and 86DD (IPv6) are excluded. A detailed listing ofi€thestocol

types can be found in RFC 1060. A few of the more common types include 0800 (IP), 0806 (ARP), 8137 (IPX).

llc: LLC refers to Link Logical Control and further provides three options.

dsap DSAP stands for Destination Service Access Podresgl By default, any is use8pecify
Ganye or indicate a value (0x00 to OxFF).

ssap SSAP stands for Source Service Access Point address. By default, anySpamBdanye or
indicate a value (0OxO00xFF).
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control: Control field may contain comamd, response, or sequence information depending on
whether the LLC frame type is Unnumbered, Supervisory, or Information. By default, any is used.
Specifydany€ or indicate a value (0x00 to OxFF).

snap SubNetwork Access Protocol can be distinguishedrb®UI and a Protocol ID. (Options for PID: Any,
Specific (0x0Oxffff); Default: Any) If the OUI is hexadecimal 000000, the protocol ID is the Ethernet type
(EtherType) field value for the protocol running on top of SNAP. If the OUI is that of a pamigdnization,

the protocol ID is a value assigned by that organization to the protocol running on top of SNAP. In other
words, if value of the OUI field is @0-00, then value of the PID will be etherType (0x068€ff), and if

value of the OUI isothrehan 0G00-00, then valid value of the PID will be any value from 0x0000 to Oxffff.

ipv4:
proto: Lt @dn FNI YS GelLlS AyOfdzRSa ! yeé s spedfiiedyou!mightz h i K
further define Sport (Source port number) and Dport (Destimaport number).
sip: Specifysource IP type. By default, any is usédicate seHdefined source IP and submask
format. The address and mask must be in the format x.y.z.w where x, y, z, and w are decimal
numbers between 0 and 255. When the mask is eoted to a 32bit binary string and read from
left to right, all bits following the first zero must also be zero
dscp By default, any is usethdicate a DSCP valoea range of DSCP value.
fragment: By default, any is used. Datagrams sometimes mdyaggnented to ensure they can pass
GKNRdzZZIK | ySGg2N] RSOGAOS (GKIF{G dzaSa | YIEAYdzy (N
ipve:

proto: Lt @dc LINRB (G202t AyOf dzRSa ! yeé I spedfiedyoulmaytnged to (i K S NJb
further define Sport (Source port number) and Dport (Destination port number).

sip: Specifysource IP type. By default, any is usédu can alsodicate seHdefined source IP and
submask format.

dscp By default, any is usetfou can alsondicate a DSCP uaor a range of DSCP value.

[ action {[ cos { faction_cos> | d_efault }S}Jegify the classifjcation ac}ion takep on ingress frame if the
LI N YSGSNRE YI G OK Iféafathe machey tReFCE,@ il ke Buyiii tihe queue corresponding to
the specified QoS class or placed in a queue based on basic classification rules.

[ dpl { <action_dpl> | default } ]Jf a frame matches the QCE, the drop precedence level will be set to the
specifiedvalue or left unchanged.

[ pcpdei { <action_pcp> <adon_dei> | default } ] If a frame matches the QCE, the PCP or DEI value will be set to
the specified one.

[ dscp { <action_dscp_dscp> | { be | af1ll | afl2 | af13 | af21l | af22 | af23 | af31 | af32 | af33 | af4l | af42 |
af43 | csl|cs2|cs3|csd|cspes6 | cs7 | ef | va} | default } ][ policy { <action_policy> | default } ] }*Ifja
frame matches the QCE, the DSCP value will be set &ptwfiedone.

Negation (config)# no qogce <qce_id_range>
Show:# show qos

# show qos [ { interface([<port_type> [ <port>])]} | { maps [ dscps ] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]1}]
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3.9.40.8 (config)#gos storm

Syntax:(config)#qos storm { unicast | multicagtbroadcast } { { <rate> [ kfps ]} | { 1024 kfps } }
Explanation:Configure broadcast storm control rate for QoS
Parametes:

{ unicast | multicast | broadcast Specify the storm type that you want to configure.

{{ <rate> [ kfps ]} | { 1024 kfp§:}Userdefine storm frame rate or set storm rate to 1024 kfps.

ExampleThe following example setwoadcast storm control for QoS to 1024 kfps.

# config t
(config)# gosstorm broadcast 1024&fps

Negation (config)# no gos storm { unicast | multicast | broadcast }

Show:# show qostorm

3.9.40.9 (configrif)# qos dscgclassify

Syntax:(configif)# qos dscgclassify { zero | selected | any }

Explanation:Configurea classification method.

Parametes:

{ zero | selected | any:}Specifya classification method.

zero; Classify if incoming DSCP is 0.
sdlected: Classify only selected DSCP for which classification is enabled in DSCP Translation table
any: Classify all DSCP.

Negation (configif)# no gosdscpclassify

Show:# show qos

# show qos [ { interface [ ( <potype> [ <port>]) 1]} | { maps [ dsamws ] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]}]

3.9.40.10 (config-if}# qos dscpemark

Syntax:(configif)# qos dscgremark { rewrite| remap | remap-dp }
Explanation:Configure port egress rewriting of DSCP values.

Parametes:
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{ rewrite | remap | remapdp } Specifyan option.
rewrite: Rewrite DSCP field with classified DSCP value
remap: Frame with DSCP from analyzer is remexppnd remarked with the remapped DSCP value.
5SLISYRAY3I 2y (KS FTNIYSQa 5t fS@Sts GKS NBYIF LIWSR
table, Egress Remap DPO or DP1 field.

remap-dp: Frame with DSCP from analyzer is remapped and remarkedheittemapped DSCP value. The
remapped DSCP value is always taken from the DSCP Translation table, Egress Remap DPO field.

Negation (configif)# no gosdscpremark
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>1]) ]} | { maps pdss ] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]}]

3.9.40.11 (configif)# qos dscgranslate

Syntax:(configif)# qos dscgtranslate

Explanation:Configure DSCP ingress traatibn of QoS for specific interface
Negation (configif)# noqos dscpranslate

Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>1])]} | { maps [-desp] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]}]

3.9.40.12 (configif)# gosegressmap costag cos <cos> dpl <dpl> pcp <pcp> dei <dei>

Syntax:(configif)# qosegressmap costag cos <cos> dpl <dpl> pcp <pcp> dei <dei>
Explanation:Configure CoSDPL) to (PCR DEllevel) Mapping of QoS for specific interface
Parametes:

cos <cos0-7>: Specify a QoS class value.

dpl <dpl0-1>: Specify a DPL value (0 or 1).

pcp <pcp: &7>: Specify a PCP (Priority Code Point) value.

dei <dei: 01>: Specify a DE&le (0 or 1).
Negation (configif)# noqosegressnapcostag cos <cos> dpl <dpl>
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>1]) ]} | { maps [-@sesp] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]}]
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3.9.40.13 (configif)# qosegress queushaper queue

Syntax:(configif)# qosegress queushaper queue <queue> <rate> [excess]
Explanation:ConfigureEgress Queue Policers Rate of QoS for specificfate
Parametes:

<queue>: Specify the queue or a range of queue numberf)(0

<rate: 100-3300000= SpecifyPolicer rate in kbps

[excess]: Allow excessive bandwidth.
Negation (configif)# no qosegress queusshaper queue <queue>
Show:# show q&

# show qos [ { interface [ ( <port_type> [ <port>1])]} | { maps [-desp] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]1}]

3.9.40.14 (configif)# qosegress tagremark

Syntax: (configif)# qosegresgag-remark { pcp <pcp> dei <dei> | mapped }
Explanation:Configurethe appropriate remarking mode used by this port
Parametes:
{ pcp <pcp> dei <dei> | mappedSpecify a remarking mode.
pcp <pcp> dei <deiSpecify PC&nd DEI value.
mapped:Use the mapping of the classified QoS class values and DP levels to PCP/DEI values.
Negation (configif)# no qgosegresgag-remark
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>1]) ]} | { maps [-dex) [ dscpingresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]}]

3.940.15 (configif)# gosegresswrr

Syntax:(configif)# qosegresswrr <w0> <w1> <w2> <w3> <w4> <w5>

Explanation:Assign weightor QoS queueing method. WRR stands for Weighted Round Robin and uses default queue
weights.The number of packets serviced during each visit to a queue depends on the percentages you configure for
the queues.

Parametes:

<w(@: 1-100>: Specify weightor queue 0.

<wl 1-100> Specify weight for queue 1.
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<w2 1-100>: Specify weight for queue 2.

<w3 1-100> Specify weight for queue 3.

<w4: 1-100> Specify weight for queue 4.

<wb5: 1-100>: Specify weight for queue 5.
Negation (configif)# no qosegresswrr
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>1]) ]} | { maps [-desp] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ] } | storm | { qce [ <qce>1]}]

3.9.40.16 (configif)# qos ingress cos

Syntax:(configif)# qosingresscos <cos>
Explanation:Configure ingress CoS value on this selected interface.
Parametes:
<cos>: Specify COS value'jl
Negation (configif)# no qosngress cos
Show:# show qos

# show qos [ { terface [ ( <port_type> [ <port>])]} | { maps [ dsaps ] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]}]

3.9.40.17 (configif)# qos ingress dei

Syntax:(configif)# qosingres dei <dei>
Explanation:Configure ingress DEDrop Eligible Indicatdwalue on this selected interface.
Parametes:
<dei>:SpecifyDElfor untagged frames.
Negation (configif)# no qodei
Show:# show qos

# show qos [ {interface [ ( <port_typ [ <port>]) 1]} | { maps [ dsamws ] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]1}]

3.9.40.18 (config-if)# qos ingress dpl

Syntax:(configif)# qosingressdpl <dpl>

Explanaton: Configure DPL value on this selected interface.
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Parametes:

<dpl>:Specifythe default Drop Precedence Level
Negation (configif}# no qodgnress dpl
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>1]1) ]} | { maps [-@ssy [ dscangresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]}]

3.9.40.19 (configHif)# qosingress pcp

Syntax:(configif)# qosingresspcp <pcp>
Explanation:Configure PCP valuéor specificnterface
Parametes:

pcp <pcp: 67>: Specify a PCP (Priority Code Point) value.
Negation (configif)# nogosingresspcp
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>1]) ]} | { maps [-@ssp] [ dscpngresstranslation ][ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]1}]

3.9.40.20 (configif)# gosingressmap tag-cospcp <pcp> dei <dei> cos <cos> dpl <dpl>

Syntax:(configif)# qosingressmaptag-cospcp <pcp> dei <dei> cos <calpt <dpl>
Explanation:Configure(QoS class, DP level) to (PCP, DEI) Mapping of QoS for specific interface
Parametes:

pcp <pcp: &7>: Specify a PCP (Priority Code Point) value.

dei <dei: @1>: Specify a DEI value (0 or 1).

cos <cos: I>: Specifia COS value{0).

dpl <dpl0-1>: Specify a DPL value (0 or 1).
Negation (configif)# noqosingressmaptag-cospcp <pcp> cei <dei>
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>1]) ]} | { maps [-desp] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]}]
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3.9.40.21 (configHif)# qosingress policer

Syntax:(configif)# qosingresspolicer <rate> [ fps ] [ flowcontrol ]
Explanation:Configure PCP valuéor the specific interface
Parametes:

<rate> Indicate the rate for the policer. By default, 500kbps is u3déa: dlowed range for kbps and fps is 100 to
1000000.The dlowed range for Mbps and kfps is 1 to 3300Mbps.

[ fps I Rate is fps. By defaukbps is used.

[ flowcontrol . Enable Flow Controlf flow control is enabled and the port is in flow control mode, then pause
frames are sent instead of discarding frames

Negation (configif)# noqosingress policer
Show:# show qos

# show qos [ interface [ ( <port_type> [ <port>]) ]} | { maps [ dsaps ] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]1}]

3.9.40.22 (configif)# gosingress queueolicer queue

Syntax:(corfig-if)# qosingressqueuepolicer queue <queue> <rate>
Explanation:Configure Ingress Queue Policers Rate of QoS for specific interface
Parametes:

<gueue 0-7>: Specify a queue or a range.

<rate 100-3300000= SpecifyPolicer rate in kbps
Negatian: (configif)# no qosingressqueuepolicer queue <queue>
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>1]) ]} | { maps [-dsesp] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm| { gce [ <qce>1]}]
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3.9.40.23 (configHif)# qosingress shaper

Syntax:(configif)# qosingressshaper <rate3burst <has_burst_size>]
Explanation:ConfigureEgress Queue Policers Rate of QoS for specific interface
Parametes:
<rate: 100-3300000= SpecifyPolicer rate in kbps
[burst <has_burst_size>]: Enable burst packets and burst size re26Z0the default is 4Kbytes).
Negation (configif)# no qosingressshaper
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>] ) {Imaps [ dscpcos ] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]1}]

3.9.40.24 (config-f)# qosingress trust dscp

Syntax:(configif)# qosingresstrust dscp

Explanation:EnableDSCP Classification of QoS for specific interface
Negation (configif)# no gosingresstrust dscp

Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>1]) ]} | { maps [-dsesp] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscpegresstranslation ]} | storm | { qce [ <qce>1]}]

3.9.40.25 (configf)# qosingress trust tag

Syntax:(configif)# qosingresstrust tag

Explanation:Enable VLAN tag Classification of QoS for specific interface
Negation (configif)#no qosingresstrust tag

Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>1]) ]} | { maps [-@esp] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]}]

3.9.40.26 (config-if)# qosshaper

Syntax:(configif)#qos shaper <rate>
Explanation:Configure QoS shaperate forthis specific interface

Parametes:
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<rate: 100-3300000=> Specifyshaperrate in kbps
Negation (configif)# no gosshaper
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>])]} | { maps [ asxp] [ dscpngresstranslation ] [ dscp
classify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]}]

3.9.41 (config)#radius-server

3.9.41.1 (config)#radius-server attribute 32
Syntax:(config)#radiusserver attribute 32 <id>
Explanation:Configure Radius attribute 32 string.
Parametes:

<id>: Specify Radius server identifier. The allowed characters are 1 to 253.

# config t
(config)# rad ius - server attribute 32 cabinet5aSW

Negation:(config)#no radiusserver attribute 32

Show:# show radiusserver|[statistics]

3.941.2 (config)#radius-server attribute 4

Syntax:(config)#radiusserver attribute 4 <ipv4>
Explanation Configure NAS IPv4 address.
Parametes:

<ipv4>: Specify NAS IPv4 address.

ExampleSet NAS IPv4 address to 100.1.1.25.

# config t
(config)# r adius - server attribute 4 100.1.1.25

Negation:(config)#no radiusserver attribute4

Show:# show radiusserver[statistics]
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3.9.41.3 (config)#radius-server attribute 95

Syntax:(config)#radiusserver attribute 95 <ipv6>
Explanation:Configure NAS IPv6 address.
Parametes:

<ipv6>: Specify NAS IPv6 address.
Negation:(config)#no radiusserver attribute95

Show:# show radus-server[statistics]

3.9.41.4 (config)#radius-server deadtime

Syntax:(config)#radiusserver deadtime <minutes>

Explanation:Configure RADIUS server deadtime valdeadtime is the period during which the switch will not send
new requests to a seer that has failed to respond to a previous request. This will stop the switch from continually
trying to contact a server that it has already determined as dead

Parametes:

<deadtime>: Specify RADIUS server deadtime value. The valid range is 10driites).

ExampleSetRADIUS server ®0.

# config t
(config)# r adius - server deadtime 60

Negation:(config)#no radiusserver deadtime

Show:# show radiusserver[statistics]

3.941.5 (config)#radius-server host

Syntax:(config)#radiusserver host <host_nameauth-port <auth_port> ] [ aceport <acct_port> ] [ timeout
<seconds> ] [ retransmit <retries> | [ key <key> ]

Explanation:This command is used to configure Radius server.

Parametes:
<host_name>Specify the hostname or IP address for the radéwses. The allowed characters are 1 to 255.
[ auth-port <auth_port> ] Specify thdJDP port to be used on the RADIUS server for authentication.

[ acctport <acct_port>:]Specifithe UDP port to be used on the RADIUS server for accounting.
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[ timeout <seonds> ] Specify a timeout valudf timeout value is specified here, it will replace the global timeout
value. If you prefer to use the global value, leave this field blank.

[ retransmit <retriesy: Specifya value for retransmit retryif retransmit \alue is specified here, it will replace the
global retransmit value. If you prefer to use the global value, leave this field blank.

[ key <key>:]Specify a secret kelf.secret key is specified here, it will replace the global secret key. If you prefer
to use the global value, leave this field blank.

Negation:(config)#no radiusserver host <host_name> [ auffort <auth_port> ] [ aceport <acct_port> ]

Show:# show radiusserver [statistics]

3.9.41.6 (config)#radius-server key

Syntax:(config)#radiusserverkey <key>
Explanation:Configure RADIUS server key valllgskeyis shared between the RADIUS sever and the switch.
Parametes:

<key>: Specify RADIUS server secret key value. The valid range is 1 to 63.

ExampleSetRADIUS server setiey to 803321

# config t
(config)# r adius - server key 803321

Negation:(config)#no radiusserver key

3.9.41.7 (config)#radius-server retransmit

Syntax:(config)#radiusserver retransmit <retries>

Explanation:Configurethe number of times to retransmit request pkets to an authentication server that does not
respond. If the server does not respond after the last retransmit is sent, the switch considers the authentication server
is dead.

Parametes:

<retries>: Specify RADIUS server retransmit value. The kaatige is 1 to 1000.

ExampleSetRADIUS server retransmit value to 5

# config t
(config )# radius - server retransmit 5

Negation:(config)#no radiusserver retransmit

Show:# show radiusserver [statistics]
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3.9.41.8 (config)#radius-server timeout

Syntax:(config)#radius-server timeout <seconds>

Explanation:Configure he time the switch waits for a reply from an authentication server before it retransmits the
request.

Parametes:
<seconds: Specify RADIUS server timeout value. The valid range is 1 to 1000.

Exampé: SetRADIUS server timeout to 60

# config t
(config)# r adius - server timeout 60

Negation:(config)#no radiusserver timeout

Show:# show radiusserver [statistics]

3.9.42 (config)#ring
3.9.42.1 (config)#ring <instance> chain

Syntax:(config)#ring <instance> chai[ master ] east interface <port_type> <east_port> [ edge ] west interface
<port_type> <west_port> [ edge ]

Parametes:
<instance 0-5>: Specify the ringnstancenumber.
chain This is a chain ring.
[ master ] Set this ring to master ring.

east nterface <port_type> <east_porfredge ] Specify the east port type (Fast Ethernet or Gigabit Ethernet)
and port number. If this port is the edge port, adetige after the port number.

west interface <port_type> <west_port> [ edgespecify the westqut type (Fast Ethernet or Gigabit Ethernet)
and port number. If this port is the edge port, adetige after the port number.

Explanation:Create a chain ring instance.

ExampleCreate a chain instance 1.

# config t
(config)# ring 1 chain east interface GigabitEt hernet 1/1 west interface
GigabitEthernet 1/2

Negation:(config# no ring <instance>

Show:# show ring [ <instances> ]
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3.9.42.2 (config)#ring <instance> ring

Syntax:(config)#ring <instancexing [ master ] east interface <port_type> <east_port> west interface <port_type>
<west_port>

Parametes:
<instance 0-5> Specify the ringnstancenumber.
ring: This is a closed ring type.
[ master ] Set this ring to master ring.

east interface <port_type> <east_portSpecify the east port type (Fast Ethernet or Gigabit Ethernet) and port
number.

west interface<port_type> <west_port>Specify the west port type (Fast Ethernet or Gigabit Ethernet) and port
number.

Explanation:Create a closed ring instance.

ExampleCreate a ring instance 2.

# config t
(config)# ring 2 ring east interface GigabitEt hernet 1/ 3 west interface
GigabitEthernet 1/4

Negation:(config)#no ring <instance>

Show:# show ring [ <instances> ]
3.9.42.3 (config)#ring <instance> sub

Syntax:(config)#ring <instancesub[ master ] east interface <port_type> <east_port>
Parametes:

<instance 0-5>; Specify the ringhstancenumber.

sub: This is a sufing type.

[ master ] Set this ring to master ring.

east interface <port_type> <east_portSpecify the east port type (Fast Ethernet or Gigabit Ethernet) and port
number.

Explanation:Create a sub ring instance.

ExampleCreate a ring instance 3.

# config t
(config)# ring 3 ring east interface GigabitEt hernet 1/ 1

Negation:(config)#no ring <instance>
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Show:# show ring [ <instances> ]

3.9.43 (config)#rmon
3.9.43.1 (config)#rmon alarm

Syntax:(config)#rmon alarm <id> <oid_str> <interval> { absolute | delta } righrgshold <risingthreshold>
[ <rising_event_id> ] fallinthreshold <falling_threshold> [ <falling_event_id>]{ [ rising | falling | both ] }

Syntax:(config)#rmon alarm <id> { ifinOctets | ifinUcastPkts | ifinNUcastPkts | ifinDiscards | ifInErrors |
ifinUnknownProtog ifOutOctets | ifOutUcastPkts | ifOutNUcastPkts | ifOutDiscards | ifOutErrors } <ifindex>
<interval> { absolute | delta } risiAtpreshold <rising_threshold> [ <rising_event_id> ] faltimgeshold
<falling_threshold> [ <falling_event_id> ] { [ risingllihg | both ] }
Explanation:Configure RMON alarm setting@MON Alarm configuration defines specific criteria that will getgera
response events. It can be set to test data over any specified time interval and can monitor absolute or changing
values. Aarms can also be set to respond to rising or falling thresholds.
Parametes:
<id> Indicates the index of the entry. The range is from 1 to 65535.
<oid_str> The object number of the MIB variable to be sampled. Only variables of the type ifEnmay.be
sampled. Possible variables afl@Octets ifinUcastPktsifinNUcastPktsfOutDiscardsifErrors,
ifinUnknownProtosifOutOctets,ifOutUcastPktsfOutNUcastPktgfOutDiscardsifOutErrors.

<interval> The polling intervalor sampling and comping the rising and falling threshold. The range is from 1to
2"31(2147483647¥econds

{ absolute | delta } Test for absolute or relative change in the specified variable.

Absolute: The variable is compared to the thresholds at the end of the samgplériod.

Delta: The last sample is subtracted from the current value and the differenoenipared to the thresholds.
risingthreshold <rising_threshold3*f the current value is greater than the rising threshold and the last sample
value is less thathis threshold, then an alarm will be triggereffiter a rising event has been generatedhother
such event will not be generated until the sampled valuefalien below the rising threshold, reaches the falling
threshold, andagain moves back up to thesing thresholdThe threshold angeis -2147483647 t®147483647
[ <rising_event_id> Jndicatesthe rising index of an event. The range i65535.
fallingthreshold <falling_threshold3f the current value is less than the fallittgeshold, aml the last sample
value was greater than this thresholthen an alarm will be generated. After a falling event has gamerated,
another such event will not be generated until the samplatle has risen above the falling threshold, reaches
the risingthreshold, and again moves back down to the failing thresH{®ednge:2147483647 to 2147483647)

[ <falling_event_id>:]ndicatesthe falling index of an event. The rang®is65535.

{ [ rising | falling | both ] } pecifya method that is used to saple the selected variable and calculate the value
to be compared against the thresholds.

rising: Trigger alarm when the first value is larger than the rishmgshold.

falling: Trigger alarm when the first value is less than the falimgshold.
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both: Trigger alarm when the first value is larger thhg rising threshold ofessthan the falling
threshold

Negation:(config)#no rmon alarm<id>
Show:# showrmon alarm[ <id_list> ]

# show rmon history <id_list> ]
# show rmon statisticb<id_list> ]

3.9.43.2 (configl# rmon event

Syntax:(config)#mon event <id> [ log ] [ trap <community> ] { [ description <description>]}
Explanation:Configure RMON Event settings.
Parametes:
<id> Specify an ID indeXhe range is 165535.
[log } When the event is triggered, a RMON log entry will be generated.
[ trap <community>:]A passwordike community string sent with the trag\lthough the community string can
be set on this configuration page,strecommended that it be defined on the SNMP trap configuration page
prior to configuring it hereThe allowed characters afe- 127.
{ [ description <description> ] Enter a descriptive comment for this entry.

Negation:(config)#no rmon event<id>

Show:# showrmon alarm[ <id_list> ]
# show rmon history <id_list> ]

3.9.43.3 (config-if)# rmon collection history

Syntax:(configif)#rmon collection history <id> [ buckets <buckets> ] [ interval <interval> ]

Explanation:RMON History Configation is to collect statistics on a physical interface to monitor network utilization,

packet types, and errors. A RMON historical record can be used to monitor intermittent problems.
Parametes:
<id> Specify an ID index. The range 63535

[ buckets <buckets> TThe number of buckets requested for this entry. The allowed rangeG5335

[ interval <interval>:]indicatesthe polling interval. By default, 1800 seconds is specified. The allowed range is

1~3600 seconds.
Negation:(configif)#no rmon collection history <id>

Show:# show rmon history <id_list> ]
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3.9.43.4 (configif)# rmon collection stats

Syntax:(configif)#rmon collection stats <id>
Explanation:Configure RMON Statistics tahising this command
Parametes:

<id> Specify an ID index. The range 649535
Negation:(configif)#no rmon collection stats <id>

Show:# show rmon statistick<id_list> ]

3.9.44 (config-if)# shutdown

Syntax:(configif)# shutdown
Explanation:Shutdown this specific inteate.
Negation:(configif)#no shutdown

Show:# show interface ( <port_type> [ <v_port_type_list>]) status

3.9.45 (config)#smtp

3.9.45.1 (config)#smtp
Syntax:(config)#smtp
Explanation:EnableNTP client mode operation
Negation:(config)#no smtp

Show:# show smtp status

3.9.45.2 (config)#smtp auth

Syntax:(config)#smtp auth
Explanation:EnableServer authentication
Negation:(config)#no smtp auth

Show:# show smtp status
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3.9.45.3 (config)#smtp event

Syntax:(config)#smtp event] system [ warmstart ] [ coldstart] ] [ power [ powerl ] [ power2 ]] [ interface [ linkup ]
[ linkdown ] [ poe 1]

Explanation:Specifywhat events will result in alert email messages being generated and sent.
Parameters

[ system [ warmstart ] [ ddstart ] } Enable Warm Stadnd Cold Stannail event.

[ power [ powerl ] [ power2 ] JEhable Power land Power Ztatus mail event.

[ interface [ linkup ] [ linkdown ] [ poe ] Enable interface link up, linkdown, and PoE mail event.
Negation:(config)#no smtp event

Show:# show smtp status

3.9.45.4 (config)#smtp port

Syntax:(config)#smtp port [ <port_number> ]
Explanation:Set the SMTP port numberhe cfault SMTP port is 25.
Parameters

[ <port_number>]Specify SMTP port number.

Show:# show smtp status

3.9.45.5 (config)#smtp recipient

Syntax:(config)#smtp recipient <recipient_var>4{gddress <word_var>

Explanation:Configure recipient&mail addresseslp to four recipien® Email addresses may be enteréd/hen
alert events are triggeredemailmessages will be sent to the indicated email addresses.

Parameters
recipient <recipient_vafl-4>: Specify the recipient number.
ip-address <word_var>Specify the recipie@ Email address.
Negation:(config)#no smtp recipiet

Show:# show smtp status
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3.9.45.6 (config)#smtp server ipaddress

Syntax:(config)#smtp server ipaddress <word_var>
Explanation:Configure SMTP server IP address.
Parameters

ip-address <word_var>Specify SMTP server IP address.
Negation:(config)#no smtp server

Show:# show smtp status

3.9.45.7 (config)#smtp username<username> password encrypted

Syntax:(config)#smtp username <username> password encrypted <encry_password>
Explanation:Configure username and encrypted password folTEMerver authentication.
Parameters

username <usernamegpecify the valid authentication username for SMTP server.

password encrypted <encry_passwordEnter the authentication password for username of SMTP server.

Show:# show smtp status

3.9.45.8 (config)#smtp username<username> password none

Syntax:(config)#smtp username <username> password none
Explanation:Configure username for SMTP server authentication.
Parameters

username <username:specify the valid authentication username fMT3° server.

Show:# show smtp status

3.9.45.9 (config)#smtp username<username> password unencrypted

Syntax:(config)#smtp username <username> password unencrypted <password>
Explanation:Configure username and unencrypted password for SMTP seuttegratication.
Parameters

username <username:gpecify the valid authentication username for SMTP server.

passwordunencrypted <encry_password&nter the authentication password for username of SMTP server.
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Show:# show smtp status

3.9.46 (config)#snmp-server
3.9.46.1 (config)#snmp-server

Syntax:(config)#snmp-server

Explanation:Enable SNMP server service.

Example:Enable SNMP serveervice

# config t
(config)# snmp- server

Negation:(config)#no snmp-server

Show:# show snmp

3.9.46.2 (config)# snmp-server access

Syntax:(configt)#snmp-server access <group_name> model { v1 | v2c | v3 | any } level { auth | noauth | priv } [ read
<view_name> ] [ write <write_name> ]

Explanation:ConfigureSNMP access settings
Parametes:

<group_name>A string identifying the group name that this entry should belong to. The allowed string length is
1 to 32, and the allowed content is ASCII characters from 0x21 to Ox7E.

model { v1 | v2c | v3 | any:}indicates the security model that this entry shoblelong to. Possible security
models are:

any: Any security model accepted(vl|v2c|usm).

v1: Reserved for SNMPv1.

v2c:Reserved for SNMPv2c.

v3: Userbased Security Model (USM) for SNMPv3.

level { auth | noauth | priv }Indicates the securitievelthat this entry should belong to. Possible security models
are:

auth: Authentication and no privacy.
noauth: No authentication and no privacy.

priv: Authentication and privacy.
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[ read <view_name=> The name of the MIB view defining the MIB objectsviibich this request may request the
current values. The allowed string length is 1 to 32, and the allowed content is ASCII characters from 0x21 to Ox7E.

[ write <write_name>:]The name of the MIB view defining the MIB objects for which this request may
potentially set new values. The allowed string length is 1 to 32, and the allowed content is ASCII characters from
0x21 to OX7E.

Negation:(config)#no snmpserver access <group_name> model { v1 | v2c | v3 | any } level { auth | noauth | priv }

Show:# show snmp access [ <group_name>{ vl | v2c | v3 | any } { auth | noauth | priv } ]

3.9.46.3 (config)#snmp-server community v2c

Syntax:(config)#snmp-server community v2¢c <comm:>[ro | rw ]
Explanation:Configure Read or Write community string.
Parameers:

<comm > Indicate a community read or write access sttimgermit access to the SNMP agent. The allowed
string length is 0 to 255, and the allowed content is the ASCII characters from 0x21 to OX7E.

[ro | rw ]: Indicates whether the specifiedmmunity applies to read only access string or read & write access
string.

ExampleSet Write community access string to private123.

# config t
(config)# snmp- server community v2c private124 rw

Negation:(config)#no snmp-server community v2c

Show:# show snmp

3.9.46.4 (config)#smmp-server community v3

Syntax:(config)#ssnmpserver community v3 <v3_comm> [ <v_ipv4_addr> <v_ipv4_netmask> ]
Explanation:Configure SNMP server community v3 value.
Parametes:

<v3_comm3>Specify SNMPVv3 community string.

[ <v_ipv4_addr> <v_ipv4_neksk> ] Specify IPv4 address and subnet mask address.
Negation:(config)#no snmp-server community v3word127>

Show:# show snmp
# show snmp community v3
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3.9.46.5 (config)#snmp-server contact

Syntax:(config)#snmp-server contact <v_ie255>
Explanation: Configure system contact information.

Parameters:

¢
puf
P
&
ax
ax

<v_line255>Specify system contact informatiofhis could be apersénd y I YS 3 S Ydtherf |
descriptions. The allowed string length ig B55 and the allowed content the ASCII characters from 8226.

ExampleSetsystem contact information téadmin@acme.coih

# config t
(config)# snmp- server contact admin@acme.com

Negation:(config)#no snmp-server contact

3.9.46.6 (config)#snmp-server engined local

Syntax:(config)#snmpserver emineid local <enginelD>

Explanation:Configure SNMP server v3 Engine ID value.

Parametes:
<enginelD>Indicates the SNMPv3 engine ID. The string must contain an even number (in hexadecimal format)
with number of digits between 10 and 64, but-a#ircs and alfF's are not allowed. Changes to the Engine ID will
clear all original local users.

Negation:(config)#no snmp-serverenginead-id local

Show:# show snmp

3.9.46.7 (config)#snmp-server host

Syntax:(config)#snmp-server host <conf_name>
Exgdanation: Configure SNMP server hostname.
Parametes:

<conf_nameword 32> Specify a host nam@ncedEntek is pressed, the CLI prompt changesdonfigsnmps
host)#

ExampleSet SNMP server hostname to RemoteSnmp

# configt
(config)# snmp- server host RemoteSnmp

Negation: (config)#snmpserver host <conf_name>
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Show:# show snmp host [ <conf_name> ] [ system ] [ switch ] [ power ][ interface ] [ aaa ]

3.9.46.8 (config)#snmp-server location

Syntax:(config)#snmp-server location <v_line255>
Parameters:
<v_lhe255>:Specify the descriptive location of this devidhe allowed string length isQ0255.

Example:Set the location t@iCabinet A22

# config t
(config)# snmp- server location Cabinet A22

Negation:(config)#no snmp-serverlocation

3.9.46.9 (config)#snmp-server securityto-group model

Syntax:(configt)#snmp-server securitsto-group model { v1 | v2c | v3 } hame <security_name> group <group_name>
Explanation:ConfigureSNMPv3 Group settings
Parametes:

{v1|v2c | v3}Indicates the security model that this entrigauld belong to.

<security_name>A string identifying the security name that this entry should belong to. The allowed string
length is 1 to 32, and the allowed content is ASCII characters from 0x21 to Ox7E.

<group_name?>A string identifying the groupame that this entry should belong to. The allowed string
length is 1 to 32, and the allowed content is ASCII characters from 0x21 to Ox7E.

Negation:(config)#no snmpserver securityto-group model { v1 | v2c | v3 } name <security_name>

Show:# show snmpsecurityto-group [ { v1 | v2c | v3 } <security _name> ]

3.9.46.10 (config)#snmp-server trap

Syntax:(config)#snmp-server trap
Explanation:Enable SNMP server trap function.

Example:Enable SNMP server trap function.

# config t
(config)# snmp- server trap

Negation:(config)#no snmp-server trap
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Show:# show snmp

3.9.46.11 (config)#snmp-server user

Syntax:(configt)#snmp-server user <username> engtte<enginelD> [ { md5 <md5_passwd> | sha <sha_passwd> }
[ priv { des | aes } <priv_passwd>]]

Explanation: ConfigureSNMPv3 User settings
Parametes:

<usernameword 32> A string identifying the user name that this entry should belong to. The allowed string
length is 1 to 32, and the allowed content is ASCII characters from 0x21 to Ox7E.

engineid <enginelD>An octet string identifying the engine ID that this entry should belong to. The string must
contain an even number (in hexadecimal format) with number of digits between 10 and 64,-betcgland all

'F's are not allowed. The SNMPv3 arcHitee uses the Usebased Security Model (USM) for message security

and the Viewbased Access Control Model (VACM) for access control. For the USM entry, the usmUserEnginelD
and usmUserName are the entry's keys. In a simple agent, usmUserEnginelD ighatvagsnt's own

snmpEnginelD value. The value can also take the value of the snmpEnginelD of a remote SNMP engine with
which this user can communicate. In other words, if user engine ID equal system engine ID then it is local user;
otherwise it is a remat user.

{ md5 <md5_passwd> | sha <sha_passwdrdicates the authentication protocol that this entry should belong
to. Possible authentication protocols are:

md5 <md5_passwd>An optional flag to indicate that this user uses MD5 authentication protdcestring
identifying the authentication password phrase. For MD5 authentication protocol, the allowed string length
is 8 to 32 characters. For SHA authentication protocol, the allowed string length is 8 to 40 characters. The
allowed content is ASCII claaters from 0x21 to OX7E.

sha <sha_passwdAn optional flag to indicate that this user uses SHA authentication protacsiting
identifying the authentication password phrase. For MD5 authentication protocol, the allowed string length
is 8 to 32 charders. For SHA authentication protocol, the allowed string length is 8 to 40 characters. The
allowed content is ASCII characters from 0x21 to Ox7E.

[ priv { des | aes } <priv_passwd=> ]rjdicates the privacy protocol that this entry should belong to.sitxe
privacy protocols are:

DESAn optional flag to indicate that this user uses DES authentication protocol.
AESAnN optional flag to indicate that this user uses AES authentication protocol.

<priv_passwd>A string identifying the privacy passwqptirase. The allowed string length is 8 to 32, and
the allowed content is ASCII characters from 0x21 to Ox7E.

Negation:(config)#no snmpserver user <username> engite<enginelD>

Show:#show snmp user [ <username> <enginelD> ]

3.9.46.12 (config)#snmp-server version

Syntax:(config)#snmp-server version { vl | v2c | v3 }
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Explanation:Configure SNMP server version.
Parametes:
{vl|v2c|v3}: Specify which SNMP server version you want to use.

Example:Set SNMP server version to v3.

# config t
(config)# snmp - server version v3

Negation:(config)#no snmp-serverversion

Show:# show snmp

3.9.46.13 (config)#snmp-server view

Syntax:(configt)#snmp-server view <view_name> <oid_subtree> { include | exclude }
Explanation:ConfigureSNMPv3 MIB view name
Parametes:

<view_name>A string identifying the view name that this entry should belong to. The allowed string length
is 1 to 32, and the allowed content is ASCII characters from 0x21 to OX7E.

<oid_subtree>The OID defining the root of the subtree &dd to the named view. The allowed OID length
is1to 128.

{include | exclude:}indicates the view type that this entry should belong to. Possible view types are:
included: An optional flag to indicate that this view subtree should be included.
excluded: An optional flag to indicate that this view subtree should be excluttedeneral, if a view
entry's view type is 'excluded’, there should be another view entry existing with view type as 'included'
and it's OID subtree should overstep the 'excludadw entry.

Negation:(config)#no snmpserver view <view_name> <oid_subtree>

Show:# show snmp view [ <view_name> <oid_subtree> ]

3.9.46.14 (config-if)# snmpserver hosiconf_name> traps

Syntax:(configif)# snmpserver host <conf_name> trapsiup ] [ linkdown ] poe]
Explanation:Configure SNMP trap eversr the selected interface
Parametes:

<conf_nameword 32> Specify the name of the trap.
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traps [ linkup ][ linkdown ]poe]: Enable the selected interfac@sap events.
[ linkup ]: Port link up trap.
[ linkdown ]: Port link down trap.
[ poe]: PoE(Power over Ethernetrap.

Negation:(configif)#no snmpserver host <conf_name> traps

3.9.46.15 (config:snmpshost)# alarm

Syntax:(configsnmpshost)#alarm [ power [ powet ] [ power2 ] ]
Explanation:Configure power alarms for this host.
Parametes:

[ power [ powerl ] [ power2 ] ]initiate power alarms when Power 1 or Power 2 fails.

3.9.46.16 (config:snmpshost)# host<v_ipv6_ucast>

Syntax:(configsnmpshost)#hog <v_ipv6_ucast> [ <udp_port> ] [ traps | informs ]

Explanation:Indicates the SNMP trap destination address.

Parametes:
<v_ipv6_ucast>Specify the IPv6 addredsallows a valid IP address in dotted decimal notation ('x.y.z.w'"). Also
allowed is a alid hostname. A valid hostname is a string drawn from the alphabgt &%), digits (€9), dot (.)
and dash+). Spaces are not allowed. The first character must be an alpha character, and the first and last

characters cannot be a dot or a dash.

[ <udb_port>} Indicates the SNMP trap destination port. SNMP Agent will send SNMP message via this port, the
port range is 1~65535. The default SNMP trap port is 162.

[ traps | informs ] Specify one of the options.

Negation:(configsnmpshost)#no host

3.9.46.17 (config-snmpshost)# host<v_ipwv_ucast>

Syntax:(configsnmpshost)#host { <v_ipv4_ucast> | <v_word45> } [ <udp_port>] [ traps | informs ]
Explanation:Configurethe SNMP trap destinatioliPv4address.
Parametes:

{ <v_ipv4_ucast> | <v_wd45> } Indicates the SNMP trap destination address. It allows a valid IP address in
dotted decimal notation ('x.y.z.w'"). Also allowed is a valid hostname. A valid hostname is a string drawn from the
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alphabet (AZ a-z), digits (69), dot (.) and dash)( Spaces are not allowed. The first character must be an alpha
character, and the first and last characters cannot be a dot or a dash.

[ <udp_port>]Indicates the SNMP trap destination port. SNMP Agent will send SNMP message via this port, the
port range is 1~65535. The default SNMP trap port is 162.
[ traps | informs ] Specify one of the options.

Negation:(configsnmpshost)#no host

3.9.46.18 (config-snmpshost)# version

Syntax:(configsnmpshost)#version { v1 [ <vl_comm>]| v2 [ <v2_comifv3 [ probe | enginelD
<v_word10_to_32> ][ <securtyname>]}

Parametes:

{vl[<vl _comm>]|v2[<v2_comm>]|v3][probe | enginelD <v_word10_to_32> ] [ <securtynanspetify
one of the SNMP versions.

vl [vl_comm]: SupportSNMPv1 and trapommunityaccess string whesending SNMP trap packet. The
allowed string length is 0 to 255, and the allowed content is ASCII characters from 0x21 to Ox7E.

v2 [v2_comm]:Support SNMPv2and trap communityaccess string whesending SNMP trap packet. The
allowed string length is 0 to 255, and the allowed content is ASCII characters from 0x21 to Ox7E.

v3[ probe | enginelD <v_word10_to_32>] [ <securtyname:Slhpport SNMPv3.

[ probe | enginelD <v_word10_to_32=> ]Jindicates the SNMP trap probe secutygine IDor SNMP

trap security engine ID. SNMPv3 sends traps and informs use USM for authentication and privacy. A
unique engine ID for these traps and informs is needed. When "Trap Probe Security Engine ID" is
enabled, the ID will be probed automatiga Otherwise, the ID specified in this field is used. The string
must contain an even number (in hexadecimal format) with number of digits between 10 and 64, but
all-zeros and allF's are not allowed.

[ <securtyname>:]indicates the SNMP trap secyrihame. SNMPv3 traps and informs use USM for
authentication and privacy. A unigue security name is needed when traps and informs are enabled.

Explanation:Configure SNMP version and its corresponding values.

Example:Support SNMPv2c version.

# config t
(config - snmps- host )# version v2 public

Negation:(configsnmpshost)#no version

202



CHAPTER
INTRODUCTIONDCLI

3.9.46.19 (config-snmpshost)# informs retries

Syntax:(configsnmpshost)#informs retries <retries> timeout <timeout>
Explanation:Configure SNMP trap retry times and timeout.
Parametes:
<retries> Indicates the SNMP trap inform retry times. The allowed range is 0 to 255.
<timeout> Indicates the SNMP trap inform timeout. The allowed range is 0 to 2147.

Negation:(configsnmpshost)#no informs

3.9.46.20 (config-snmpshost)# shutown

Syntax:(configsnmpshost)#shutdown
Parametes: None.
Explanation:Disable theSNMPtrap mode.

ExampleDisable theSNMPtrap mode.

# config t
(confi g- snmps- host )# shutdown

Negation:(configsnmpshost)#no shutdown

3.9.46.21 (config:snmpshost)# traps

Syntax:(configsnmpshost)#traps [ aaa authentication ] [ system [ coldstart ] [ warmstart ] ] [ switch [stp][rmon]]

[ power [ powerl ] [ power2]]
Explanation:Configure SNMP trap events.

Parametes:

[ aaa authentication:JAuthentication,Authorization and Accountind\ trap will be issued at any authentication

failure.

[ system [ coldstart ] [ warmstart ] The system trap events include the following.
coldstart: The switch has booted from a powered off or due to power cycling (poavierré).
warmstart: The switch has been rebooted from an already powered on state.

[ switch [ stp ] [ rmon ]:]indicates that the Switch group's traps. Possible traps are:

stp: Enable STP trap.
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rmon: Enable RMON trap.
[ power [ powerl ] [ power2 J: Indicateswhich power failure will trigger a SNMP trap.

Example:Send a trap notice when any authentication fails.

# config t
(config - snmps- host )# traps aaa authentication

Negation:(configsnmpshost)#no traps

Show:# show snmp host [ <conf_name> ] [ system ] [ switchnidrface ] [ aaa ]

3.9.47 (config)#spanningtree
3.9.47.1 (config)#spanningtree aggregation

Syntax:(config)# spanningree aggregation

Explanation:Enableaggregation mode of Spanning Tree

# config t
(config)# spanning - tree aggregation
(config -stp - aggr#

Show:# show spanningree

3.9.47.2 (config-stp-aggr)#spanning-tree

Syntax:(configstp-agg)# spanningree
Explanation:EnableSpanning Tree under aggregation mode
Negation:(config-stp-aggd# no spanningree

Show:# show spannindree

3.9.47.3 (configstp-aggr)#spanningtree auto-edge

Syntax:(configstp-agg)# spanningtree auto-edge

Explanation:Enableauto edge functionWhen enabled, a port is automatically determined to be at the edge of the
network when it receives no BPBU

Negation:(config-stp-aggd# no spanningtree auto-edge

Show:# show spannindree
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3.9.47.4 (configstp-aggr)#spanningtree bpduguard

Syntax:(configstp-agg)# spanningtree bpduguard

Explanation:EnableBPDU guard functiofmhis feature protets ports from receiving BPDUsc#n prevent loops by
shutting downa port when a BPDU is receivatstead of putting it into the spanning tree discarding stdfenabled,
the port will disable itself upon receiving valid BPDU's.

Negation:(configstp-aggd# no spanningree bpduguard

Show:# show spanningdree

3.9.47.5 (configstp-aggr)#spanningtree edge

Syntax:(configstp-agg)# spanningtree edge
ExplanationL ¥ |y AYyGSNFIF OS Aa FddGFrOKSR (2 SyR y2RS&axz &2dz Ol y
Negation:(config-stp-agg)# no spanningiree edge

Show:# show spanningree

3.9.47.6 (configstp-aggr)#spanningtree link-type

Syntax:(configstp-agg)# spanningtree link-type { pointto-point | shared | auto }
Explanation:Configure the link type attached &mn interface.
Parameters:
{ pointto-point | shared | auto } Select the link type attached to an interface.
point-to-point: It is a pointto-point connection.
shared It is a shared medium connection

auto: The switch automatically determines wheththe interface is attached to a poHb-point link or
shared medium.

Negation:(config-stp-agg)# no spanningree link-type

Show:# show spannindree

3.9.47.7 (configstp-aggr)#spanningtree mst <instance> cost

Syntax:(configstp-agg)# spannirg-tree mst <instance> cost { <cost> | auto }

Explanation:Configure MSTI and {ath cost value
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Parameters:

mst <instance0-15> Specify MST instance number. Sped¥/to denote CIST. Specii§-15¢ to denote MSTI 4
15.

cost { <cost> | auto:} Pecify aPath costvalue thatis used to determine the best path between devicealid
values arel to 200000000L ®dziti2 ¢  YspeRified theisystem automatically detects the speed and duplex
mode to decide the path cosPlease note that path costikes precedence over port priority.

Negation:(config-stp-agg)# no spanningree mst <instance> cost

Show:# show spannindree

3.9.47.8 (configstp-aggr)#spanningtree mst <instance> porpriority

Syntax:(configstp-agg)# spanningtree mst <instace> portpriority <prio>
Explanation:Configure MSTI and f@sort priority.
Parameters:

mst <instance0-15> Specify MST instance number. Sped¥/to denote CIST. Specii§-15¢ to denote MSTI 4
15.

port-priority <prio> Specify a port priorityalue
Negation:(config-stp-aggd# no spanningree mst <instance> pospriority

Show:# show spannindree

3.9.47.9 (configstp-aggr)#spanningtree restrictedrole

Syntax:(configstp-agg)# spanningtree restrictedrole

Explanation:Enable restidted role functionlf enabled, this causes the port not to be selectedRoot Port for the
CIST or any MSTI, even if it has the best spanreegriority.

Negation:(config-stp-agg)# no spanningree restrictedrole

Show:# show spannindree

3.9.47.10 (configstp-aggr)#spanningtree restrictedtcn

Syntax:(configstp-agg)# spanningtree restrictedtcn

Explanation:Enable restricted TCN functiolfienabled, this causes the port not to propagateeived topology
change notifications and topoyry changes to othgports.

Negation:(configstp-agg)# no spanningree restrictedtcn
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Show:# show spanningdree

3.9.47.11 (config)#spanningtree edge bpdtfilter

Syntax:(config)# spanningree edge bpdtfilter

Explanation:Enable edge BPDU fitteg function The purpose of Port BPDU Filtering is to prevent the switch from
sending BPDU frames on ports that are connected to end devices.

Example:Enable edge BPDU filtering function

# config t
(config)# spanning - tree edge bpdu - filter

Negation:(config)#no spanningree edge bpdtilter

Show:# show spannindree

3.9.47.12 (config)#spanningtree edge bpduguard

Syntax:(config)# spanningree edge bpdeguard

Explanation:Enable edge BPDglard function. Edge ports generally connect directly to PC, file serveriaters.
Therefore, edge ports are configured to allow rapid transition. Under normal situations, edge ports should not receive
configuration BPDUs. However, if they do, this probably is due to malicious attacks-settimgs. When edge ports
receive onfiguration BPDUSs, they will be automatically set to +olye ports and start a new spanning tree
calculation process.

BPDU Guard is therefore used to prevent the device from suffering malicious attacks. With this function enabled,
when edge ports recee configuration BPDUs, STP disables those affected edge ports. After a period of recovery time,
those disabled ports are factivated.

Example:Enable edge BPDguiardfunction.

# config t
(config)# spanning - tree edge bpdu - guard

Negation:(config)#no spanningree edge bpdeguard

Show:# show spannindree

3.9.47.13 (config)#spanning-tree mode

Syntax:(config)#spanningtree mode { stp | rstp | mstp }
Parameters:
{ stp | rstp | mstp } Specify one of the STP protocol versions.

Explanation:Configure the desired STiotocol version.
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Example:Set the spanning tree mode to MSTP

# config t
(config)# spanning - tree mode mstp

Negation:(config)#no spanningree mode

Show:# show spanningdree

3.9.47.14 (config)#spanningtree mst<instance> priority <prio>

Syntax:(config)#spamingtree mst <instance> priority <prio>
Parameters:

<instance 0-7>; Specify an instance 1B0¢ means CIST1-7¢ means MSTI-Y.

<prio: 0-61440> Specify a priority value.
Explanation:Specifyan appropriate priority fora MSTI instance. Bridge prity is used in selecting the root device,
root port, and designated port. The device with the highest priority becomes the root device. However, if all devices
have the same priority, the device with the lowest MAC address will then become the rooedB\ite that lower
numeric values indicate higher priority. The bridge priority plus the MSTI instance number, concatenated with the 6

byte MAC address of the switch forms a Bridge Identifier.

Example:Map MST Instance 1 to priority 61440

# config t
(config)# spanning - tree mst 1 priority 61440

Negation:(config)#no spanningiree mst <instance> priority

Show:# show spannindree

3.9.47.15 (config)#spanningtree mst<instance>vlan <v_vlan_list-

Syntax:(config)#spanningtree mst <instance> vlan <v_vlan_list>
Parameters:
<instance 0-7> Specify an instance I8¢ means CISTd-7¢ means MSTI-Z.

<v_vlan_list>Specify a list of VLANSs for the specified MST inst@epmarate VLANs with a comma and use
hyphen to denote a range of VLANs. (Example: 2500

Explanation Specify VLANs mapped to a certain MSTI. Both a single VLAN and a range of VLANSs are allowed.

Example:Map MST Instance 1 to VLAN 90 and VLANID31
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# config t
(config)# spanning - tree mst 1 vlan 90,101 - 105

Negation:(config)#no spanningree mst <instance> vlan
3.9.47.16 (config)# spanningtree mst forwardtime

Syntax:(config)#spanningtree mst forwardtime <fwdtime>
Parameters:
<fwdtime: 4-30>; Specify forward delay value between 4 and 30 (seconds).

Explanation:Fort STP bridges, the Forward Delay is the time speetadh Listening and Learning state before the
Forwarding state is entered. This delay occurs when a new bridge comes onto a network.

Example:Set the forward delay to 15 seconds.

# config t
(config)# spanning - tree mst forward - time 15

Negation:(config)#no spanningree mst brward-time

Show:# show spanningree

3.9.47.17 (config)#spanning-tree mst maxage

Syntax:(config)#spanningtree mst maxage <maxagepforward-time <fwdtime> ]
Parameters:
<maxage6-40>; Specify the max age value. The valid range is fron¥6.to
[ forward-time <fwdtime> ] Fort STP bridges, the Forward Delay is the time spent in each Listening and Learning
state before the Forwarding state is entered. This delay occurs when a new bridge comes onto a network. Valid
values are 430 seconds.
BExplanation: If another switch in the spanning tree does not send out a hello packet for a period of time, it is
considered to be disconnected. Valid values are 6 to 40 seconds, and Max Age values must be smaller than or equal to

(Forward Delayt)*2.

Exampé: Set the max age to 20 seconds.

# config t
(config)# spanning -treemstm ax-age 20

Negation:(config)#no spanningree mst maxage

Show:# show spannindree
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3.9.47.18 (config)#spanningtree mst maxhops

Syntax:(config)#spanningtree mst maxhops <maxhops>
Paraneters:
<maxhops>Specify the maximum hop count value. The valid range is from 6 to 40.
Explanation: The maximum number of hops allowed for MST region before a BPDU is discarded. Each bridge
decrements the hopcount by one before passing on the BPMWhen the hop count reaches zero, the BPDU is

discarded. The default hop count is 20. The allowed rangels 6

Example:Set the maximum hop count to 20.

# config t
(config)# spanning -tree mstmax - hops 20

Negation:(config)#no spanningree mst maxhops

Show:# show spaningtree

3.9.47.19 (config)#spanning-tree mst name

Syntax:(config)# spanningree mst name <name> revision <v_0_to_65535>

Parameters:
name <name>Specifyay F YS F2NJ 6 KAa a{¢L®d . & RSTldzZ G GKS &a6AlGOK
is  characters. In order to share spanning trees for MSTI, bridges must have the same configuration name and
revision value.
revision <v_0_to_65535:8pecify aevision number for this MSTI. The allowed rangeq$6535.

Explanation:Configure a name ahrevision number for this MSTI.

Negation:(config)#no spanningree mst name

Show:# show spannindree

3.9.47.20 (config)#spanningtree recovery interval

Syntax:(config)#spanningtree recovery interval <interval>
Parameters:

<intervab: The ime that has to pass before a port in the engisabled state can be enabled. The allowed range
is 30¢ 86400(second}.

Explanation:When enabled, a port that is in the errdisabled state can automatically be enabled after a certain time.
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Example:Sd the spanning tree recovery interval to 50.

# config t
(config)# spanning - tree recovery interval 50

Negation:(config)#no spanningree recovery interval

Show:# show spanningdree

3.9.47.21 (config)#spanning-tree transmit hold-count

Syntax:(config)#spanningtree transnit hold-count <holdcount>
Parameters:

<holdcount1-10>: Specify the transmit hotdount. The allowed transmit hold count is 1 to 10.
Explanation:The number of BPDU sent by a bridge port per second. When exceeded, transmission of the next BPDU
will be delayed. By default, it is set to 6. The allowed transmit hold count is 1 to 10. Please note that increasing this
value might have a significant impact on CPU utilization and decreasing this value might slow down convergence. It is

recommended to remain @nsmit Hold Count to the default setting.

Example:Set the spanning tree transmit hetbunt to 6.

# config t
(config)# spanning - tree transmit hold - count 6

Negation:(config)#no spanningree transmit holdcount

Show:# show spanningree

3.9.47.22 (configif)# spanning-tree

Syntax:(configif)# spanningree
Explanation:EnableSpanning Tree on this interface
Negation:(configif)#no spanningree

Show:# show spannindree

3.9.47.23 (configif)# spanningtree auto-edge

Syntax:(configif)# spanningtree auto-edge

Explanation:Enableauto edge function on this interfac&/hen enabled, a port is automatically determined to be at
the edge of the network when it receives no BPDUs.

Negation:(configif)#no spanningtree auto-edge
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Show:# show spanningdree

3.9.47.24 (configif)# spanningtree bpduguard

Syntax:(configif)# spanningtree bpduguard

Explanation:EnableBPDU guard function on this interfackhis feature protects ports from receiving BPDUsalit
prevent loops by shutting dowaport when a BPDU igceivedinstead of putting it into the spanning tree discarding

state.If enabled, the port will disable itself upon receiving valid BPDU's.
Negation:(configif)#no spanningtree bpduguard

Show:# show spannindree

3.9.47.25 (configif)# spanningtree edge

Syntax:(configif)# spanningtree edge

ExplanationL ¥ 'y Ay GiSNFIFOS Aa |GGl OKSR (2

w
<
Pl

Negation:(configif)#no spanningree edge

Show:# show spanningdree

3.9.47.26 (configif)# spanningtree link-type

Syntax:(configif)# spanningtree link-type { pointto-point | shared | auto }
Explanation:Configure the link type attached to an interface.
Parameters:
{ pointto-point | shared | auto } Select the link type attached to an interface.
point-to-point: It is a pointto-point connection.

shared It is a shared medium connection

y2RS&asz &2dz Oty

auto: The switch automatically determines whether the interface is attached to a foi#pbint link or

shared medium.
Negation:(configif)#no spanningree link-type

Show: # show spannindree
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3.9.47.27 (configif)# spanningtree mst <instance> cost

Syntax:(configif)# spanningtree mst <instance> cost { <cost> | auto }
Explanation:Configure MSTI and {ath cost value
Parameters:

mst <instance0-15> Spedy MST instance number. Speaif¥ to denote CIST. Specii§-15¢ to denote MSTI 4
15.

cost { <cost> | auto:} Specify @&ath costvalue thatis used to determine the best path between devicalid
values arel to 200000000L ®dziti2 ¢  YspeRiftal, theisystem automatically detects the speed and duplex
mode to decide the path cosRlease note that path cost takprecedence over port priority.

Negation:(configif)#no spanningree mst <instance> cost

Show:# show spannindree

3.9.47.28 (corig-if)# spanningtree mst <instance> porpriority

Syntax:(configif)# spanningtree mst <instance> potpriority <prio>
Explanation:Configure MSTI and {Bort priority.
Parameters:

mst <instance0-15> Specify MST instance number. Sped¥to denote CIST. Specif§-15¢ to denote MSTI 4
15.

port-priority <prio> Specify a port priority value
Negation:(configif)#no spanningree mst <instance> pospriority

Show:# show spanningree

3.9.47.29 (configif)# spanningtree restrictedrole

Syntax:(configif)# spanningtree restrictedrole

Explanation:Enable restricted role functiorf enabled, this causes the port not to be selecésdRoot Port for the
CIST or any MSTI, even if it has the best spanréegriority.

Negation:(config-if)#no spanningree restrictedrole

Show:# show spannindree
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3.9.47.30 (configif)# spanningtree restrictedtcn

Syntax:(configif)# spanningtree restrictedtcn

Explanation:Enable restricted TCN functioifi.enabled, this causes the port him propagatereceived topology
change notifications and topology changes to otperts.

Negation:(configif)#no spanningree restrictedtcn

Show:# show spanningdree

3.9.48 (config-if)# speed
Syntax:(configif)#speed {1000 | 100 | 10 |auto { 10][100][10001}}

Explanation:Configure port speed for this specific interface
Negation:(configif)#no speed

Show:# show interface ( <port_type> [ <v_port_type_list>]) status

3.9.49 (config)#switchport
3.9.49.1 (config)#switchport vlan mapping

Syntax:(config)#switchport vilan mapping <grou> <vlan_list> <translation_vlan>

Explanation:VLAN Translation is especially useful for users who want to translate the original VLAN ID to a new VLAN
ID so as to exchange data across déferVLANs and improve VLAN scaling. VLAN translation replaces an inceming C
VLAN tag with an-BLAN tag instead of adding an additional tag. When configuring VLAN Translation, both ends of the
link normally must be able to replace tags appropriately. Imeotwords, both ends must be configured to translate

the GVLAN tag to -§¥LAN tag and-8LAN tag to &/LAN tag appropriately in a network. Note that only access ports

support VLAN translation. It is not recommended to configure VLAN Translation on tmisk p
Parameters:
<grouplD: 128> Indicate the Group ID that applies to this translation rule.
<vlan_list>Indicate the VLAN ID that will be mapped to a new VID.
<translation_vlan>Indicate the new VID to which VID of ingress frames will be clitange

Example:Map the group ID 5 with VLAN ID 100 to be translated to 201.

# config t
(config)# switchport vlan mapping 5 100 201

Negation:(config)#no switchport vlan mapping <group> <v_vlan_id_from>
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3.9.49.2 (configif)# switchportaccess vlan

Syntax:(configif)# switchpot access vlan <pvid>
Explanation:Configure access VLAN ID for this interface.
Parameters:

<pvid>: Indicatethe access VLAN ID (PVID) for this interface.

Example:Set the interface ® access VLAN ID to 10.

# config t

(config)# i nterface GigabitEthernet 1/1
(config - if)# switchport access vlan 10
(config - if)#

Negation:(config-if)# no switchport access vlan

Show:# showvlan status

3.9.49.3 (configif)# switchport forbidden vian

Syntax:(configif)# switchport forbidden vlan { add | remove } <vlan_list>
Explanation:Add or remove a port from the forbidden VLAN list.
Parameters:
{add | remove } Add or remove this specific interface from the forbidden VLAN list.
<vlan_list> Specify the VLAN ID.
Negation:(configif)# no switchport access vlan

Show:>show switchport forbidden [ { vlan <vid>} | { name <name>} ]
# show switchport forbidden [ { vlan <vid>} | { name <name> } ]

3.9.49.4 (configif)# switchport hybrid acceptabldrame-type

Syntax:(configif)# switchport hybrid acceptablrame-type { all | tagged | untagged }

Explanation:Configurethe acceptedrame types. Available options includall€ (accept all frames)tagged (accept
only tagged framesjuntagged (accept only untagged framegjhis parameter affects VLAN ingress processing. If the
port only accepts tagged frames, untagged frames reskion the port are discarde@®y default, frame type is set to
All.

Parameters:

{ all | tagged | untagged:}Specify the frame type for this interfackvailable options includéall¢ (accept all
frames),dtagged (accept only tagged framesjintagged (accept only untagged frames).
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Negation:(configif)# no switchport hybrid acceptablFame-type

Show:# showvlan status

3.9.49.5 (configif)# switchport hybridallowed vian

Syntax:(configif)# switchport hybrid allowed vlan { all | none | [ addrémove | except ] <vlan_list>}
Explanation:Configureallowed VLANwhenthis interface is in hybrid mode
Parameters:
{all | none | [ add | remove | except ] <vlan_list> $pecify one of the options.
all: All VLANs
none: No VLANs
add: AddVLANS to the current list
remove: Remove VLANS from the current list
except All VLANs except the followisgecified in <vlan_list>
<vlan_list>:Specify the VLAN list.
Negation:(configif)# no switchport hybrid allowed vlan

Show:# showvlan statts

3.9.49.6 (configif)# switchport hybridegresstag

Syntax:(configif)# switchport hybrid egrestag { none | all [ excephative ] }
Explanation:Determines egress tagging of a port.
Parameters:
{none | all [ excepnative ] } Determines egrestgging of a port.
none: All VLANSs are untagged.
all: All VLANs are tagged
all [exceptnative]: All VLANs except the configured PVID will be tagged.
Negation:(configif)# no switchport hybrid egressag

Show:# showvlan status
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3.9.49.7 (conig-if)# switchport hybrid ingresdiltering

Syntax:(configif)# switchport hybrid ingreséiltering

Explanation:Enable ingress filtering function on this specific interfd€éngress Filtering is enabled and the ingress
port is not a member of a VLABe frame from the ingress port is discarded. By default, ingress filtering is disabled.

Negation:(configif)# no switchport hybrid ingresgltering

Show:# showvlan status

3.9.49.8 (configif)# switchport hybrid native vian

Syntax:(configif)# switchport hybrid native vlan <pvid>

Explanation:Configures the VLAN identifigr Hybrid modefor the port. The allowed values are frahthrough4095
The default value i&.

Parameters:
<pvid>:Specify the port VLAN ID for this specific interface.
Negation:(configif)# no switchport hybrid native vlan

Show:# showvlan status
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Syntax:(configif)# switchport hybrid porttype { unaware | eport | s-port | s-customport }

Explanation:Configure theport typein Hybrid moddor the port.

Parameters:

{ unaware | eport | s-port | s-customport . ¢ K SNB |

NB

egress action is described in the following table.

F2dzNJ L2 NI (e LisSa

Action
Port Type

Ingress Action

Egress Action

When a tagged frame is received on a port,

1. If the tagged frame with TPID=0x8100,
becomes a doubkag frame and is
forwarded.

The THD of frame transmitted by
Unaware port will be set to 0x810(
The final status of the frame afte
egressing are also affected by egre

Unaware 2. If the TPID of tagged frame is not 0x81 rule.
(ex. 0x88A8), it will be discarded.
When an untagged frame is received on a pq
a tag (PVID) is attached and then forwarded.
When a taggd frame is received on a port, The TPID of frame transmitted by
1. If a tagged frame with TIPID=0x8100, it port will be set to 0x8100.
forwarded.
Gport 2. If the TPID of tagged frame is not 0x81
(ex. 0x88A8), it will be discarded.
When an untagged frame igceived on a port
a tag (PVID) is attached and then forwarded.
When a tagged frame is received on a port, | The TPIDf frame transmitted by S
1. If a tagged frame with TPID=0x8BAt is | port will be set to 0x88A8
forwarded.
Sport 2. If the TPID of tagged frame is not 0x88

(ex. 0x8810), it will be discarded.

When an untagged frame is received on a p(
a tag (PVID) is attached and then forwarded.

Scustom port

When a tagged frame is received on a port,

1. If a tagged frame with TPID=0x8BAt is
forwarded

2. If the TPID of tagged frame is not 0x88
(ex. 0x8810), it will be discarded.

When an untagged frame is received on a po

a tag (PVID) is attached and then forwarded.

The TIPID of frame transmitted by
customport will be set to an self
customized value, which can be s
by the user using the column ¢
Ethertype for Custom-gorts.

Negation:(configif)# no switchport hybrid portype

Show:# showvlan status

I @1 At of
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3.9.49.10 (configif)# switchport mode

Syntax:(configif)# switchport mode { acceqgrunk | hybrid }
Explanation:Configure VLAN mode for this specific interface.
Parameters:

{ access | trunk | hybrid:}Specify the VLAN mode.
Negation:(configif)# no switchport mode

Show:# showvlan status

3.9.49.11 (configif)# switchporttrunk allowed vian

Syntax:(configif)# switchport trunk allowed vian { all | none | [ add | remove | except ] <vlan_list>}
Explanation:Configureallowed VLANwhenthis interface is inrunk mode.
Parameters:
{all | none | [ add | remove | except kvlan_list>}Specify one of the options.
all: All VLANs
none: No VLANs
add: Add VLANS to the current list
remove: Remove VLANS from the current list
except All VLANs except the followisgecified in <vlan_list>
<vlan_list>:Specify the VAN list.
Negation:(configif)# no switchport trunk allowed vian

Show:# showvlan status

3.9.49.12 (configif)# switchport trunk nativevlan

Syntax:(configif)# switchport trunk nativevlan <pvid>
Explanation:Configure native VLAN ID in trunk mdde this specific interface.
Parameters:

<pvid>:Specify the port VLAN ID for this specific interface.

Negation:(configif)# no switchport trunk native vlan
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Show:# showrunning-config

3.9.49.13 (config-f)# switchport trunk vlan tag native

Syntax: (configif)# switchport trunk vlan tag native
Explanation:Configurethis specific interfacéo tag native VLAN traffic.

Negation:(configif)# no switchport trunk vlan tag native

3.9.49.14 (configrif)# switchport vlan ipsubnet id

Syntax:(configif)# switchport vlan ipsubnet id <vce_id> <ipv4> vlan <vid>

Explanation:IP Subnebased VLAN configuration is to map untagged ingress frames to a specific VLAN if the source
address is found in the IP subretVLAN mapping table. When IP subbesedVLAN classification is enabled, the
source address afintagged ingress frames are checked against the IP sabAdt AN mapping table. If an entry is
found for that subnet, these frames are assigned to the VLAN indicated in the entry. If no IP subnehisdmihe
dzy G 33SR FTNIYSa INB OftlaaAFTASR a o0Stz2y3ay3a G2 G4KS N

&
O

Parameters:
<vce_id 1-128>: Specifyndex of the entry. Valid range 1s-128.
<ipv4= Specify IP address and subnet mask. The formatxs.xx.xx/mm.mm.momm.
<vid> Indicate the VLAN ID.

Negation:(configif)# no switchport vlan ipsubnet id <vce_id_list>

Show:# show vlan ipsubnet [ id <subnet_id> ]

3.9.49.15 (config-f)# switchport vlan mac

Syntax:(configif)# switchport vlan mac <mac_addr> vigrid>

Explanation:This commands to set up VLANs based on source MAC addresses. When ingress untagged frames are
received by a port, source MAC address is processed to decide which VLAN these untagged frames belong. When
source MAC addresses does notim@K G KS NXzt Sa ONBF ISR dzy Gk 33SR FNI YSa
VLAN ID (PVID).

Parameters:

<mac_addr>Indicate the source MAC address. Please note that the source MAC address can only map to one
VLAN ID.

vlan <vid>Map this MAC ddress to the associated VLAN ID.

Negation:(configif)# no switchport vlan mac <mac_addr> vlan <vid>

220



CHAPTER
INTRODUCTIONDCLI

Show:# show vlan mac [ address <mac_addr> ]

3.9.49.16 (config-f)# switchport vlanmapping

Syntax:(configif)# switchport vlan mapping <group>
Exgdanation: Configure group VLAN mapping table for this specific interface.
Parameters:

<group: :20>: Indicate the Group ID that applies to this rule.

Negation:(configif)# no switchport vlan mapping

3.9.49.17 (config-f)# switchport vlan protocol goup

Syntax:(configif)# switchport vlan protocol group <grp_id> vlan <vid>
Explanation:Configure VLAN protocol group for this specific interface.
Parameters:

<grp_id word 16> Indicate the descriptive name for this entry. This field only allowalftbabet characters (a;
A-Z) or integers (@).

<vid> Specify the VLAN ID that applies to this rule
Negation:(configif)# no switchport vlan protocol group <grp_id> vlan <vid>

Show:# show vlan protocol [ eth2 { <etype> | arp | ip | ipx | at } Bhap { <oui> | rfel042 | snap8021h } <pid>] [ lic
<dsap> <ssap> |

3.9.50 (config)#tacacsserver
3.9.50.1 (config)#tacacsservertimeout
Syntax:(config)#tacacsserver timeout <seconds>
Explanation:The time the switch waits for a reply from aGACS+ server before it retransmits the request.
Parameters:
<seconds:11000>; Specify a value for timeout. The allowed timeout range is between 1 and 1000.
Negation:(config)# naacacsservertimeout

Show:# show tacacserver
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3.9.50.2 (config)#tacacsserverdeadtime

Syntax:(config)#tacacsserver deadtime <minutes>

Explanation:Deadtime is the period during which the switch will not send new requests to a server that has failed to
respond to a previous request. This will stop the switch feamtinually trying to contact a server that it has already
determined as dead.

Parameters:

<minutes::1440>: Specify a value for tacasgrver deadtimeThe allowed dedtime range idetweenl to 1440
minutes.

Negation:(config)# naacacsserverdeadtime

Show:# show tacacserver

3.9.50.3 (config)#tacacsserverkey

Syntax:(config)#tacacsserver key <key>
Explanation:Specify the secret key up to 63 characters. This is shared between a TACACS+ sever and the switch.
Parameters:
<key:1-:63>: Specify a shared secret key value.
Negation:(config)# naacacsserverkey

Show:# show tacacserver

3.9.50.4 (config)#tacacsserverhost

Syntax:(config)#tacacsserver host <host_name> [ port <port> ] [ timeout <seconds> ] [ key <key> ]
Explandion: Configure radius server settings.
Parameters:

<host_name>Specify dostname or IP address for tH'ACACSserver.

[ port <port> ] Specify he TCP port number to be used on a TACACS+ server for authentication.

[ timeout <seconds> ]f timeout value is specified here, it will replace the global timeout value. If you prefer to
use the global value, leave this field blank.

[ key <key>:]If secret key is specified here, it will replace the global secret key. If you prefer to use the global
value, leave this field blank.

Negation:(config)#no tacacsserver host <host_name> [ port <port> ]
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Show:# show tacacserver

3.9.51 (config)#upnp

3.9.51.1 (config)#upnp
Syntax:(config)#upnp
Explanation:Enable upnp operation.

Example:Enable upp operation

# config t
(config)# upnp
(config)#

Negation (config)#no upnp

Show:# show upnp

3.9.51.2 (config)#upnp advertisingduration

Syntax:(config)#upnp advertisingduration <v_100_to_86400>
Parameters:
<v_100_to_86400>Specify the advertisinguration. The allowed range is 100 to 86400 (seconds).
Explanation: This defines how often an UPnP advertisement is sent. The duration is carried in Simple Service Discover
Protocol (SSDP) packets which informs a control point how often it should rexe®&DP advertisement message
from the switch. By default, the advertising duration is set to 100 seconds. However, due to the unreliable nature of

UDP, it is recommended to set to the shorter duration since the shorter the duration, the fresher is dRIsP st

Example:Set the upnp advertising duration to 150 seconds.

# config t
(config)# upnp advertising - duration 150

Negation (config)#no upnp advertisingluration

Show:# show upnp

3.9.51.3 (config)#upnp ttl

Syntax:(config)#upnp ttl <v_1_to_255>
Parameters:

<v_1to_ 255> Specify the ttl (time to live) value. The allowed range is 1 to 255.
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Explanation: TTL (Time to live) is used to configure how many steps an UPnP advertisement can travel before it
disappears.

Example:Set the upnp ttl value to 10.

# config t
(config)# upnp ttl 10

Negation (config)#no upnpttl

Show:# show upnp

3.9.52 (config)#username

3.9.52.1 (config)#username<username>privilege<priv>password encrypted

Syntax:(config)# username <username> privilege <priv> password encrypted <encry_p@isswor

Explanation:By default, there is only one user, 'admin’, assigned the highest privilege level déd3his command
to configure a new user account.

Parameters:
username <username: word31>: Specify a new username. The allowed characters are 31.

privilege <priv: @15>: Specify the privilege level for this new user accolimé allowed range is 1 to 15. If the
privilege level value is 15, it can access all groups, i.e. that is granted the fully control of the device. But other
valuesneed to referto each group privilege level. User's privilege should be same or greater than the group
privilege level to have the access of that group. By default setting, most groups privilege level 5 has-thdyead
access and privilege level 10 has the r@ate access. And the system maintenance (software upload, factory
defaults and etc.) need user privilege level 15. Generally, the privilege level 15 can be used for an administrator
account, privilege level 10 for a standard user account and privilege leweb5giiest account.

password encrypted <encry_passworéd4>: Specify the encrypted password for this new user account. The
ENCRYPTED (hidden) user password. Notice the ENCRYPTED password will be decoded by system internally. You
cannot directly use it@asame as the Plain Text and it is not humeadable text normally.

Example:Create the new user account with the following settings.

# config t
(config)# username mis4jack privilege 15 password encrypted jack30125

Negation:(config)# nausername <username>

Show:> show users
# show users
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3.9.52.2 (config)#usernameusernamesprivilege<priv>password none

Syntax:(config)# username <username> privilege <priv> password none

Explanation:By default, there is only one user, 'admin’, assigned the highest privilege level déd43his command
to configue a new user account without password

Parameters:
username <username: word31>: Specify a new username. The allowed characters are 31.

privilege <priv: @15>: Specify the privilege level for this new user accoliné allowed range is 1 to 15. If the
privilege level value is 15, it can access all groups, i.e. that is granted the fully control of the device. But other
values need to refer to each group privilege level. User's privilege should be same or greater than the group
privilege level to have thaccess of that group. By default setting, most groups privilege level 5 has thembad
access and privilege level 10 has the r@ate access. And the system maintenance (software upload, factory
defaults and etc.) need user privilege level 15. Gehgrtie privilege level 15 can be used for an administrator
account, privilege level 10 for a standard user account and privilege level 5 for a guest account.

password none: No password for this user account.

Example:Create the new user account with tifi@llowing settings.

# config t
(config)# username misdjack privilege 15 password none

Negation:(config)# nausername <username>

Show:>show users
# show users

3.9.52.3 (config)#username<username>privilege<priv>password unencrypted

Syntax:(config)# username <username> privilege ¥pipassword unencrypted <password>

Explanation:By default, there is only one user, ‘admin’, assigned the highest privilege level ds&3his command
to configure a new user account with unencrypted password.

Parameters:
username <username: word31Specify a new username. The allowed characters are 31.

privilege <priv: @15>: Specify the privilege level for this new user accoliné allowed range is 1 to 15. If the
privilege level value is 15, it can access all groups, i.e. that is grantedlyheoiutrol of the device. But other
valuesneed to refer to each group privilege level. User's privilege should be same or greater than the group
privilege level to have the access of that group. By default setting, most groups privilege level 5 leasHbrdy
access and privilege level 10 has the reaite access. And the system maintenance (software upload, factory
defaults and etc.) need user privilege level 15. Generally, the privilege level 15 can be used for an administrator
account, privilege beel 10 for a standard user account and privilege level 5 for a guest account.

password unencrypted <password: line31>: Specify the unencrypted password for this user account. The
UNENCRYPTED (Plain Text) user password. Any printable characters incheging accepted.
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Example:Create the new user account with the following settings.

# config t
(config)# username misd4jack privilege 15 password unencrypted jack30125

Negation:(config)# nausername <username>

Show:> show users
# show users

3.9.53 (config)#vlan
3.9.53.1 (config)#vlan

Syntax:(config#vlan <vlist>

Explanation: Configure allowed VLANS.

Parameters:
<vlist> This shows the allowed access VLANSs. This setting only afiectéli & Aéc&émodleyPords in other
modes are members of all VLANSs specifiedhitowed VLANSfield. By @fault, only VLAN 1 is specified. More
allowed access VLANSs can be enteregfmcifyinghe individual VLAN ID separated by comma. If you want to
specify a range, separate it by a dash. For example, 1, 5;16,1R0. Once Enter is pressed, the prompraies

to (configvlan)#

Example: Add VID 1,5,10,%25,100 to the allowed VLAN list.

# config t
(config)# vlan 1,510,12 - 15,100
(config - vlan)#

Negation:(config)#no vlan { { ethertype-sustomport } | <vlan_list>}

3.9.53.2 (config)#vlan ethertype scustomport

Syntax:(config)#vlan ethertype scustomport <etype>
Explanation: Configureether type used for customerorts.
Parameters:

ethertype scustomport <etype= Specify ether type used for customepsrts. The valid range is 0x0600 to
OXxffff.

Example: Set ethertype for customer gort to 0x88a8.

# config t
(conf ig)# vlan ethertype s - custom - port 0x88a8

Negation:(config)#no vlan { { ethertype-sustomport } | <vlan_list>}
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3.9.53.3 (config)#vlan protocol

Syntax:(config)#vlan protocol { { eth2 { <etype> | arp | ip | ipx | at } } [shap { <oui> | rfeLl042 | snap8021h }
<pid>} | { llc <dsap> <ssap>} } group <grp_id>

Explanation: The network devices required to support multiple protocols cannotehbsily grouped into a common
VLAN. This may require natandarddevices to pass tflic between different VLANS in order to encompassiia
devices participating in a specific protocol. This kind of configurateprives users of the basic benefits of VLANS,
including security and eagccessibility.

To avoid these problems, you caonfigure this switch with protocddasedVLANSs that divide the physical network
into logical VLAN groups for eaobquired protocol. When a frame is received at a port, its Vidddbership can
then be determined based on the protocol type beumged by tke inbound packets.

Parameters:

protocol { { eth2 { <etype>[arp | ip | ipx | at}} | { snap { <oui> |11042 | snap8021h } <m>} | { lic <dsap>

I
<ssap>}} KSNBE I NB (GKNBS TNIYS GeLlSa @At of S éF@e NOk&aS tBGi
field willneed to bechangea accordingly.

eth2 (Ethernel): Ether Type (etype) value. By default, it is set to 0x0800. The range allowed is 0x0600 to
Oxffff.

SNAP:This includes OUI (Organizationally Unique Identifier) and PID (Prédi)oalues.

OUI: A value in the format of xxx-xx where each pair (xx) in the string is a hexadecimal value in the
ranges of OxOMXxff.

PID:If the OUI is hexadecimal 000000, the protocol ID is the Ethernet type field value for the protocol
running on bp of SNAP. If the OUI is that of a particular organization, the protocol ID is a value
assigned by that organization to the protocol running on top of SNAP. In other words, if value of the
OUl field is 0@0-00, then value of the PID will be etherType(q680-0xffff), and if value of the OUI is
other than 0600-00, then valid value of the PID will be any value from 0x0000 to Oxffff.

LLC (Logical Link Controlhhis includes DSAP (Destination Service Access Point) and SSAP (Source
Service Access Point) wak. By default, the value is Oxff. Valid range is 0x00 to Oxff.

group <grp_id>Indicate the descriptive name for this entry. This field only allows 16 alphabet characters (a
z; AZ) or integers (@).

Example: Set VLANrotocolto eth2 0x88a8.

# config t
(config)# vlan protocol eth2 0x88a8 group al2

Negation:(config)#no vlan protocol { { eth2 { <etype> | arp | ip | ipx | at } } | { shap { <oui> }H#42 | snap8021h }
<pid>} | { llc <dsap> <ssap>} } group <grp_id>

Show:# show vlan protocol [ eth2 { <etype> | arp | ipipx | at } ] [ snap { <oui> | rfd042 | snap8021h } <pid>][llc
<dsap> <ssap>]
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3.9.%4 (config)#web privilege group

Syntax:(config)# web privilege group <group_name> level { [ cro <cro> ] [ crw <crw>] [ sro <sro> ][ srw <srw> ] }*1

Explanation Assignweb privilege level to the specified group.

Parameters:
group <group_name>This name identifies the privilege grougalid words aré\ggregation' 'DHCP' 'Dhcp_Client'
'‘Diagnostics'EEE' 'ERPS' 'Green_Ethernet' 'IP2' 'IPMC_Snooping' 'LAEPLbabp Protect' 'MAC_Table' 'MVR'
'‘Maintenance' ‘Mirroring' 'NTP' 'POE' 'PTP' 'Ports’ 'Private_VLANs' 'QoS' 'RPC' 'SMTP' 'Security'
'‘Smart_Config' 'Spanning_Tree' 'System' 'Timer' 'UPnP' 'WICAN_Translation' 'VLANs' 'XXRHRiig'

level { [ cro <cro: 45> ] [ crw <crw: 415> ] [ sro <sro: Q45> ] [ srw <srw: 45> ] }*1: Every group has an
authorization Privilege level for the following sub groups:

cro (configuration readonly): The privilege level is 1 to 15.
crw (configuration/execute readwrite): The privilege level is 1 to 15.
sro Gtatus/statistics reaebnly): The privilege level is 1 to 15.
srw (status/statistics reaevrite): The privilege level is 1 to 15.
User Privilege should be the same or greater than the authorizaiivilege level to have access to that group.

Example:AssignrAggregation group to crw (configuration/excute readte) level 15.

# config t

(config)# web privilege group aggregation level crw 15

(config)# exit

# show web privilege group level

Group Name Privilege Level
CRO CRW SRO SRW

Aggregation 515 5 10

DHCP 510 5 10

Dhcp_Client 510 5 10

Diagnostics 510 5 10

EEE 510 5 10

ERPS 510 5 10

Green_Ethernet 510 5 10

IP2 510 5 10

IPMC_Snoopi ng 510 5 10

LACP 510 5 10

LLDP 510 5 10

Loop_Protect 510 5 10

MAC_Table 510 5 10

Maintenance 15 15 15 15

Mirroring 510 5 10

MVR 510 5 10

NTP 510 5 10

POE 510 5 10

Ports 510 1 10

-- more -- , nextpage: Space, continue: g, quit: *C
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Negation:(config)# noweb privilege group <group_name> level

Show:> show web privileggroup<group_name> level
# show web privilege groupgroup_name> level
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CHAPTER.AVEBOPERATIOK CONFIGURATION
4.1 Home Page

Web-based management provides ea®yuse and straightforward graphic interface for users to configure the device
quickly. Theveb-based management of this device supports various web browsers suateaset Explorer (Version

9.0 or above is recommended), Firefox or Google Chrome. To access the web management interface for the first time
or after returning the device back to fary defaults, enterthe default IP address of théFS/IGS devicein the
browser's location barSee below for explanations.

4.1.1 Login

To enter the web based management for the first time or after returning the device back to factory defaults, ieput th
default IP addres&10.1.1.E in your web browser. Then, standard login prompt will appear depending on the type
of browser used. The example below is with Firefox browser.

Authentication Required

e A uzername and password are being requested by hitp:#10.1.1.1. The site says: "[E+8033M-8PH24"

Tzer Name: I adnin|

Password: I

oK | Cameal |

Enter he IFS/IGS factory default usernaméadminé with éno password. After successfully entering the web based
management, the Port State page will appear.

NOTEIFS+/IGSdevices have the same software functions despite of the difference in the number of ports.
user manual, we @sIGS303SM8PH24Gigabit Ethernet 8itch to demonstrate software functions. Therefore, if y
purchase IF8r IGS Seriesdevices, the Port State page and other pages involved with port configurations v
slightly different from the demonstrative screenshots provided in this manual.

€ |2 1011 | e v B @ & - % + # 4 O

rTrr A IGS+803SM-8PH24™ Gigabit Ethernet PoE Switch & ® ®
Llf'l’ll'ﬂ“"

& System Port State Overview Auto-refresh | Refresh
& Green Ethernet

.,_.
cIc
union
Giagabit PoE

Managed Switch

g
a
2
2
3
i
=

@ Security

& Aggregation
Redundancy
SIPMC Profile

SMAC Table

SVLAN Translation

SVLANs

& Private VLANs

SGVRP

SVCL

QoS
Mirroring
UPnP

SPTP [IEEE1588)
L2CP

& Diagnostics

& Maintenance

Web Home Page
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4.1.2 Port Status

The initial pagewhen logged indisplays a graphical overview of the port status for the electrical and optical ports.
The "Green"LAN port indicates aLAN connection with a speed of 100M. The "Amber" colored port itelca
connection speed of 1000M.

Thestatusdisplay can be reached by using the left side menu, and retuRotts>State

4.1.3 Refresh

To update the screen, click the "Refresh" button. For automatic updating of the screen, ther&fugsh" tick box
may be ticked. The screen will be auto refreshed every 3 seconds.

Auto-refresh [

Unless connected directly on a local LAN, we recommend not using theefugsh function as it does generate a bit
of traffic.

4.1.4 Help System

ThelFS/IGS devicehas an onlineHelp" system to aid the engineer when setting the parameters of the device. Each
functional setting page is accompanied by a specific "help” for that functional page. The user can display this help
"pop up" at any time by clicking the "help" icon.

®

After completing configuration, we recommend logging out of the web GUI. This is easily accomplished by clicking the

4.1.5 Logout

logout icon.

[®

After clicking the logout icon, a confirmation screen will be displayed. Click "OK" to finish logging out"Qaria"
to return to the web configuration GUI.

Do you want to log out the web site?

OK l ’ Cancel

For the remainder of this section, each menu item will be explained one by one, in order as they descend down the
menu screen, starting with the "System" menu.
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4.2 System

The configuration under th&System" menu includes device settings such as IP address, time server, etc.

— System
= Configuration

= Log Configuration
= Log Information

= Detailed Log

= CPU Load

= SMTP

= Alarm Relay

4.2.1 System Configuration

The configuration information entered here will beported in the standard SNMP MIB2 for 'sysContact' (OID
1.3.6.1.2.1.1.4), 'sysName' (OID 1.3.8.1.1.5) and 'sysLocation' (OID 1.3.6.1.2.1.1.6). Remember to click thed S ¢
button after entering the configuration information.

System Information Configuration

System Contact RERSWACE s wXowir
System Name PoE8O3
System Location ==

Save || Reset

System Contacttndicatethe descriptivecontact information. This could be aperdd Yy I YS X S Ydth&rf |
desciptions. The allowed string length is®55 and the allowed content is the ASCII characters fronl 38.

System Nametndicate the hostname for this device. AlphabetsZ(faz), digits (80) and minus sign)(can be used.
However, space characters amet allowed. The first character must be an alphabet character. The first and last
character must not be a minus sign. The allowed string length25%)

System Locationtndicate the location of this device. The allowed string length-258.
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4.2.2 System Information

The system information screen will display the configuration information, the hardware MAC address and version, the
system time, the system "uptime" and the software version and build date.

System Information

Contact
Name
Location

MAC Address 00-02-akb-d8-36-00
Hardware Version 1.1

Time
System Date 2017-01-01T00:11:32+00:00
System Uptime 0d 00:11:39

Software Version "1.103
Software Date 2018-12-04T11:46:36+04:00

4.2.3 System IP

Setup the IP configuratigrinterface and routes

IP Configuration

Mode Host v
[T | No DNS server
DNS Proxy

IP Interfaces

Delete | VLAN 1Pv4 DHCP IPv4 IPv6
[ Enabie | Fallback | Current Lease | Address | Wask Lengih Wask Length
0 24

1 10.1.1.50

Add Interface

IP Routes

Delete | Network | Mask Length | Gateway | Next Hop VLAN
Add Route

Save || Reset

IP_Configuration

Mode: The "Mode" puldown configures whether the IP stack should act as a Host or a Router. In Host mode, IP
traffic between interfaces will not be routed. In Router mode traffic is routed between all inesfaghen
configuring this device for multiple VLANS, the Router mode should be chosen. Router mode is the default mode.

DNS ServerThis setting controls the DNS name resolution done by the switch. The following modes are
supported:

From any DHCP interes The first DNS server offered from a DHCP lease to a ‘ehfitied interface wilbe
used.

No DNS serveiNo DNS server will be used.
Configured Explicitly provide the IP address of the DNS Server in dotted decimal notation.

From this DHCP interfac Specify from which DH@fhabled interface a provided DNS server should be
preferred.
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DNS ProxyWhen DNS proxy is enabled, the system will relay DNS requests to the currently configured DNS server,
and reply as a DNS resolver to the client devicehhemetwork.

IP Interface
Click "Add Interface" to add a new IP interface. A maximum of 8 interfaces is supported

VLAN:This is the VLAN associated with the IP interface. Only ports in this VLAN will be able to access the IP interface.
This field is oly available for input when creating a new interface.

DHCPWhen this checkbox is enabled, the system will configure the IPv4 address and mask of the interface using the
DHCP protocol. The DHCP client will announce the configured System Name as hostpeoaelé DNS lookup.

IPv4 AddressThe IPv4 address of the interface is entered in dotted decimal notation. If DHCP is enabled, this field is
not used. The field may also be left blank if IPv4 operation on the interface is not desired.

IPv4 Mask:The IR4 network mask is entered by a number of bits (prefix length). Valid values are between 0 and 30
bits for a IPv4 address. If DHCP is enabled, this field is not used. The field may also be left blank if IPv4 operation on
the interface is not desired.

IPv4 Current LeaseFor DHCP interfaces with an active lease, this column shows the current interface address, as
provided by the DHCP server.

IPv6 AddressA IPv6 address is a 1:B& record represented as eight fields of up to four hexadecimal digits with a
colon separating each field (:). For example, fe80::215:¢5ff:fe03:4dc7. The symbol :: is a special syntax that can be
used as a shorthand way of representing multipleblt6groups of contiguous zeros; but it can appear only once. It can

also represent degally valid IPv4 address. For example, ::1192.1.2.34. The field may be left blank if IPv6 operation on
the interface is not desired.

IPv6 MaskThe IPv6 network mask is entered by a number of bits (prefix length). Valid values are between 1 and 128
bits for an IPv6 address. The field may be left blank if IPv6 operation on the interface is not desired.
IP Routes

Route Network:The IP route is the destination IP network or host address of this route. Valid format is dotted decimal
notation or a valid IP& notation. A default route can use the value 0.0.0.0 or for IPv6 use the :: notation.

Route Mask:The route mask is a destination IP network or host mask, in number of bits (prefix length). It defines how
much of a network address that must match, in erdo qualify for this route. Valid values are between 0 and 32 bits
respectively 128 for IPv6 routes. Only a default route will have a mask length of O (as it will match anything).

Gateway: This is the IP address of the gateway. Valid format is dottezintid notation or a valid IPv6 notation.
Gateway and Network must be of the same type.
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4.24 System |IP Status

Display the status of IP interfaces and routes.

IP Interfaces Auto-refresh (]| Refiesh
Interface | Type Address
0%:lo LINK 00-00-00-00-00-00 =UP LOOPBACK RUNNING MULTICAST=
0S:lo IPvd  127.0.0.1/8
0S5:lo IPvG  feB0:1:1/64
0S:lo IPv6 1128
VLANT LINK  00-02-ab-d6-68-b0 <UP BROADCAST RUNNING MULTICAST=
VLANT IPvd  192.168.0.250/24
WVLANA1 IPv6  feB0-2::202:abff-fedb6:68b0/64
IP Routes
127.0.0.1/32  0S10:127.0.0.1 <UP HOST=
192.168.0.0/24 WLAN1 <UP HW_RT=
224.0.0.0/4 0S:10:127.0.01 <UP=
1128 0OS5cle <UP HOST=
fed0:1::128 0OS5:lofed0:1:1 <UP=
fe80:1::1/1128 0OS:lo <UP HOST=
fe80-2::1128 WLAN1 <UP=
fe80:2::202:abff-fed6:68b0/128 0OS:lo:2:abd6:68b0::  <UP HOST=
ff01:1::128  OS:loz: <UP=
ff01:2::/128  VLAN1 <UP=
fi02:1::128 OS5l <UP=
ff02:2::/128  VLAN1 =UP=

Neighbour cache

IP Address Link Address

192.168.0.145 VLAN1:74-d0-2b-8f-ad-24
fe80:2::202:abff fed6:68b0 _ VLAN1:00-02-ab-d6-68-b0

Please refer t@System IPfor the configuration of the interfaces and routes. This pagefarmational only.

4.2.5 System NTP

Setup the Network Time Protocol configuration, to synchrottizedevice'sclodk to network time.

NTP Configuration

59.124,196.82
168.95.1.12
210681624

Save || Reset

Mode: Configure the NTP mode operation. Possible modes are:

Enabled:Enable NTP client mode operation.

Disalded: Disable NTP client mode operation.
Server #Enter the IPv4 or IPv6 address of an NTP server. IPv6 address ishihre28rds represented as eight fields
of up to four hexadecimal digits with a colon separating each field (:). For example;2feB05ff:fe03:4dc7'. The

symbol ;" is a special syntax that can be used as a shorthand way of representing mulblgrbéips of contiguous
zeros; but it can appear only once. NTP servers can also be represented by a legally valid IPv4 addresapleor
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':192.1.2.34'. The NTP servers are tried in numeric order. If 'Server 1' is unavailable, the NTP client will try to contact
'Server 2'.

4.2.6 System Time

Setup the device time.

Time Zone Configuration

Time Zone Configuration
Time Zone (GMT-05:00) Bastern Tirae (US and Canada) v
Acronym EST ( 0-16 characters )

Daylight Saving Time Configuration

Daylight Saving Time Mode
Daylight Saving Time Q=T v

Start Time settings

Minutes

Minutes

Offset settings

- 1440) Minutes

Save || Reset

The setting example above is for Eastern Standard Time in titedJ8tates. Daylight savings time starts on the
second Sunday in March at 2:00AM. Daylight savings ends on the first Sunday in November at 2:00AM. The daylight
savings time offset is 60 minutes (1 hour).

Time Zone Configuration

Time Zonelists variougime Zones worldwideselect appropriate Time Zone from the drop down and click Save to
set.

Acronym: Set the acronym of the time zone.

Daylight Saving Time Configuration

Daylight Saving TimeThis is used to set the clock forward or backward adogrtb the configurations set below for a
defined Daylight Saving Time duration. SeléDisabl€ to disable the Daylight Saving Time configuration. Select
oRecurring and configure the Daylight Saving Time duration to repeat the configuration every SelactoNon
Recurring and configure the Daylight Saving Time duration for single time configuration. (Disfaigabled)

Recurring& Non-RecurringConfigurations:

Start time settings Select the starting week, day, month, year, hours, and minutes.

End time settingsSelect he ending week, day, month, year, hours, and minutes.
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Offset settings Enter the number of minutes to add during Daylight Saving Tihe.allowed range ik to 1440

4.2.7 System Log Configuration
Configure System Log ¢inis page.

System Log Configuration

Address Syslog Level

Disabiled 'l
Disabled j Info j
Disabled j Info j

Save Feset

Server Mode:This sets the server mode operation. When the mode of operation is enabled, the syslog message will
send out to syslog server (at the server address). The syslog protocol is based on UDP communication and received on
UDP port 514Syslog server will not send acknowledgments back to the sender since UDP is a connectionless protocol
and it does not provide acknowledgments. The syslog packet will always send out, even if the syslog server does not
exist. When the mode of operation dsabled, no syslog packets are sent out.

Server AddressThis sets the IPv4 host address of syslog server. If the switch psdid® feature, it also can be a
host name.

Syslog LevelThis sets what kind of messages will send to syslog server. Rdssifdks are:
Info: Send information, warnings and errors.
Warning:Send warnings and errors.

Error: Send errors only.

4.2.8 System Lofnformation

Displays the collected log information.

System Log Information Auto-refresh [ ]| Refresh | Clear || ke | << | 25 | 2l
Level Al w
Clear Level |l v

The total number of entries is 2 for the given level.

Start from ID |1 with |20 | entries per page.

Message
1 Info 2012-12-31T23:69:59+00:00 Switch just made a cool boot.
2 Info 2013-01-01T00:00:01+00:00 Link up on port 5

Level:Use this pull down to display all messagesnaissages of type info, warning or error.
Clear LevelUse this pull down to clear selected message types from the log.

Browsing buttons:Use these buttons to quickly go to the beginning or end of the log or to page through the log.
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4.2.9 System Detadld Log

Displays individual log records.

Detailed System Log Information Refesh || ke || o< | om0 ol

o I

Message

Level Info
Time 2012-12-31T23:59:59+00:00
Message Switch just made a cool boot.

View each log, by ID number.

4.2.10 System CPU Load
This page displays the CPU load, using an SVG graph.

C;qc;‘gdms 1% 1sec 0% 10sec 0% (all numbers Vrunning average)
75%
50%
25%

The load is measured as averaged over the last 100ms, 1sec and 10 seconds intervals. The last é2Casampl
graphed, and the last numbers are displayed as text as well. In order to display the SVG graph, your browser must
support the SVG format. Automatic refresh occurs every 3 seconds.
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4.2.11 System SMTP

Configure the email alert system.
SMTP Configuration

SMTP Mode Enahled v
SMTP Server smtp.dormain.com

SMTP Port 25

Server requires authentication

Username: support@domain.com

Password: (111 1]1]]

Recipient mail address 1 techsupport@aas.oom

Recipient mail address 2

Recipient mail address 3

Recipient mail address 4

SMTP Mail Event

. [ Warm Start
¥ Cold Start
. ¥IPower1 Status
Power2 Status
[IPort Link Up
(NCUELEN [+ [ Port Link Down
[IPoE Status

Save || Reset

SMTP Condiuration

SMTP Mode:Set the SMTP mode operation. Possible modes are:

Enabled:Enable SMTP client mode operation.

Disabled:Disable SMTP client mode operation.
SMTP ServeiSet the SMTP server IP address (this is the server that will forward .email)
SMTP PortSet the SMTP port numbeFhe cfault SMTP port is 25.

Server requires authenticationCheck this box if your server requires authentication. In most cases, this is required
and the following must be entered.

UsernameEnterthe valid authetication username for SMTP server
Password: Enterthe authentication password for username of SMTP server

Recipient mail addresdJp to four recipient's Enail addresses may be entered to be sent alert emails.

SMTP Mail Event

These check boxes setevhat events will result in alert email messages being generated and sent.
System Enable/disable the System group's mail eeRtossible mail evestre:

Warm Start:Enable/disable Warm Start mail event.
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Cold StartEnable/disable Cold Start ihavent.
Power. Enable/disable th&ower group's mail eveatPossible mail evegtire:
Power 1 Status:Enable/disable Power 1 status mail event.
Power 2 Status:Enable/disable Power 2 status mail event.
Interface: Enable/disable thénterface graip's mail evers. Possible mail evegtre:
Port Link UpEnable/disable Port Link up mail event.
Port Link DownEnable/disable Port Link down mail event.

PoE StatusEnable/disable PoE Status mail event.

4.2.12 Alarm Relay

Alarm Relay Configuration

T B

Alarm Relay Event

. T Power! Status
™ Power2 Status
Lirk down @ none O specific. © all ports
PoE ® none O specific O all ports

Interface [mid

Save Reset

Alarm Réay Mode:Enable or disable alarm relay function.

Alarm RelayEvent

Power: Indicates the Power groupalarm relay Possibleoptionsare:

Power 1 StatusSelect the checkbox tonable Power 1 statualarm relay functionOnce power 1 fails, the alarm
relay contacts are open and Fault LED indicator is on in amber. Clear the checllizabtePower 1 status

alarm relay.

Power 2 StatusSelect the checkbox tonable Powel2 statusalarm relay functionOnce power 2 fails, the alarm
relay contacts arepen and Fault LED indicator is on in amber. Clear the checkluiisaiolePower 2 status

alarm relay.
Interface: Indicates the Interface groupadarm relay Possibleptions are:

Link Down:none/specific/all ports Link dowalarm relay Once link dowroccurs on the selected interfaces, the
alarm relay contacts are open, Fault LED indicator is on in amber. Clear the chectisablgalarm relay

function.

When the "specific" radio button is selected, a popup graphic with port checkboxes allowsosesgecific ports.

NOTEFor more information about alarm relay circuit on the terminal block, pleasélsee Relay Connection
section.
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4.3 Green Ethernet
The configuration under the "Green Ethernet" menu imiela a number of power saving techniques.

= Green Ethernet
LED

Configuration
Status

4.3.1 Green Ethernet LED

Configure the LED light intensity to reduce power consumption.

LED Power Reduction Configuration

LED Intensity Timers

Delete | Start Time | End Time | Intensity

O 0800 ¥ 1800 v |10 v| %
] 1800 v 0300 v 30 v %
444 Tiree

Maintenance

On time at link change | On at errors
10 Sec.

Save || Reset

The LED light intensity may be adjusted in a percentage of intensity during programmable time periods. In the above
setting example, the LED intensity has been adjusted to 50% during daylight hours and reduced to only 10% intensity
during night hours.

The maintenance checkbox will bring LED intensity to 100% for 10 seconds in the event of any error (such as link
down).
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4.3.2 Green Ethernet Configuration
Configure EEEergyEfficient Ethernet) as well &hernet power savings.

Port Power Savings Configuration

Optimize EEE for

Port Configuration

EEE Urgent Queues
Port | ActiPHY | PerfectReach [EEE [1]2]3 4]15]6]7]8

[ R EEEERER R
[« [ [« [« [&] [&] [«] [&] [<]
< & [« & & & & EE
Oooooooooo
gooooooon
Ogooooooon
Oooooooon
Oooooooooo
Oooooooooo
Ogooooooono
O00Oo00oonn

0~ @ ot B L R

Res

&
E
3

Port Power Savings Configuration

Optimize EEE foEnables/disables the EEE function for this switch. The two options are:
Power. The EE function is enabled. This is the default setting.

LegacyEEE is not enabled.

Port Configuration

FOGAtNQMMAL ] , nu ¢g2NJa o6& f26SNAYy3T (GKS LI26SNI F2NJ | LI2NIL ¢
moment in order to determine i&n Ethernetcable is insertedfor ports with no cable connection, the PHY remains
powered down to save energy.

t SNFSOGWSNIDEAGWSEF OKun Aa FYy20KSNIJ LI26SNI &l GAy3 YSOKIFYyAAY
length and lowering the Ethernet transmit power for ports with short cables.

EEE (Energifficient Ethernet) EEE is a power saving option thatluces the power usage when there is low or no

traffic utilization. EEE was developed through the IEEE802.3az task force of the Institute of Electrical and Electronic
Engineers (IEEHEEE works by powering down circuits when there is no traffic. Whenrtagets data to be
transmitted all circuits are powered up. The time it takes to power up the circuits is called wakeup time. The default
wakeup time is 17 us for 1Gbit links and 30 us for other link speeds. EEE devices must agree upon the value of the
wakeup time in order to make sure that both the receiving and transmitting device has all circuits powered up when
traffic is transmitted. The devices can exchange wakeup time information using the LLDP (Link Layer Discovery
Protocol) protocolEEE works foports in autenegotiation mode, where the port is negotiated to either 1G or 100

Mbit full duplex modeFor ports that are not EEtapable the corresponding EEE checkboxes are grayed out and thus
impossible to enable EEE for.

When a port is powered dowfor saving power, outgoing traffic is stored in a buffer until the port is powered up
again. Because there are some overhead in turning the port down and up, more power can be saved if the traffic can
be buffered up until a large burst of traffic can barnismitted. Buffering traffic will give some latency in the traffior

traffic that should not be held back, urgent queues may be assigned to reduce latency yet still result in overall power
saving.

242



CHAPTER
WEBOPERATION & CONFIGURATI

EEE Urgent Queue#t is possible to minimize the latey for specific frames, by mapping the frames to a specific
gueue (done with QOS), and then mark the queue as an urgent queue. When an urgent queue gets data to be
transmitted, the circuits will be powered up at once and the latency will be reduced tevdlkeup time.

Queues set will activate transmission of frames as soon as data is available. Otherwise the queue will postpone
transmission until a burst of frames can be transmitted.

4.3.3 Green Ethernet Status

Display the energy saving status for alttgo

Port Power Savings Status

| Port | Link | EEE | LP EEE Cap | EEE Savings | ActiPhy Savings | PerfectReach Savings
-~ -~

v

¢

1
2
3
4
5
i
7
a

L4444 4NN

A A 0
444 4444
AAAXXX
AAAAXXX
AAARXKXS

Ly GKS +to020S 6S OFly aSS (KIFG LERNI ™M Aa al@Aay3da LIRsSN (K
Ad O2yySOGSR G2 Fy 999 O2YLXAlIyld RSOAOS o0dzi 6AGK &K2N
Ports 3 through & N y 234 tAYy{1SR (G2 Fyeé& RSOAOSa It shodld e M@ed that NS & |
Ethernet savings do not apply to the optical fiber ports, only to the electrical LAN ports.

4.4 Ports

Configurations related to the fiber and electrical ports @erformed under the Ports menu.

Ports
Configuration
State
Traffic Overview

Q03 Statistic
QCL Status
Detailed Statistics
VeriPHY

SEP
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4.4.1 Ports Configuration

This page displays current port configurations and allows some configuration here.

Port Configuration Refresh

Flow Control Maximum Excessive

- Speed
[ Current | _ Configured | Current Rx [ Current Tx [ Configured | Frame Size | Collision Mode
< v = v

5 9600
1 @ Down Auto ® ® 9600 Discard v
2 @ Domn Auto ® ® 9500 Discard
3 @ Domn Auto x % 9600 Discard
4 @ Down Auto "3 % 9600 Discard ¥
5 @ Down Auto ® ® 9600 Discard v
3 @ Domn Auto ® ® 9500 Discard
7 @ Domn Auto x % 9600 Discard
8 @ 1Gix Auto "3 % 9600 Discard ¥

9 (Fibert) @ Down Auto ® ® 9600

10 (Fiber2) @ Domn Auto ® ® 9500

11 (Fiber3) @ Domn Auto ® ® 9500

Save || Reset

Port: This device is mdustrial switch with 8 electrical LAN pomsimbered 1~8&nd 3 fiber opticaports (for SFP
modules)numbered 9~11EacHogical port numbeisdisplayed inarow. Theselect all™*" port will apply actions on
all ports.

Name:Provide a descriptive name for a port. The maximum port name string is 32. This field can be leftliinisty.
not empty, it must start with alphabetfollowed by alphabets, numbers, hyphens or underscores.

Link The current link statéor each portis displayed graphically. Green indicates the inkp and red that it is down.

CurrentSpeed This calmn provides the current link speed.0, 100, 1Gand duplexfdx=Full Duplex, hdx=Half
Duplex)of eachport.

ConfiguredSpeed This pull downalects any available link speed for the given switch port. Only speeds supported by
the specific porare shown

Auto Disabled
10Mbps HDX _
TDMbﬁz FDX 10Mbps HDX b\ed
133%2“ :;'Ig]))(i 100Mbps FDX
‘\GbsFIj:SDX 100Mbps FDX 1Gbps FDX
Options forlGS803SM Options forlFS803GSM Fiber optiondor IFS/IGS803SM

Possiblecopper portsettingsare:
Disabled Disables the switch port operation.

Auto: Port auto negotiating speed with the link partneelecingthe highes speed that is compatible with the
link partnerand negotiating the duplex mode

10Mbps HDXForces the porto 10Mbps half duplex mode.

10Mbps FDXForces the porto 10Mbps full duplex mode.

100Mbps HDXForces the porto 100Mbps half duplex mode

100Mbps FDXForces the porto 100Mbps full duplex mode.

1Gbps FDXForces the porto 1Gbps full dupleGHGS Series only).
Possible fiber port settings are

Disabled Disables the switch port operation.
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Auto: Port auto negotiating speed witthe link partner, selecting the highest speed that is compatible with the
link partner.

100Mbps FDXForces the fiber port to 100Mbps full duplex mode.

1Gbps FDXrorces the fiber port to 1Gbps full duplex mode.
Flow Control: The Current Rx column iiwétes whether pause frames on the port are obeyed, and the Current Tx
column indicates whether pause frames on the port are transmitted. The Rx and Tx settings are determined by the

result of the last AuteNegotiation. Check the configured column to ukevfcontrol. This setting ialsorelated to the
setting for Configured Link Speed.

Maximum Frame SizeEnter the maximum frame size allowed for the switch port, including H@S switch supports
up to 9600 byte packets.

Excessive Collision Modé& hissetting onfigures the port transmit collision behavioto either "Discard (Discard
frame after 16 collisionsdefault) or to "Restart (Restart backoff algorithm after 16 collisions

4.4.2 Ports State

Display an overview graphic of the switch.

Port State Overview Auto-refresh T Refresh

Giagabit PoE
Managed Switch

g
a
bl
-
8
i
i

This is the same graphic overview shown when first logging into the switch for management. "Green" colored ports
indicate a 100M linked state, while "Amber" colored ports indicate a 1G linked state. "Grey" ports have no link. The

link status display can hgdated by clicking the "Refresh” button. When "Autdresh" is checked, the display will be
updated every 3 seconds.

245



CHAPTER
WEBOPERATION & CONFIGURATI

4.4.3 Ports Traffic Overview

Display a comprehensive overview of traffic on all ports.

Port Statistics Overview Auto-refresh [ Refresh || Clear
Port Packets Bytes Errors Drops
° m
1
2 498 633 86501 629181 D D D D
3 0 0 0 0 0 0 0 0
4 0 0 0 0 0 0 0 0
5 u] u] u] u] u] 0 u] 0
B 0 0 0 0 0 0 0 0
i 0 0 0 0 0 0 0 0
g8 ] ] ] ] ] 0 ] 0
9 3 5] 630 a57 0 0 0 0
10 0 0 0 0 0 0 0 0
11 u] u] u] u] u] 0 u] 0

The displayed counters are:

Port: The logcal port(1~11)for the data contained in the same row.

Packets The number of received and transmitted packets per port.

Bytes The number of received and transmitted bytes per port.

Errors The number of frames received in error and the numbeinobmplete transmissions per port.
Drops The number of frames discarded due to ingress or egress congestion.

Filtered: The number of received frames filtered by the forwarding process.

The counter display can be updated by clicking the "Refresh'bhuttvhen "Auterefresh" is checked, the display will
be updated every 3 seconds. Clicking the "Clear" button will zero all counters and start counting again.

4.4.4 Ports QoS Statistics

This page provides statistics for the different queues for all swytrts.

Queuing Counters Auto-refresh D Ra"mh Clear

IEIIE!'.IIE!IIE.’.IIEIIEIIEIIEI T

0 0 0

U 0
0

0
1617

0

0
28529

IS 1o 180 1~ 19 1o 1B (0 I =

coccococococoo
ccocooccocooccoo
coococcococoocoo
coococcococoocoo
ccoocoocococoococoo
ccocooccocooccoo
ccoocoocococoococoo

coocooo
cocooocoooe
cocooococooe
coocooocoooo
coocooocoooo
cococoocoocococoo
coocococoocoocoo
coocooocoooo
coocoo

The displayed counters are:
Port: The logical port for the settings contained in the same row.

Qn: There are 8 QoS queues per port. QO is the lowest priority queue.
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Rx/Tx The number of received and transmitted packets per queue.

4.4.5Ports QCL Status
This page shows the QCL status by different QCL users.

QoS Control List Status Combined v | Auto-refresh [ Resclve Conflit | Refiesh

Action

User | QCE# | Frame Type | Port m- Conflict
DPL | DSCP

Mo entries

Each row describes the QCE that is defined. It is a conflict if a specific QCE is not applied to the hardware due to
hardware limitations. The maximum number of QCEs is 256 dm®aitch.

User. Indicates the QCL user.
QCE#Indicates the index of QCE.
Frame Typelndicates the type of frame to look for incoming frames. Possible frame types are:
Any: The QCE will match all frame type.
Ethernet: Only Ethernet frames (withtker Type Ox60@xFFFF) are allowed.
LLCOnly (LLC) frames are allowed.
SNAPOnNly (SNAP) frames are allowed.
IPv4:The QCE will match only IPV4 frames.
IPv6:The QCE will match only IPV6 frames.
Port: Indicates the list of ports configured withe QCE.

Action: Indicates the classification action taken on ingress frame if parameters configured are matched with the
frame's contentThere are three action fields: Class, DPL and DSCP.

ClassClassified QoS class; if a frame matches the QCIEliiewiut in the queue.

DPLDrop Precedence Level; if a frame matches the QCE then DP level will set to value displayed under DPL
column.

DSCPIf a frame matches the QCE then DSCP will be classified with the value displayed under DSCP column.

Conflid: Displays Conflict status of QCL entries. As H/W resources are shared by multiple applitatiapsappen
that resources required tadd a QCE may not be availaltethat case it shows conflict status as 'Yes', otherwise it is
always 'No'. Pleaseote that conflict can be resolved by releasing the H/W resources required to add QCL entry on
pressing 'Resolve Conflict' button.
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4.4.6 Ports Detailed Statistics

This page provides detailed traffic statistics for a specific switch pbé.displayed amters are the totals for receive
and transmit, the size counters for receive and transmit, and the error counters for receive and transmit. Use the port
select pull down to select which switch port details to display.

Detailed Port Statistics for Switch 1 Port8 x| Auto-refresh T | Refresh || Clear

Rx Packets 127035408 Tx Packets 123442122
Rx Octets 12852911646  Tx Octets 40054887570
Rx Unicast 123460100 Tx Unicast 123449108
Rx Multicast 2240374 Tx Multicast 1
Rx Broadcast 1334934  Tx Broadcast 3
Rx Pause 0 Tx Pause ]
Rx Bits Rate 78370  Tx Bits Rate 258540
Rx Utilization 0.0 Tx Utilization 0.0
Rx 64 Bytes 1388328  Tx 64 Bytes 74930
Rx 65-127 Bytes 123423703 Tx 65-127 Bytes 189320
Rx 128-255 Bytes 21177 Tx 128-255 Bytes 1040
Rx 256-511 Bytes 2200947 Tx 256-511 Bytes 123182530
Rx 5121023 Bytes 1136 Tx 512-1023 Bytes 199
Rx 10241526 Bytes 47 Tx 1024-1526 Bytes 1103
Rx 1527- Bytes 0  Tx 1527- Bytes 0
Rx Q0 127035408 Tx QO 0
Rx Q1 0 Txa1 0
Rx 02 0 Tx Q2 0
Rx 03 0 Tx03 1]
Rx 04 0 Tx Q4 0
Rx Q5 0 Tx Q5 0
Rx 06 0 Tx Q6 0
Rx Q7 0 Tx Q7 123449122
Rx Drops 18962 Tx Drops ]
Rx CRC/Alignment 0 Tx Late/Exc. Coll. 0
Rx Undersize 0

Rx Oversize 0

Rx Fragments ]

Rx Jabher 0

Rx Filtered 2236654

Receive Total and Transmit Total

Rx and Tx Packet$he number of received and transmitted (good and bad) packets.

Rx and Tx Octetd'he number of received and transmitted (good and bad) bytes. Includes FCS, but excludes
framing bits.

Rx and Tx UnicasThe number of received and tnamitted (good and bad) unicast packets.
Rx and Tx MulticastThe number of received and transmitted (good and bad) multicast packets.
Rx and Tx Broadcasthe number of received and transmitted (good and bad) broadcast packets.

Rx and Tx Pausé caint of the MAC Control frames received or transmitted on this port that have an opcode
indicating a PAUSE.

Receive and Transmit Size Countdissplaysltie number of received and transmitted (good and bad) packets split
into categories based on their nesctive frame sizes.

Receive and Transmit Queue CounteBisplays tke number of received and transmitted packets per input and
output queue.

Receive Error Counters
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Rx DropsThe number of frames dropped due to lack of receive buffers or egress camyesti
Rx CRC/Alignmenihe number of frames received with CRC or alignment errors.

Rx UndersizeThe number of shortframes received with valid CRC.

Rx OversizeThe number of Ionéframes received with valid CRC.

Rx FragmentsThe number of shortframes received with invalid CRC.

Rx JabberThe number of Ionéframes received with invalid CRC.

Rx Filtered The number of received frames filtered by the forwarding process.

! Short frames are frames that are smaller than 64 bytes.
% Long frames ar frames that are longer than the configured maximum frame length for this port.

Transmit Error Counters

Tx Drops The number of frames dropped due to output buffer congestion.

Tx Late/Exc. CollThe number of frames dropped due to excessive or latlistons.

4.4.7UTP Cable Diagnostics

This page is used for running the Cable Diagnostics for 10/100 and 1G coppeSBplats which ports to run, or all.
Click "Start".

UTP Cable Diagnostics

Start

Cable Status

Port | Pair A | Length A | Pair B | Length B | PairC | Length C | Pair D | Length D

1 -

00— W R

This will take approximately 5 seconds per port. If all ports are selediési,can take approximately 15 seconds.
When completed, the page refreshes automatically, and you can view the cable diagnostics results in the cable status
table. Note thatCable Diagnostids only accurate for cables of length 740 meters.

10 and 10Vbps ports will be linked down while runnif@pble Diagnostic§herefore, runnin@able Diagnostian a
10 or 100 Mbps management port will cause the switch to stop responding tinetitestis complete.

Port: Port number.

Pair: The status of the cdé pair.
OK Correctly terminated pair
Open Open pair

Short Shorted pair
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Short A Crosspair short to pair A
Short B Crosspair short to pair B
Short C Crosspair short to pair C
Short D Crosspair short to pair D
Cross AAbnormal crosgair coupling with pair A
Cross BAbnormal crosgair coupling with pair B
Cross CAbnormal crosgair coupling with pair C
Cross DAbnormal crosgair coupling with pair D

Length:The length (in meters) of the cable pair. The resolutiatBimeters

NOTE Cable Diagnostids only applicable to the electrical ports. It is not applicable to the optical ports.

4.4.8 Ports SFP

This page displays current SFP status for all three fiber ports.

SFP and DI/D Infermation

Vendor Name CTC UNION
Vendor Part Number SFS-T020-WA-DD A
Fiber Type Single

Wave Length 1310 nm
Wave Length 2 1550 nm
Link Length 20 km
TX Power -6 dBm
RX Power -40 dBm
RX Sensitivity -32 dBm
Temperature 38°C

Vendor Name CTC UNION
Vendor Part Number SFS-7020-WB-DD A
Fiber Type Single

Wave Length 1550 nm

Wave Length 2 1310 nm

Link Length 20 km

TX Power -5 dBm

RX Power -34 dBm

RX Sensitivity -32 dBm
Temperature 32°c

| MNone

Vendor NameSFP vendomanufacturer'shame.

Vendor Pat: Manufacture's art number, provided by SFP vendor.

Fiber TypefFiber type of either single or multi mode.

Wave LengthLaser wavelength Tx.

Wave Length 2taser wavelength Rx. (not all SFP support this reading)

Link LengthLink Length. (This é&marketing specification for this SFP module, not an actual measurement.)
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TX PowerThe laser diode transmit power is reported by the SFP that support DDI (Digital Diagnostic monitoring
Interface).

RX PowerThereceive optical power is reported by StRRt support DDI.
RX SensitivityThe Receive Sensitivity is reported by SFP that support DDI.

Temperature:The internal temperature is reported by SFP that support DDI.

4.5 Security

Under the security heading are three major icons, switch, netwotkRADIUS.

Security

= Switch
Users
Privilege Levels
Auth Method

& RMOMN
= Metwork
& Port Security
& NAS
SACL
& DHCP
&P Sourc
SARP Insp
—RADIUS
Configuration
RADIUS Overview

4.5.1 Switch
4.5.1.1 Users

This page provides an overview of the current users. Currently the only way to login as another user on the web server
is to close and reopen the browser.

Users Configuration

User Name | Privilege Level
admin 15

Add Mew User

By default, there is only one user, 'admin’, assigneahighest privilege level of 15.

Click the entries itdser Namecolumnto edit the existingusers Or clickthe dAdd New Useérbutton to insert a new
user entry.
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Add User
Add User

User Settings

EELVVGEEGETNE 008 @
Privilege Level

Sawe || Reset || Cancel

User NameEnter the new user name.
PasswordEnter the password for this usaccount.
Password (again)Retype the password for this user account.

Privilege LevelSelect the appropriate privilege level for this user accolihe allowed range is 1 to 15. If the privilege

level value is 15, it can access all groups, i.e. thgitaisted the fully control of the device. But other vatuseed to

refer to each group privilege level. User's privilege should be same or greater than the group privilege level to have
the access of that group. By default setting, most groups privilegsd Ehas the rea@nly access and privilege level

10 has the readvrite access. And the system maintenance (software upload, factory defaults and etc.) need user
privilege level 15. Generally, the privilege level 15 can be used for an administrator gqmavitege level 10 for a
standard user account and privilege level 5 for a guest account.

4.5.1.2 Privilege Levels

This page provides an overview of the privilege levels.

Privilege Level Configuration

Privilege Levels

Group Name | Configuration | Configuration/Execute | Status/Statistics | Status/Statistics
Read-only Readlwrite Read-only Readlwrite

Drc 3 [oH FH [oH
Dhep_Client IE IEI Iﬂ IEI
Diagnastics IE IEI Iﬂ IEI
EEE 5 - [1=] 5 - [10=]
ERPs 3 [©H FH o5
Green_Ethemet 5 x Iﬂ 3 x IEI
P2 3 [©H FH [oH
IPMC_Snooping 5 x Iﬂ 5 = IEI
Link_Detection 5 | pLiN Nl IEI
LLOP 5 - wr 5 v [w=]
Loop_Protect IE IE Iﬂ IEI
MAC_Table 5 - 10 5 - [10=]
Maintenance IE IE IE IE
Mirroring Iﬂ 10 - 5 |r IE
NTR [5 = 0= 5 = [10=]

Group Name This name identifieshe privilege group. In most cases, a pege level group consists of a single
module (e.g. LACP, RSTP or QoS), but a few of them contains more than one. The following description defines these
privilege level groups in details:

System:Contact, Name, Location, Timezone, Daylight Saving Tage, L

2

a1
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Security: Authentication, System Access Management, Port (contains Dotlx port, MAC based and the MAC
Address Limit), ACL, HTTPS, SSH, ARP Inspection, IP source guard.

IP: Everything except 'ping'.
Port: Everything exceptCable Diagnositts
Diagnostics:'ping' and Cable Diagnostits

Maintenance:CLi System Reboot, System Restore Default, System Password, Configuration Save, Configuration
Load and Firmware Load. Wallsers, Privilege Levels and everything in Maintenance.

Privilege LevelsEwery group has an authorization Privilege level for the following sub groups:
configuration reaeonly
configuration/execute reagdvrite
status/statistics reaebnly
status/statistics reaewrite (e.g. for clearing of statistics)

User Privilege should like same or greater than the authorization Privilege level to have access to that group.

45.1.3 Auth Method

This page allows you to configure how useare authenticated whenthey log into the switch via one of the
management client interfaces.
Authentication Method Configuration

Methods

console  |local v no no
telnet local v no no
ssh local v no no
http local v no no
Save || Reset

Cliert: The management client for which the configuration below applies.
Methods: Method can be set to one of the following values:
no: Authentication is disabled and login is not possible.
local: Use the local user database on the switch for authentication
radius: Use remote RADIUS server(s) for authentication.

tacacs+Use remote TACACS+ server(s) for authentication.

NOTE Methods that involve remote servers will time out if the remote servers are offline. In this case the next
is tried. Each ntlod is tried from left to right and continues until a method either approves or rejects a us
remote server is used for primary authentication it is recommended to configure secondary authentication &
This will enable the management clieo login via the local user database if none of the configured authentic
servers are alive.
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4.5.1.4 SSH

Configure SSH on this page.
S5H Configuration

IGGN | Enabled v

Save || Beset

Mode: Indicates the SSH mode operation. Possible modes are:
Enabled:Enable SSH mode operati®y default, SSH mode operation is enabled.

Disabled:Disable SSH mode operation.

NOTESSH is preferred to Telnet, unless the management network is trusted. Telnet passes authentication crt
in plain text, making those credentials susceptible to packetuwwam@nd analysis. SSH provides a secure authentic
method. The SSH tinis devicauses version 2 of SSH protocol.

4515HTTPS
Configure HTTPS on this page.

HTTPS Configuration

Disabled v

Automatic Redirect JISEERERIRY

Save | Reset

HTTPS Certificate Update

Certificate File Choose File | No file chosen
Private Key File Choose File | No file chosen

Pass Phrase
(o5 i CRIFTTEY Switch secure HTTP certificate is presented

Upload || Reset Generate Certificate

HTTPS Configuration

Mode: Indicates the HTTPS operation mode. When the current cdioreis HTTPS and HTTPS mode operation is
disabled, web browser will automatically redirect to an HTTP connection. Possible modes are:

Enabled:Enable HTTPS mode operation.

Disabled:Disable HTTPS mode operation.

Automatic Redirect: Indicates the HTHS redirect mode operation. It applies only if HTTPS mode "Enabled" is selected.
Automatically redirects HTTP of web browser to an HTTPS connection when both HTTPS mode and Automatic Redirect

are enabled. Possible modes are:
Enabled:Enable HTTPS reelct mode operation.

Disabled:Disable HTTPS redirect mode operation.
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HTTPS Certificate Update
Certificate FileSelect a HTTPS certificate to upload
Private Key FileSelect a private key file to upload.

Pass Phrasdf your uploaded certificate igrotected by a pass phrase, enter the pass phrase here. The allowed string
length is 0 to 60.

Certificate StatusThis field shows the current status of the uploaded certificate.

4.5.2 Access Management
4.5.2.1 Access Management Configuration

Configurethe access management table on this page. The maximum number of entries is 16. If the application's type
matches any one of the access management entries, it will be allowed access to the switch.

Access Management Configuration

GOSN | Enakled v

Delete | VLAN ID Start IP Address End IP Address HTTP/HTTPS | SNMP | TELNET/SSH
Delete 1 192,158,049 152,168,049

34 New Bntey

Sawe || Reset

Mode: Indicates the access management mode operatiassible modes are:

Enabled:Enable access management mode operation.

Disabled:Disable access management mode operation.
VLAN ID Indicates the VLAN ID for the access management entry.
Start IP addressindicates the start IP address for the assenanagement entry.
End IP addressindicates the end IP address for the access management entry.
HTTP/HTTRSCheckedridicates that thematchedhost can access theviich from HTTP/HTTPS interface.
SNMP Checkednidicates that thematchedhost can access the switch from SNMP.
TELNET/SSHndicates that thematchedhost can access the switch from TELNET/SSH interface.
Click thedAdd New Entrybutton to insert a new entry to the list.

Click thesDeletes button to remove a newhmserted entryor selectthe checkbox to remove a saved entiyring the
next save

Click thedSave button to save settings or changes.

Click thedReset button to restore changed settings to the default settings.
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4.5.2.2 Access Management Statistics

This page prodes statistics for access management.

Access Management Statistics Autorefresh [ Refiesh || Clear

Interface | Received Packets | Allowed Packets | Discarded Packets
HTTP 0
HTTPS
SNMP
TELNET
S5H

oo o oo
oo o oo

oo oo

Interface: The interface type through which any remote host can access the switch.
Received Packet§he number of received packets from the interface when access management mode is enabled.
Allowed PacketsThe number of allowed packets from the interface when access management mode is enabled.

Discarded Packetdhe number of discarded packets from the interface when access management mode is enabled.

4.5.3 SNMP
4.5.3.1 SNMP System Configuration
ConfigureSNMP on this page.

SNMP System Configuration

Version SMMF vic v
Read Community [gfsiiait

Write Community <=

Engine ID BOO00TES01 FH00001

Save || Reset

Mode: Indicates the SNMP mode operation. Possible modes are:
Enabled:Enable SNMP mode operation.
Disabled:Disable SNMP mode operation.

Version Indicates the SNMP supported version. Possible versions are:
SNMP v1Set SNMPupported version 1.
SNMP v2cSet SNMP supported version 2c.
SNMP v3Set SNMP supported version 3.

Read Community Indicates the community read access string to permit accetiset&NMP agent. The allowed string
length is 0 to 255, and the allowetntent is the ASCII characters fr@x21 to OX7E

Write Community Indicates the community write access string to permit accesthéoSNMP agent. The allowed
string length is 0 to 255, and the allowed content is the ASCII charactersOk@into OX7EThese two fields are
applicable only forlSNMP version v1 or v2c. If SNMP version is v3, the community string will be associated with
SNMPv3 communities tabl8SNMPvJrovides more flexibility to configure security name than a SNMPv1 or SNMPv2c
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community sting. In addition to community string, a particular range of source addresses can be used to restrict
source subnet.

Engine IDIndicates the SNMPv3 engine ID. The string must contain an even ny{mldexadecimal format) with

number of digits between@ and 64, but alzeros and allF's are not allowed. Chang¢o the Engine ID will clear all
original local users.

4.5.3.2 Trap Configuration
Configure SNMP trap on this page.

Trap Configuration

Global Settings

L LY | Disabled v

Trap Destination Configurations

Delete | Name | Enable | Version | Destination Address | Destination Port

Add New Entry

Save || Reset

Global Settings

Mode: Globally enable odisabletrap function.

Click he 6Add New Entrgto insert a SNMP trap entry.

SNMP Trap Configuration

Config Name

Disabled
Trap Version SNMP v2c
Trap Community public
Trap Destination Address

Trap Destination Port 162
Trap Inform Mode Disabled
Trap Inform Timeout (seconds) ||

Trap Inform Retry Times 5

Trap Probe Security Engine ID_[| ISt
Trap Security Engine ID

Trap Security Name None

SNMP Trap Event

. [ Warm Start
Cold Start

* Ll Authentication Fail
STP

* CJRMON
Ring

. LI Power1 Stalus
Power2 Stalus

System

Linkup @ none © specific © all ports
Interface *Link down @ none ) specific ' all ports
FoE ® none  specific  all poris

Save || Reset

SNMP Trap Configuration

Trap Config Namdndicates a descriptive name for this SNMP trap entry.
Trap Mode: Indicates the SNMP trap mode operation.
Enabled:Enable SNMP trap mode operation.
Disabled:Disable SNMP trap mode operation.
Trap Version:Indicates the SNMP trap supported version. Possible versions are:

SNMP v1Set SNMP trap supported version 1.
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SNMP v2cSet SNMP trap supported version 2c.
SNMP v3Set SNMP trap supported version 3.

Trap Community:Indicates the community access string when sending SNMP trap packet. The allowed string length is
0 to 255, and the allowed content is ASCII characters %21 to OX7E

Trap Destination Addresstndicates the SNMP trap destinatioddress. It allows a valid IP address in dotted decimal
notation ('x.y.z.w'). Also allowed is a valid hostname. A valid hostname is a string drawn from the alpkalaet A
digits (09), dot (.) and dash); Spaces are not allowed. The first charaateist be an alpha character, and the first
and last characters cannot be a dot or a dash.

Trap Destination port:Indicates the SNMP trap destination port. SNMP Agent will send SNMP message via this port,
the port range is 1~65535. The default SNMP trag [ 162.

Trap Inform Mode: Indicates the SNMP trap inform mode operation. Possible modes are:
Enabled:Enable SNMP trap inform mode operation.
Disabled:Disable SNMP trap inform mode operation.
Trap Inform Timeout (seconds)ndicates the SNMPdp inform timeout. The allowed range is 0 to 2147.
Trap Inform Retry Timesindicates the SNMP trap inform retry times. The allowed range is 0 to 255.

Trap Probe Security Engine Indicates the SNMP trap probe security engine ID mode of operdiossible values
are:

Enabled:Enable SNMP trap probe security engine ID mode of operation.

Disabled:Disable SNMP trap probe security engine ID mode of operation.
Trap Security Engine IDIndicates the SNMP trap security engine ID. SNMPv3 sendsanapsforms ue USM for
authentication and privacy. A unique engine ID for these traps and informs is needed. When "Trap Probe Security
Engine ID" is enabled, the ID will be probed automatically. Otherwise, the ID specified in this field is used.Jhe strin
must contain an even numbégin hexadecimal format) with number of digits between 10 and 64, bwteaths and ail
'F's are not allowed.
Trap Security Name Indicates the SNMP trap security name. SNMPV3 traps and inforerd &gl for authentication

andprivacy. A unique security name is needed when traps and informs are enabled.

SNMP Trap Event

System: The system trap events include the following.

Warm Start:The switch has been rebooted from an already powered on state.

Cold StartThe switch habooted from a powered off or due to power cycling (power failure).
AAA: Authentication, Authorization and Accounting; A trap will be issued at any authentication failure.
Switch: Indicates that the Switch group's traps. Possible traps are:

STPSelet the checkbox to able STP trapClearto disable STP trap.

RMON:Select the checkbox tanable RMONtrap. Clearto disable RMON trap.
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Power: Indicates the Power group's trapRossibldrap event are:

Power 1 Status:Select the checkbox tonable Pwer 1 status trapClear the checkbox tdisablePower 1 status
trap.

Power 2 Status:Select the checkbox tanable Power2 status trap.Clear the checkbox tdisablePower 2 status
trap.

Interface: Indicates the Interface group's traps. Possible srape:
Link Up:none/specific/all portdink up trap.
Link Down:none/specific/all portdink down trap.
LLDPnone/specific/all portd LDRLink Layer Discovery ProtoctBp.
PoE:none/specific/all portsPoE status trapThis option is for POE modebnly.

When the "specific" radio button is selected, a popup graphic with port checkboxes allows selection specific ports.

Port | Link up | Link down | PoE

=

R

e O e s o A i A e (e
i A e |

e o s i A s A e

After completing all the trap settings, click the "Save" button.

4.5.3.3 SNMPv3 Community Configuration

Configure SNMPv3 comunity table on this page. The entry index key is Community.

SNMPv3 Community Configuration

Delete | Community Source IP Source Mask
O public 0.00.0 0,000
[l private 0.00.0 0,000

Add New Entey Save || Reset

Delete: Check to delete the entry. It will be deleted during the next save.

Community Indicates the community access string to permit access to SNMPV3 agent. The allowed string length is
to 32, and the allowed content is ASCII characters @21l to Ox7EThe community string will be treated as security
name and map a SNMPv1 or SNMPv2c community sffimg.string is case sensitive.

Source IP Indicates the SNMP access source addragzarticular range of source addresses can be used to restrict
source subnet when combined with source mask.

Source Mask Indicates the SNMP access source address mask.
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4.5.3.4 SNMPv3 User Configuration
Configure SNMPv3 user table on this page. Titeyéndex keys are Engine ID and User Name.

SNMPv3 User Configuration

Security Authentication | Authentication | Privacy Privacy

Engine ID Level Protocol Password Protocol | Password

] 800007e5017f000001 default_user MoAuth, NoPriv MNone None MNone None

Add New Entey Sawe || Reset

Engine ID An octet string identifying the engine ID that this entry should belong to. The string must contain an even
number (in hexadecimal format) with number of digits between 10 and 64, butaalbs ad all'F's are not allowed.

The SNMPV3 architecture uses the Usased Security Model (USM) for message security and the-hased Access

Control Model (VACM) for access control. For the USM entry, the usmUserEnginelD and usmUserName are the entry's
keys. In a simple agent, usmUserEnginelD is always that agent's own snmpEnginelD value. The value can also take the
value of the snmpEnginelD of a remote SNMP engine with which this user can communicate. In other words, if user
engine ID equal system engiri2 then it is local user; otherwiseigta remote user.

User Name A string identifying the user name that this entry should belong to. The allowed string length is 1 to 32,
and the allowed content is ASCII characters fx81 to Ox7E

Security Level Indicates the security model that this entry should belong to. Possible security models are:
NoAuth, NoPriviNo authentication and no privacy.
Auth, NoPriv:Authentication and no privacy.
Auth, Priv:Authentication and privacy.

The value of securitievel cannot be modified if entry already exists. That means it must first be ensured that the
value is set correctly.

Authentication Protocol Indicates the authentication protocol that this entry should belong to. Possible
authentication protocols a:

None:No authentication protocol.
MD5: An optional flag to indicate that this user uses MD5 authentication protocol.
SHAAN optional flag to indicate that this user uses SHA authentication protocol.

The value of security level cannot be modifiedntry already exists. That meaitsnust firstbe ensurel that the
value is set correctly.

Authentication Password:A string identifying the authentication password phrase. For MD5 authentication protocol,
the allowed string length is 8 to 3haraders. For SHA authentication protocol, the allowed string length is 8 to 40
characters The allowed content is ASCII characters fix®1 to OX7E

Privacy Protocal Indicates the privacy protocol that this entry should belong to. Possible privacy pistae:

None:No privacy protocol.

DESAnN optional flag to indicate that this user uses DES authentication protocol.
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AESAnN optional flag to indicate that this user uses AES authentication protocol.

Privacy PasswordA string identifying the privay password phrase. The allowed string length is 8 to 32, and the
allowed content is ASCII characters fror21 to OX7E

/tA01 GKS a!RR bS¢g 9yiGNRé odziG2y G2 AyaSNI F ySg SyuiuNe

I/ £tA01 GKS a5Sft SiSé¢ -insatied@rftry orséezt thivdeckbek $o rdmovg & smfed entiyring the
next save

w»
Q)¢
s

I ftA01 GKS a{l @S¢ odzilizy G2 al @S aSiday3aa 2N OKI y3

/I tA01 GKS awSasSié odzidzy G2 NBal2NB OKFy3aISR aSduAiay3a i

4.5.3.5 SNMPv3GroupConfiguration
Configure SNMPv3 grodable on this page. The entry index keys are Security Model and Security Name.

SNMPv3 Group Configuration

Delete | Security Model | Security Name Group Name
O vl public defanlt_ro_group
O vl private default_rw_sroup
O v2c public defanlt_ro_group
] v2c private default_rw_zronp
O usm default_user default_rw_zronp
Add Mew Entry Sawe || Reset

Security Model: Indicates the security model that this entry should belong to. Possible security models are:
v1:Reserved for SNMPv1.
v2c:Reserved for SNMPv2c.
usm: Userbased Security Model (USM) for SNMPv3.

Security Name:A string identifying the security name that this entry should belong to. The allowed string length is 1
to 32, and the allowed content is ASCII characters from 0x21 to OX7E.

Group Name:A stiing identifying the group name that this entry should belong to. The allowed string length is 1 to 32,
and the allowed content is ASCII characters from 0x21 to OX7E.

4.5.3.6 SNMPV3 View Configuration
Configure SNMPv3 view table on this page. The entlgxirkeys are View Name and OID Subtree.

SNMPv3 View Configuration

Delete | View Name | View Type | OID Subtree
O default_view | incloded w 1

Add New Entey Sawve || Reset
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View Name: A string identifying the view name that this entry should belong to. The allowed string length is 1 to 32,
and the allowed content is ASCII characters from 0x21 to Ox7E.

View Type: Indicates the 8w type that this entry should belong to. Possible view types are:
included: An optional flag to indicate that this view subtree should be included.
excluded:An optional flag to indicate that this view subtree should be excluttedeneral, if a viewrgry's view
type is 'excluded’, there should be another view entry existing with view type as ‘'included' and it's OID subtree

should overstep the 'excluded' view entry.

OID Subtree:The OID defining the root of the subtree to add to the named view.dllbeved OID length is 1 to 128.
The allowed string content is digital number or an asterisk(*).

4.5.3.7 SNMPV3 Access Configuration

Configure SNMPv3 access table on this page. The entry index keys are Group Name, Security Model and Security Level.

SNMPv3 Access Configuration

Group Name | Security Model | Security Level | Read View Name | Write View Name
] default_ro_group any NoAuth, NoPriv default_view v Mene v
O default_rw_group any NoAuth, MoPriv default_view v default_view v

Add Mew Entey Save || Reset

Delete: Check to delete the entry. It will be deleted during the next save.

Group Name:A string identifying the group name that this entry should belong to. The allowed string length is 1 to 32,
and the allowed content is ASCII characters fb#1 to &7E

Security Model: Indicates the security model that this entry should belong to. Possible security models are:
any: Any security model accepted(vl|v2c|usm).
v1:Reserved for SNMPv1.
v2c:Reserved for SNMPv2c.
usm:Userbased Security Model (USK&r SNMPv3
Security Level Indicates the securitievelthat this entry should belong to. Possible security models are:
NoAuth, NoPriviNo authentication and no privacy.
Auth, NoPriv:Authentication and no privacy.
Auth, Priv:Authentication and pxiacy.

Read View Name The name of the MIB view defining the MIB objects for which this request may request the current
values. The allowed string length is 1 to 32, and the allowed content is ASCII charactdéysZiotm Ox7E

Write View Name The rame of the MIB view defining the MIB objects for which this request may potentially set new
values. The allowed string length is 1 to 32, and the allowed content is ASCII charactéyzsZiotm Ox7E
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4.5.4 RMON
4.5.4.1 Statistics
4.5.4.1.1 RMON Statistis Configuration
Configure RMON Statistics table on this page. The entry index key is ID.

RMON Statistics Configuration

Data Source

Delete 1361212211 0

Add MNew Entry Save || Reset

Delete: Check to delete the entry. It will be deleted during the next save.
ID: Indicates the index of the entry. The range is from 1 to 65535.

Data Source Indicates the port ID which wants to be monitored.

4.5.4.2 RMON History Configuration

RMON History Configuration is to collect statistics on a physical interface to monitor network utilization, packet types,
and errors. A RMON historical record canused to monitor intermittent problems.

RMON History Configuration

Delete Data Source Interval Buckets Dz
Granted
Delete 1361212211, 0 1800 in
&3d Mew Entey Save | Beset

ID: Indicatesthe index of the entry. The range is from 1 to 65535.

Data Source:Indicatesthe port ID which wants to be monitored.

Interval: Indicatesthe polling interval. By default, 1800 seconds is #fjggt The allowed range is-B600 seconds.
Buckets: The number of buckets requested for this entry. By default, 50 is specified. The allowed rar§é 0 1
Buckets GrantedThe number of buckets granted.

Click thedAdd New Entrgbutton to inset a new entry to the list.

Click thesDeletes button to remove a newhmserted entry orselectthe checkbox to remove a saved entiyring the
next save

Click thedSave button to save settings or changes.

Click thedReset button to restore changededtings to the default settings.
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4.5.4.3 RMON Alarm Configuration

RMON Alarm configuration definspecific criteria that will geneta response events. It can be set to test data over
any specified time interval and can monitor absolute or changingegallarms can also be set to respond to rising or
falling thresholds.

RMON Alarm Configuration

Rising Falling Falling

Variable
Threshold Threshold Index
Delete 00 136121221 00 | Delta v 0 | RisingOxFalling w 4] 4] 4] 0
Add New Entey Save Reset

ID: Indicates the index of the entry. The range is from 1 to 65535.

Interval: The polling intervalor sampling and comparing the rising and falling threshold. The range isli@g?31
seconds

Variable:The object number of the MIB variable to be sampled. Only variables of the type ifEntry.n.n may be sampled.
Possible variables ataOctets,InUcastPkts, InNUcastPkts, InDiscards, InErrors, InUnknownRoatti3ctets,
OutUcasPkts, OutNUcastPkts, OutDiscards, OutErrors,QuiQLen.
Sample TypeTest for absolute or relative change in the specified variable.
Absolute: The variable is compared to the thresholds at the end of the sampling period.
Delta: The last sample is striacted from the current value and the differencecismpared to the thresholds.

Value:The statistic value during the last sampling period.

Startup Alarm:Select a method that is used to sample the selected variable and calculate the value to be abmpare
against the thresholds.

Rising or FallingTrigger alarm when the first value is larger ththe rising threshold otessthan the falling
threshold

Rising: Trigger alarm when the first value is larger than the risirgshold.

Falling:Trigge alarm when the first value is less than the fallihgeshold.
Rising Thresholdif the current value is greater than the rising threshold and the last sample value is less than this
threshold, then an alarm will be triggeredfter a rising event haseen generatedanother such event will not be
generated until the sampled value hialen below the rising threshold, reaches the falling threshold, @gain
moves back up to the rising thresholthe threshold angeis -2147483647 t®147483647
Risng Index:Indicatesthe rising index of an event. The range #6%535.
Falling Thresholdtf the current value is less than the fallittgeshold, and the last sample value was greater than this
threshold,then an alarm will be generated. After a falliegent has beemenerated, another such event will not be
generated until the sampledalue has risen above the falling threshold, reaches the ribirgghold, and again moves
back down to the failing threshol§Range:2147483647 to 2147483647)

Fallingindex: Indicatesthe falling index of an event. The range 1{65535.

Click thedAdd New Entrgbutton to insert a new entry to the list.
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Click thesDeletes button to remove a newhmserted entry orselectthe checkbox to remove a saved enttyring the
next save.

Click thedSave button to save settings or changes.

Click thedResef button to restore changed settings to the default settings.

4.5.4.4 RMON Event Configuration

RMON Event Configuration page is used to set an action taken when anisikaiggered.

RMON Event Configuration
Delete ID Desc Type Community Event Last Time
Delete none v puklic 0
Add Mew Entey Save || Reset

Delete: Check to delete the entry. It will be deleted during the next save.
ID: Specify an ID index. The range-$3535.
Desc:Enter a descriptive comment for this entry.
Type:Select an event type that will take when an alarrtriggered.
None:No event is generated.
Log:When the event is triggered, a RMON log entry will be generated.
snmptrap:Send a trap message to all configured trap managers.
logandtrap:Logs an event and sends a trap message.
Community:A passwod-like community string sent with the trapAlthough the community string can be set on this
configuration page, its recommended that it be defined on the SNMP trap configuration jpaige to configuring it

here.The allowed characters afie-127.

EventLast TimeThe value of sysUpTime when an event was last generated for this entry.

45.45 RMON Statistics Overview

This RMON statistics overview page shows interface statistics. All values displayed have been accumulated since the
last system reboot ash are shown as counts per second. The system will automatically refresh every 60 seconds by

default.

RMON Statistics Status Overview Autorefresh [ Refresh | ko | 32

Start from Control Index |0 with |20 | entries per page.

luz CRC | Under-

Errors

Source | Drop | Octets | Pkts
(ifindex)
No more entries

Frag. | Jabb. | Coll.
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ID: Display an ID index.

Data SourcePort ID to Monitor.

Drop: The total number of dropped packets due to lack of resources.

Octets: The total nunber of octets of data received.

Pkts: The total number of packets (including bad packets, broadcast packets) received.
Broadcast:The total number of good packets received that were directed to the broadcast address.
Multicast: The total number of googackets received that were directed to a multicast address.

CRC Errorshe total number of packets received that had a len@tkcluding framing bits, but including FCS octets)
of between 64 and.518 octets.

UndersizeThe total number of packets receid that were less than 64 octets.

OversizeThe total number of packets received that were longer th&i8octets.

Frag.:The number of frames which size is less than 64 ocestsived with invalid CRC.

Jabb.:The number of frames which size is lartfean 64 octetseceived with invalid CRC.

Coll.: The best estimate of the total number of collisions on this Ethernet segment.

64 BytesThe total number of packets (including bad packetsgived that were 64 octets in length.

X~Y (65-127, 128-255, 56~511, 5121023, 10241588):The total number packets received between X and Y octets
in length.

4.5.4.6 History Overview

RMON History Overview Auto-refresh [ | Refresh | ks |

Start from Control Index |0 and Sample Index |0 with |20 | entries per page.

History | Sample | Sample CRC | Under-

Drop | Octets Frag. | Jabb. | Coll. | Utilization

Start Errors

No more entries

History Index:Display Index of History control entry.

Sample IndexDisplayindex of the data entry associated with the casitentry.

Sample StartThe time at which this sample started, expresseddnonds since the switch booted up.
Drop: The total number of dropped packets due to lack of resources.

Octets:The total number of octets of data received.

Pkts: The total nunber of packets (including bad packets, broadcast packets) received.

Broadcast:The total number of good packets received that were directed to the broadcast address.
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Multicast: The total number of good packets received that were directed to a multicidtess.

CRC Errorshe total number of packets received that had a len@gtkcluding framing bits, but including FCS octets)
of between 64 and 518 octets.

UndersizeThe total number of packets received that were less than 64 octets.
OversizeThe toal number of packets received that were longer tHas18octets.
Frag.:The number of frames which size is less than 64 ocestsived with invalid CRC.
Jabb.:The number of frames which size is larger than 64 octatsived with invalid CRC.
Coll.:The best estimate of the total number of collisions on this Ethernet segment.

Utilization: The best estimate of the mean physical layer network utilization on this interface during this sampling
interval, in hundredths of a percent.

454.7 Alarm Overviev

RMON Alarm Overview Auto-refresh [ | | Refiesh | ke | =
Start from Control Index O with |20 | entries per page.
. Sample Startup Rising Rising Falling Falling
0 ldsrod) arikile Type Al Alarm | Threshold | Index | Threshold | Index

No more entries

ID: Display an alarm control index.
Interval: Interval in seconds for sampling and comparing the riaimg falling threshold.
Variable MIB objectthat is usedo be sampled.

Sample TypeThe method of sampling the selected variable aattulatng the value to be compared against the
thresholds.

Value The value of the statistic during the last sampling period.
Startup Alarm The alarm that may be triggered when this entrfirist set to valid.

Rising Thresholdf the current value is great than the risinghreshold, and the last sample value was less than this
threshold, thenan alarm will be generated.

Rising IndexThe index of the event to use if an alarm is triggeogdnonitored variables crossing above the rising
threshold.

Falling ThresholdIf the current value is less than the fallitgeshold, and the last sample value was greater than this
threshold,then an alarm will be generated.

Falling IndexThe index of the event to use if an alarm is triggepgdnonitored variablesrossing below the falling
threshold.
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45.4.8 Event Overview

RMON Event Overview

Start from Control Index |0 and Sample Index 0 with |20 | entries per page.
Event - .
Index Legindex | LogTime | LogDescription

No more entries

Event Index Display he event entryindex
Log IndexDisplaythe log entryindex
Log TimeDisplayEvent log time.

Log DescriptionDisplayEvent description.

4.5.5 Network
4.55.1 Port Security

Port Security Limit Control can restrict the number of users that can access the switch SR 2y dzASNEQ a!
and VLAN I@n a per port basis. Once the number of users that wants to access the switch sxiceespecified
number, aselected action will be taken immediately.

4.5.5.1.1Limit Control

Port Security Limit Control Configuration

System Configuration

Mode Disahled 2
Aging Enabled [iul
Aging Period 3500 seconds

;

Port Configuration

Port Mode Limit LS State | Re-open
1 |Disabled =] 4 |Mone | Disabled | Recpen
2 |Disabled x| |—4 Hone 7| Disabled | Reopen
3 |Disabled = |—4 Mone: | Disabled | Reopen
4 | Diszbled =] |—4 Hone | Disabled | Recpen
& |Disabled x| |—4 Hone | Disabled | Reopen
6 |Disabled = 4 |Mane 7| Disabled | Reopen
7 |Diszbled x| |—4 Hone 7| Disabled | Recpen
8 |Disabled = |—4 Hone: | Disabled | Reopen
9 |Disabled = 4 |Mone 7| Disabled | Reopen

10 W |—4 m Disabled | Reopen
1 W |—4 m Disabled | Reopen

Sawe || Reset

System Configuration

Mode: Enable or disable port security limit control globallfyglobally disabled, other modules may still use the
underlying functionality, but limit checks and cesponding actions are disabled.

Aging Enabled:If enabled, secured MAC addresses are subjeetging as discussed under Aging Perlafith aging
enabled, a timer is started once the ehdst gets securedWhen the timer expires, the switch starts loongi for
frames from theend-host, and if such frames are not seen within the next Aging Petiecend-host is assumed to be
disconnected, and the correspondingsources are freed on the switch.

Aging Periodif Aging Enabled is checked, then the agiegqu can be set up with the desidevalue. By default, the
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aging period is set to 3600 seconds. The alloveedjeis 10~10,000,000 second

Port Configuration

Port: Display be portnumberat 2 NIi F € NMzZ Sa LI e G2 tf LRNIao

Mode: Enable or disable pbrsecurity limit control on a per port basis. To make limit control function work, port
security limit control needs to be enabled globally and on a port.

Limit: The maximum number of MAC addresses that can be secured on this port. The number canndtl®&kedf
the limit is exceeded, the corresponding action is taken.

Action: If the limit is exceeded, the selected action will take effect.
None:Do not allow more than the specified limit of MAC addresses to access on a port. No action istaleher

Trap:If Limit + 1 MAC addresseasge seen on the port, send an SNMfp. If Aging is disabled, only one SNMP
trap will be sent, but withAging enabled, new SNMP traps will be sent every time the liraitdeeded.

Shutdown:If Limit + 1 MAC addressi&sseen on the port, shutown the port. This implies that all secured MAC
addresses will beemoved from the port, and no new addresses will be learned. Hvéme link is physically
disconnected and reconnected on the pdby disconnecting the cablehe port will remain shut down. There
are three ways to r@pen the port:

* Boot the switch

* Disable and reenable Limit Control on the port or the switch

* Click thedReopen button

Trap & Shutdownif Limit + 1 MAC addresses is seen on the gwth G KS &G ¢ N} L¥ | yR GKS
described above will baken.

State: Display the current state of the port from the port security limit control's point of viéhe displayed state
might be one of the following:

Disabled:Limit control is eitheglobally disabled or disabled on a port.
Ready:The limit is not reached yet.
Limit ReachedThe limit is reached om port. Thisstate can only be shown if Action is set to None or Trap.

Shutdown: The port is shut down by the Limit Contrgiodule. Tls state can only be shown if Action is set to
Shutdown ofTrap & Shutdown.

Reopen Button: If a port is shut down by this module, you may reopen itchgking this button, which will only be
enabled if this is the case. Fother methods, refer to Shutalvn in the Action sectioriNote that clicking the Reopen
button causes the page to be refreshed, norcommitted changes will be lost.

4.5.5.1.2Switch Status
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Port Security Switch Status

User Module Legend

User Module Name | Abbr

Limit Contral L

802.1X 8

DHCP Snooping 0
Port Status

Port Users | State

-—= Disabled
=== Disabled
-—= Disabled
=== Disabled
Disabled
=== Disabled
- Disabled
- Disabled
-—= Disabled
=== Disabled
Disabled

== T R T B LA T S TV [ AR
|
|
|

—
|
|
|

MAC Count

Current | Limit
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Auto-refresh [] | Refiesh

User Module Legend

User Module NameThe full name of a module that may request Port Sigservices.

Abbrr¢ KAa O2fdzyy Aa (GKS FT00NB@GAIFIGAZ2Y F2NJ GKS

Port Status

Port: Port number. Click a particular port number to see its port status.

dza SNJ Y2 Rdzf §

Users: Each of the user modules has a cofuthat shows whethethat module has enabled Port Security or not-'A "
means that thecorresponding user module is not enabled, whereas a letter indidatdsthe user module

abbreviated by that letter has enabled paecurity.

State: This shows thewrent status of a port. It can be one of the following states:

Disabled:No user modules are currently using the Port Secetyice.

Ready:The Port Security service is in use by at least onemséule, and is awaiting frames from unknown MAC

addresses tarrive.

Limit ReachedThe Port Security service is enabled by at leastthet Control user module, and that module

has indicated that thdimit is reached and no more MAC addresses should be taken in.

Shutdown:The Port Security service isabled by at least the Lim@ontrol user modul@and that module has
indicated that the limit iexceeded. No MAC addresses can be learned on the port untiidmnistratively re

opened on the Limit Control configuratiqrage.

MAC Coun{Current/Limit): The two columns indicate the number of currentarned MAC addresses (forwarding as
well as blocked) and theaximum number of MAC addresses that can be learned on the resgiectivelylf no user
modules are enabled on the port, the Current columili show a dash-J. If the Limit Control user module is not
enabled on theport, the Limit column will show a das#).(
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45.5.1.3Port Staus

Port Security Port Status Port 1 Port 1 v | Auto-refresh [ | Refresh

MAC Address | VLAN ID | State | Time of Addition | Age/Hold
No MAC addresses atfached

This page shows MAC addresses learned on a particular port.

MAC Address? KSy Gt 2Nl {SedBAR A& [BSyyYy»d SR2y@dRI0Ftte yR 2y | LI
show in here.

VLAN IDDisplay VLAN ID that is seen on this port.

State: Display whether the corresponding MAC address is forwarding or blocked. In the blocked state, it will not be
allowed to transmit or receive traffic.

Time of Addition:Display the date and time when this MAC address was seen on the port.

Age/Hold: If at least one user module has decided to block this MAC address, it will stay in the blocked state until the
hold time (measured in seconds) expires. If all user modules have decided to allow this MAC address to forward, and
aging is enabled, the Port Security module will periodically check that this MAC address is still forwarding traffic. If the
age period (measureih seconds) expires and no frames have been seen, the MAC address will be removed from the
MAC table. Otherwise a new age period will begin. If aging is disabled or a user module has decided to hold the MAC
address indefinitely, a dash (ill be shown.

45.5.14 Link Detection

Port Security Link Detection Configuration

Global Configuration

Port Configuration

Port Mode Condition Action State | Re-open

* ]“"—L, < - < -
1 |Disabled j Lirk dorer j Trap j Disabled | Reopen
2 |Disabled j Link dawn j Trap j Disabled | Reopen
3 |Disabled j Link dawn j Trap j Digabled | Reopen
4 | Disabled j Link daown j Trap j Disabled | Reopen
4 |Disabled j Link dawn j Trap j Digabled | Reopen
B |Disabled j Link down j Trap j Digabled | Reopen
7 |Disabled j Link dawn j Trap j Disabled | Reopen
g |Disabled j Link down j Trap j Digabled | Reopen

9 (Fiber1) |Disabled j Link down j Trap j Disabled Reopen

10 (Fiber2) | Disabled j Lirk: dorer j Trap j Disabled | Reopen

11 (Fiber3) Disabledj Link down j Trap j Disabled Reopen

Save Reset

Global Configuration
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Mode: Enable or disable link detection function globally.

Port Configuration

Mode: Enable or disable linffletectionfunction on a per port basis.

Condition: Select dink condition that applies tdhe selectedaction.
Link down: If the link is changed from up to down, the device will triggershkected action.
Link up:If the link is changed from down to up, the device will triggerghkected action.

Link downand up: If the link is changfrom upto down and then umgain the device will trigger theelected
action.

Action: When the selected link conditiomccurs on the corresponding port, the action selected will be triggered.
Trap:If the selected link condition occurs on a porSEMP trap will be sent.

Shutdown If the selected link condition occurs on a port, the corresponding port will be shutdown. When the
port isshutdown there are four ways to opeor activatethe shutdownport.

(1) Reboot theswitch

(2) Disable and reenableon the shutdown port.

(3) Selectother link conditiors or action mods.

(4) Click the "Reopen” button on the shutdown péotopen the port

Trap +Shutdown If the selected link condition occurs on a port, a SNMP trap will be sent and the corresponding
port will be shutdown. When the port ghutdown there are four ways to open the port.

(1) Reboot theswitch

(2) Disable and resnable on the shutdown port.

(3) Select other link conditions or action modes.

(4) Click the "Reopen” button on the shutdown port to open the port.

State: This field displays the current state of the corresponding dorhay display one of the following states:
Disabled:The link detection function is globally disabled or the correspondingrpodeis disabled.

Ready:The link detection functio is globally enablednd the corresponding port is enabled as well. However,
the action is not yet triggered.

Trap EventThe link detection "Trap" action is triggered.
Shutdown:The link detection "Shutdown" or "Trap & Shutdown" action is triggered.

Reopen:Click on the reopen button toopen oractivate the shutdown portThis button works only when the port is
in "Shutdown" state.

4.55.2 NAS

Network Access Server configuration is usefulthe networking environment thatwants to authenticate céints
(supplicants) before they can access resources on the protected netWorkffectively control access to unknown
clients,802.1Xdefined by IEEE providesportbasedauthenticationprocedure thatcan preventunauthorized access
to a network by requing users to first submit credentials for authentication purposes.
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A switch interconnecting clients and radius serwgually acts as an authenticator and useEAPOL (Extensible

Authentication Protocol over LANS) to exchange authentication protocosages with clients and a remote RADIUS

I dzG KSYy GAOFGA2Y &aSNBSNI (2
configurationseither on the system or on a per port basifo configure backend server, please tgoRADIUS

configuration page.

4.5.5.2.1Configuration

Network Access Server Configuration

System Configuration

Reauthentication Enabled

Reauthentication Period
EAPOL Timeout

Aging Period

Hold Time

RADIUS-Assigned QoS Enabled
RADIUS-Assigned VLAN Enabled
Guest VLAN Enabled

Guest VLAN ID

seconds
seconds
seconds

seconds

RADIUS-
Assigned

QoS Enabled

RADIUS-
Assigned
VLAN Enabled

GSNR Teé

Guest
VLAN
Enabled

Port State

dza SNJ ARSyGAGeE yR

Restart

Refiesh

1 [Force Autorized 7]
2 [Force autrorzed =]
3 [Force Autrorized 7]
4 [Force autrorized =]
5 [Force sutrorzed =]
5 [Force Autorized ]
7 [Force autrorized =]
8 [Force sutrorzed 7]
9 [Force Autrorized 7]
10 [Force Authorized =]
11 [Force autrorzed 7]

[=

H H B § B H 05§ 5§ =

=

HjE § 0 5 0 5§ 5 5 0 =

q

H|H § 0 5 0 5§ 5§ B 0 =H

Globally
Dizabled
Globally
Disahled
Globally
Disablad
Globally
Dizabled
Globally
Disabled
Glaobally
Disabled
Globally
Dizabled
Globally
Disabled
Glabally
Disabled
Globally
Disabled
Globally
Disabled

Reauthenticate

Reauthenticate

Reauthenticate

Reauthenticate

Reauthenticate

Reauthenticate

Reauthenticate

Reauthenticate

Reauthenticate

Reauthenticate

Reauthenticate

Reinitialize

Reinitialize

Reinitialize

Reinitialize

Reinitialize

Reinitialize

Reinitialize

Reinitialize

Reinitialize

Reinitialize

Reinitialize

Save Resat

System Configuration

Mode: Enable 802.1X and MAfased authentication globally on the switdhglobally disabled, all ports aedlowed

to forward frames.

Reauthentication Enabled:Selectthe checkbox to set clients to be -amithenticated after an interval set in
"Reauthentication Period" field. Reutentication can be used to detect if a new device is attached to a switch port.

Reauthentication PeriodSpecify the time interval for a conated device to be rauthenticated. By default, the re
authenticated period is set to 3600 seconds. The allowed range3680D seconds.

dza 8

EAPOL Timeout:Specify the time that the switch waits for a supplicant response during an authentication session
before transmitting a Request Identify EAPOL packet. By default, it is set to 30 seconds. The allowed r&&ESE 1

seconds.

Aging Period:Specify the period that is used to age out a cliedtlowed access to the switch via 802.1X and MAC

based authentiation. The default period is 300 seconds. The allowed range-500D000 seconds.
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Hold Time: The time after an EAP Failure indication or RADHout that a client is not allowed access. This setting
applies to portgunning Single 802.1X, Multi 80X lor MAGhased authenticationBy default, hold time is set to 10
seconds. The allowed rangeli@~1000000 seconds

RadiusAssigned QoS Enable8electthe checkbox to globally enable RADIUS assigned QoS.

RadiusAssigned VLAN EnableRADIUSssigned WAN provides a means to centrally control the VLAN on which a
successfully authenticated supplicant is placed on the switch. Incoming traffic will be classified to and switched on the
RADIUSssigned VLAN. The RADIUS server must be configured to trarmmuitlsRADIUS attributes to take
advantage of this feature.

The "RADIUBssigned VLAN Enabled" checkbox provides a quick way to globally enable/disable -$&5&aEIUS
assigned VLAN functionality. When checked, the individual ports' ditto setting detesmimether RADIUSssigned
VLAN is enabled on that port. When unchecked, RAB#d&r assigned VLAN is disabled on all ports.

Guest VLAN Enabledd Guest VLAN is a special VLAN typically with limited network adtessn checked, the
individual ports' ditb setting determines whether the port can be moved into Guest VLAN. When unchecked, the
ability to move to the Guest VLAN is disabled on all ports.

Guest VLANIDE KA & [ ! Db L5 Aa FdzyOUuAz2ylt 2yfteé 6KSYy DPadtYBAN +[ ! b
ID is set to if a port is moved into the Guest VLAN. The rangel@95.

Max. Reauth. CountThe maximum number dfmes the switch transmits an EAPOL Request Identity frame without
receiving aresponse beforeadding a port tothe Guest VLAN.hE value can only be changaden the Guest VLAN
option isglobally enabled. ffe rangeis 1~255.

Allow Guest VLAN if EAPOL Se&he switch remembers if an EAPOL frame has been received on the port forthe life
time of the port. Once the switch consideshether to enter the Guest VLAN, it will first check if this option is enabled

or disabled. If disabled (unchecked; default), the switch will only enter the Guest VLAN if an EAPOL frame has not been
received on the port for the liféime of the port. If embled (checked), the switch will consider entering the Guest
VLAN even if an EAPOL frame has been received on the port for ttienéfef the port. The value can only be
changed if the Guest VLAN optiorgleballyenabled.

Port Configuration

Port: Thep2 NIi Yy dzYo SNX at 2Nl fFé Nz Sa FLILX e d2 Ftft LIR2NIao

Admin State:Select the authentication mode on a port. This setting works only when NAS is globally enabled. The
following modes are available:

Force Authorizedin this mode, the switch will send one EAPSuccess frame when the port link comes up, and
any client on the port will be allowed network access without authentication.

Force Unauthorized:In this mode, the switch will send one EAPOL Failure frame when the port link comes up,
and any client orthe port will be disallowed network access.

Port-Based 802.1XThis mode requires a dotlaware client to be authorized by the authentication server.
Clients that are not dottaware will be denied access.

Single 802.1XIn Single 802.1X, at most one glipant can get authenticated on the port at a time. Normal
EAPOL frames are used in the communication between the supplicant and the switch. If more than one
supplicant is connected to a port, the one that comes first when the port's link comes up wilelfegst one
considered. If that supplicant doesn't provide valid credentials within a certain amount of time, another
supplicant will get a chance. Once a supplicant is successfully authenticated, only that supplicant will be allowed
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access. This is thmost secure of all the supported modes. In this modek S at 2 NI { S Qsetid ( & ¢
secure a supplicant's MAC address once successfully authenticated.

Multi 802.1X:In Multi 802.1X, one or more supplicants can get authenticated on the same ptirte dame time.

Each supplicant is authenticated individually and secured in the MAC tablefugiry at 2 NI { SOdzNR G & ¢

MAGbased Auth.: Unlike portbased 802.1X, MAKased authentication do not transmit or receive EAPOL
frames In MAGbased authatication, the switch acts as the supplicant on behalf of clients. The initial frame (any
kind of frame) sent by a client is snooped by the switch, which in turn uses the client's MAC address as both
username and password in the subsequent EAP exchangetlndt RADIUS servefhe 6byte MAC address is
converted to a string on the following form "yx-xx-xx-xx-xx", that is, a dash(is used as separator between the
lower-cased hexadecimal digits. The switch only supports Mi25-Challengeauthentication nethod, so the
RADIUS server must be configured accordingly.

RADIUSAssigned QoS Enable@&electthe checkbox to enable RADHASsigned QoS on a port.
RadiusAssigned VLAN Enable8electthe checkbox to enable RADH4Ssigned VLAN on a port.
Guest VLANEnabled:Selectthe checkbox to enable Guest VLAN on a port.

Port State:Display the current state of the port from 802.1X authentication point of view. The possible states are as
follows:

Globally Disabled802.1X and MA®Gased authentication are dghally disabled.
Link Down:802.1X and MA®Gased authentication are enabled but there is no link on a port.
Authorized: The port is forced in authorized mode and the supplicant is successfully authorized.

Unauthorized: The port is forced in unauthorizedode and the supplicant is not successfully authorized by the
RADIUS server.

X Auth/Y Unauth:The port is in a muksupplicant mode. X clients are authorized and Y are unauthorized.

Restart: Restart client authentication using one of the methatkscibed below. Note that the restart buttons are

only enabled wherii KS agA G 0KQa | dziKSyiAOl A2y eaiRybatidnjiandtiedartst &
Admin State is an EAP®ased or MACBasemhode. Clicking these buttons will not cause settisganged onthe

page to take effect.

Reauthenticate Schedules reauthentication to whenever tlggiet-period of the port runs out (EAP@lased
authentication). FOMAGbased authentication, reauthentication will be attemptedmediately. The button only
has effect for successfullguthenticated clients on the port and will not cause the clientsget temporarily
unauthorized.

Reinitialize This forces theeinitialization of the clients on the port arttiereby a reauthentication immediately.
The clients Wi transfer tothe unauthorized state while the reauthentication is in progress.
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4.5.5.2.2Switch Status

WEBOPERATION & CONFIGURATI

Network Access Server Switch Status

Auto-refresh [] | Refiesh

Port Admin State Port State Last Source | LastID | QoS Class | Port VLAN ID

lga =i 1@l = oo kS |—

9 (Fiber1)
10 (Fiber2)

11 (Fiber3)

Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized

Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled

Port: The prt number. Click a port to view the detailed NAS statistics.

Admin State’5 A a LJ

e GKS

Port Satus: Display the port state.

Last Source:The source MAC address carried in the most recently received EAPOL frame forbBs€tDL

authentication.

Last ID:The user name (supplicant identity) carried in the most recently received Response Identity E&ARO for

EAPOIbased authentication.

QoS Clas®isplay the QoS class that NAS assigns to the port. This field is left blank if QoS is not set by NAS.

LJ2 NI Q&

OdzNNEB vy (i

FRYAYA&AGNI GAGBS

CHAPTER

Port VLAN IDThe VLAN ID of the port assigned by NAS. This field is left blank if VLAN IRti&ndAS.

4.5.5.2.3Port Statistics

Port State

Admin State5 A a LJt

Port State

LGOI RETEN Force Authorized
Authorized

Port State

Port Counters

Receive EAPOL Counters

NAS Statistics Port5

Port 5 v| Autorefresh [ Refiesh | Clear

Transmit EAPOL Counters

Total 0 Total 1
Response ID 0 RequestID 0
Responses 0 Requests 0
Start 0

Logoff 0

Invalid Type 0

Invalid Length 0

e U0KS LI2NUQa OdzNNBy il

Port Status:Display the port state.

FRYAYAZGNT GAGS aidl

adl
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Receive EAPOL Counters

Total: The number of valid EAPOL frames of any type thabkanreceivedby theswitch.
Response IDThe number of valid EAPOL Response Identity frahadave been received by travitch.

ResponsesThe number of valid EAPOL response frames (other Response Identitframes) that havdoeen
received by the switch.

Start The number of EAPOL Start frames that have been receivttktswitch.
Logoff The number of valid EAPOL Logoff frames that have bemsived by the switch.

Invalid Type The number of EAPOL frames that have been recdiyatie switch invhich the fame type isot
recognized.

Invalid Length The number of EAPOL frames that have besseived by the switch iwhich the Packet Body Length
field is invalid.

Transmit EAPOL Counters

Total: The number of EAPOL frames of any type thatiieentransmited by theswitch.
Request IDThe number of valid EAP®equestidentity framesthat have beeneceived by theswitch.

RequestsThe number of valid EAP@questframes (other tharRequestidentity frames) that havédeen received by
the switch.
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4553 ACL

ACL is a sequential list established to allow or deny users to access information or perform tasks on the network. In
this switch, users can establish rules applied to port numbers to permit or deny actions or restrict rate limit.

4.5.5.3.1Pats

ACL Ports Configuration Refresh || Clear

Port Policy ID | Action | Rate Limiter ID | Port Redirect | Mirror. Logging | Shutdown State Counter
~

0 <= v <= v v <= v

1 0 | Pemit v | Disabled Disabled v Disabled v Disabled v Enabled v 0
2 0 Pemit v | Disabled Disabled v Disabled v Disabled v Enabled v 0
3 0 | Pemit v | Disabled Disabled v Disabled v Disabled v Enabled v 0
4 0 Prmit v | Disabled Disabled v Disabled v Disabled v Enabled v 0
5 0 | Prmit v | Disabled Disabled v Disabled v Disabled v Enabled v 125101
6 0 Pamait v | Disabled Disabled v Disabled v Disabled v Enabled v 0
7 0 | Pamit v | Disabled Disabled v Disabled v Disabled v Enabled v 0
8 0 Pamait v | Disabled Disabled v Disabled v Disabled v Enabled v 0
9 0 | Pemit v | Disabled Disabled v Disabled v Disabled v Enabled v 0

10 0 Pemit v | Disabled Disabled v Disabled v Disabled v Enabled v 0

Y FEL B B B B B (B L B B B
G- Rd: 8 RS- Rt R R3e- | RE - 8- K3 (3
> > < B> < M> | < > B> < B> < o< B> | < B> < > <

n 0 |Pemmit v| |Disabled Disabled v| |Disstled v| | Disabled v| |Eabled v 0

Port: The port number.

Policy Id:Assign an ACL policy ID to a particular pérport can only use one policy ID; however, a policy ID can apply
to many ports.The default ID is 0. The allowed range+2%85.

Action: Permit or deny a frame badeon whether it matches a rule defined in the assigned policy.

Rate Limiter ID{ St SOG4 | NI GS €AYAGSNI L5 G2 FLWXe G2 | LRNI®
configuration page.

Port Redirect:Select a port to which matching frames aeglirected.

Mirror: Enable or disable mirroring feature. When enabled, a copy of matched frames will be mirrored to the
RSalGAYyFdA2y LIE2NI &aLISOATA ARbased podt mikrddigBsétdby this2pgianfetarcahtl parih 2 y |
mirroring seton the general Mirror Configuration page are implementedependently. To use A@ased mirroring,

enable the Mirrorparameter on the ACL Ports Configuration page. Then open the Mioonfiguration page, set the

Gt 2N G2 YANNEBNI 20¢stin FASYRLIBRIEKBY RS 8ARBRGIKS daz2RS¢ TA

Logging:Enable logging of matched frames to the system log. To view log entries, go to System menu and then click
0KS a{eadSy [23 LYyF2NN¥IGA2YyE 2LWA2Yy O

Shutdown:This field is to decide whether to shut dowa port when matched frames are seen or not.
State:Select a port state.
Enabled:To reopen a port.

Disabled:To close a port.
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Counters:The number of frames that have matched the rules defined in the selected policy.

4.5.5.3.2Rate Limiters

ACL Rate Limiter Configuration

Rate Limiter ID Rate Unit

W

[T R - T T SO FUR U

= o e L e
B L M B

—
[

FEERBAEEREREREREREREE O

—
o

Save || Reset

Rate Limiter IDDisplay every rate limiter ID.

Rate: Specify the threshold above which packets are dropped. The allowed valuesZ2&8Y00 pps or 1, 100, 200,
onnXwmnkbpsonn

Unit: Select the unit of measure used in rate.

4.5.5.3.3Access Contid_ist

Access Control List is to establish filtering rules for an ACL doligy particular port or for all ports. Rules applied to a
port take effect immediately.

Access Control List Configuration Auto-refresh [ Refresh | Clear | Remove Al

Ingress Port | Policy / Bitmask | Frame Type | Action | Rate Limiter | Port Redirect | Mirror | Counter

1 Any Any Permit Disabled Disabled Disabled 0 g+:9

Ingress Portt KS Ay 3aINBaa LR2NI 2F K Stohkpp¥i&all gorts@esylacthapdrticufaypdrNe & { St

Policy BitmaskThe policy number and bitmask of the ACE.
Frame Type:The type of frame that matches to this rule.

Action: Display the action type, either to permit or deny.
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Rate Limiter:Display rate limiter ignabled or disabled when matched frames are found.
Port RedirectDisplay port redirect is enabled or disabled.

Mirror: Display mirror function is enabled or disabled.

Counter:Display he numberof frames that have matched any of the rules definedtfas ACL.

Click the plus sign to add a new ACE entry.

ACE Configuration

Action

Rate Limiter

Ingress Port

Mirror

Shutdown
Counter

Policy Filter

Frame Type

VLAN Parameters

802.1Q Tagged QFAN] v
VLAN ID Filter QR v
Tag Priority 0 v

Save || Reset || Camcel

ACE Configuration

Ingress Port{ St SOl G(KS AyaNBaa LERNI 2F GKS | 00Saa 02y iNRft Sy
particular port.

Policy Filter:Select the policyAA f G SNJ (& LIS &

a - ya y2 LRtAOe FALGSN
G{LISOAFTAOE (2 FAEtGSNI aLISOA &

ly&é
TAO '/ 90

Frame TypeSelect a frame type to match. Available frame types include Any, Ethernet, ARP, IPv4. By default, any
frame type is used.

Action: Selectthe action type, either to permit or deny.

Rate Limiter:Enable or disable the rate limitethen matched frames are found.
Mirror: Enable or disableirror function

LoggingEnable or disable logging when a framenatched.

Shutdown:Enable or disable shutdown a port when a frame is matched.

Counter:Display the number of frames that have matched any of the rules defined for this ACL.

VLAN Parameters

802.1Q Taggedselectwhetheror not the framesshouldbe tagyed.
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VLAN ID FilterSelect the VLAN ID filter for this ACE.
Any:No VLAN ID filter is specified. (Ecare)
Specific:Specify a VLAN IBframe with the specified VLAN ID matches this ACE rule.

Tag Priority:Select the User Priorityaluefoundin the VLAN tag to match this rule.

MAC Parameter

SMAC Filter: The type of source MAC addregsSt SO0 a! yeé¢ (2 I f
G{LISOATAOE (2 RSTA[YhS field isdor ANADSEtherhet frainetyd

,_,,
ax N

a

5

DMAC FilterThe type of destination MAC address.
Any: To allow all types of destination MAC addresses
MC:Multicast MAC address
BC:Broadcast MAC address
UC:Unicast MAC address
Specific:Use this to sellefine a destination MAC addreg3his option is fofEthernet frame typeonly.)

Ethernet Type Parameter

Ether Type FilterThis option can only be used to filter Ethernefaimatted packets{ St SOG & { LISOA TA O¢
Ether Type value.
ARP Parameter
ARP/RARPSpecify the type of ARpacket.
Any:No ARP/RARP opcode flag is specified
ARP:The frame must have ARP/RARP opcode set to ARP,
RARPThe frame must have ARP/RARP opcode set to RARP
Other: The frame has unknown ARP/RARP opcode flag
Request/Reply Specify whether the packés an ARP request, reply, or either type.
Any. NoARP/RARP opcode flagpecified
Request Theframe must have ARP Request or RARP Reqpestie flag set
Reply Theframe must have ARP Reply or RARP Ryulgde flagset.
Sender IP FilterSpecié 4 KS aSyRSNRa Lt | RRNBaao
Any:No sender IP filter is specified.

Host: Specify the sender IP address.
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Network: Specify the sender IP address and sender IP mask
Target IP FilterSpecify the destination IP address.

Any: No target IP filter is speadfil.

Host: Specify the target IP address.

Network: Specify the target IP address and target IP mask.

ARPSenderSMAC Match{ St SOG4 ané¢ (G2 AYyRAOIFIGS GKFG GKS {11! 6{SYyRSN
is not equal to source MAC address. 8610 amé (G2 AYRAOFIGS GKIFG {11! FASER Ay
a!/ | RRNBaaod {StSO0G a!yeé¢ G2 AYRAOFGS I YIFIGOK FyR y2i
RARP Target MAC Match:Stf SO0 ané¢ (2 AYRAOFIGS GKIG GKS ¢1 ! 6¢I NBS
isy20G Sljdz2t G2 a2dz2NOS a!/ | RRNSaao {StSO0 amé G2 AYRAOI
a!/ I RRNBaaod {StSO0 a!yeée¢ (G2 AYRAOFGS I YIFIGOK FyR y2i

IP/Ethernet Lengthf St SOG4 an¢ G2 AYyRAOFGS {Kieldin ihd ARP/RARP Ndtg is NG
Slidzkt G2 9G4KSNYySG onEco FyR GKS tNRG202f ! RRNBaa |
(Hardware Address Length) field in the ARP/RARP frame is equal to Ethernet (0x6) and the Prdtessl| lAahgth
FASEtR A& SldzZt G2 Lt@n onEnovd {StSO0G al!yeé (2 AYyRAOIGS

P:{ St SOG ané¢ G2 AYyRAOIGS GKFG tNRG202¢t !

NBaa { LI OS Ti
indicate that Protocol Address Spaceljsazl f G2 Lt onEynno® { St i «a

RR

SOG alyeé¢ (2 Ay
Ethernet:{ St SOG ané¢ G2 AYRAOFGS GKFG 1 FNRgFNBS ! RRNBa é { LI O
{ St SO0 amé (2 AYRAOIFIGS GKIFG IGIKMERFISNS o vR AN £33 SO ¢S yEXS
not a match.

IP Parameters

IP Protocol Filter{ St SOG a! y&é3x aL/ atéX a! 5t £3 -down/nersuor IR Ribtacdl ( K S NE
filtering.

a2

IPTTL{ St Zdddi @
S

Y RA OIFIAS SIRK IAly (LK Sone ¢S RSNJ A & 5 dNonZer&
G2 AYyRAOL i

A i
GKIGo 2dz Oly | faz2 aStSOG alyeé¢ G2 RSyz2i

B

KS ¢
a8
IP Fragment{ St Br@&l (b2 aryvalu@ dvesd R Sy 2 (P$dranie&whérthe MF bit is sebr the FRAG

OFFSET field is greater than zero must matctetiiyPNod R Sy 2 (P$4Sranie& whére the MF bit is set or the
FRAG OFFSHdd is greater than zero must not match this entry

IP Option:Specify the options flag seftid T2 NJ { K Al &y eNeHzf 12 [{{ S {2B@ & yde S W2 i 925 a K la i
where the options flags set must match thisentdy ¢b2¢ RSy 2dSa GKFG t@n FTNIYSa 4K
not match this entry

SIPFilter{ St SOl G!2/NIEED ST @BNYES F2NJ a2dzNOS Lt FAEGSNAy3Id LT
AAAAA ey

K2ad Lt FRRNXaad LT abSig2N]1 ¢ Aa asSt SOGSRx: e&2dz R (2
SIP AddressSpecify a source IP address.

SIP MaskSpecifya source subnet mask.
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AAAAA

DIP Filter{ St SO0 a! yeé¢s al 2aG£X 2N abSig2N1 ¢ F2NJ RSalGAyl (A2,
dad® LT abSivo2N)l ¢ Aa aSt.SOGSR:z &2

ALISOAFTAO K2aid Lt FRRNB
DIP AddressSpecify a destination IP address.

DIP MaskSpecify a destination subnet mask.

IPv6 Parameters

Next Header FilterSelect next header filter option. Available options include ICMP, UDP, TCP, Other.

SIP FilterSelect asource IP#tNJP & ! yeé RSy203Sa GKFdG Fye {Lt FdefihdiStPNI A a |
filter.
Hop Limit{ §t 800G 6! yeé G2 Ltt26 lye OltdSa Ay (GKA&Z FASERO |
zero must not be able to matclKtA & Sy G NB® amé RSy23GSa GKIG Lt @c FNIYSA
be able to match this entry.

4.5.5.3.4 ACL Status

ACL Status combined v | Auto-refresh Refresh

ACE | Frame Type | Action | Rate Limiter | Mirror | CPU | Counter | Conflict

FTP 1 EType Deny Disabled Disabled  ¥es 0 Mo
FTP 2 EType Deny Disabled Disabled  ¥es 0 Mo
FTP 3 EType Deny Digabled Digabled  ¥es 0 Mo

This page shows the ACL status by different ACL users. Each row describ€gittad is defined. It is a conflict if a
specific ACE is not applied to the hardware due to hardware limitations. The maximum number of 288Bg isach
switch.

User:Display the ACL user.

ACEDisplay ACEntry ID

Frame Vpe: Display the frame type of the ACE. Possible values are:
Any: The ACE will match any frame type.

EType The ACE will matdBthernet Typdrames. Note that an Ethernet Type 4l ACE will not get matched
by IPand ARPframes.

ARP The ACE will match AREXRRrames.

IPv4 The ACE will match all IPv4 frames.

IPV4/ICMP The ACE will match IPv4 frames with ICMP protocol.
IPv4/UDP The ACE will match IPv4 frames with UDP protocol.
IPv4/TCPThe ACE will match IPv4 frames with TCP protocol.

IPv4/Other. The ACE will match IPv4 frames, which arel@MP/UDP/TCP.
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IPvG The ACE will match all IPv6 standard frames.

Action: Display the forwarding action of the ACE.
Permit: Frames matching the ACE may be forwarded and learned.
Deny:Frames matching the ACE may be forwarded and learned.
Filtered: Frames matching the ACE are filtered

Rate Limiter: Indicates the rate limiter number of the ACE. The allowed ranf¢oid 6. WhenDisableds displayed,
the rate limiter operation is disabled.

Port Redirect:Indicates the port redirect operation dhe ACE. Frames matching the ACE are redirected to the port
number. The allowed values abBesabledor a specific port number. Whebisableds displayed, the port redirect
operation is disabled.
Mirror: Specify the mirror operation of this port. Themlled values are:

Enabled Frames received on the port are mirrored.

Disabled Frames received on the port are not mirroréche default value is "Disabled".
CPUForward packet that matched the specific ACE to CPU.

Counter:The counter indicates theumber of times the ACE was hit by a frame.

Conflict: Indicate the hardware status of the specific ACE. The specific ACE is not applied to the hardware due to
hardware limitations.

4.5.5.4DHCP
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4.5.5.4.1DHCP Server Statistics

DHCP Server Statistics

Database Counters

Pool | Excluded IP Address | Declined IP Address
i i i

Binding Counters

Automatic Binding | Manual Binding | Expired Binding
0 0 0

DHCP Message Received Counters

DISCOVER | REQUEST | DECLINE | RELEASE | INFORM
0 0 0 0 0

DHCP Message Sent Counters

OFFER | ACK | NAK
0 0 0

Database Counters

Pool: The number of pool that has been configured.
Excluded IP Addres3he number of excluded IP address.

Declined IP AddresS:he number of declined IP address.

Binding Counters

Automatic Binding:The number of bindings with netwottlype pools.

Manual Binding:The number of bindings that the network engineer assigns an IP address to a client. In other words,
the pool is of host type.

Expired BindingThe number of bindings that their lease time expired or they are cleared from Automatic or Manual
type bindings.

DHCP Message Received Counters

Discover:The number of DHCP DISCOVER messages received.
Request:The number of DHCP REQUEST messages received.
Decline:The number of DHCP DECLINE messages received.
ReleaseThe number of DHCP RELEASEagesseceived.

Inform: The number of DHCP INFORM messages received.

DHCP Message Sent Counters

OFFERThe rumber of DHCP OFFER messages sent.
ACK The umber of DHCP ACK messages sent.

NAK The rumber of DHCP NAK messages sent.
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4.5.5.42 DHCP Swer Binding IP

DHCP Server Binding IP Auto-refresh [ | Refresh | Clear Selected | Clear Automatic || Clear Manual || Clear Expired

Binding IP Address

Delete | IP | Type | State | PoolName | ServerID

IP:The IP address allocated to DHCP client.

Type:The type of binding method. This field canddaitomatic, dManuak or ¢Expired.
State: The state of binding. Possible states é@mmmitted, dAllocated, or 6Expired.
Pool Name:The pool that generates the binding.

Server IDThe server IP address to create the binding.

4.5.5.43 DHCP ServddeclinedIP
DHCP Server Declined IP

Declined IP Address

Declined IP

Declined IPDisplays a list of declined IP addresses.

4.5.5.44 DHCP ServéMode Configuration
DHCP Server Mode Configuration

Global Mode

VLAN Mode

Add YLAN Range

Save Reset

Global Mode

Mode: Enalte or disable DHCP server mode. When enabled, this device can act as a DHCP server and provide IP
address to clients that request for one.

VLAN Mode

ClickéAdd VLAN Rang¢o create a new entry.
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VLAN RangeEnter the VLAN Range in which DHCP seregraisled or disabled. The starting VLAIN ID must be

smaller than or equal to the ending VLAN ID. If there is only one VLAN ID, then it can be entered either in starting or
ending VLAN ID field.

Mode: Indicates the operation mode per VLAN.

Enabled Enabé DHCP server per VLAN.

Disabled:Disable DHCP server per VLAN.

NOTEI{f you would like to disable DHCP server on an existing VLAN range, then follow the steps below.
1. Add onedAdd VLAN Rangentry.

2. Enter the VLAN range that you want to disable.

3. ChooseéDisabled mode.

4. ClickéSave to apply the change.

4.5.5.45 DHCP Servdixcluded IP Configuration

DHCP Server Excluded IP Configuration

Excluded IP Address

Delete IP Range
Delets -

Save Reset

ClickéAdd IP Rangeo set up IP pool range.
IP RangeEnter the starting and ending IP address that are not allocated to DHCP clients. Thg #fagiluress must

be smaller or equal to the ending IP address. If there is only one excluded IP address, it can be entered either in
starting or ending IP address field. The total Excluded IP address ranges can be supported is 16.

4.5.5.4.6 DHCP Senvpol Configuration

DHCP Server Pool Configuration

Pool Setting
Subnet .
Delete Name Type IP Mask Lease Time
Delete I - - - 1 days 0 hours O minutes

Save Reset

ClickdAdd New Podlto add a new entry to the list. The maximum entries supported are 640.

Name:Enter the pool name for this entry. All printable characters are supported except white space. Click on the pool
name after save to cdigure its detailed settings.
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Type:Display which type the pool is. The displayed options include Network and Hidislélisplayed, it means this
field has not been defined yet.

IP:Display network number of the DHCP address poakdl§ displagd, it means this field has not been defined yet.

Subnet MaskDisplay subnet mask of the DHCP address pawliig displayed, it means this field has not been
defined yet.

Lease TimeDisplay the lease time of the configured pool.

Click on the poahame to configure its detailed settings.

DHCP Pool Configuration

Pool

Subnet Mask

days (0-365)
Lease Time hours (0-23)
minutes (0-59)
Domain Name

Broadcast Address

Default Router

DNS Server

NTP Server

Pool
Name:Select the pool name that you want to configure from the joldivn menu.
Setting
Pool NameDisplay the pool name for thionfiguredentry.
Type:Select the pool type.
Network: The pool defines pool of IP addresses to service more than one DHCP client.
Host: The pool services for a specific DHCP client identified by client identifier or hardware address.
IP: Specify the network IP of the DHCP address pool.
Subnet MaskSpecify subnet masif the DHCP address pool.

Lease TimeSpecify lease time that a client needs to send requests to the DHCP server for renewed IP address. If all
are (3, then it means the lease time is infinite.
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Domain Name Specify the domain name that a client use whiesolving hostname via DNS.
Broadcast AddressSpecify the broadcast address in use on the cBesiibnet.

Default Router:Specify a list of IRddressedor routers on the clientSsubnet.

DNS ServerSpecify a list of Domain Name System name seasa@asable to the client.

NTP ServerSpecify a list of IP addresses indicating NTP servers available to the client.

NetBios Node TypeSelectNetBIOS node type option to allow Netbios over TCP/IP clients which are configurable to
be configured as destrd in RFC 1001/1002.

NetBIOS Scopépecify the NetBIOS over TCP/IP scope parameter for the client as specified in RFC 1001/1002.
NetBIOS Name ServeBpecify a list of NBNS name servers listed in order of preference.

NIS Domain NameSpecify the nme of the client's NIS domain.

NIS ServerSoecify a list of IP addresses indicating NIS servers available to the client.

Client Identifier. Specify client's unique identifier to be used when the pool is the type of host.

Hardware AddressSpecify éent's hardwarg(MAC) address to be used when the pool is the type of host.

Client Name Specify the name of client to be used when the pool is the type of host.

Vendor1~8 Class Identifier Specify to be used by DHCP client to optionally identifwérelor type and

configuration of a DHCP client. DHCP server will deliver the corresponding option 43 specific information to the client

that sends option 60 vendor class identifier.

Vendor1~8 Specific Information Specify vendor specific information acding to option 60 vendor class identifier.

4.5.5.47 Snooping Configuration

DHCP Snoopirgjlows the switch to protect a network from attacking by other devices or rogue DHCP servers. When
DHCP Snooping is enabled on the switch, it can filter IRctiaf insecurguntrusted)ports that the source address
cannot be identified by DHCP Snoopifithe addresses assigned to connected clients on insecure ports can be
carefully controlled by either using the dynamic binding registered with DHCP Snoapirsing the static binding
configured with IP Source Guard.
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DHCP Snooping Configuration

Snooping Mode

Port Mode Configuration

Port Mode
-
Trusted
Trusted
Trusted
Trusted
Trusted
Trusted
Trusted
Trosted
Trusted
Trusted
Trusted

O @ = @ ot B W N —

—
=

|| €||€||€|€||€/|€||€] €| £

B
a

Save

DHCP Snooping Configuration

Snooping ModeEnable or disable DHCP Snooping function glob&lhyen DHCP snooping mode operation is enabled,
the DHCP request messages will be forwarded tet&d ports and only allow reply packets from trusted ports.

Port Mode Configuration
Port: Port number. "Port *" rules apply to all ports.

Mode:{ St SOG GKS 5/ 1t {y22LAYy3 LE2NI Y2RSO® t2NIa OFly oS

4.5.5.48 hooping Table

Dynamic DHCP Snooping Table Auto-refresh Refresh | |<< || ==

Start from MAC address (00-00-00-00-00-00 WLAN 0 with |20 entries per page.

MAC Address | VLAN ID | Source Port | IP Address | IP Subnet Mask | DHCP Server
Mo mare entries

DHCP clients whabtained the dynamic IP address from the DHCP server will be listed in this table except for local
VLAN interface IP addressésms displayed include the following:

MAC AddressClient hardware MAC address

VLAN IDVLAN nmber of the client interface

Source PortThe port number of the client that binds with IP address.
IP AddressClient IP address assigned from the DHCP server

IP Subnet MaskClient IPsubnet mask.

DHCP Serveithe DHCP Server that assigns IP address
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4.5.5.49 Relay Configuration

DHCP Relay Configuration

Relay Mode

Relay Server

Relay Information Mode

Relay Information Policy

Save || Reset

Relay ModeEnable or disable the DHCP relay function.
RelayServe¢¥ 9y (iSNJ 51/t aSNIWSNJ Lt |RRNBaa GKFd A& dzaSR oe (K

Relay Information Mode: Enable or disable DHCP Relay option 82 functtdease n& (i K & awSft | & a2RSé
enabled before this function is able to take effect.

Relay Information PolicySelect Relay Information policy for DHCP client that indlog&on 82 information.

Replace:Replace the DHCP client packet inforln&y ¢AGK G(KS agAioOKQa NBf I
setting.

(4

%
KeepY SSLJ GKS Of ASyidQa 51/t AYyF2NNIGA2Yy O

Drop: Drop the packet when it receives a DHCP message that already contains relay information.

4.5.5.410Relay Statistics

DHCP Relay Statistics Auto-refresh [ Refresh | Clear

Server Statistics

Transmit | Transmit Receive Receive Missing | Receive Missing | Receive Missing | Receive Bad | Receive Bad
to Server Error | from Server Agent Option Circuit ID Remote ID Circuit ID Remote ID

Transmit | Transmit
to Client Error

DHCP Relay &tistics

Transmit to ServerThe number of packets that are relayed from client to server.
Transmit ErroriThe number of packets that resulted in errors while being sent to clients.
Receive from ClientThe number of packets received from server.

Receve Missing Agent OptionThe number of packets received without agent information options.
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Receive Missing Circuit Ihe number of packets received with the Circuit ID option missing.
Receive Missing Remote IDhe number of packets received with therRote ID option missing.
Receive Bad Circuit IThe number of packets whose Circuit ID option did not match known circuit ID.

Receive Bad Remote IDhe number of packets whose Remote ID option did not match known Remote ID.

Client Statistics

Transmt to Client: The number of relayed packets from server to client.

Transmit ErrorThe number of packets that resulted in error while being sent to servers.

Receive from ClienfThe number of received packets from server.

Receive Agent OptionThe numbeiof received packets with relay agent information option.

Replace Agent Optionthe number of packets which were replaced with relay agent information option.
Keep Agent OptionThe number of packets whose relay agent information was retained.

Drop Agen Option: The number of packets that were dropped which were received with relay agent information.

4.55.51P Source Guard
4.5.5.5.1Configuration

IP Source Guard Configuration

Hode

Tromslate dynaroic to static

Port Mode Configuration

Port Mode | Max Dynamic Clients

S =3 v
1 Disakled v || Unlirnited v
2 Disabled || Unlirnited v
3 | Disabled | Unlirited v
4 Disabled v || Unlimnited v
5 | Disabled v | Unlimited v
6 | Disabled | Unlimitd v
7 | Disabled v | Unlimitd v
8 | Disablad v | Unlimited v
9 Disablsd v || Unlirnited v
10 | Disakled | Unlirited v
11 | Disakled | Unlirited v
Save || Reset

IP Source Guard Configuration
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Mode: Enable or disable IP source guard globally.

Translate dynamidco static: Click this button to translate dynamic entries to static ones.

Port Mode Configuration

Port:¢ KS L2 NI ydzYoSNX dat 2NI fFé NMHzZ Sa FLLJXeée G2 Fftf LRNIaAD

Mode: Enable or disable IP source guard on a p@ltase note that to make IP source guard wdrdth global mode
and port mode must be enabled.

Max Dynamic ClientsSelect the maximum number of dynamic clients that can be learned on a port. The available
options are 0, 1, 2, unlimitedf the port mode is enabled and the maximum numbedghamicclients is equal 0, the
switch will only forward IP packets thate matched in static entries for a given port.

4.5.5.5.2Static Table

Static IP Source Guard Table

Delete Port VLAN ID IP Address MAC address
Delete 1 v

Add New Entry

Save || Reset

Port: Select a port to which a static entry is bound.
VLAN IDEnter VLAN ID that has been configured.
IP AddressEnter a valid IP address.
MAC AddressEnter a valid MAC address.
/| tA01 GKS 4! RR bS¢ 9yiNRé¢ odzilizy (2 AYyaSNIL Fy SydNe (2
Selecti KS 458t S1S¢ OKSO] dugngthenextsdiB Y2 3S G(KS Sy NE
/I tA01 GKS a{l @S¢ odmgés2y G2 ar @S aSdday3aa 2N OKl
S

I ftAO01 GKS awSaSidé odzit2y G2 NBad2NB aSdidiay3aa G2 RSTI d

ax

4.5.5.5.3Dynamic Table

The Dynamic IP Source Guard table shows entries sorted by port, VLAN ID, IP address and MAC address. By default,
eachpaglRA aLJ I 8a wn SyYyiNARSad |1 26SOGSNE AG Oy RAALI L@ ddd !
field.
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Dynamic IP Source Guard Table Autorefresh L] | Refiesh | ke | 35

Start from | Port 1 v |, VLAN |1 and IP address 0000 with |20 | entries per page.

Port | VLAN ID | IP Address | MAC Address

No more entries

4.5.5.6 ARP inspection

4.5.5.6.1Port Configuration

ARP Inspection Configuration

Mode

Translate dymarnic to static

Port Mode Configuration

Port Mode | Check VLAN | Log Type
F v < v EeY v
1 |Disabled v Disabled v Neme v
2 |Disabled v Dizabled v Neme v
3 |Disabled v Disabled Nene v
4 | Disahled v Disabled v Neme v
5 | Disabled v Dizabled v Neme v
6 | Disabled v Disabled Nene v
7 |Disabled v Disabled v Neme v
8 | Disabled v Dizabled v Neme v
9 | Disabled v Disabled Nene v
10 | Disahled v Disabled v Neme v
11 | Disabled v Dizabled v Neme v

Save || Reset

ARP Inspection Configuration

Mode: Enable or disable ARP inspection functiorbglty.

Port Mode Configuration

Port: ¢ KS L2 NI ydzYoSNX dat 2NI Fé NHzZ Sa FLLJXé G2 Ftf LRNLIAaAD

Mode: Enable or disable ARP Inspection on a port. Please note that to make ARP inspection work, both global mode
and port mode must be enabled.

Check VLANEnableor disable check VLAN operation.
Log Type:There are four log types available.
None Log nothing.

Deny:Log denied entries.
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Permit: Log permitted entries.

All: Log all entries.

4.5.5.6.2VLAN Configuration

VLAN Mode Configuration

Start from VLAN |1 with |20 entries per page.

Delete | VLAN ID | Log Type
Dielete MNone v

Add New Entry

Save || Reset

VLAN IDSpecify ARP Inspection isabled on which VLANSs. First, you have to enable the port setting on Port mode
configuration web page. Only when both Global Mode and Port Mode on a given port are enabled, ARP Inspection is
enabled on this given port. Second, you can specify which VLURAbevinspected on VLAN mode configuration web
page. The log type also can be configured on per VLAN setting.
Log Type:There are four log types available.

None:Log nothing.

Deny:Log denied entries.

Permit: Log permitted entries.

All: Log all enties.
/| tA01 GKS ! RR bS¢ 9yiNRé¢ odzilizy (2 AYyaSNIL Fy SydNe (2
Selecti KS &a5S5t SiS5¢ OKSO] dugingthelnextshB.Y 2 3S G KS Sy i N

/£t AO0] GK

w

a{ I @S éconfiglmédisetjhgsibrchatigesdS y S f @

(s

/I £tA01 GK a wS &S itiags o defadltzeftings Br prisidesly BoNfi§uredl Settings.

4.5.5.6.3Static Table

Static ARP Inspection Table

Delete Port VLAN ID MAC Address IP Address
Delete 1 v

Add Mew Entey

Save || Reset

Port: Select a port to which a static entry is bound.

VLAN IDSpecify a configured VLAN ID.
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MAC AddressSpecify an allowed source MAC address in ARP requesttpacke

IP AddressSpecify an allowed source IP address in ARP request packets.

I fA01 GKS a!'RR bS¢ 9YyUiNBEé odzid2y G2 AyaSNL +Fy SyanNr (2
Selecti KS 4558t SGS¢ OKS O] dugngthelhextstwB.Y2 S G KS Sy NE

G { I @S éconfigimédisetyfigsibichatigesdS y Sgf @

w

/It A01 4K

Sié¢ odzit2y G2 NBad2NB aStday3aa G2 RSTFI dzf

ax

aws

w

I tA0] GK

4.5.5.64 Dynamic Table Configuration

Dynamic ARP Inspection Table Autorefresh [| | Refresh || b | o

Start from | Port 1 v, VLAN |1 . MAC address | 00-00-00-00-00-00 | and IP address |0.000 with |20 | entries per page.

Port | VLAN ID | MAC Address | IP Address | Translate to static
Mo more entries

Save || Reset

Port: The port number of this entry.

VLAN IDVLAN ID in which the ARP traffipermitted.

MAC AddressUser MAC address of this entry.

IP Addresstser IP address of this entry.

Translate to staticClick the buttorto translate the dynamic entry to static one.

4.5.5.65 Dynamic Table Status

Dynamic ARP Inspection Table Autorefresh [ | Refiesh | k< | 5o

Start from | Port 1 v VLAN 1 . MAC address |00-00-00-00-00-00 | and IP address | 0.0.0.0 with |20 | entries per page.

Port | VLAN ID | MAC Address | IP Address

No more entries

Port: The port number of thismry.
VLAN IDVLAN ID in which the ARP traffic is permitted.

MAC AddresstUser MAC address of this entry.
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4.5.6 RADIUS
4.5.6.1 Configuration

RADIUS Server Configuration

Global Configuration

Timeout H seconds
Retransmit 3 times

0 minutes

NAS-IP-Address
NAS-IPv6-Address
NAS-Identifier

Server Configuration

Delete | Hostname | Auth Port | Acct Port | Timeout | Retransmit | Key

Add New Sexver

Save || Reset

Global Configuration

Timeout: The time the switch waits for a reply from an authentication server betaretiansmits the request.

Retransmit: Specify the number of times to retransmit request packets to an authentication server that does not
respond. If the server does not respond after the last retransmit is sent, the switch considers the authentieat@n s
is dead.

Deadtime: Deadtimeis the period during which the switch will not send new requests to a server that has failed to
respond to a previous request. This will stop the switch from continually trying to contact a server that it has already
determined as deadSetting the Deadtime to a value greater than 0 (zero) will enable this feature, but only if more
than one server has been configureflhe allowed dedtime range is betweel to 1440minutes.

Key:Specify the secret key up t@l@haractersThis is shared between the RADIUS sever and the switch.

NASIP-Address:The IPv4 addressused as attribute 4 in RADIUS AceRssjuest packets. If this field is left blank, the
IP address of the outgoing interface is used.

NASIPv6Address:The IPv6 ddressisused as attribute 95 in RADIUS Acdeeguest packets. If this field is left blank,
the IP address of the outgoing interface is used.

NAS Identifier:The identifier, up t®56 characters long, is used as attribute 32 in RADIUS ABmzagest pacets. If
this field is left blank, the NA8entifier is not included in the packet.

Sever Configuration

Hostname:The hostnamer IP addresfor the RADIUServer.
Auth Port: The UDP port to be used on the RADIUS server for authentication.
Acct Port:The UDP port to be used on the RADIUS server for accounting.

Timeout: If timeout value is specified here, it will replace the global timeout vdfugu prefer to use the global value,
leave this field blank.
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Retransmit If retransmit value is sped#fi here, it will replace the global retransmit value. If you prefer to use the
global value, leave this field blank.

Key:If secret key is specified here, it will replace the global secret key. If you prefer to use the global value, leave this
field blank

4.5.6.2 RADIU®verview

RADIUS Authentication Server Status Overview

IP Address
1 10.0.0.1:1812 Ready
2 10.0.0.2:1812 Ready
3 10.0.0.3:1812 Ready
4 10.0.0.4:1812 Ready
5 100051812 Ready

RADIUS Accounting Server Status Overview

# IP Address Status
1 10.0.0.1:1813 Ready
2 10.0.0.2:1813 Ready
3 10.0.0.3:1813 Ready
4 10.0.0.4:1813 Ready
5 10.0.0.5:1813 Ready

#: The number of Authentication & Accounting server. Five Authentication & Accounting servers are supported. Click
on the number to view each sen@rdetails.

IP AddressThe configured IP address and UPD port number.

Status: The current state of RADIUS authentication server. Displayed states include the following:
Disabled:This server is disabled.
Not Ready: The server is ready but IP communication is not yet up and running.

Ready:The server is ready and IP commutima is not yet up and running. The RADIUS server is ready to accept
access attempts.
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4.5.6.3 RADIUS Details

RADIUS Authentication Statistics for Server #1 Server #1 v | Auto-refresh [ | Refresh | Clear
Access Accepts 0 Access Requests 0
Access Rejects 0 Access Retransmissions 0
Access Challenges 0 Pending Requests 0
Malformed Access Responses 0 Timeouts 0
Bad Authenticators 0
Unknown Types 0
Packets Dropped 0

IP Address 0.0.0.0:0
State Disabled
Round-Trip Time 0 ms

Receive Packets Transmit Packets
Responses 0 Requests 0
Malformed Responses 0 Retransmissions 0
Bad Authenticators 0 Pending Requests 0
Unknown Types 0 Timeouts 0
Packets Dropped 0

IP Address 0.0.0.0:0
State Disabled
Round-Trip Time 0 ms

RADIUS Authentication Statistics for Server

Access Acceptdhe number of RADIUS Accégxept packets (valid or invalid) received from thevee

Access Reject§he number of RADIUS Acc&gject packets (valid or invalid) received from the server.

Access Challenge¥he number of RADIUS Acc€dwllenge packets (valid or invalid) received from the server.
Malformed Access ResponseBhenumber of malformed RADIUS Acc&esponse packets received from the server.
Malformed packets include packets with an invalid length. Bad authenticators or Message Authenticator attributes or

unknown types are not included as malformed access responses.

Bad Authenticators:The number of RADIUS Acc&esponse packets containing invalid authenticators or Message
Authenticator attributes received from the server.

Unknown Types:The number of RADIUS packets that were received with unknown types from ther sar the
authentication port and dropped.

Packets DroppedThe number of RADIUS packets that were received from the server on the authentication port and
dropped for some other reason.

Access RequestsThe number of RADIUS AccE&euest packets sentotthe server. This does not include
retransmissions.

Access Retransmission¥he number of RADIUS Acc&sjuest packets retransmitted to the RADIUS authentication
server.

Pending Requeststhe number of RADIUS Acc&sxjuest packets destined for the ger that have not yet timed out
or received a response. This variable is incremented when an AReeggest is sent and decremented due to receipt
of an Acces#\ccept, AccesReject, Acces€hallenge, timeout, or retransmission.

299



CHAPTER
WEBOPERATION & CONFIGURATI

Timeouts: The number of athentication timeouts to the server. After a timeout, the client may retry to the same
server, send to a different server, or give up. A retry to the same server is counted as a retransmit as well as a timeout.
A send to a different server is counted aRequest as well as a timeout.

IP AddresslP address and UDP port for the authentication server in question.
State: Shows the state of the server. It takes one of the following values:
Disabled The selected server is disabled.
Not Ready The server isnabled, but IP communication is not yet up and running.

Ready The server is enabled, IP communication is up and running, and the RADIUS module is ready to accept
access attempts.

Dead (X seconds left)Access attempts were made to this server, butid not reply within the configured
timeout. The server has temporarily been disabled, but will ge¢rrabled when the deatime expires. The
number of seconds left before this occurs is displayed in parentheses. This state is only reachable when more
than one server is enabled.

RoundTrip Time: The time interval (measured in milliseconds) between the most recent A€besly/Access
Challenge and the AcceBequest that matched it from the RADIUS authentication server. The granularity of this
measurementis 100 ms. A value of 0 ms indicates that there hasn't been rétpecommunication with the server

yet.

RADIUS Accounting Statistics for Server

ResponsesThe number of RADIUS packets (valid or invalid) received from the server.

Malformed ResponsesThe number of malformed RADIUS packets received from the server. Malformed packets
include packets with an invalid length. Bad authenticators or unknown types are not included as malformed access
responses.

Bad AuthenticatorsThe number of RADIUS packetsitaining invalid authenticators received from the server.

Unknown Types:The number of RADIUS packets of unknown types that were received from the server on the
accounting port.

Packets DroppedThe number of RADIUS packets that were received fromséreer on the accounting port and
dropped for some other reason.

RequestsThe number of RADIUS packets sent to the server. This does not include retransmissions.
RetransmissionsThe number of RADIUS packets retransmitted to the RADIUS accounting serve

Pending RequestsThe number of RADIUS packets destined for the server that have not yet timed out or received a
response. This variable is incremented when a Request is sent and decremented due to receipt of a Response, timeout,
or retransmission.

Timeouts: The number of accounting timeouts to the server. After a timeout, the client may retry to the same server,
send to a different server, or give up. A retry to the same server is counted as a retransmit as well as a timeout. A send
to a different sever is counted as a Request as well as a timeout.

IP AddresstP address and UDP port for the accounting server in question.

State:Shows the state of the server. It takes one of the following values:
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Disabled The selected server is disabled.
Not Read: The server is enabled, but IP communication is not yet up and running.

Ready The server is enabled, IP communication is up and running, and the RADIUS module is ready to accept
accounting attempts.

Dead (X seconds leftAccounting attempts were mad this server, but it did not reply within the configured
timeout. The server has temporarily been disabled, but will ge¢rrabled when the deatime expires. The
number of seconds left before this occurs is displayed in parentheses. This state ieamigble when more
than one server is enabled.

RoundTrip Time:The time interval (measured in milliseconds) between the most recent Response and the Request
that matched it from the RADIUS accounting server. The granularity of this measurement is.180value of 0 ms
indicates that there hasn't been rourtp communication with the server yet.

4.5.6.4 TACACS+

TACACS+ Server Configuration

Global Configuration

5 seconds

Deadtime It minutes

Server Configuration

Delete Hostname Port | Timeout Key
Delete 49

Add Mew Server

Save || Reset

Global Configuration

Timeout: The time the switch waits for a reply fromf&ACACSserver before it retransmits the request.

Deadtime: Deadtime is the period during which the switch will not send new requests to a server that has failed to
respond to a previous request. This will stop the switch from continually trying to contact a server that it has already
determined as dead. Setting éhDeadtime to a value greater than O (zero) will enable this feature, but only if more
than one server has been configured. The allowedtieee range is betweef to 1440minutes.

Key:Specify the secret key up to 63 characters. This is shared beaEARCACSsever and the switch.

Server Configuration

Hostname:The hostname or IP address for a TACACS+ server.
Port: The TCP port number to be used on a TACACS+ server for authentication.

Timeout: If timeout value is specified here, it will replacesthlobal timeout value. If you prefer to use the global value,
leave this field blank.
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Key:If secret key is specified here, it will replace the global secret key. If you prefer to use the global value, leave this
field blank.

4.6 Aggregation

Compared wh adding cost to install extra cables to increase the redundancy and link speed, link aggregation is a
relatively inexpensive way to set up a higipeed backbone network that transfers much more data than any one
single port or device can delivdrink aygregation uses multiple ports in parallel to increase the link speed. And there
FNB g2 GeliSa 2F | 3aINBIFGA2Yy GKFG FINB | @FAftlFoftST yIYSt

Under theAggregatiorheading arewo major iconsstatic and LACP

Aggregation
= Static
= LACP

= Port Configuration

= System Status
= Port
= Port Statistics

4.6.1 Static

Aggregation Mode Configuration

Hash Code Contributors
Source MAC Address
Destination MAC Address []
IP Address
TCP/UDP Port Number

Save || Resst

Aggregation Mode Configuration

Source MAC Addresgill traffic from the samé&ource MAC address output on the same link in a trunk.

Destination MAC Addres®ll traffic with the saméestinationMAC addresg output on the same link in a trunk.

IP AddressAll traffic with the same source and destination IP address is output on the same link in a trunk.
TCP/UDP Port Numbe#ll traffic with the same source and destination TCP/UDP port number is output on the same

link in a trunk.

Aggregation Group Config@tion

Group ID:Trunk ID numberd b 2 NXY' I £ ¢ Y SI ya G KI { Fiwe 2aggregatidNgdlips ark Awdilable Jor dzi S|
use. Each group contains at least 2 to 10 links (ports). Please noteatiatpert can only be used once in Group ID
1~5.
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Port Members: Select ports to belong to a certain trunk.

4.6.2LACP

The Switch supports dynamic Link Aggregation Control Protocol (LACP) which is specified in IEEE 802.3ad. Static
trunks have to be manually configured at both ends of the link. In other wordsP Led@figured ports can
automatically negotiate a trunked link with LACP configured ports on another devices. You can configure any number
of ports on the Switch as LACP, as long as they are not already configured as part of a static trunk. If ports on othe
devices are also configured as LACP, the Switch and the other devices will negotiate a trunk link between them.

4.6.2.1Port Configuration

LACP Port Configuration

Port LACP Enabled Key Role Timeout | Prio
,: O PR = v o v | 37
1 O Aute ¥ Active v Fast w 32768
2 L] Auto v Active v Fast ~| | 32768
3 O Aute v Active v Fast w 32768
4 ] Auto W Active v Fast v| | 32768
5 O Auto W Aetive v Fast v| | 32768
3 ] Auto v Active v Fast | | 32768
7 O Auto v Active v Fast | | 32768
8 Il Aute v Active v Fast v 32768
9 O Aute ¥ Active v Fast w 32768
10 O Auto v Active v Fast ~| | 32768
1 O Aute v Active v Fast w 32768
Save || Reset

Port: The portnumber® &t 2 NIi fFé aSdGdAay3aa |LILXe G2 Fff LER2NIao
LACP Enablednable LACP on a switch port.

Key:¢ KS a! dzizé¢ aSitdAay3a asSia GKS 1Se& Fa FLIWNBLNRIGS o8& &
defined key value. The allowed key value range~85535.Ports in an aggregated link group must have the same
LACP port Key. In order thaav a port to join an aggregated group, the port Key must be set to the same value.

Role: The user can select eithér! Oldr@S¢aaiA @S¢ NRtS RSWSYRAYy3I 2y GKS RSG,
sending LACP control packets.

Ports that are designii SR Fa a! OGA@®Sé¢ FINB FofS G2 LINROSaa lyR aSy
compliant devices to negotiate the aggregated like so that the group may be changed dynamically as required. In

order to add or remove ports from the group, atlegsy’ S 2 F GKS LI NGLAOALI GAy3I RS@GAOSa
St UG2LAGR I A& A D
arA@Se [/t

x

hy GKS 20KSNJ KFYyRXZ [!/t LERNIa d(dKFdG | NB
enabled devices to form a LACP group, one end of the connection mustlddsi§n I a &t I

Q¢

Timeout: TheTimeoutcontrols the period between BPDU transmissidrestwill transmit LACP packets each second,
while Slowwill wait for 30 seconds before sending a LACP packet.

Prio: The priority of the port. The lower nuper means greater priority. This priority value controls which ports will be
active and which ones will be in a backup role.
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4.6.2.2System Status
LACP System Status

Partner | Partner | Partner Last Local
System ID Key Prio Changed | Ports
No ports enabled or no existing partners

Aggr ID

Aggr IDDisplay the aggregation ID associated with the Link Aggregation Group (LAG).

Partner System ID[ | DQ& LJ NIySNJ aeaidiSYy L5 da!/ | RRNBaaood
Partner KeyThe partner key assigned to this LAG.

Partner Prio:The priority value of the partner.

Last Changedrhe time since this LAG changed.

Local PortsThe local ports that are a port of this LAG.

4.6.2.3Port Status
LACP Status

Partner | Partner | Partner
ol LASH Jty| S System ID Port Prio
1 Mo - - - - -
2 No - - - - -
3 No - - - - -
4 MNo - - - - -
5 MNo - - - - -
6 MNo - - - - -
7 MNo - - - - -
8 MNo - - - - -
9 No - - - - -
10 Mo s s s s s
1 Yes 3

Port: The port number.
LACPShow LACP status on a port.
Yes:LACP is enabled and the port link is up.
No: LACP is not enabled or the port link is down.
Backup:The port is in a backup role. When other ports leave LAG groumdhisvill join LAG.
Key: The aggregation key value on a port.
Aggr ID:Display the aggregation ID active on a port.
Partner System IDf; ! D LJ NI ySNR&a aeaidSy L5

Partner Port:The partner port connected to this local port.
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Partner Prio:The priorityvalue of the partner.
4.6.2.4Port Statistics
LACP Statistics

LACP LACP Discarded

ot Received | Transmitted | Unknown | lllegal
0 0

R = - - R - L T S FUR L Y

gy
-0 o0 o0 oo o000
- o o oo oooo
o o o o o o o o o o o
Lo T s Y s Y e e T e s T e

=
=

Port: The port number.
LACP Receivedhe number of LACP packets receivadch port
LACP Transmittedihe number of LACP packets transmitted by a port

Discarded:The number of unknown and illegal packd¢hat have been discarded on a port.

4.7 Redundancy

Designing redundant paths thatan protect networks from unexpected failovers is extremely important in mission
critical networks that need to provide uninterrupted servicéfowever, redundant paths ean thatpossibleloops

may occur in networks and bring down networks eventually if they are not treated carefully. In practice, several loop
protection methods are implementetb ensurethat networks function normally witbut loops and recover as soon as
possible when a point of failure occurBhe most popular ongare STR(802.1d), RSTR802.1w)and MSTR802.1s)

For industrial applications, the proprietaryRing and ERPS (G.8088) highly recommended since they can achieve
faster recovery time thamany STP protocol.

In this section,the redundancyrelated functions will be introduced individually. The functions covered in this section
can be seen from théRedundanc§menu.

= Redundancy
—u-Ring
= Configuration
= Status
= Loop Protection
= Configuration
= Status
= Spanning Tree
* Bridge Seftings

= MSTI Mapping
= MSTI Priorities

= CIST Ports
= MSTI Ports
= Bridge Status
= Port Status
= Port Statistics
= MEP(Y.1731)
* ERPS(G.8032)

4.7.1u-Ring

u-Ring is goroprietary redundancytechnologythat suppots 250units in a ring topology anaan bring redundant
pathsinto service withinlO mswhen link failures occutCompared with spanning tree protocotRingachieves faster
recovery timeon the network and is more flexible and scalable in network arcbitge. u-Ring redundancy
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technologycanautomaticallyself identifiesthe ring Master(the userdefined Masteris also supportedand then block
a port resided in Master device for backup purpagesce the disconnection is detected on the networkRimgcan

bring backup ports backinto dforwardingge mode so that the disconnected path can keep contact with the whole
network.

For more information about-Ringconfigurations please sedppendix A: tRing Configuratio Proceduregguide

4.7.1.1 Configuration

u-Ring Configuration

Delete | Instance

Delete 1 u-Ring r

Delete 2 Sub-Ring

Delete 3 u-Chain v

Add Mew Instance

Save | | Resst

ClickéAdd New Instancebutton to add a new entry.

Instance:The instance number. The total instances supported are 5.
Type:u-Ring support8 ringtypes. They are explaindgelowindividually

u-Ring:u-Ring type is used in alosedring topology. All participating devices must supportRing redundancy
technology.

Figure 1Single ring Figure 2Tworings

u-Chain:u-Chain type is used whenRing supported devices interconnectametwak or devices that does not
support uRing redundancy technology

u-Chain edge w u-Chain edge

u-Chain u-Chain

Figure 3. eChainring connects to a network
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SubRing:SubRing is used inreopen ringand only hasone node In a networking topology, SuRing type must
co-exist with uRingtype or 1rChain typeNo third-party devices are used in this ring type.

u-Ring

SubRing u-Ring

u-Ring SubRing

u-Ring

&S84

.

u-Ring

.

SubRing u-Ring u-Ring SubRing

Figure 4SubRing

u-Ring

Master: TheMaster is generally used to decide which segment acts as a backup path. The user can meleaatlyes
checkbox to sethe devicein a ring as a MastekHowever, if all devic&dastercheckboxesre left unchecked, the-

Ringprotocol will assign one of the devices in the ring as the Master depending on their MAC addiresdection
process is explained below éDetermining a Masteand blocking a poét

Port: Select the west and east port from the pdbwn menu.

Edge: Thisfield appears only when you selectGhain type. Select theheckbox toset the selected port as @&Chain

edge port.

Determining aMaster and blockng a port

u-Ring

u-Chain

SubRing

Step 1.
Determining
a Master

Manualy select the
Master in a ring.
" If severaldevicesare set
to Master, the uRing
redundancy protocol
decides the Master in a ring
depending on devic€MAC
address. The device with th
biggest MAC address
becomes the Master in a
ring.
" If no cevice in aring is
set to Master, the tRing
redundancy protocol
decides the Master in a ring
depending on devic€MAC
address. The device with th
biggest MAC address
becomes the Master in a
ring.

Manually select the Master in
a ring.

' The device wh a configured
edge portthat hasthe biggest
MAC addresss selected as the
Master.

If the Master is misssigned
to the device that does not have
an edge, the uRing redundancy
protocol will ignore this mis
configuration.

Note: When selecting-Chan
type, only the devicewith an
edge port or edge ports are
eligible to beelectedas the
Master.

Manually select the Master i
a ring.
' If severaldevicesare set to
Master, the uRing redundancy
protocol decides the Master in
a ring depending on décex)
MAC adiress. The device with
the biggestMAC address
becomes the Master in a ring.
" If no device in a ring is set {(
Master, the uRing redundancy
protocol decides the Master in
a ring depending on devic@s
MAC address. The device with
the biggest MAC address
becomes the Master in a ring.

Step 2.
Blocking a
port

The port withhigher port
numberin Master device is

blocked.

The edgeport in Master
device is blocked.

The port withhigher port
numberin Master device is
blocked.
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" If the Master hatwo edge
ports, the port withhigher port
numberis blocked.

Example Master
Portl Port2
x Port 1 Edge, x Port 1Edge
Port1

\
\\ Port2

Master

Port2

Port2 Port1
Port2

Port2 Port1l Portl Port1

4.7.1.2 Status
u-Ring Status

East Port West Port

Instance | Type | Role Health
P | Number | State | Edge | Number | _State | Edge | Y

1 u-Ring Master 8 Blocking — 7 Forwarding

Instance: The instance number.

Type:Display the type of redundancy ring.

Role:This field can be Master or Slajgaths in Slave device will not be bked)
East & West Port Numbeifthe configured port number in a instance.

East & West Port Statéfhe current state of the configured port in a ring. Thgplayedstate can beone of the
following:

Forwarding:The path is in normal transmission.
Blocking: The path is blocked and acts as a backup path.
Down: No physical connection.
East & West PorEdge This field shows whether the configured port is an edge port or not.
Healthy: This fieldgraphicallydisplaysthe currentring status.
% The path is never ringed.
@ : The Master is elected and backup path is blocked. The netwaitk a redundant pattworks normally.

@: The physical link or connection in the ring is doWhe status of backup path is changed frdsiocked to
oforwarding statuswhen one of the forwarding paths is down

4.7.2 Loop Protection

Loops sometimes occur in a network due to improper connecting, hardware problem or faulty protocol settings. When
loops are seen in a switched network, they consume switch resourakshas downgrade switch performance. Loop
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Protection feature is provided in this switch and candmabledglobally or on a per port basitsing loop protection
enables the switcho automatially detect loops on a network. Once loops are detected, pmrteived the loop
protection packet form the switch can be shut down or loopped events can be logged.

4.7.2.1 Configuration

General Settings

Global Configuration

Enable Loop Protection RENEEIIRY
Transmission Time 5 seconds
Shutdown Time 180 seconds
Port Configuration
Port Enable Action Tx Mode
v <= AR v
1 L4 Shutdown Port ¥ | |Enable ¥
2 ti Shutdown Port v | |Enable ¥
3 ti Shutdown Port ¥ | |Enable ¥
4 L4 Shutdown Port ¥ | |Enable ¥
5 ti Shutdown Port ¥ | |Enable ¥
6 ti Shutdown Port v | |Enable ¥
7 L4 Shutdown Port ¥ | |Enable ¥
8 ti Shutdown Port v | |Enable ¥
9 ti Shutdown Port ¥ | |Enable ¥
10 td Shutdown Port ¥ | Enable ¥
1 ti Shutdown Port ¥ | |Enable ¥

General Settings

Enable Loop ProtectiorEnable or disable loop protection function.

Transmission TimeThe interval betweereach loop protection PDU sent on each port. Valid values are 1 to 10
seconds.

Shutdown TimeThe period for which a port will be kept disabled. Valid values are 0 to 604800 seconds. 0 means that
a port is kept disabled until next device restart.

Port @nfiguration

Port:ListKS ydzYoSNJ 2F SIFOK LIER2NI® at 2N fFé aSaiday3aa |LILX e G2

Enable9 y I 6f S 2NJ RA&alLofS (GKS &St SOGSR LRNIAQ f22L) LINRPGSOGA

Action: Whena loop is detectedon a port the loop protection will immediately take approptéaactions. Actionsvill
beli { Sy AyOftdzRS a{ KdziR2¢y 2RINGFZEB & { KdziR2¢6y t 2Nl FyR [ 23

Shutdown PortAloopR S SOG SR LI2NI A& aKdziR26y F2NJ I LISNK2R 2F |

Shutdown Port and LogA loopdetected port is shutdow 2 NJ | LISNA 2R 2F (GAYS O2yFA3
and the event is logged.

Log OnlyThe event is logged and the port remains enable.
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Tx Mode:Enable or disable a port tactively generate loop protection PDUs or to passively look for looped PDUs.

4.7.2.2 Status

Loop Protection Status

Port Action Transmit | Loops | Status | Loop | Time of Last Loop

1 Shutdown+Log  Enabled 0 Down
2 Shutdown+Log  Enabled 0 Down
3 Shutdown Enabled 0 Down
4 Shutdown Enabled 0 Down
5 Shutdown Enabled 0 Up

6 Shutdown Enabled 0 Down
7 Shutdown Enabled 0 Down
8 Shutdown Enabled 0 Down
9 Shutdown Enabled 0 Down
10 Shutdown Enabled 0 Down
11 Shutdown Enabled 0 Down

Port: The port number.

Action: Display theconfiguredaction that the switch will react when loops occur.
Transmit: Display the configured transmit (Tx) mode.

Loops:The number of loops detecteah a port.

Status:Thecurrent loopstatusdetected on a port

Loop:Loops detected on a port or not.

Time of Last LoopThe time of the last loop event detected.

4.7.3 Spanning Tree

For ®me networkingservicesalwayson connectionsare requiredto ensurethat end userSonline related ativities

are not interrupted due to unexpected disconnect® In these circumstances, uttiple active paths between
network nodesare establishedo preventdisconnections from happenindgiowever, multiple pathinterconnected

with each other havea hightendency tocause bridge loapthat make networks unstable and in worst cases make
networks unusable. For examplidie MAC address table used by the switch or bridge can fail, since the same MAC
addresses (and hence the same network hosts) are seen dtiptayports. Second, a broadcast storm occurs. This is
caused by broadcast packets being forwarded in an endless loop between switches. A broadcast storm can consume
all available CPU resources and bandwidth.

To solve problems causing by bridge loogsmmnsing tree allows a network design to include redundant links to
provide automatic backup paths if an active link fails, without the danger of bridge loops, or the need for manually
enabling/disabling these backup links.

The Spanning Tree Protocol (STd&fined in the IEEE Standa882.1s can create a spanning tree within a mesh
network of connected laye? bridges (typically Ethernet switches) and disable the links which are not part of that tree,
leaving a single active path between any two networkies

To provide faster spanning tree convergence after a topology change, an evolution of the Spanning Tree Protocol
ORapid Spanning Tree Protocol (R§Ti®ntroduced by IEEE 802.1w. RSTP is a refinement of STP; therefore, it shares
most of its basic peration characteristics. This essentially creates a cascading effect away from the root bridge where
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each designated bridge proposes to its neighbors to determine if it can make a rapid transition. This is one of the
major elements which allows RSTP thiage faster convergence times than STP.

The other extension of RSTRIEEE 802.18lultiple Spanning Tree protocol (MSTRat allows different VLANS to

travel alongseparateinstances of spanning tree. Unlike STP and RSTP, MSTP eliminates the neadadadifferent

STP for each VLAN. Therefore, in a large networking environment that employs many VLANs, MSTP can be more useful
than legacy STP.

4.7.3.1 Bridge Settings

STP Bridge Configuration

Basic Settings

Protocol Version MSTP v
Bridge Priority 32768 v
Forward Delay 15

Maximum Hop Count [Pl

Transmit Hold Count i3

Advanced Settings

Edge Port BPDU Filtering
Edge Port BPDU Guard

Port Error Recovery

Port Error Recovery Timeout

Save | | Reset

Basic Settings

Protocol Version:Select the appropriate spanning tree protocblNR (1 2 O2f @SNBRA 2y a LINERJARSR
FYR daf{ ¢t éd

Bridge Priority:Each switch has a relative priority and cost that is used to decide what the shortest path is to forward
a packet. The lowest cost path (lowest numeric value) has a higlaityp@and is always used unless it is down. If you
have multiple bridges and interfaces then you need to adjust the priorities to achieve optimized performance. For
MSTP operation, this is the priority of the CIST. Otherwise, this is the priority of MRSTIP bridge.

Forward Delayfort STP bridges, the Forward Delay is the time spent in each Listening and Learning state before the
Forwarding state is enteredlhis delay occurs when a new bridge comes onto a network. Valid values3re 4
seconds.

Max Age:If another switch in the spanning tree does not send out a hello packet for a period of time, it is considered
to be disconnected. Valid values are 6 to 40 seconds, and Max Age values must be smaller than or equal to (Forward
Delay1)*2.

Maximum HopCount: The maximum number of hops allowed for MST region before a BPDU is disdaadbdoridge
decrements the hop count by one before passing on the BPDU. When the hop count reaches zero, the BPDU is
discarded The default hop count is 20. The allowedge is 640.

Transmit Hold CountThe number of BPDU sehy a bridge portper second. When exceeded, transmission of the
next BPDU will be delayed. By default, it is set to 6. The allowed transmit hold count is 1Rted€e note that
increasing this alue might have a significant impact on CPU utilization and decreasing this value might slow down
convergence. It is recommended to remain Transmit Hold Count to the default setting.
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Advanced Settings

Edge Port BPDU Filteringhe purpose of Port BPDUt&iing is to prevent the switch from sending BPDU frames on
ports that areconnected to end devices.

Edge Port BPDU GuarHdge ports generally connect directly to PC, file servers or printers. Therefore, edge ports are
configured to allow rapid transidn. Under normal situations, edge ports should not receive configuration BPDUs.
However, if they do, this probably is due to malicious attacks orsetigsngs. When edge ports receive configuration
BPDUs, they will be automatically set to reaige ports ad start a new spanning tree calculation process.

BPDU Guard is therefore used to prevent the device from suffering malicious attacks. With this function enabled,
when edge ports receive configuration BPDEEP disables those affected edge ports. Adtperiod ofrecovery time,
those disabled ports are ractivated.

Port Error RecoveryWhen enabled, a port that is in the errdisabled state can automatically be enabled after a
certain time.

Port Error Recovery TimeouThe time that has to pass @k a port in the erroidisabled state can be enabled. The
allowed range is 3686400 seconds.

4.7.3.2 MSTI Mapping

MSTI Configuration

Add VLANs separated by spaces or comma
Unmapped VLANs are mapped to the CIST. (The default bridge instance)

Configuration Identification

Configuration Name 00-02-ab-d6-63-b0

Configuration Revision ]
MSTI Mapping

MSTI VLANs Mapped

MSTI

MSTI2

MSTI3

MSTI4

MSTIS

MSTI6

MSTIT

MSTI3

MSTI9

MSTIT0

MSTI11

MSTI2

MSTI13

MSTI14
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Configuration Identification

Configuration Name:¢ KS y I YS F2NJ 6KA&a a{¢Ld .& RSTldzZ 6 npkB & GAG
32 characters. In order to share spanning trees for MSTI, bridges must have the same configuration name and revision
value.

Configuration RevisionThe revision humber for this MSTI. The allowed range 66835.

MSTI Mapping

MSTI:MSTI instane number.

VLAN Mapped:Specify VLANs mapped to a certain MBbth a single VLAN and a range of VLANs are allowed.
Separate VLANs with a comma and use hyphen to denote a range of VLANs. (Exampld0R bez@e the field
empty for unused MSTI.

4.7.3.3 MSTI Priorities

MSTI Configuration

MSTI Priority Configuration
* L A
CIST 32768 v
MSTH 32768 v
MSTIZ | 32768
MSTI3 | 32765
MSTI4 | 32763 ~
MSTIS | 32768 v
MSTIG | 32765 ¥
MSTIF | 32768
MSTIE | 32768
MSTI® | 32765 v
MSTHO | 32765
MSTH1 | 32768
MSTNZ | 32768
MSTH3 | 32765
MSTI4 | 32768

MSTI15 | 32768 v

Save | | Reset

MSTISA&LX & a{¢L AyadlyOS ydzyoSN®» adaf{¢L Fé& LINAZ2NAGE NHzL ¢

Priority: Select an appropriate priority for each MSTI instarBrédge priority is used in selecting the root device, root
port, and designated port.he device with the highest priority becomes the root device. However, if all devices have
the same priority, the device with the lowest MAC address will then become the root device. Note that lower numeric
values indicate higher priority. The bridge prigmplus the MSTI instance number, concatenated with tHey& MAC
address of the switch forms a Bridge Identifier.
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4.7.3.4CIST Ports

CIST Aggregated Port Configuration

Port: The port number.

STP EnabledEnable STP function

W

Path CostPath costda dza SR (2 RSGSN¥YAYyS (KS o6Sad LIGK o0SGsSSy
automatically detects the speed and duplex mode to decide the path foStf SO G { LISOAFAOEX AT
defined value. Valid values aré& to 200000000PIlease note that path cost takperecedence over port priority.

R

:

Priority: Select port priority.
AdminEdgeL ¥ 'y AYyUiSNFIFIOS Aa iddGFOKSR (2 SyR y2RSas &2dz Oty

Auto EdgeSelectthe checkbox to enable this featur#/hen enableda portis automatically determined to be at the
edge of the network when it receives no BPDUs.

Restricted Rolelf enabled, this causes the port not to be selectsdRoot Port for the CIST or any MSTI, even if it has
the best spanningree priority.

RestrictedTCN If enabled, this causes the port not to propagateeived topology change natifications and topology
changes to otheports.

BPDU GuardThis feature protects ports from receiving BPDUsalt prevent loops by shutting dowanport when a
BPDU iseaceivedinstead of putting it into the spanning tree discarding stdfeenabled, the port will disable itself
upon receiving valid BPDU's.

Point-to-Point: Select the link type attached to an interface.

Auto: The switch automatically determines whethttre interface is attached to a poiftib-point link or shared
medium.

Forced Truelt is a pointto-point connection.

Forced Falsédt is a shared medium connection.
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