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About this manual ...

This manual is a general manual for different models of our Gigabit
Management Switch. Theyare similar in operation but have different hardware
configurations.

These models are

1.

8 *TX + 2 * SFP (10G) ports model
This model supports eight TX ports and two extra SFP ports for Gigabit
Ethernet connections.

16 * TX + 2 * SFP (18G) ports model
This model supports sixteen TX ports and two extra SFP ports for Gigabit
Ethernet connections.

24 * TX + 4 * SFP (24G) ports model

This model supports twenty-four TX ports and four share SFP ports.  Port
21~24 are 1000TX RJ45 port / SFP port optional for Gigabit connection.
And they can auto-detect the connection from 1000TX RJ45 port or SFP
port.
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1. Introduction

There are three models for the Gigabit Management Switch Series -
8TX+2SFP(10G) model, 16 TX+2SFP(18G) model, and 24TX+4SFP(24G) model.
This Gigabit Management Switch is a Layer2 Management switch with lots of
advanced network functions including VLAN, trunking, spanning tree, mirror
port, rate limit, IGMP and port configuration. Console is supported for
command-line settings. Web, Telnet, and SNMP interfaces are for remote
switch management through network. IEEE 802.1x is supported for port
security application. These functions can meet most of the management
request for current network.

.1 Package Contents
One Gigabit Management Switch
One AC power cord (*for AC power model only)
One console cable
Two rack-mountkits and screws (*for 24TX+4SFP models only)
This user's manual
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2. Where To Place the Switch

This Switch can be placed on a flat surface (your desk, shelf or table).

Place the Switch at a location with these connection considerations in mind:

® The switch configuration does not break the rules as specified in Section
3.

® The switch is accessible and cables can be connected easilyto it.

® The cables connected to the switch are away from sources of electrical
interference such as radio, computer monitor, and light fixtures.

® There is sufficient space surrounding the switch to allow for proper
ventilation (the switch may not function according to specifications beyond
the temperature range of 0 to 50 degrees C).

For 8TX+2SFP/16 TX+2SFP/24TX+4SFP model, you can also install the switch
on a 19" rack with rack-mountkits as the picture. (Rack-mount kits are option for
8TX+2SFP and 16 TX+2SFP models).

<< Rack-Mount Installation >>

Before rack mounting the switch,please pay attention to the following factors :

1.Temperature - Because the temperature in a rack assembly could be higher
than the ambient room temperature, check that the rack-environment
temperature is within the specified operating temperature range. (Please
refer to Product Specifications in the manual.) Air flow is necessary in a
rack for temperature stable.

2.Mechanical Loading - Do not place any equipment on top of this rack-
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mounted switch.

3.Circuit Overloading - Be sure that the supply circuit to the rack assembly is
not overload after installing this switch.

4.Grounding - Rack-mounted equipment should be properly and well grounded.
Particular attention should be given to supply connections other than direct
connections to the mains.

[Attach Rack-Mount Brackets to the Switch]

1.Position a Rack-Mount Bracket on one side of the Switch.

2.Line up the screw holes on the bracket with the screw holes on the side of the
switch.

3.Use a screwdriver to install the M3 flat head screws through the mounting
bracket holes into the switch. (There could have two or four screws for one
bracket. Thatdepends on the model thatinstalled.)

4.Repeat Step 1~3 to install another bracket to the switch.

5.Now itis readyto mount to a rack.

[Mount the Switch on a Rack]



1.Position a bracket that is already attached to the switch on one side of the
rack.

2.Line up the screw holes on the bracket with the screw holes on the side of the
rack.

3.Use a screwdriver to install the rack screws through the mounting bracket
holes into the rack.

4.Repeat Step 1~3 to attach another bracket that is already attached to the
switch on another side of the rack.



3. Configure Network Connection

3.1 Connecting Devices to the Switch

[ Connection Guidelines: ]

® For 10BaseT connection : Category 3 or 5 twisted-pair Ethernet cable

® For 100BaseTXconnection : Category 5 twisted-pair Ethernet cable

® For 1000BaseTXconnection: Category 5e or 6 twisted-pair Ethernet cable

) For TX cable connection, always limit the cable distance to 100 meters

(328 ft) as defined by IEEE specification

If your switch has 100/1000BaseSX/LX connections, you can connect long

distance fiber optic cable to the switch.

® Because this switch supports Auto MDI/MDI-X detection on each TX port,
you can use normal straight through cable for both workstation connection
and hub/switch cascading.

Catde Twked PalrZabk
100 m &' 1E mai .

3.2 Connecting to Another Ethernet Switch/Hub

This Switch can be connected to existing 10Mbps / 100Mbps / 1000Mbps
hubs/switches. Because all TX ports on the Switch support Auto MDI/MDI-X
function, you can connect from any TX port of the Switch to the MDI or MDI-X port
of another hub/switch with Straight Through or Crossover cables. If the
switches have fiber-optic ports, you can cascade them with fiber optic cable.

Straight-Through cable
s 100m



3.3 Application

A switch can be used to overcome the hub-to-hub connectivity limitations as
well as improve overall network performance. Switches make intelligent
decisions about where to send network traffic based on the destination address
of the packet. As a result, the switch can significantly reduce unnecessary traffic.
The example below demonstrates the switch ability to segment the network.
The number of nodes on each segment is reduced thereby minimizing network
contention (collisions) and boosting the available bandwidth per port.

With Management function of the switch, network administrator is easy to
monitor network status and configure for different applications.

| File Serer

&

Power User

Womkgronp



4. Adding Module

This switch supports SFP (for 100/1000SX/LX/... modules) connectors for fiber
optic connection. Because the SFP slots support hot-swap function, you can
plug/unplug SFP transceiver to/from the SFP slot directly. The switch can
auto-detect the fiber optic connection from SFP slot.

Follow the steps for module adding and removing.

[ Add SFP Transceiver ]

1. Pluginthe SFP Transceiver to SFP slot directly.

2. Connect network cable to the SFP Transceiver. Ifthe connected devices
are working, the Link/Act LED will be ON.

[Remove SFP Transceiver ]
Unplug the SFP Transceiver from SFP slot directly.



individual ports.

5. LEDs Conditions Definition

The LEDs provide useful information about the switch and the status of all

[ For 8TX+2SFP / 16 TX+2SFP / 24TX+4SFP Models ]

LED STATUS CONDITION

Power ON Switch is receiving pow er.
OFF Switch is pow er OFF.

System OFF Systemis booting.
Green Systemiis running.

Link / Act | ON Port has established a valid link.
Flashing Data packets being received or sent.
Green The connection speed is 1000Mbps.
Yellow The connection speed is 10M or 100Mbps.
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6. Manage / Configure the Switch

6.1 Introduction of the management functions

This switch is a L2 Management switch. It supports in-band management
function from Http/Telnet/SNMP interfaces. Console is supported for local
command-line settings. It supports network configuration functions, like
VLAN, Trunking, Port Mirror, QoS, spanning tree and software backup/update.
Users can configure these functions for different network applications. The
following is a briefintroduction about these functions before the detail operation
sections.

1.VLAN (Virtual LAN)

VLAN can divide the switch to several broadcast domains to prevent network
traffic between different user groups. This switch supports 802.1Q tag-
based VLAN and Port-based VLAN. Users with the same VLAN ID can
transfer data to each other. The network traffic will be blocked if they have
different VLAN ID. VLAN Stacking function for 802.1Q tag-based VLAN is
supported. It allows two VLAN tags in a packet for 802.1Q VLAN tunnelling
application through a central network.

2. Trunk

If two switches are cascaded together, the bottleneck will happen at the
cascading connection. If more cables could be used for the cascading
connection, it will reduce the bottleneck problem. In normal case,
switches will become unstable because of traffic looping when more than
one cable is connected between them. If the switches support trunk
function, they can treat these cables as one connection between them. The
traffic looping will not happen between these cables and the switches will
work stable with bigger bandwidth between them.

Notes: About redundant application

The trunk connection supports redundant function. If any trunk cable is
broken, the traffic going through that cable will be transferred to another trunk
cable automatically. For example, if traffic of user port Port 6 is assigned to
Port1in a Trunk and Port 1 connection breaks, Port 2 will take over the traffic
for Port 6 automatically. (It could be used for redundant application.)

3.Spanning Tree Protocol / Rapid Spanning Tree Protocol
Spanning tree is a protocol to prevent network loop in network topology. If
network loop happens, it will cause switches in the network unstable
because more and more traffic will loop in the network. If network loop
happens, spanning tree protocol will block one connection in the loop
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automatically.  Butit will also cause a period of delay (30 seconds for STP
and shorter time for RSTP) if any network connection is changed because of
the network topology detection operation of the protocol.

Because there could be more than one switch in the network, users can
configure this function for their network spanning tree application.

4. Port Mirror
This switch operates in store-and-forward algorithm so it is not possible to
monitor network traffic from another connection port. But the port mirror
function can copy packets from some monitored port to another port for
network monitor.

5.QoS
For Quality of Service request in a network, packets could be classified to
different forwarding priorities. For real-time network traffic (like video,
audio), it needs higher priority than normal network traffic. With the

definition of packet priority, it could have 8 priority levels (from 0 to 7).  This
switch supports eight priority level queues on each port. It could be
configured for port-based, 802.1P tagged based, or DiffServ of IP packets
priority. User can define the mapping of priority values to the priority
queues.

6. Static Mac ID in ARL table
The switch can learn the Mac address from user's packets and keep these
Mac address in the ARL table for store-and-forward table lookup operation.
But these Mac addresses will be deleted from ARL table after some time
when users do not send any packets to the switch. This operation is called
aging and the time is called aging time. It is about 5 minutes normally (it
could be changed byusers.) Ifusers wantto keep a Mac address always in
ARL table on some port, they can assign the Mac address to ARL table.
These Mac ID are called Static Mac address.  This switch supports static
Mac address assignment.  The static Mac address assignment will also limit
the Mac address could be used on the assigned port only with the port security
configuration function. For example, assigning “00-00-e2-11-22-33" to Port 5
will always keep this Mac ID alive on Port 5 but also limit this Mac address
could work on Port 5 only.

Note: About Static Mac Address Filter-in (port binding) function

There is a Mac Security function for port security.  If Mac Table Learning is
setto “Secure”, only these static Mac addresses can access network through
the assigned port.  The other Mac addresses will be forbidden for network
access through that port. This function can be used for port binding security
application. Please refer to Section 6.3 for the details of the Mac address
filter-in operation of the switch.
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7.Dynamic Mac ID Number Limit
Beside Static Mac ID Limit, there is another Dynamic Mac ID Number Limit
function for Mac address security on port. This function can limit the Mac ID
number to access network through a port. For example, five Mac ID are
allowed for Port2. Thatmeans up to five users are allowed, but don’t care
who the users are. It is done by “Limit Control” function in “Security -
Network” function.

8.|EEE 802.1x Port Security Function

If the 802.1x function is enabled, the switch will act as an authenticator for
users accessing network through the switch. It will need a RADIUS server
for the authentication function. Users will be asked for username and
password before network access. If the RADIUS server authenticates it, the
switch will enable the port for network access. This function is very useful
for network security application to prevent illegal users access network
through the switch.

9. Rate Control
This function can limit the traffic rate for physical ports. The traffic could be
ingress traffic or egress traffic. This function can limit the network
bandwidth utilization of users.

10. IP Multicast with IGMP Snooping
IP multicast function can forward packets to a group of users connected on
different ports. The user group is learned by the switch from packets of IGMP
active router with IGMP snooping function. It is often used for video
applications

11. MVR (Multicast VLAN Registration)
VLAN function will isolate traffic between VLAN groups. But it will also
isolate IP multicast traffic for subscribers in different VLANs. The MVR
function allows one multicast VLAN to be shared by subscribers in different
VLANs. Thatcan reduce the multicast traffic for VLANs.

12. DHCP Relay & DHCP Option 82
DHCP Relay function will control DHCP requests and forward DHCP
requests to the assigned DHCP server. DHCP Option 82 function will add
port and switch information to DHCP requests and then send to the assigned
DHCP server. Based on those information, DHCP server will assign an IP
configuration in the DHCP reply. This is a security function.

13. DHCP Snooping
DHCP Snooping function will assign a trusted port for DHCP server
connection, and snoop the DHCP activity between clients and server. This
function can preventillegal DHCP server connection.
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14. 1P Source Guard
This function can limit the IP address for accessing network from switch port.
That can preventillegal IP problem in network.

15. ACL (Access Control List)
This function is used to define network access control policy - a list of packet
filtering rules. The filtering conditions are Layer2 ~ Layer4 - including Mac
address, VLAN ID, Ethernet Type, IP address, ARP Packets, ... If conditions
are matched, the traffic could be discarded, forwarded, logging or rate limit.

16. LLDP (Link Layer Discover Protocol)
LLDP protocol is used by network devices to advertise their identity,
capabilities, and interconnections on a LAN network. This switch can
advertise its system information, and show the information of the connected
network devices by LLDP protocol.

17. Software Backup/Update
This switch supports backup and update functions for its internal software
and its network configuration. It could be done in two ways.

a.From web browser : doing by http protocol and by web browser for run-time
code and configuration backup/update.

b. From telnet or console command : doing by tftp protocol for run-time code
and configuration backup/update.
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6.2 Settings with Console Connection

6.2.1 Basic of the Console Interface

<< Enter Console Interface >>

Please follow the steps to complete the console hardware connection first.

1. Connect from console port of the switch to COM port of PC with the console
cable.

2. Start the terminal program of Windows. Create a new connection and
select COM port of PC used for the console.  Set the configuration of the
terminal as [115200,8,N,1]. (You can find the terminal program in [Start] ->
[Programs] -> [Accessory Programs] -> [Communication] -> [Terminal]. If
you cannot find it, please install it from your Windows Installation Disk.
Please refer to your Windows user manual for the installation.)

3. Power on the switch.

If everything is correct, the booting screen will appear in the terminal program
when the switch is powered on. It will stop atthe following screen after some
initializing messages.

Softw are Version: 10-P Ver:1.00.00
MAC Address : 00-00-00-11-22-33
Number of Ports : 10

Username:

<< Previlege Levels for Users >>

There are three previlege levels for users of the switch - administrator, operator,
and guest, with previlege level 3, 2, 1. Use “username” command in system
configure mode under prompt “(config)#” to create users. The system default
useris “admin” with password “admin” and previlege level 3.

[ administrator level ]
The default user name and password is "admin" / "admin”. And users with
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administrator level could be created with “username” command under
“(config)#”. The previlege level is “3” for them.

After login the switch, a prompt “#” will be shown. Because this switch
supports command-line for console interface, you can press “?” to check the
command list.

With “?” command, you can find the command list as follow.

#?
exit Exit from current mode
help Show available commands
history Show a list of previously run commands
logout Disconnect
ping Ping IPv4 address (ICMPv4 echo) packets to other netw ork nodes
ping6 Ping IPv6 address (ICMPv6 echo) packets to other netw ork nodes
quit Quit commands
reload Halts and performs a w arm restart
show Show s information
configure Enter configuration mode
copy Copies from one file to another
#

These are the basic system commands for the switch.

For system configuring, “configure” command can enter the configure mode.
And the prompt will become ...

# configure
(config)#

In the configure mode, the general configuration of switch can be done. And
“exit” command can leave this mode.

If settings for port, “interface” command is used. And the prompt will
become ...

(config)# interface ethernet 1/5
(config-if)#

“ethernet 1/5” means Ethernet interface 1, port 5. And “exit” command can
leave this mode.

“interface” command has another sub-command “vlan”. IP address of the
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switch can be configured in this mode.

(config)# interface vlan 10
(config-if)#

[ operator level ]
Users with operator level could be created by administrator with “username”
command under “(config)#”. The previlege level is “2” for them.

After login the switch, a prompt “>” will be shown. Because this switch
supports command-line for console interface, you can press “?” to check the
command list.

With “?” command, you can find the command list as follow.

>?
exit Exit from current mode
help Show available commands
history Show a list of previously run commands
logout Disconnect
ping Ping IPv4 address (ICMPv4 echo) packets to other netw ork nodes
ping6 Ping IPv6 address (ICMPv6 echo) packets to other netw ork nodes
quit Quit commands
reload Halts and performs a w arm restart
show Show s information
copy Copies from one file to another
>

These are the basic system commands for the switch.

With operator level, itis allowed to view the switch status and configuration, and
run some system maintenance commands.

[ guest level ]
Users with guest level could be created by administrator with “username”
command under “(config)#”. The previlege level is “1” for them.

After login the switch, a prompt “>” will be shown. With “?” command, you can
find the command list as follow.
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exit Exit from current mode

help Show available commands
history Show a list of previously run commands
logout Disconnect
quit Quit commands
show Show s information
>

With guest level, it is allowed to view the switch status and configuration only.
No setup/configure commands are supported.

<< Function Keys >>
Here is the function keys for console interface.

[Tab] key: this key can help to get the full command keyword with just several
beginning letters. For example, “his-Tab” will get the full “history” command
word.

[Esc] key: this key can use to break message display and go back to command
prompt.

[Up-Arrow] key: this key can get lastinput command.

[Down-Arrow] key: this key can get next input command.
[Left-Arrow]/[Right-Arrow] key: the key can move the cursor.

[Backspace] key: this key can delete the letter in front of cursor

[?] key: this key can get the command list.

<< Command Mode >>
There are four command modes for console interface.

1. General Basic Commands
These are basic commands after login. Users can show switch
configuration/status, ping network device, reboot switch, ... The prompt is
“#” for administrator(users with previlege level 3), and “>” for operator(users
with previlege level 2) and guest(users with previlege level 1).

2. Configure Mode Commands
With “configure” command, user can enter Configure Mode. Commands in
Configuring Mode are for general switch settings. And its prompt is
“(config)#”.

3. Interface Configuring Commands for Port / VLAN Group
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If the settings are for ports, itis done with “interface ethernet 1/X’ command in
configure mode. And the prompt will become “(config-if)#”. For example,
“interface ethernet 1/5” is for settings on Port 5.

If the settings are for VLAN group, it is done with “interface vian X’ command
in configure mode. And the prompt will become “(config-if)j#”. For
example, “interface vian 100" is for settings on VLAN 100.

4. VLAN Configuring Commands

If the settings are general VLAN settings, it is done with “vlan database”
command in configure mode. And its prompt will become “(config-vlan)#”.
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6.2.2 General Basic Commands

When “admin”/“admin” is used for username/password, the console will enter
administrator mode. Enter “?”, command list will be shown.

#7?
exit Exit from current mode
help Show available commands
history Show a list of previously run commands
logout Disconnect
ping Ping IPv4 address (ICMPv4 echo) packets to other network nodes
ping6 Ping IPv6 address (ICMPV6 echo) packets to other network nodes
quit Quitcommands
reload Halts and performs a warm restart
show Shows information
configure  Enter configuration mode
copy Copies from one file to another
#

1.exit command
This command is used to leave current operation mode. It will do logout at
this basic command interface.

2.help command
This is a help command and the console will prompt with all available
commands.

3. history command
This command will show the history of entering commands.

4.logout command
This is a logout command.

5. ping command
User can use this command to ping another network device to verify the
network connection and activity.
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Enter “ping ?” at the prompt, the command syntax will be shown.
# ping ?

Syntax: ping [-n count] [-] length] [-i ping interval] ip

-n count : Number of echo requests to send.(1~60)

-Ilength : Send buffer size, and length (2-1452)

- : ping interval (0-30)

ip i IPaddress (XXX.XXX.XXX.XXX)

For example, “ping 192.168.1.80".

.pingé command

User can use this command to ping another network device to verify the
network connection and activity with IPv6 address.

Enter “ping6 ?” at the prompt, the command syntax will be shown.
# ping6 ?

Syntax: ping6 [-n count] [-l length] [-i ping interval] ip

-n count : Number of echo requests to send.(1~60)

-Ilength : Send buffer size, and length (2-1452)

-i : ping interval (0-30)

ip : IPV6 address For example,fc80::215:c5ff:fe03:4dc7

.quit command

This command is used to quit the console interface.

.reload command

This command is used to reset switch. It will halt and perform a warm
restart.

Enter “reload” at the prompt, the switch will do warm restartin a fews
seconds.

# reload

Systemwi ill reboot in a few seconds

.show command

This command is used to show current system information and system
configuration.

Enter “show ?” at the prompt, the sub-command list will be shown.
# show ?

aaa Show AAA service configuration
acl Packet Access Control List
calendar Date and time information
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ddmi
dhcp-relay
dotlx

eee
history
interface
ip

lacp

lidp

log

loopback-detection
mac-address-table

mac-security
management
map

mvr

ntp

port

queue
radius-server
running-config
rate-limit

rmon

sflow

snmp
spanning-tree
storm-control
system
tacacs-server
trunk

users

version

vian

Digital Diagnostics Monitoring Interface
DHCP Relay Configuration
802.1x content
Show eee configuration
History information
Interface information
IP information
LACP statistics
Show lldp Configuration
Log records
Show loopback detection
Configuration of the address table
MAC Security Configuration
Management IP filter
Maps priority
Show MVR Status
Simple Netw ork Time Protocol configuration
Port characteristics
Priority queue information
RADIUS server information
Information on the running configuration

rate-limits

Rmon

Sampling flow

Simple Netw ork Management Protocol statistis
Spanning-tree configuration
Show storm control configuration

System information

TACACS server settings
Trunk information

Show users configuration

System hardw are and softw are versions
Virtual LAN settings

With sub-commands, different configuration settings will be displayed.
More help information for them will be prompted with “show xox ?” (oo is the

sub-command).

message...
# show port ?
monitor

For example, entering “show port ?” will get the prompt

Shows the configuration for a mirror port

And entering “show port monitor ?” will get next help message...

# show port monitor ?

<cr>

And entering “show port monitor” will get Port Mirror settings...

# show port monitor
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Mirror Configuration:

Mirror Port: Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
0 Disabled
CPU Disabled

P Oo0o~NO O~ WNEE

If the displayis more than one console page, “Esc” can be used to break the
display.

For the details, please refer to section 6.2.6 Show commands.

10. configure command
This command will change the console interface to configure mode. And the
prompt will become “(config)#”. In this mode, administrator can do system
configuration of the switch.

The operation of configure mode will be described in next section.
“exit” command can be used to quit this operation mode.
11. copy command
This command is used to backup system configuration/firmware to TFTP

server, restore system configuration from TFTP server, and update firmware
from TFTP server.

# copy ?
config Copies configuration file
firmware Copies run-time firmware

copy config running-config tftp <ip address> yyy command is used to
backup current switch running configuration to TFTP Server at IP “<ip
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address>"(IPv4 or IPv6 address) as file name “yyy” in text format.

copy config tftp running-config <ip address> yyy command is used to
restore text configuration file “yyy’ from TFTP Server at IP “<ip address>"(IPv4
or IPv6 address).

copy firmware running-firmware tftp <ip address> yyy command is used to
backup current running firmware to TFTP Server at IP “<ip address>"(IPv4 or
IPV6 address) as file name “yyy” in binary format

copy firmware tftp running-firmware <ip address> yyy command is used to
update the running firmware file “yyy’ from TFTP Server at IP “<ip
address>"(IPv4 or IPV6 address).
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6.2.3 Configure Mode Commands

Entering “configure” command at console interface, the prompt will become ...
“(configure)#”.
All the general settings for the switch can be done in this mode.

If the settings are for ports, it is done with “interface” command in configure
mode. For example, “interface ethernet 1/5” is for settings on Port 5 and
“interface ethernet 1/5,6,10-15" is for settings on Port 5, 6, 10, 11, 12, 13, 14, 15.

Please refer to next section for the details of this command.

Enter “?” at the prompt, the sub-command list will be shown.

(config)# ?
exit Exit from current mode
help Show available commands
history Show a list of previously run commands
logout Disconnect
quit Quitcommands
aaa AAA Service
acl Access Control List Configuration
aggregation Set aggregation mode configuration
arp-inspection Set ARP inspection configuration
default Restore to factory default setting
dhcp-relay Configures DHCP Relay Configuration

dhcp-snooping
dotlx

Configures DHCP Snooping Configuration
Configures 802.1x port-based access control

end Exit from configure mode

hosthame Sets system's network name
interface Enters privileged interface configuration
ip Global IP configuration sub commands

ip-source-guard
lldp

logging
loopback-detection
mac-address-table

IP Source Guard Configuration

LLDP setting

Modifies message logging facilities

Configures loopback detection
Configuration of the address table

mac-security Configuration of mac security

management Specifies management IP filter

mirror Configuration of mirror

mwr Multicast VLAN Registration

no Negates a command or sets its defaults
ntp Simple Network Time Protocol configuration
prompt Sets system's prompt
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gos Configuration of QoS
radius-accounting-server Configures RADIUS Accounting Server
radius-authentication-server Configures RADIUS Authentication Server

rmon Configures RMON function

sflow Configures sflow function

snmp-server Modifies SNMP server parameters
spanning-tree Configures spanning tree parameters
storm-control Configures storm control
tacacs-authentication-server Configures TACACS+ Authentication Server
username Establishes user name authentication

vian Switch Virtual LAN interface

1 exit command
This command is used to leave current operation mode. Go back to last
mode.

2 help command
This command is used to show all the available commands in this mode.

3 history command
This command is used to show the history of entering commands.

4 logout command
This command is used to logout from console interface.

5 quit command
This command is used to quit from console interface. It has the same
function as logout.

6 aaa command

This command is used to set the authentication manner for users of the
switch when login by console/telnet/'ssh/iweb. It could be authenticated by
local switch, by RADIUS Server, by TACACS+ Server, or no authentication(login

is not possible).

Here is the command for the setting.

aaa authentication login console [locallnone|radius|tacacs+] command will

setthe authentication manner for user login from console.
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aaa authentication login ssh [locallnone|radius|tacacs+] command will set
the authentication manner for user login from SSH connection.

aaa authentication login telnet [localjnone|radius|tacacs+] command will
set the authentication manner for user login from telnet connection.

aaa authentication login web [local|none|radius|tacacs+] command will set
the authentication manner for user login from web connection.

And [local|none|radius|tacacs+] is authentication method.

- local: use the local user database on the switch for authentication.
- none: authentication is disabled and login is not possible.

- radius: use a remote RADIUS server for authentication.

-tacacs+: use a remote TACACS+ server for authentication.

About “fallback” sub-command after “radius” and “tacacs+”.

Enable fallback to local authentication. If none of the configured
authentication servers are alive, the local user database is used for
authentication. This is only possible if the Authentication Method is set to a
value other than 'none’' or 'local’.

RADIUS Server is set by radius-authentication-server command for
command line interface or setin “AAA” function for web interface.

TACACS+ Server is set by tacacs-authentication-server command for
command line interface or setin “AAA’” function for web interface.

acl command
This command is used to configure ACL(access control list) function of the
switch. For ACL settings, two steps for the settings ...

1). Filtering rule must be defined first. It could be Layer2 ~ Layer4 content of
packets - Mac address, VLAN ID, Ethernet Type, IP address, ARP packet, ...
Note: More than one filter matching conditions can be set for one rule.
And all of these conditions must be matched for this rule to take action.

2). Define the action when packets match the rule - permit or discard or
forward to other port, do rate limit, do logging, ...

With “acl ?” command , the sub-commands will be shown.
(config)# acl ?

add Add or modify Access Control Entry (ACE)
delete Delete ACE
rate-limiter Rate Limiter Configuration

7]

acl add x command can add or modify Access Control Entry (ACE). “x”is a
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number between 1~256. Thatis the index of this ACE.
This command will change the prompt to “(config-ace-x)#" for ACL setting of

g

this filtering rule. “x” is the index number of this rule.

After ACL rules are defined, apply ACL rules to connection ports with “acl”
command in port interface configuring mode under prompt “(config -if)#” next.
acl delete x command can delete a Access Control Entry (ACE). “x” is a
number between 1~256. Thatis the index of this ACE.

acl rate-limiter x unit kbps rate y

acl rate-limiter x unit pps rate y command can define a rate limiter. Its unit
could be by kbps(kilo bit per second) or pps(packet per second). “x” is a
indexnumber between 1~16 for this rate-limiter. “y” is the rate limit number
between 0-3276700 for unit pps, or 0, 100, 200, 300, ..., 1000000 for unit
kbps.

Arate-limiter can be applied to ACE or port by its index number.

Next, these are the commands for “acl add x” command to define a ACL rule -
Access Control Entry (ACE). The promptis “(config-ace-x)#”

Enter “?” at the prompt “(config-ace-x)#”, the commands will be shown.
For example,

(config)# acl add 10
(config-ace-10)# ?

exit Exit from current mode

help Show available commands

history Show a list of previously run commands
logout Disconnect

quit Quit commands

action Specify frames action

destination-mac Specify destination mac address
frame-type Select the frame type for this ACE
logging Specify the logging operation of the ACE
mirror Specify the mirror operation of the ACE
next_id Next ACE ID (1-256)

policy Policy ACE keyword

port Port list

port-redirect port copy

rate-limiter Specifyrule's rate

shutdown Specify the shut down operation of the ACE
source-mac Specify source mac address

tagged Specify tagged/untagged frames tagged
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tag_prio VLAN tag priority
vid Specifyvian id

Here is the details of these sub-commands.

1). exit : this command is used to exit the ACL setting.

2). help : this command will show all available commands.

3). history : this command will list the input command history.

4). logout : this command will logout from the command line interface.

5). quit : this command will quit from the command line interface.

6). action : this command will define the action to premit or deny packets that
match this ACL rule.
action permit - The frame that hits this ACE is granted permission for the
ACE operation.
action deny - The frame that hits this ACE is dropped.

7). destination-mac : this command is used to specify L2 destination Mac
address of packet for filter matching.
destination-mac any - No DMAC filter is specified. (DMAC filter status is
"don't-care™.)
destination-mac xx-xx-xx-xx-xx-xx - Specify the destination MAC filter for
this ACE.

8). frame-type : this command is used to set Frame Type of packet for filter
matching.
(config-ace-10)# frame-type ?

any Define Frame to any

arp Define Frame to ARP

ethernet-type Ethernet Type: 0x600 - OxFFFF or 'any but
excluding 0x800(IPv4) 0x806(ARP) and 0x86DD(IPv6)

ipv4 Define Frame to IPv4 Frame

frame-type any - Any frame can match this ACE.

frame-type arp - Only ARP frames can match this ACE. Notice the ARP
frames won't match the ACE with ethernet type.

frame-type ethernet-type - Only Ethernet Type frames can maich this ACE.
The IEEE 802.3 describes the value of Length/Type Field specifications to
be greater than or equal to 1536 decimal (equal to 0600 hexadecimal).
frame-type ipv4 - Only IPv4 frames can match this ACE. Notice the IPv4
frames won't match the ACE with ethernet type.

9). logging : this command is used to specify the logging operation of the
ACE. Frames matching the ACE are stored in the System Log. Please
note that the System Log memory size and logging rate is limited.

“logging” command can enable this function.

10). mirror : this command is used to specify the mirror operation of the ACE.
Frames matching the ACE are mirrored to the destination mirror port.
“‘mirror” command can enabile this function.

11). next_id : this command is used to jump to another ACE setting.
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7]

“‘next_id x” command can jump to another ACE setting. “x” is the
ACE indexnumber between 1 to 256.

12). policy : this command is used to setthe policy number for group of ports
to apply this ACE. Policy number of port is defined under port interface
prompt with “(config-if)#”.

policy y 0xXX command can set a policy number “y’ (0~255) with
bitmask “OxXX” (0x00~0xFF). Ports with policy ID in this range will be
applied for this ACE.

13). port : this command is used to set the ingress ports for which this ACE
applies.

port w command can set the ingress Port list for this ACE.
is 1/x, 1/xy,z, 1/x-y, 1/x-y,z for a single port or a group of ports.

14). port-redirect : Frames that hit the ACE are redirected to the port number
specified here.

port-redirect disable command can disable this function.
port-redirect w command can set the port redirect number. “w”
formatis 1/x, 1/xy,z, 1/x-y, 1/x-y,z for a single port or a group of ports.

15). rate-limiter : Specify the rate limiter for this ACE.

rate-limiter disable command can disable this function.
rate-limiter x command specify the rate limiter for this ACE. “x” is the
index of rate-limiter with number 1~16.

16). shutdown : Specify the port shut down operation of the ACE.

shutdown command can enable this function. If a frame matches the
ACE, the ingress port will be disabled.

17). source-mac : this command is used to specify L2 source Mac address of
packet for filter matching.
source-mac any - No SMAC filter is specified. (SMAC filter status is "don't-
care".)
source-mac XX-XX-XX-XX-XX-xx - Specify the source MAC filter for this
ACE. Aframe that hits this ACE matches this SMAC value.

18). tagged : Specify whether frames can hit the action according to the
802.1Q tagged.

tagged any : anyvalue is allowed ("don't-care").
tagged tagged : Tagged frame only.
tagged untagged : Untagged frame only.
19). tag_prio : Specify the tag priority for this ACE. A frame that hits this ACE
matches this tag priority.
tag_prio any : no tag priority is specified (tag priorityis "don't-care".)
tag_prio x : A frame that hits this ACE matches this tag priority. “x” is
the tag priority, allowed number (0~7).

20). vid : Aframe that hits this ACE matches this VLAN ID value.

vid any : No VLAN ID filter is specified. (VLAN ID filter status is "don't-
care".)

vid x : Aframe that hits this ACE matches this VLAN ID value. “x”is
the VLAN ID, allowed number (1~4095).
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8 aggregation command
This command is used to configure the aggregation hash mode. Frames
will go through port in the aggregation connection accroding to the result of
hash operation.
aggregation destination_mac_address : The Destination MAC Address can
be used to calculate the destination port for the frame.
aggregation ip_address : The IP address can be used to calculate the
destination port for the frame.
aggregation source_mac_address : The Source MAC address can be used
to calculate the destination port for the frame.
aggregation tcp/udp_port_number : The TCP/UDP port number can be used
to calculate the destination port for the frame.
no aggregation : back to default setting.

9 arp-inspection command
ARP Inspection is a secure feature. Several types of attacks can be
launched against a host or devices connected to Layer 2 networks by
"poisoning” the ARP caches. This feature is used to block such attacks. Only
valid ARP requests and responses can go through the switch device.

arp-inspection mode command can enable this function. And “no arp-
inspection mode” can disable it. After enable this function globally, it also
need to enable by port with port setup interface under prompt “(config-ify#”.
Only when both Global Mode and Port Mode on a given port are enabled, ARP
Inspection is enabled on this given port.

arp-inspection translation command can translate all dynamic entries to
static entries.

Note: Dynamic ARP entry is learned from DHCP request. Before enable
ARP Inspection, DHCP Snooping function should be enabled first
Otherwise, static ARP entry should be created for ARP Inspection operation.

10 default command
This command is used to restore factory default settings.
default keep-ip command will restore factory default configuration but keep ip
address.

11 dhcp-relay command
This command is used to configure DHCP Relay function. DHCP Relay is

31



used to forward and to transfer DHCP messages between the clients and the
server when they are not on the same subnet domain.

The DHCP option 82 enables a DHCP relay agent to insert specific
information into a DHCP request packets when forwarding client DHCP
packets to a DHCP server and remove the specific information from a DHCP
reply packets when forwarding server DHCP packets to a DHCP client. The
DHCP server can use this information to implement IP address or other
assignment policies. Specifically the option works by setting two sub-options:
Circuit ID (option 1) and Remote ID (option2). The Circuit ID sub-option is
supposed to include information specific to which circuit the request came in
on. The Remote ID sub-option was designed to carry information relating to
the remote host end of the circuit.

The definition of Circuit ID in the switch is 4 bytes in length and the format is
"vian_id" "module_id" "port_no". The parameter of "Wian_id" is the first two
bytes represent the VLAN ID. The parameter of "module_id" is the third byte
for the module ID (in standalone switch it always equal 0, in stackable switch
it means switch ID). The parameter of "port_no" is the fourth byte and it
means the port number.

The Remote ID is 6 bytes in length, and the value is equal the DHCP relay
agents MAC address

dhcp-relay information mode command can enable DHCP Option 82
operation. And “no dhcp-relay information mode” command can disable it.
When DHCP relay information mode operation is enabled, the agent inserts
specific information (option 82) into a DHCP message when forwarding to
DHCP server and removes it from a DHCP message when transferring to
DHCP client. It only works when DHCP relay operation mode is enabled.

The option 82 circuit ID format as "[Man_id][module_id][port_no]". The first four
characters represent the VLAN ID, the fifth and sixth characters are the
module ID(in standalone device it always equal 0, in stackable device it
means switch ID). , and the last two characters are the port number. For
example, "00030108" means the DHCP message receive form VLAN ID 3,
switch ID 1, port No 8. And the option 82 remote ID value is equal the switch
MAC address.

dhcp-relay information policy [drop|keep|replace] command indicates the
DHCP relay information option policy. When DHCP relay information mode
operation is enabled, if agent receives a DHCP message that already
contains relay agent information it will enforce the policy. The 'Replace' option
is invalid when relay information mode is disabled. And “no dhcp-relay
information policy” command can setitto default. Possible policies are:
drop: Drop the package when a DHCP message that already contains relay
information is received.

keep: Keep the original relay information when a DHCP message that already
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contains itis received.
replace: Replace the original relay information when a DHCP message that
already contains itis received.

dhcp-relay mode command enable the DHCP relay function. And “no dhcp-
relay mode” command can disable it.

When DHCP relay mode operation is enabled, the agent forwards and
transfers DHCP messages between the clients and the server when they are
notin the same subnet domain. And the DHCP broadcast message won't be
flooded for security considerations.

dhcp-relay server x.x.x.x command can set the DHCP server IP address.
“x.x.x.x" is the IP address of DHCP server.

dhcp-relay statistics clear command can clear DHCP relay statistics.

12 dhcp-snooping command
This command is used to enable DHCP Snooping function. And “no dhcp-
snooping” command can disable it.

DHCP Snooping is used to block intruder on the untrusted ports of the switch
device when it tries to intervene by injecting a bogus DHCP reply packet to a
legitimate conversation between the DHCP client and server.

After DHCP Snooping is enabled, set trusted ports in port configuring
interface under prompt “(config-ifj#” nextt And connect DHCP servers on
trusted ports only.

13 dot1x command
This command is used configure the general settings of 802.1x function of the
switch. Entering “dot1x?”, the sub-commands will be shown.
(config)# dotlx ?

agetime Time in seconds betw een check for activity on successfully
authenticated MAC addresses

eapoltimeout Set enabledness and parameters of Guest VLAN

guest_vlan Max EAP request/identity packet retransmissions

holdtime Time in seconds before a MAC-address that failed
authentication gets a new authentication chance

mode Set dotlx enabledness

radius_gos Set enabledness of RADIUS-assigned QoS

radius_vlan Set enabledness of RADIUS-assigned VLAN

reauthentication Set Reauthentication enabledness

reauthperiod Set the period betw een reauthentications
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dot1x agetime x command is used to set aging time. “x” is a number
between 10~10000000 in seconds.

This setting applies to the following modes, i.e. modes using the Port Security
functionality to secure MAC addresses:

* Single 802.1X

* Multi 802.1X

* MAC-Based Auth.

When the NAS module uses the Port Security module to secure MAC
addresses, the Port Security module needs to check for activity on the MAC
address in question at regular intervals and free resources if no activity is
seen within a given period of time. This parameter controls exactly this period
and can be setto a number between 10 and 1000000 seconds.

If reauthentication is enabled and the portis in an 802.1X-based mode, this is
not so critical, since supplicants that are no longer attached to the port will get
removed upon the next reauthentication, which will fail. But if reauthentication
is not enabled, the onlyway to free resources is by aging the entries.

For ports in MAC-based Auth. mode, reauthentication doesn't cause direct
communication between the switch and the client, so this will not detect
whether the client is still attached or not, and the only way to free any
resources is to age the entry.

dot1x eapoltimeout x command is used to determine the time for
retransmission of Request Identity EAPOL frames. “x” is a number between
1~65535in seconds. This has no effect for MAC-based ports.

dot1x guest_vlan command is used to enable Guest VLAN function. And
“no dot1x guest_vlan” command is used to disable it. When it is enabled,
the individual ports' ditto setting determines whether the port can be moved
into Guest VLAN. The port setting is configured in port configuring interface
under prompt “(config-if)#”.

A Guest VLAN is a special VLAN - typically with limited network access - on
which 802.1X-unaware clients are placed after a network administrator-
defined timeout. This option is only available for EAPOL-based modes,i.e.:

+ Port-based 802.1X

« Single 802.1X

+ Multi 802.1X

While in the Guest VLAN, the switch monitors the link for EAPOL frames, and if
one such frame is received, the switch immediately takes the port out of the
Guest VLAN and starts authenticating the supplicant according to the port
mode. If an EAPOL frame is received, the port will never be able to go back
into the Guest VLAN if the "allow_if_eapol_seen"is disabled.

dot1x guest_vlan vid x command is used to set the VLAN ID of Guest VLAN.
“x” is a number between 1~4095 for VLAN ID.

dot1x holdtime x command is used to set the Hold Time for 802.1x operation.
“x” is a number between 10~10000000 for time in seconds.

This setting applies to the following modes, i.e. modes using the Port Security
functionality to secure MAC addresses:
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* Single 802.1X

» Multi 802.1X

* MAC-Based Auth.

If a client is denied access - either because the RADIUS server denies the
clientaccess or because the RADIUS server request times out (according to
the timeout specified in “AAA") - the client is put on hold in the Unauthorized
state. The hold timer does not count during an on-going authentication.

In MAC-based Auth. mode, the switch will ignore new frames coming from the
client during the hold time.

dot1x mode command is used to eanble 802.1x function. And “no dot1x
mode” command is used to disable it.

dot1x radius_qos command is used to globally enable RADIUS-server
assigning QoS Class functionality. And “no dot1x radius_qos” command is
used to disable it. When enabled, the individual ports' ditto setting determine
whether RADIUS-assigned VLAN is enabled on that port. When disabled,
RADIUS-server assigned VLAN is disabled on all ports.

RADIUS-assigned QoS provides a means to centrally control the traffic class
to which traffic coming from a successfully authenticated supplicant is
assigned on the switch. The RADIUS server must be configured to transmit
special RADIUS attributes to take advantage of this feature.

dot1x radius_vlan command is used to globally enable RADIUS-server
assigned VLAN functionality. And “no dot1x radius_vlan” is used to disable
it.  When enabled, the individual ports' ditto setting determine whether
RADIUS-assigned VLAN is enabled on that port. When disabled, RADIUS-
server assigned VLAN is disabled on all ports.

RADIUS-assigned VLAN provides a means to centrally control the VLAN on
which a successfully authenticated supplicant is placed on the switch.
Incoming traffic will be classified to and switched on the RADIUS-assigned
VLAN. The RADIUS server must be configured to transmit special RADIUS
attributes to take advantage of this feature.

dot1x reauthentication command is used to enable reauthentication function
of 802.1x function. And “no dot1x reauthentication” command is used to
disable it.

If enabled, successfully authenticated supplicants/clients are reauthenticated
after the interval specified by the Reauthentication Period. Reauthentication for
802.1X-enabled ports can be used to detect if a new device is plugged into a
switch port or if a supplicantis no longer attached.

For MAC-based ports, reauthentication is only useful if the RADIUS server
configuration has changed. It does not involve communication between the
switch and the client, and therefore doesn't imply that a client is still present
on a port.

dot1x reauthperiod x command is used to set the Reauthentication Period, in
seconds, after which a connected client must be reauthenticated. This is only
active if the Reauthentication is enabled. “x”is a number in the range 1 to
3600 seconds.
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Note:

1. Setting 802.1x function on ports, use “dot1X’ command in interface
configuring mode.

2. Setting for RADIUS servers, use “radius-accounting-server” and “radius-
authentication-server” command.

Please refer to sections for the commands.

14 end command
This command is used to exit from configure mode.

15 hostname command
This command is used to set the name of the switch in network. This name
is also used as the hosthame for SNMP agent function of the switch.

16 interface command
This command is used to entering interface configuring mode. There are
two sub-commands for it - one is “ethernet’, it is for port setting, another is
“vlan”, itis for VLAN groups characteristics setting.
(config)# interface ?
ethernet Ethernet port
vian Switch Virtual LAN interface

All the port setting commands are putin interface configuring mode - like rate-
limit setting, speed-duplex setting, .... And characteristics settings for VLAN
groups are also done in interface configuring mode - like IP address
assignment.

For example, the console will enter interface configuring mode for Port 5 with
“interface ethernet 1/5” command. And the prompt will become ...

(config)# interface ethernet 1/5

(config-if)#

With “interface ethernet 1/5,6,10-13”, the console will enter interface
configuring mode for Port 5, 6, 10, 11, 12, 13. And all the settings will be
applied to those ports at the same time.

The description of commands in interface configuring mode is put in Section

6.2.4 Interface Configuring Commands. Please refer to the section for the
details.
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17 ip command
This command is used to configure some IP-depending functions. Entering
“ip ?7, the sub-commands will be shown.
(config)#ip ?

default-gatew ay Specifies the default gatew ay
dns Set the DNS server address
dns-proxy Setthe IP DNS Proxy mode
ipv6-default-gatew ay Specifies the default gatew ay
https HTTPS server configuration
igmp IGMP snooping

mid MLD snooping

ssh Configure ssh server

ip default-gateway x.x.x.x command is used to specify the default gateway
for IPv4 configuration of the switch. “x.x.x.x” is the IP address of the gateway
device.
ip ipv6-default-gateway <IPv6 address> is used to specify the default
gateway for IPv6 configuration of the switch. “<IPv6 address>” is the IP
address of the gateway device.
ip dns x.x.x.x command is used to set DNS Server IP address. “x.x.x.x” is
the IP address.
ip dns-proxy command is used to enable DNS Proxy function. When DNS
proxy is enabled, DUT will relay DNS requests to the current configured DNS
server on DUT, and reply as a DNS resolver to the client device on the
network.  “no dns-proxy”’ command is used to disable it.
ip https ... command is used to configure https service of the switch.
Entering “ip https ?”, the sub-command will be shown.
(config)# ip https ?

secure-server Enable secure HTTP server

automatic-redirect  Automatically redirect w eb brow ser to HTTPS

ip https secure-server command is used to enable the SSL function of http
service (https) of the switch. And no ip https secure-server command can
be used to disable it.

ip https automatic-redirect command is used to enable HTTPS redirect
mode operation. It only significant if HTTPS is enabled.

Automatically redirects web browser to an HTTPS connection when both
HTTPS mode and Automatic Redirect are enabled or redirects web browser
to an HTTP connection when both are disabled. “no ip https automatic-
redirect’” command can be used to disable it.

ip igmp ... command is used to configure IGMP operation of the switch.
Entering “ip igmp snooping ?”, the sub-command will be shown.
(config)# ip igmp snooping ?

vian Set Snooping VLAN Configuration
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proxy Set the mode of Proxy

ssm-range Enable IGMP query function
unregflood Enable unregister flood function
<cr> Enable Snooping

ip igmp snooping command is used to enable IGMP function of the switch.
And “no ip igmp snooping” command can be used to disable it.

ip igmp snooping vlan x ... command is used to configure IGMP settings for
the VLAN. “x”is VALN ID with number 1~4095.

Entering “ip igmp snooping vian 10 ?”, the sub-command will be shown.
(config)# ip igmp snooping vian 10 ?

add Add the snooping VLAN interface
compatibility Set Compatibility

del Delete the snooping VLAN interface
parameter-liqi Setthe IPMC Last Listener Query Interval
parameter-qi Set Query Interval

parameter-qri Set Query Response Interval
parameter-rv Set Robustness Variable

parameter-uri Set Unsolicited Report Interval

querier Set snooping querier mode for VLAN
state Set snooping state for VLAN

ip igmp snooping vlan x add command is used to add new IGMP VLAN.
The specific IGMP VLAN starts working after the corresponding static
VLAN is also created. “x”is VALN ID with number 1~4095.

ip igmp snooping vlan x compatibility command is used to set the IGMP
operation compatibility mode. Compatibility is maintained by hosts and
routers taking appropriate actions depending on the versions of IGMP
operating on hosts and routers within a network. The allowed selection is
IGMP-Auto, Forced IGMPvl, Forced IGMPv2, Forced IGMPV3, default
compatibility value is IGMP-Auto.

ip igmp snooping vlan x del command is used to delete a IGMP VLAN.
“x”is VALN ID with number 1~4095.

ip igmp snooping vlan x parameter-ligi y command is used to set the
IPMC Last Listener Query Interval. LLQI (Last Listener Query Interval) is
the maximun response time used to calculate the Maximun Respse Code
inserted into Specific Queries. Itis used to detect the departure of the last
listener for a multicast address or source. In IGMP, this term is called
LMQI (Last Member Query Interval).

“x” is VALN ID with number 1~4095. “y’ is 0 to 31744 in tenths of
seconds.

ip igmp snooping vlan x parameter-qi y command is used to set IGMP
Query Interval. The Query Interval is the interval between General
Queries sent bythe Querier.

“x”is VALN ID with number 1~4095. “y”is 1to 31744 in seconds.
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ip igmp snooping vlan x parameter-qri y command is used to set IGMP
Query Response Interval. Query Response Interval is the Maximum
Response Delay used to calculate the Maximum Response Code
inserted into the periodic General Queries.

“x” is VALN ID with number 1~4095. “y’ is 0 to 31744 in tenths of
seconds.

ip igmp snooping vlan x parameter-rv y command is use to set
Robustness Variable. The Robustness Variable allows tuning for the
expected packetloss on a network.

“x”is VALN ID with number 1~4095. “y”is 1 to 255 value for Robustness
Variable.

ip igmp snooping vlan x parameter-uri y command is used to set
Unsolicited Report Interval. The Unsolicited Report Interval is the time
between repetitions of a host's initial report of membership in a group.
“x”is VALN ID with number 1~4095. “y”is 0to 31744 seconds.

ip igmp snooping vlan x querier command is used to enable IGMP
snooping querier operation for the VLAN. And “no ip igmp snooping vlan
X querier’ command is used to disable it.

ip igmp snooping vlan x state command is used to set snooping state for
the VLAN.

ip igmp snooping leave-proxy command is used to enable IGMP Leave
Proxy. And “no ip igmp snooping leave-proxy’” command is used to
disable it. This feature can be used to avoid forwarding unnecessary leave
messages to the router side.

ip igmp snooping proxy command is used to enable IGMP Proxy. And “no ip
igmp snooping proxy” command is used to disable it. This feature can be
used to awvoid forwarding unnecessary join and leave messages to the
router side.

ip igmp snooping ssm-range x y command is used to set SSM (Source-
Specific Multicast) Range. SSM (Source-Specific Multicast) Range allows
the SSM-aware hosts and routers run the SSM service model for the groups
in the address range.

“x” is prefix. “y”is mask with 4~32 for IGMP SSM Range, 8~128 for MLD
SSMRange. Forexample, x/y could be 232.0.0.0/8.

ip igmp snooping unregflood command is used to enable unregistered
IPMCwv4 traffic flooding.  And “no ip igmp snooping unregflood” is used to
disable it. The flooding control takes effect only when IGMP Snooping is
enabled. When IGMP Snooping is disabled, unregistered IPMCv4 traffic
flooding is always active in spite of this setting.

ip mld ... command is used to configure MLD operation of the switch. Entering
“ip mld snooping ?”, the sub-command will be shown.
(config)# ip mid snooping ?

vian Set Snooping VLAN Configuration
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leave-proxy Enable filtering

proxy Set the mode of Proxy
ssm-range Enable IGMP query function
unregflood Enable unregister flood function
<cr> Enable Snooping

ip mld snooping command is used to enable MLD function of the switch.
And “no ip mld snooping” command can be used to disable it.

ip mld snooping vlan x ... command is used to configure MLD settings for
the VLAN. “x”is VALN ID with number 1~4095.

Entering “ip mld snooping vian 10 ?”, the sub-command will be shown.
(config)# ip mld snooping vian 10 ?

add Add the snooping VLAN interface
compatibility Set Compatibility

del Delete the snooping VLAN interface
parameter-liqgi Setthe IPMC Last Listener Query Interval
parameter-qi Set Query Interval

parameter-gri Set Query Response Interval
parameter-rv Set Robustness Variable

parameter-uri Set Unsolicited Report Interval

querier Set snooping querier mode for VLAN
state Set snooping state for VLAN

ip mld snooping vlan x add command is used to add new MLD VLAN. The
specific MLD VLAN starts working after the corresponding static
VLAN is also created. “x”is VALN ID with number 1~4095.

ip mld snooping vlan x compatibility command is used to set the MLD
operation compatibility mode. Compatibility is maintained by hosts and
routers taking appropriate actions depending on the versions of MLD
operating on hosts and routers within a network. The allowed selection is
MLD-Auto, Forced MLDv1, Forced MLDw2, default compatibility value is
MLD-Auto.

ip mld snooping vlan x del command is used to delete a MLD VLAN. “x”
is VALN ID with number 1~4095.

ip mld snooping vlan x parameter-ligi y command is used to set the
IPMC Last Listener Query Interval. LLQI (Last Listener Query Interval) is
the Maximum Response Delay used to calculate the Maximum Response
Code inserted into Multicast Address Specific Queries sentin response to
Version 1 Multicast Listener Done messages. It is also the Maximum
Response Delay used to calculate the Maximum Response Code
inserted into Multicast Address and Source Specific Query messages.

“x” is VALN ID with number 1~4095. “y” is 0 to 31744 in tenths of
seconds.

ip mld snooping vlan x parameter-gi y command is used to set the Query
Interval. The QueryInterval is the interval between General Queries sent
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by the Querier.

“x”is VALN ID with number 1~4095. “y’is 1to 31744 in seconds.

ip mld snooping vlan x parameter-qri y command is used to set Query
Response Interval. Query Response Interval is the Maximum Response
Delay used to calculate the Maximum Response Code inserted into the
periodic General Queries.

“x” is VALN ID with number 1~4095. “y’ is 0 to 31744 in tenths of
seconds.

ip mld snooping vlan x parameter-rv y command is use to set
Robustness Variable. The Robustness Variable allows tuning for the
expected packetloss on a network.

“x”is VALN ID with number 1~4095. “y”is 1 to 255 value for Robustness
Variable.

ip mild snooping vlan x parameter-uri y command is used to set
Unsolicited Report Interval. The Unsolicited Report Interval is the time
between repetitions of a node's initial report of interest in a multicast
address.

“x”is VALN ID with number 1~4095. “y”is 0to 31744 seconds.

ip mld snooping vlan x querier command is used to enable MLD
snooping querier operation for the VLAN. And “no ip mld snooping vian x
querier’ command is used to disable it.

ip mld snooping vlan x state command is used to set snooping state for
the VLAN.

ip mld snooping leave-proxy command is used to enable MLD Leave Proxy.
And “no ip mld snooping leave-proxy’ command is used to disable it. This
feature can be used to avoid forwarding unnecessary leave messages to
the router side.

ip mld snooping proxy command is used to enable MLD Proxy. And “no ip
mld snooping proxy” command is used to disable it. This feature can be
used to awvoid forwarding unnecessary join and leave messages to the
router side.

ip mld snooping ssm-range x y command is used to set SSM (Source-
Specific Multicast) Range. SSM (Source-Specific Multicast) Range allows
the SSM-aware hosts and routers run the SSM service model for the groups
in the address range.

“X” is prefix. “y”is mask with 4~32 for IGMP SSM Range, 8~128 for MLD
SSMRange. Forexample, x/y could be ff3e::/96.

ip mld snooping unregflood command is used to enable unregistered
IPMCV6 traffic flooding. And “no ip mld snooping unregflood® is used to
disable it. The flooding control takes effect only when MLD Snooping is
enabled. When MLD Snooping is disabled, unregistered IPMCV6 traffic
flooding is always active in spite of this setting.

ip ssh server command is used to enable SSH function. And “no ip ssh
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server” command is used to disable it.

SSH is an acronym for Secure SHell. It is a network protocol that allows data
to be exchanged using a secure channel between two networked devices.
The encryption used by SSH provides confidentiality and integrity of data over
an insecure network. The goal of SSH was to replace the earlier rlogin,
TELNET and rsh protocols, which did not provide strong authentication or
guarantee confidentiality.

18 ip-source-guard command
This command is used to configure IP security function. IP Source Guard is
a secure feature used to restrict IP traffic on DHCP snooping untrusted ports
by filtering traffic based on the DHCP Snooping Table or manually configured
IP Source Bindings. It helps prevent IP spoofing attacks when a host tries to
spoof and use the IP address of another host.

Note: Dynamic IP Source entry is learned from DHCP request. Before
enable IP Source Guard, DHCP Snooping function should be enabled first.
Otherwise, static IP Source entry should be created for IP Source Guard
operation.

ip-source-guard mode command is used to enable this function globally.
And “no ip-source-guard mode” is used to disable it globally.

Enabling IP Source Guard on ports is done in port interface configuring mode
under prompt “(config-ifj#”. Only when both Global Mode and Port Mode on a
given port are enabled, IP Source Guard is enabled on this given port.
ip-source-guard translation command is used to translate all dynamic
entries to static entries.

19 lldp command

This command is used to configure LLDP function globally. LLDP is an
IEEE 802.1ab standard protocol.  The Link Layer Discovery Protocol(LLDP)
specified in this standard allows stations attached to an IEEE 802 LAN to
advertise, to other stations attached to the same IEEE 802 LAN, the major
capabilites provided by the system incorporating that station, the
management address or addresses of the entity or entities that provide
management of those capabilities, and the identification of the stations point
of attachment to the IEEE 802 LAN required by those management entity or
entities. The information distributed via this protocol is stored by its recipients
in a standard Management Information Base (MIB), making it possible for the
information to be accessed by a Network Management System (NMS) using a
management protocol such as the Simple Network Management Protocol
(SNMP).
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Entering “lldp ?”, the commands will be listed.
(config)# lldp ?

interval Specify transmit interval
tx-hold Specify hold time multiplier
tx-delay Specify delay interval
reinit-delay Specify reinit delay

lidp interval x command is used to specify transmit interval. The switch
periodically transmits LLDP frames to its neighbours for having the network
discovery information up-to-date. The interval between each LLDP frame is
determined by the Tx Interval value. “x”is the Tx Interval. Valid values are
restricted to 5 - 32768 seconds.

lidp tx-hold x command is used to specify hold time multiplier. Each LLDP
frame contains information about how long the information in the LLDP frame
shall be considered valid. The LLDP information valid period is set to Tx Hold
multiplied by Tx Interval seconds. “x” is the Tx hold time multiplier. Valid
values are restricted to 2 - 10 times.

lidp tx-delay x command is used to specify delay interval. If some
configuration is changed (e.g. the IP address) a new LLDP frame is
transmitted, but the time between the LLDP frames will always be at least the
value of Tx Delay seconds. Tx Delay cannot be larger than 1/4 of the Tx Interval
value. “x” is the Tx delay Interval. Valid values are restricted to 1 - 8192
seconds.

lidp reinit-delay x command is used to specify reinit delay. When a port is
disabled, LLDP is disabled or the switch is rebooted, an LLDP shutdown
frame is transmitted to the neighboring units, signalling that the LLDP
information isn't valid anymore. Tx Reinit controls the amount of seconds

between the shutdown frame and a new LLDP initialization. “x” is the Tx reinit
delay. Valid values are restricted to 1 - 10 seconds.

LLDP function is enabled/disabled by port. Information that are carried is
also configured by port. Itis done in port interface configuring mode under
“(config-ify#” prompt.

20 logging command
This command is used to configure remote logging function of the switch.
When the operation is enabled, the syslog message will send out to syslog
server. The syslog protocol is based on UDP communication and received on
UDP port 514 and the syslog server will not send acknowledgments back
sender since UDP is a connectionless protocol and it does not provide
acknowledgments. The syslog packet will always send out even if the
syslog server does not exist.
Entering “logging ?”, the sub-commands will be shown.
(config)# logging ?
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log-level Log level
remote-log Enable logging to remote host
clear Clear logging table information

logging log-level x command is used define the log level of events.
Indicates what kind of message will send to syslog server. Possible modes
are:
0: Info - Send informations, warnings and errors.
1: Warning - Send warnings and errors.
2: Error - Send errors.
The valid value of “x” is 0~2.
logging remote-log command is used to configure remote logging function.
Entering “logging remote-log ?”, the sub-commands will be shown.
(config)# logging remote-log ?
<1-1> Index
<cr>
logging remote-log command is used to enable the remote logging
function. Events will be sent to syslog servers. no logging remote-log
command is used to disable it.
logging remote-log x host y.y.y.y command is used to set IP address
(Y.y.y.y) to syslog server index x. One (x=1) syslog servers are supported.
“y.y.y.y’ is the IPv4 host address of syslog server. If the switch provides
DNS feature, it also can be a host name.

logging clear command is used to clear logging table information.
Entering “logging clear ?”, the sub-commands will be shown.
(config)# logging clear ?
<0-2> Logging level
<cr> All
logging clear x command is used to clear level “x” logging table
information. “x”is the logging level with value 0~2.
0: Info - informations, warnings and errors.
1: Warning - warnings and errors.
2: Error - errors.

logging clear command is used to clear all logging table information.

21 loopback-detection command
This command is used to configure loopback detection and protection
function of the switch globally. If loopback happens on any switch port,
packet storm could cause the switch fail to work. With this loopback
detection and protection function, port will be shutdown if loopback happens
onit. Toimplementthis function, a loop protection PDU will be senton each
port.
Entering “loopback-detection ?”, the sub-commands will be shown.
(config)# loopback-detection ?

44



mode Set the Loop Protection to be enabled
shutdow n Set or show the Loop Protection shutdow n time
transmit Set the Loop Protection transmit interval

loopback-detection mode command is used to enable this function globally.
And “no loopback-detection mode” command is used to disable it globally.
Only both loopback-detection function are enabled globally and by port, this
function starts to work on those ports.

loopback-detection shutdown x command is used to configure the
shoutdown time for those ports that loopback happens on them. Thatis the
period (in seconds) for which a port will be kept disabled in the event of a
loop is detected (and the port action shuts down the port).

“x” is the shutdown time. Valid values are 0 to 604800 seconds (7 days). A
value of zero will keep a port disabled (until next device restart).
loopback-detection transmit x command is used to configure the interval
between each loop protection PDU sent on each port.

“x”is the transmitinterval. Valid values are 1 to 10 seconds.

Loopback detection function is also needed to be configured by port. That is
done in port configuring interface under prompt “(config-if)#”.

22 mac-address-table command
This command is used to configure functions for Mac address table of the
switch. Entering “mac-address-table ?”, the sub-commands will be shown.
(config)# mac-address-table ?
aging-time Aging time for entries in the address table
static Sets MAC address table static information

mac-address-table aging-time x command is used to set to aging time of
the switch. The valid value of “x”(aging time in seconds) is 10-1000000.
mac-address-table aging-time disable command is used to disable the
aging operation.

mac-address-table static x-x-x-x-x-x vlan y interface ethernet 1/z
command is used to assign a static Mac address “x-x-x-x-x-x” to Port “z” in
VLAN “y” of the switch. The static mac address will not be aging out by the

switch.  The static MAC table can contain 64 entries.

23 mac-security command
This command is used to configure the Port Security Limit Control system
settings. Limit Control allows for limiting the number of users on a given
port. A user is identified by a MAC address and VLAN ID. If Limit Control is
enabled on a port, the limit specifies the maximum number of users on the
port. If this number is exceeded, an action is taken. The action can be one of
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the four different actions - None, Trap, Shutdown, Trap & Shutdown.
The Limit Control module utilizes a lower-layer module, Port Security module,
which manages MAC addresses learnt on the port.

mac-security aging x command is used to configure the aging time of
secured mac address. |If the Aging is enabled, then the aging period is
controlled with this input. If other modules are using the underlying port
security for securing MAC addresses, they may have other requirements to
the aging period. The underlying port security will use the shorter requested
aging period of all modules that use the functionality.

“x” is the Aging Period and can be set to a number between 10 and
10,000,000 seconds.

To understand why aging may be desired, consider the following scenario:
Suppose an end-hostis connected to a 3rd party switch or hub, which in turn
is connected to a port on this switch on which Limit Control is enabled. The
end-hostwill be allowed to forward if the limit is not exceeded. Now suppose
that the end-hostlogs off or powers down. If it wasn't for aging, the end-host
would still take up resources on this switch and will be allowed to forward. To
overcome this situation, enable aging. With aging enabled, a timer is started
once the end-host gets secured. When the timer expires, the switch starts
looking for frames from the end-host, and if such frames are not seen within
the next Aging Period, the end-host is assumed to be disconnected, and the
corresponding resources are freed on the switch.

mac-security mode command is used to enable the Port Security Limit
Control function globally. And “no mac-security mode” command is used to
disable it. Only both Port Security Limit Control function is enabled globally
and by port. Itwill startto work on those enabled ports.

Port Security Limit Control function is also needed to be configured by port.
Thatis done in port configuring interface under prompt “(config-if)#”.

24 management command
This command is used to setup the management interface security function.
The management interface security function can limit the IP address range /
remote interfaces(http,telnet,snmp) for management from network. Different
administrators could have different rights to manage this switch. This is for
security of this switch management. (Sixteen rules are supported for this
function.)

Entering “management ?”, the sub-commands will be shown.
(config)# management ?

<1-16> access id

enable Enable the management security function
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(config)# management 1 ?
ipaddr Set IP and net mask for a specified set
protocol Set protocol for a specified set

management enable command is used to enable the management security
function. And “no management enable“ command is used to disable it.

management x ipaddr y.y.y.y z.z.z.z command is used to set the IP address
range allowed for this rule. “x”is the index of the rule. y.y.y.y is the start IP
address. z.z.zzis the end IP address. Users in this IP address range will
follow this rule for switch management.

management x protocol [http/https | snmp | telnet/ssh] command is used to

enable the remote management network protocol for this rule. “x” is the
index of the rule.

Use “management x ipaddr y.y.y.y z.z.z.z” command to create a rule first.
Then use “management x protocol y’ command to assign allowed network
protocol for the rule.

no management x command is used to delete a rule thatis indexed with “x”.

25 mirror command
This command is used to enable mirror function of the switch. And no
mirror command can be used to disable mirror function of the switch.

26 mvr command

This command is used to configure MVR (Multicast VLAN Registration)
function.  VLAN function will isolate traffic between VLAN groups. But it will
also isolate IP multicast traffic for subscribers in different VLANs. The MVR
function allows one multicast VLAN to be shared by subscribers in different
VLANs. That can reduce the multicast traffic for VLANs. The MVR feature
enables multicast traffic forwarding on the Multicast VLANsS. In a multicast
television application, a PC or a network television or a set-top box can receive
the multicast stream. Multiple set-top boxes or PCs can be connected to one
subscriber port, which is a switch port configured as an MVR receiver port.
When a subscriber selects a channel, the set-top box or PC sends an
IGMP/MLD report message to Switch Ato join the appropriate multicast group
address. Uplink ports that send and receive multicast data to and from the
multicast VLAN are called MVR source ports.

Itis allowed to create at maximum 8 MVR VLANs with corresponding channel
settings for each Multicast VLAN. There will be totally at maximum 256 group
addresses for channel settings.
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** Before configuring MVR function, complete the VLAN setting first
** Using MVR function, you have to enable IGMP snooping function first.

This switch supports eight MVR VLANs. They are referred with their VLAN ID.
For any MVR setting, you have to assign the VLAN ID in the command.

Entering “mwr ?”, the sub-commands will be shown.
(config)# mvr ?
<1-4095> Create MVR Multicast VLAN and paramters
Enabled Enable the Global MVR

mvr enable command is used to enable MVR function. And “no mvr enable”
command is used to disable it.

Entering “mwr x ?”, the sub-commands will be shown. “X’is a VLAN ID with
numberin 1~4095. Forexample, “mwr 10 ?”.
(config)# mvr 10 ?

ligi Define the maximun time to w ait for IGMP/MLD report memberships on a
receiver port before removing the port from multicast group membership

group Create a multicast group for MVR VLAN

mode Specify the MVR mode of operation

name MVR Name is an optional attribute to indicate the name of the specific MVR
VLAN

priority Specify how the traversed IGMP/MLD control frames will be sent in

prioritized manner

status-clear Clear MVR operational status

tagging Specify w hether the traversed IGMP/MLD control frames will be sent as
Untagged or Tagged with MVR VID

mvr x llgi y command is used to define the maximum time to wait for
IGMP/MLD report memberships on a receiver port before removing the port
from multicast group membership. LLQI (Last Listener Query Interval) is the
maximun response time used to calculate the Maximun Respse Code
inserted into Specific Queries. It is used to detect the departure of the last
listener for a multicast address or source. In IGMP, this term is called LMQI
(Last Member Query Interval). “x” is the Multicast VLAN ID. “y” is the time
with value in units of tenths of a seconds. The range is from 0 to 31744. The
default LLQI is 5 tenths or one-half second.

mvr x group yyy start-address <starting IPv4/IPv6 Multicast Group
Address> end-address <ending IPv4/IPv6 Multicast Group Address>
command is used to create a multicast group for MVR VLAN. “x” is the
Multicast VLAN ID. “yyy”is the name of the Channel of the specific Multicast
VLAN. Maximum length of the Channel Name string is 32. Channel Name can
only contain alphabets or numbers. Channel name should contain at least
one alphabet. And “no mvr x group” command is used to delete the
channels for Multicast VLAN x.  “x” is the Multicast VLAN ID.
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After MVR VLAN is created, you can assign IP multicast groups (video
channels) to the MVR VLAN. And you can assign more than one IP multicast
groups (video channels) to one MVR VLAN. For example, “mwr 10 group abc
start-address 224.0.0.1 end-address 224.0.0.2".

mvr x mode [compatible | dynamic] command is used to specify the MVR
mode of operation. In Dynamic mode, MVR allows dynamic MVR membership
reports on source ports. In Compatible mode, MVR membership reports are
forbidden on source ports. “x”is the Multicast VLAN ID.

mvr X name yyy command is used to create a name for Mituicast VLAN. “x”
is the Multicast VLAN ID. “yyy” is the name ofthe MVR VLAN. MVR Name is
an optional attribute to indicate the name of the specific MVR VLAN. Maximum
length of the MVR VLAN Name string is 32. MVR VLAN Name can only contain
alphabets or numbers. When the optional MVR VLAN name is given, it should
contain at least one alphabet.

mvr x priority y command is used to specify how the traversed IGMP/MLD
control frames will be sentin prioritized manner. “x”is the Multicast VLAN ID.
“y” is the priority with value 0~7.

mvr x status-clear command is used to clear MVR operational status and
statistics for Mituicast VLAN “X’.  “x” is the Multicast VLAN ID.

mvr x tagging [tagged | untagged] command is used to specify whether the
traversed IGMP/MLD control frames will be sent as Untagged or Tagged with
MVR VID. “x”is the Multicast VLAN ID.

mvr x name yyy command is used to create a MVR VLAN with VLAN ID “x”
name “yyy”. “nomvr x” command is used to delete a MVR VLAN. “x”is the
Multicast VLAN ID.

After MVR VLAN is created, source port of IP multicast traffic and receiver ports
of subscribers will be assigned next. Assigning source port and receiver port
to MVR VLAN is done in “(config-ifj#” mode (go with “interface ethernet 1/X’
command. “X’ is the port number.) Please refer to “mw” command in
Section 6.2.4.1 for the details.

27 nocommand
This command is used to disable a function or restore a setting to factory
default of the switch.

(config)# no ?

aaa AAA Service

aggregation Set aggregation mode configuration
arp-inspection Set ARP inspection configuration

dhcp-relay Configures DHCP Relay Configuration
dhcp-snooping Configures DHCP Snooping Configuration
dotlx Configures 802.1x port-based access control
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hostname Sets system's netw ork name

ip Global IP configuration sub commands
ip-source-guard IP Source Guard Configuration

lidp LLDP setting

logging Modifies message logging facilities

loopback-detection  Configures loopback detection
mac-address-table Configuration of the address table

mac-security Configuration of mac security
management Specifies management IP filter

mirror Configuration of mirror

mvr Multicast VLAN Registration

ntp Simple Netw ork Time Protocol configuration
prompt Sets system's prompt

gos Configuration of QoS

radius-accounting-server Configures login to RADIUS server
radius-authentication-server Configures login to RADIUS server

rmon Configures RMON function
sflow Configures sflow function
snmp-server Modifies SNMP server parameters
spanning-tree Configures spanning tree parameters
storm-control Configures TACACS+ Authentication Server
tacacs-authentication-server Configures TACACS+ Authentication Server
username Sets system's netw ork name
voice-vilan Voice VLAN Configuration
For example,

“mirror” command can enable the mirror function and “no mirror” command
can disable it.

“ip default-gateway 192.168.1.100" will set the IP gateway of the switch to
192.168.1.100, and “no ip default-gateway” will put it to factory default setting.

28 ntp command
This command is used to configure NTP protocol of the switch.
Entering “ntp ?”, the sub-commands will be shown.
(config)# ntp ?

client Accepts time from specified time server

server Specified one time server

zone Set time zone

zone-acronym Set time zone acronym

dst Config daylight saving time function.

dst-start-time Set start time of daylight saving time

dst-end-time Set end time of daylight saving time

dst-offset Enter the number of minutes to add during Daylight Saving Time

ntp client command is used to enable NTP protocol. And no ntp client
command can be used to disable it.
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ntp server x <IP address> command is used to setthe IP address of network
time server for NTP protocol operation. Up to five time servers is supported.
“x” is the index(1~5) of time servers. <IP address> provides the IPv4 or IPv6
address ofa NTP server.
ntp zone x command is used to set the time zone offset. “x” is the System
Timezone Offset with value -7200~7201 in minutes.
ntp zone-acronym xxx command is used to set the acronym of the time zone.
This is a User configurable acronym to identify the time zone. ( Range : Up to
16 alpha-numeric characters and can contain '-',' _'or".')
ntp dst [disable | non-recurring | recurring] command is used set Daylight
Saving Time function operation mode. Daylight Saving Time function will set
the clock forward or backward according to the configurations set for a defined
Daylight Saving Time duration. “disable” will disable Daylight Saving Time
function. “non-recurring” will set the Daylight Saving Time duration for
single time configuration. “recurring” will set the Daylight Saving Time
duration to repeat the configuration every year.
ntp dst-start-time v/iw/x/y/z command is used to set the start time of Daylight
Saving Time duration.

- “Vis the month number. Its value is 1~12.

- “w”is the date number. Its value is 1~31.

- “X”is the year number. lIts value is 2000-2097.

- “y’is the hour number. lIts value is 0-23.

- “Z’is the minute number. Its value is 0-59.
ntp dst-end-time viw/x/y/lz command is used to set the end time of Daylight
Saving Time duration.

- “Vis the month number. lIts value is 1~12.

- “w”is the date number. Its value is 1~31.

- “X”is the year number. Its value is 2000-2097.

- “y"is the hour number. lIts value is 0-23.

- “Z"is the minute number. Its value is 0-59.
ntp dst-offset x command is used to setthe number of minutes to add during
Daylight Saving Time. “x”is a number between 1~1440 in minute.

29 prompt command
This command is used to set prompt of command line interface.

prompt xxx command is used to set prompt of command line interface.
“xxx” is the new prompt string. “no prompt” command can set the prompt
back to default.

30 gos command
This command is used to configure system QoS function of the switch.
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Other Port-based QoS settings are configured in port configuring mode under
prompt “(config-if)#”.

Entering “qos ?”, the following sub-commands will be shown.
(config)# qos ?

dscp DSCP Configuration

qcl QoS Control List Configuration

The first sub-command is for DSCP Configuration. The second sub-
command is for QCL(QoS Control List) Configuration.

Entering “qos dscp ?”, the following sub-commands will be shown.
(config)# gos dscp ?
classification-map  Set DSCP ingress classification table
classification-mode Set DSCP ingress classification mode

egressremap Set DSCP egress remap table

map Set DSCP mapping table

translation Set global ingress DSCP translation table
trust Set w hether a specific DSCP value is trusted

qos dscp classification-map x y z command is used to configure the
mapping of QoS class and Drop Precedence Level to internal DSCP value.
“x”is the QoS class with value 0~7. “y” is the Drop Precedence Level with
value 0~1. “2"is the dscp value 0~63.

Frames got a QoS class (either from port default or VLAN Tag or DSCP)
then it can map this QoS to internal DSCP. This internal DSCP then can
do another egress map to affect the DSCP value when the frame is sent
out. It could rewrite the egress DSCP value when Egress Rewrite is not
disable.

qos dscp classification-mode x command is used to select the ingress
DSCP value for classification mode. “x”is the dscp value 0~63.

Selectthe DSCP value to enable its QoS Class to internal DSCP mapping
operation when Ingress Classify is “selected” in port “qos dscp
classification” command. And “no qos dscp classification-mode x” will
deselectthe ingress DSCP value for classification mode.

qos dscp egressremap x y z command is used to set DSCP egress
remap table. “x” is the dscp value 0~63. “y” is DPL(Drop Precedence
Level) with value 0 or 1. “z” is the egress re-map dhcp value (0~63) for ths
DPL.

This command is used to set internal DSCP to egress DSCP value
remapping for DP level 0 or 1. It takes effect when port “qos dscp
egressremark” command is set.

qos dscp map x y z command is used to set DSCP-Based QoS Ingress
Classification. “x” is the dscp value 0~63. “y’ is the QoS class with
value 0~7. *“2”is the Drop Precedence Level with value 0~1.

This command can configure the basic DSCP based QoS Ingress

52



Classification settings. Ittakes effect for those trusted DSCP values.

qos dscp translation x y command is used to set global ingress DSCP
translation table. “x”is the DSCP value 0~63 before translation. “y’is the
DSCP value 0~63 after translation. Ingress side DSCP can be first
translated to new DSCP before using the DSCP for QoS class and DPL
map.

qos dscp trust x command is used to set whether a specific DSCP value is
trusted. “x” is the dscp value 0~63. It is used to control whether a
specific DSCP value is trusted. Only frames with trusted DSCP values are
mapped to a specific QoS class and Drop Precedence Level. Frames with
untrusted DSCP values are treated as a non-IP frame.

Entering “qos qcl ?”, the following sub-commands will be shown.
(config)# gos qcl ?
<1-256> QCEID

Entering “qos qcl X', the prompt will become “(config-QCE-x)#” for further
Queue Control Entry configuration. “x” is the index of this QCE with number
1~256. For example, enter “qos qcl 10”.

(config)# qos gcl 10

(config-QCE-10)#

And ...

(config-QCE-10)# ?
exit Exit from current mode
help Show available commands
history Show a list of previously run commands
logout Disconnect
quit Quit commands
action Action Parameters
ethernet Port Members
key Key Parameters
next_id Next QCE ID

1. exitcommand
This command is used to leave current operation mode. Go back to
last mode.

2.  help command
This command is used to show all the available commands in this

mode.

3. history command
This command is used to show the history of entering commands.
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4. logout command
This command is used to logout from console interface.

5. quitcommand
This command is used to quit from console interface. It has the
same function as logout.

6. actioncommand

This command is used to define the QoS action for a frame when this
QCE is matched.
(config-QCE-10)# action ?

class QoS class
dpl DP Level
dscp DSCP

action class x command is used to define the QoS class for the action.
“x”is the QoS class between 0~7.

action dpl x command is used to define the Drop Precedence Level for the
action. “x”is the Drop Precedence Level with value 0~1.

action dscp x command is used to define the DSCP value for the action.
“x” is the DSCP value between 0~63.

7. ethernet command
This command is used to assign ports to this QCL Entry.

Its formatis ...
(config-QCE-10)# ethernet ?
<1-10> Unit number: format 1/x  1/x,y,z  1/x-y 1/x-y,z

8. keycommand

This command is used to define the key parameters for this QCL Entry.
The key parameter is the L2 to L4 information of a frame.

(config-QCE-10)# key ?

dmac-type Destination MAC type
frame-type Frame Type

smac Source MAC address
tag Value of Tag field

key dmac-type [any | bc | mc | uc] command is used to define the key
parameters by destination Mac address type of frames. It could be
any(don’t care), bc(Broadcast), mc(Multicast), and uc(Unicast) frame.

key frame-type [any | ethernet | ipv4 | ipv6 | llc | snap] command is used to
define the key parameters byinformation in frame type of frames.

It could be ...

- any(don’t care)

- Ethernet Type (any/ specific type)
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IPv4 (DSCP value / IP-Fragment or not / Protocol - Port Number of TCP,

UDP, other / Source IP Address)

- IPv6 (DSCP value / Protocol - Port Number of TCP, UDP, other / Source IP
Address)

- LLC (SSAP / DSAP / Control)

- SNAP (PID)

key smac [any | xx-xx-xx] command is used to define the key parameters

by the Source MAC address: 24 MS bits (OUI). It could be any(don’t care),

or some OUI of source MAC address.

key tag [any | tag | untag] command is used to define the key parameters

by the tag information of frames.

- any(don’t care)

- tag (DEI, PCP, VID)

- untag

9. next_id command

This command is used to set the order of this QCL Entryin QCL table.
next_id x command is used to put this QCL Entry after QCL Entry “X’.  “x”is
the QCL Entry ID between 1~256.
next_id last command is used to put this QCL Entry as the last entryin QCL
table.

The other QoS settings on ports are configured in “(config-ify#” mode (go with
“interface ethernet 1/X’ command. “X’is the port number.) Please refer to
“gos” command in Section 6.2.4.1 for the details.

31 radius-accounting-server command
This command is used to configures RADIUS Accounting Server. Up to five
RADIUS Accounting Servers are supported. The following is the details of
the command.

Configure the server ...

radius-accounting-server x active command is used to activate RADIUS
Accounting Server “X’.  “x” is the server indexnumber between 1~5.
radius-accounting-server x host y.y.y.y command is used to assign IP
address to RADIUS Accounting Server “X’. “x” is the server index number
between 1~5. “y.y.y.y’is a IP address.

radius-accounting-server x key yyy command is used to assign the secret
key “yyy’ to RADIUS Accounting Server “X’. “x” is the server index number
between 1~5. “yyy’ is the secret key - up to 29 characters long - shared
between the RADIUS Accounting Server and the switch.
radius-accounting-server x port y command is used to assign the UDP port
to use on the RADIUS Accounting Server. “x” is the server index number
between 1~5. “y” is the UDP port number between 0~65535. If the portis
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setto O (zero), the default port (1813) is used.

Configure the operation parameters ...

radius-accounting-server dead-time x command is used to specify Dead
Time of Common Servers. “x” is the Dead Time with a number between 0
and 3600 seconds.

The Dead Time is the period during which the switch will not send new
requests to a server that has failed to respond to a previous request. This will
stop the switch from continually trying to contact a server that it has already
determined as dead.

Setting the Dead Time to a value greater than 0 (zero) will enable this feature,
but only if more than one server has been configured.
radius-accounting-server timeout x command is used to specifies Time Out
of Common Servers. “x”is the Timeout with a number between 3 and 3600
seconds. The Timeoutis the maximum time to wait for a reply from a server.
If the server does not reply within this time frame, we will consider it to be
dead and continue with the next enabled server (if any).

RADIUS servers are using the UDP protocol, which is unreliable by design. In
order to cope with lost frames, the timeout interval is divided into 3
subintervals of equal length. If a reply is not received within the subinterval,
the requestis transmitted again. This algorithm causes the RADIUS server to
be queried up to 3 times before itis considered to be dead.

32 radius-authentication-server command
This command is used to configures RADIUS Authentication Server. Up to
five RADIUS Authentication Servers are supported. The following is the
details of the command.

Configure the server ...

radius-authentication-server x active command is used to activate RADIUS
Authentication Server “X’.  “x” is the server indexnumber between 1~5.
radius-authentication-server x host y.y.y.y command is used to assign IP
address to RADIUS Authentication Server “X’.  “x” is the server index number
between 1~5. “y.y.y.y’is a IP address.

radius-authentication-server x key yyy command is used to assign the
secret key “yyy’ to RADIUS Authentication Server “X’. “x” is the server index
number between 1~5. “yyy” is the secret key - up to 29 characters long -
shared between the RADIUS Authentication Server and the switch.
radius-authentication-server x port y command is used to assign the UDP
port to use on the RADIUS Authentication Server. “x” is the server index
number between 1~5. “y”is the UDP port number between 0~65535. If the
portis setto O (zero), the default port (1812) is used.

Configure the operation parameters ...
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radius-authentication-server dead-time x command is used to specify Dead
Time of Common Servers. “x” is the Dead Time with a number between 0
and 3600 seconds.

The Dead Time is the period during which the switch will not send new
requests to a server that has failed to respond to a previous request. This will
stop the switch from continually trying to contact a server that it has already
determined as dead.

Setting the Dead Time to a value greater than 0 (zero) will enable this feature,
but only if more than one server has been configured.
radius-authentication-server timeout x command is used to specifies Time
Out of Common Servers. “x” is the Timeout with a number between 3 and
3600 seconds. The Timeoutis the maximum time to wait for a reply from a
server.

If the server does not reply within this time frame, we will consider it to be
dead and continue with the next enabled server (if any).

RADIUS servers are using the UDP protocol, which is unreliable by design. In
order to cope with lost frames, the timeout interval is divided into 3
subintervals of equal length. If a reply is not received within the subinterval,
the requestis transmitted again. This algorithm causes the RADIUS server to
be queried up to 3 times before itis considered to be dead.

33 rmon command
This function is used to configure RMON function of the switch. This switch
supports RMON group 1(statistics), 2(history), 3(alarm), 9(event). The
following commands are used to configure those RMON groups.

(config)# rmon ?

alarm Add RMON Alarm entry
event Add RMON Event entry
history Add RMON Hisotry entry
statistics Add RMON Statistics entry

Enter “rmon alarm x ?”.  The commands for configiring parameters for the
alarm will be shown. “X’is the index of the entry. The range is from 1 to
65535. For example, entering “rmon alarm 10 ?”, the follwing sub-commands
will be shown.

#rmon alarm 10 ?

falling-index Falling eventindex

falling-threshold Falling threshold value

interval Indicates the interval in seconds for sampling and
comparing the rising and falling threshold

rising-index Rising eventindex

rising-threshold Rising threshold value

sample-type The method of sampling
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startup-alarm The method of sampling
variable Indicates the particular variable to be sampled

rmon alarm x falling-index y command is used to set the Falling event
index of the alarm. “x” is the index of the entry between 1~65535. “y’ is
the Falling eventindex (1-65535).

rmon alarm x falling-threshold y command is used to set the Falling
threshold value of the alarm. “x” is the index of the entry between
1~65535. “y”is the Falling threshold value (-2147483648-2147483647).
rmon alarm x interval y command is used to indicates the interval in
seconds for sampling and comparing the rising and falling threshold. “x”
is the index of the entry between 1~65535. “y” is the interval in seconds
between 1~2147483647.

rmon alarm x rising-index y command is used to set the Rising event
index of the alarm. “x” is the index of the entry between 1~65535. “y’ is
the Rising eventindex (1-65535).

rmon alarm x rising-threshold y command is used to set the Rising
threshold value of the alarm. “x” is the index of the entry between
1~65535. “y’is the Rising threshold value (-2147483648-2147483647).
rmon alarm x sample-type [absolute | delta] command is use to select the
method of sampling the selected variable and calculating the value to be
compared against the thresholds. “x” is the index of the entry between
1~65535. The possible sample types are ...

- absolute : Get the sample directly.

- delta : Calculate the difference between samples.

rmon alarm x startup-alarm [falling | rising | risingorfalling] command is
used to select the method of sampling the selected variable and
calculating the value to be compared against the thresholds. “x” is the
index of the entry between 1~65535.  The possible sample types are ...

- falling : Trigger alarm when the first value is less than the falling
threshold.

- rising : Trigger alarm when the first value is larger than the rising
threshold.

- risingorfalling : Trigger alarm when the first value is larger than the rising
threshold or less than the falling threshold.

rmon alarm x variable .1.3.6.1.2.1.2.2.1.x.y command is used to indicates

the particular variable to be sampled. “x”is the index of the entry between
1~65535."y" is 10~21. “2”is 1~65535.

Enter “rmon event x ?”. The commands for configiring parameters for the
event will be shown. “X’is the index of the entry. The range is from 1 to
65535. For example, entering “rmon event 10 ?”, the follwing sub-commands
will be shown.

(config)# rmon event 10 ?
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community Specify the community w hen trap is sent
desc Indicates this event, the string length is from 0 to 127
type Indicates the notification of the event

rmon event x community yyy command is used to specify the community
when trap is sent. “x”is the index of the entry between 1~65535. “yyy’ is
the community string with length 0~127.

rmon event x desc yyy command is used to indicates this event. “X” is the
index of the entry between 1~65535. “yyy” is a string with length 0~127.
rmon event x type [log | log-trap | none | trap] command is used to
indicates the notification of the event. “x” is the index of the entry between
1~65535. The possible notification are ...

- log : The number of uni-cast packets delivered to a higher-layer protocol.

- log-trap : The number of inbound packets that are discarded even the
packets are normal.

- none : The total number of octets received on the interface, including
framing characters.

- trap : The number of broad-cast and multi-cast packets delivered to a
higher-layer protocol.

Enter “rmon history x ?”.  The commands for configiring parameters for the
history will be shown. “X’ is the index of the entry. The range is from 1 to
65535. For example, entering “rmon history 10 ?”, the follwing sub-
commands will be shown.
(config)# rmon history 10 ?

buckets Indicates the maximum data entries associated this History control
entry stored in RMON

data_source Indicates the port ID w hich w ants to be monitored

interval Indicates the interval in seconds for sampling the history statistics data

rmon history x buckets y command is used to indicates the maximum
data entries associated this History control entry stored in RMON. “x” is
the index of the entry between 1~65535. “y” is the maximum data entries
associated this History control entry stored in RMON. The range is from 1 to
3600.

rmon history x data_source .1.3.6.1.2.1.2.2.1.1.,y command is used to
Indicates the port ID which wants to be monitored. “x” is the index of the
entry between 1~65535. “y”is the port ID which wants to be monitored.
rmon history x interval y command is used to indicates the interval in
seconds for sampling the history statistics data. “x” is the index of the
entry between 1~65535. "y’ is the interval in seconds for sampling the

history statistics data. The range is from 1 to 3600.

Enter “rmon statistics x?”. The commands for configiring parameters for the
statistics will be shown. “X’is the index of the entry. The range is from 1 to
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65535. For example, entering “rmon statistics 10 ?”, the follwing sub-
commands will be shown.
(config)# rmon statistics 10 ?

data_source Indicates the port ID w hich w ants to be monitored

rmon statistics x data_source .1.3.6.1.2.1.2.2.1.1.,y command is used
indicates the port ID w hich wants to be monitored. “x” is the index of the entry
between 1~65535. “y”is the port ID which wants to be monitored.

34 s-flow command

sFlow is an industry standard technology for monitoring switched networks
through random sampling of packets on switch ports and time-based
sampling of port counters. The sampled packets and counters (referred to as
flow samples and counter samples, respectively) are sent as sFlow UDP
datagrams to a central network traffic monitoring server. This central server is
called an sFlow receiver or sFlow collector. This command is used to
configure sFlow function of the switch.

Entering “sflow receiver ?”, the sub-commands will be shown.
(config)# sflow receiver ?

datagramsize Set the Reciever Data gram length for list of receiver ID
ip Set the sFlow receiver IPfor list of receiver ID

release Release

time_out Set the Receiver Time_out for list of receiver ID

sflow receiver datagramsize x command is used to set the Reciever Data

gram length for list of receiver ID. “x”is the maximum number of data bytes

that can be sentin a single sample datagram. This should be set to a value

that avoids fragmentation of the sFlow datagrams. Valid range is 200 to 1468

bytes with default being 1400 bytes.

sflow receiver ip <ip address> x command is used to setthe sFlow receiver

IP and UDP port for list of receiver ID. <ip address> is the IP address or

hostname of the sFlow receiver.Both IPv4 and IPv6 addresses are

supported. “x”is the UDP port on which the sFlow receiver listens to sFlow

datagrams. lIts valid port number is 0~65535. If setto O (zero), the default

port (6343) is used.

sflow receiver release command is used to release the current owner and

disable sFlow sampling.

Basically, sFlow can be configured in two ways: Through local management

using the Web/CLl interface or through SNMP. The owner of the current sFlow

configuration has possible values as follows:

« If sFlow is currently unconfigured/unclaimed, Owner is <none>.

« If sFlow is currently configured through Web or CLI, Owner is <Configured
through local management>.
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* If sFlow is currently configured through SNMP, Owner is a string identifying
the sFlow receiver.

If sFlow is configured through SNMP, all controls are disabled to avoid

inadvertent reconfiguration.

sflow receiver time_out x command is used to set the Receiver Time_out

for list of receiver ID. “x” is the number of seconds remaining before

sampling stops and the current sFlow owner is released. lIts valid value is

0~2147483647 in seconds.

sFlow function is enabled by port. And the other sFlow settings on ports are
configured in “(config-ifj#” mode (go with “interface ethernet 1/X’ command.
“X’is the port number.) Please refer to “sflow” command in Section 6.2.4.1
for the details.

35 snmp-server command
This command is used to configure SNMP function of the switch.

Entering “snmp-server ?”, the sub-commands will be shown.
(config)# snmp-server ?

<1-1> Index of Trap

community Defines SNMP community access string
contact Sets the system contact string

enable Enables SNMP function

location Sets the system location string
snmpv3-access Sets the snmpv3 community
snmpv3-community Sets the snmpv3 community

snmpv 3-group Sets the snmpv3 group configuration
snmpv 3-user Sets the snmpv3 user configuration
snmpv3-view Sets the snmpv3 view configuration
version Sets the snmp version

Entering “snmp-server 1 ?” command, the commands for SNMP Trap
configuration will be shown.
(config)# snmp-server 1 ?

authentication-failure Trap Community

community Trap Community

enable Enables this Trap function

host Specifies SNMP notification operation recipients

host-ipv6 Specifies SNMP notification operation recipients (for ipv6 addresss)
link-up-dow n Trap Link-up and Link-dow n

version Trap Version

snmp-server x authentication-failure command is used to enable that the

SNMP entity is permitted to generate authentication failure traps. “x” is the
index of the trap 1~1. And “no snmp-server x authentication-

61



failure“ command is used to disable it.

shmp-server x community yyy command is used to set the the community
access string when sending SNMP trap packet. “x”is the index of the trap
1~1. “yyy’ is community string with length is 0 to 255, and the allowed
contentis ASCIl characters from 33 to 126.

snmp-server x enable command is used to enabled this SNMP Trap. “x”
is the indexofthe trap 1~1. And “no snmp-server x enable“ command is
used to disable it.

snmp-server x host y.y.y.y command is used to set the SNMP trap IPv4
destination address. “x” is the index of the trap 1~1. “y.y.y.y’ is a IPv4
address.

snmp-server x host-ipvé <IPv6 address> command is used to set the
SNMP trap IPV6 destination address. “x” is the index of the trap 1~1.
“<IPv6 address>" is a IPv6 address.

snmp-server x link-up-down command is used to enable SNMP trap link-
up and link-down mode operation. “x” is the index of the trap 1~1. And
“no snmp-server x link-up-down” command is used to disable it.
snmp-server x version [v1 | v2c | v3] command is used to select the
SNMP trap supported version. “x” is the index of the trap 1~1. The
options for SNMP Trap version are SNMP V1(vl), SNMP V2c¢(v2c), and

SNMP V3(v3).

snmp-server community get xxx command is used to set the community
string of get command for SNMP operation. “xxx” is the community string.
snmp-server community set xxx command is used to set the community
string of set command for SNMP operation. “xxx” is the community string.
snmp-server contact xxx command is used to set the contact information for
this switch. “xxx” is the contactinformation string.

snmp-server enable command is used to enable SNMP function. And “no
snmp-server enable“is used to disable it.

snmp-server location xxx command is used to set the location information
for this switch. “xxx” is the location information string.

snmp-server version [v1 | v2c | v3] command is used to select the SNMP
operation version. The options for SNMP version are SNMP V1(vl), SNMP
V2c(v2c), and SNMP V3(v3).

The following commands are for SNMP v3 configuration.

snmp-server snmpv3-access group-name xxx security-model [any | v1 |
v2c | usm] security-level [authnopriv | authpriv | noauthnopriv]
read_view_name yyy write_view_name zzz command is used to create a
SNMPV3 access entry. “xxx” is a string identifying the group name that
this entry should belong to. The allowed string length is 1 to 32, and the
allowed contentis ASCII characters from 33 to 126. “yyy’ is the name of the
MIB view defining the MIB objects for which this request may request the
current values. The allowed string length is 1 to 32, and the allowed content is
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ASCII characters from 33 to 126. “zzz” is the name of the MIB view defining
the MIB objects for which this request may potentially set new values. The
allowed string length is 1 to 32, and the allowed content is ASCII characters
from 33 to 126. And “no snmp-server snmpv3-access group-name XXX
security-model [any | v1 | v2c | usm] security-level [authnopriv | authpriv |
noauthnopriv]” command is used to delete a SNMP\V3 access entry.

About the options for Security Model ...

- any : Any security model accepted(vl|v2c|lusm)

- v1 : Reserved for SNMPVL1.

- v2c¢ : Reserved for SNMPV2c.

-usm : User-based Security Model (USM).

About the options for Security Level ...

- authnopriv : Authentication and no privacy.

- authpriv : Authentication and privacy.

- noauthnopriv : No authentication and no privacy.

snmp-server shmpv3-community community xxx source-ip y.y.y.y source-
mask z.z.z.z command is used to create a SNMPV3 Community Entry.  “xxx”
is the community access string to permit access to SNMPV3 agent. ltis a
string with length 1~32, and the allowed content is ASCII characters from 33
to 126. The community string will be treated as security name and map a
SNMPv1l or SNMPV2c community string. “y.y.y.y’ is the SNMP access
source address. “z.z.z.z” is the SNMP access source address mask. And
“no snmp-server snmpv3-community community xxx” command is used to
delete a SNMPV3 Community Entry.

snmp-server snmpv3-group security-model [v1 | v2c | usm] security-name
xxx group-name yyy command is used to create a SNMPV3 group. “xxx’ is a
string identifying the security name that this entry should belong to. The
allowed string length is 1 to 32, and the allowed content is ASCII characters
from 33 to 126. “yyy’ is a string identifying the group name that this entry
should belong to. The allowed string length is 1 to 32, and the allowed
content is ASCII characters from 33 to 126. And “no snmp-server snmpv3-
group security-model [v1 | v2c | usm] security-name xxx“ command is used
to delete a SNMPV3 group.

About the options for Security Model ...

-v1 : Reserved for SNMPVL1.

- v2c¢ : Reserved for SNMPV2c.

-usm : User-based Security Model (USM).

snmp-server snmpv3-user xxx yyy command is used to create a SNMPV3
user with “No Authentication and No Privacy’ securitylevel. “xxx” is SNMPV3
Engine ID. ‘“yyy’ is a string identifying the user name that this entry should
belong to.

snmp-server snmpv3-user xxx yyy auth [md5 | sha] zzz command is used
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to create a SNMPV3 user with “Authentication and No Privacy’ security level.
“xxx” is SNMPV3 Engine ID. “yyy’is a string identifying the user name that
this entry should belong to. “zzz” is a string identifying the authentication
password phrase.

snmp-server snmpv3-user xxx yyy auth-priv [nd5 | sha] zzz des www
command is used to create a SNMPV3 user with “Authentication and Privacy’
security level. “xxx” is SNMPV3 Engine ID. “yyy” is a string identifying the
user name that this entry should belong to. “zzz” is a string identifying the
authentication password phrase. “www” is a string identifying the privacy
password phrase.

no snmp-server snmpv3-user xxx yyy command is used to delete a
SNMPV3 user. “xxx” is SNMPV3 Engine ID. ‘“yyy” is a string identifying the
user name that this entry should belong to.

- SNMPV3 Engine ID is an octet string identifying the engine ID that this entry
should belong to. The string must contain an even number(in hexadecimal
format) with number of digits between 10 and 64, but all-zeros and all-'F's are
not allowed. The SNMPV3 architecture uses the User-based Security Model
(USM) for message security and the View-based Access Control Model
(VACM) for access control. For the USM entry, the usmUserEnginelD and
usmUserName are the entry's keys. In a simple agent, usmUserEnginelD is
always that agent's own snmpEnginelD value. The value can also take the
value of the snmpEnginelD of a remote SNMP engine with which this user
can communicate. In other words, if user engine ID equal system engine ID
then itis local user; otherwise it's remote user.

- User Name is a string identifying the user name that this entry should
belong to. The allowed string length is 1 to 32, and the allowed content is
ASCII characters from 33 to 126.

- Authentication Password is a string identifying the authentication password
phrase. For MD5 authentication protocol, the allowed string length is 8 to 32.
For SHA authentication protocol, the allowed string length is 8 to 40. The
allowed content is ASCII characters from 33 to 126.

- Privacy Password is a string identifying the privacy password phrase. The
allowed string length is 8 to 32, and the allowed content is ASCII characters
from 33 to 126.

snmp-server shmpv3-view view-name xxx view-type [excluded | included]
oid-subtree .yyy command is used to create a SNMPV3 View Entry. “xxx’ is a
string identifying the view name that this entry should belong to. The allowed
string length is 1 to 32, and the allowed contentis ASCII characters from 33 to
126. “.yyy’ is the OID defining the root of the subtree to add to the named
view. The allowed OID length is 1 to 128. The allowed string content is digital
number or asterisk(*).

36 spanning-tree command
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This command is used to configure spanning tree protocol of the switch.
Entering “spanning-tree”, the sub-commands will be shown.
(config)# spanning-tree ?

bpdufilter Set edge port BPDU Filtering

bpduguard Set edge port BPDU Guard

chame Set configuration name and revision for MSTI

forw ard-delay Global STA forw ard time configuration. Range: <4-30 seconds>
max-age Global STA maximum age configuration. Range <6-40 seconds>
max-hop-count Setthe MSTP Bridge Max Hop Count parameter

mode Select spanning tree operation mode

msti Compatible w ith old STP

priority Specifies spanning tree priority

recovery Set edge port error recovery timeout

transmit-hop-count  Set the STP Bridge Transmit Hold Count parameter

spanning-tree bpdufilter command is used to enable that when a port
explicitly configured as Edge will transmit and receive BPDUs. And “no
spanning-tree bpdufilter” is used to disable it.

spanning-tree bpduguard command is used to enable that when a port
explicitly configured as Edge will disable itself upon reception of a BPDU. The
port will enter the error-disabled state, and will be removed from the active
topology. And “no spanning-tree bpduguard‘ command is used to disable
it.

spanning-tree cname xxx y command is used to setthe Configuration Name
and Configuration Revision for MSTI Configuration. “xxx” is a string as
Configuration Name. Itis the name identifying the VLAN to MSTI mapping.
Bridges must share the name and revision, as well as the VLAN-to-MSTI
mapping configuration in order to share spanning trees for MSTI's (Intra-
region). The name is at most 32 characters. “y’ is a number between
0~65535 as Configuration Revision. It is the revision of the MSTI
configuration named by “xxx”.

spanning-tree forward-delay x is used to set the global STA forward time
configuration. It is the delay used by STP Bridges to transit Root and
Designated Ports to Forwarding (used in STP compatible mode). “x” is the
delaytime. Valid values are in the range 4 to 30 seconds.

spanning-tree max-age x command is used to set the global STA maximum
age configuration. Itis the maximum age of the information transmitted by
the Bridge when it is the Root Bridge. “x” is the maximum age time. Valid
values are in the range 6 to 40 seconds, and MaxAge must be <= (FwdDelay-
1)*2.

spanning-tree max-hop-count x command is used to set the MSTP Bridge
Max Hop Count parameter. This defines the initial value of remaining Hops
for MSTI information generated at the boundary of an MSTI region. It defines
how many bridges a root bridge can distribute its BPDU information to. “x”is
the maximum hop count. Valid values are in the range 6 to 40 hops.
spanning-tree mode [mstp | rstp | stp] command is used to select the
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operation mode of spanning tree. It could be MSTP, RSTP, or STP.
spanning-tree msti instance x vlan y command is used to add a VLAN to a
MSTI. “x”is a number between 1~7 to indicate the MSTI. “y”is the VLAN ID
(1~4094) of the VLAN added to the MSTI. A VLAN can only be mapped
to one MSTI. An unused MSTI should just be left empty. (i.e. not having any
VLANs mapped to it.)

spanning-tree msti priority x y command is used to set the bridge instance
priority. “x”is a number between 1~7 to indicate the MSTI. “y” is the bridge
instance priority between 0~61440 in steps of 4096. (For example, “y”’ could
be 0, 4096, 8192, 12288, ...) Lower numeric values have better priority. The
bridge priority plus the MSTI instance number, concatenated with the 6-byte
MAC address of the switch forms a Bridge Identifier.

spanning-tree priority x command is used to specify spanning tree priority.
“x” is a value of spanning-tree priority between 0~61440 in steps of 4096.
(For example, “x” could be 0, 4096, 8192, 12288, ...) Lower numeric values
have better priority. For MSTP operation, this is the priority of the CIST.
Otherwise, this is the priority of the STP/RSTP bridge. The bridge priority
plus the MSTI instance number, concatenated with the 6-byte MAC address of
the switch forms a Bridge Identifier.

spanning-tree recovery x command is used to set edge port error recovery
timeout. Itis the time to pass before a portin the error-disabled state can be
enabled. “x”is the timeout value. Valid values are between 30 and 86400
seconds (24 hours).

spanning-tree transmit-hop-count x command is used to setthe STP Bridge
Transmit Hold Count parameter. It is the number of BPDU's a bridge port
can send per second. When exceeded, transmission of the next BPDU will be
delayed. “x”is the TransmitHold Count. Valid values are in the range 1 to
10 BPDU's per second.

The settings of spanning tree on port are done in “interface” command. The
settings here are for bridge only.

37 storm-control command
This command is used to setthe storm control rate. The packet storms that
could be controlled are broadcast, multicast, and unicast flooding traffic. And
the rate is counted with packet per second(pps), not bit per second(bps).
These only affect flooded frames, i.e. frames with a (VLAN ID, DMAC) pair not
present on the MAC Address table.

storm-control broadcast x command is used to set broadcast flooding traffic
suppression rate. “x” is the suppression rate in pps(packet per second),
and could be 1, 2, 4,8, ..., 512, 1k, 2k, 4k, ..., 512k, 1024k, 2048k, ..., 32768k.

storm-control multicast x command is used to set multicast flooding traffic

suppression rate. “x” is the suppression rate in pps(packet per second),
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and could be 1, 2, 4, 8, ..., 512, 1k, 2k, 4k, ..., 512k, 1024k, 2048k, ..., 32768k.
storm-control unicast x command is used to set unicast flooding traffic
suppression rate. “x” is the suppression rate in pps(packet per second),

and could be 1, 2, 4,8, ...,512, 1k, 2k, 4k, ..., 512k, 1024k, 2048k, ..., 32768k.

38 tacacs-authentication-server command
This command is used to configures TACACS+ Authentication Server. Up to
five TACACS+ Authentication Servers are supported. The following is the
details of the command.

Configure the server ...

tacacs-authentication-server x active command is used to activate
TACACS+ Authentication Server “X’.  “x” is the server index number between
1~5.

tacacs-authentication-server x host y.y.y.y command is used to assign IP
address to TACACS+ Authentication Server “X’. “x” is the server index
number between 1~5. “y.y.y.y’is a IP address.
tacacs-authentication-server x key yyy command is used to assign the
secret key “yyy’ to TACACS+ Authentication Server “X’.  “x” is the server index
number between 1~5. “yyy” is the secret key - up to 29 characters long -
shared between the TACACS+ Authentication Server and the switch.
tacacs-authentication-server x port y command is used to assign the TCP
port to use on the TACACS+ Authentication Server. “x” is the server index
number between 1~5. “y”is the TCP port number between 0~65535. If the
portis setto 0 (zero), the default port (49) is used.

Configure the operation parameters ...

tacacs-authentication-server dead-time x command is used to specify
Dead Time of Common Servers. “x” is the Dead Time with a number
between 0~3600 seconds.

The Dead Time is the period during which the switch will not send new
requests to a server that has failed to respond to a previous request. This will
stop the switch from continually trying to contact a server that it has already
determined as dead.

Setting the Dead Time to a value greater than 0 (zero) will enable this feature,
but onlyif more than one server has been configured.
tacacs-authentication-server timeout x command is used to specifies Time
Out of Common Servers. “x”is the Timeout with a number between 3~3600
seconds. The Timeoutis the maximum time to wait for a reply from a server.
If the server does not reply within this time frame, we will consider it to be
dead and continue with the next enabled server (if any).

* RADIUS servers are using the UDP protocol, which is unreliable by design.
In order to cope with lost frames, the timeout interval is divided into 3
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subintervals of equal length. If a reply is not received within the subinterval,
the requestis transmitted again. This algorithm causes the RADIUS server to
be queried up to 3 times before itis considered to be dead.

39 username command
This command is used to create a user and assign username, password,
and privilege_level for him/her.

username xxx yyy z command is used to create a user and assign
username, password, and privilege_level. “xxx” is the username. The
allowed string length is 1 to 31. The valid user name is a combination of
letters, numbers and underscores. ‘“yyy’ is the password. The allowed
string length is 0 to 31.  “z” is the privilege_level. The allowed range is
1~3.

There are three previlege levels for users of the switch - administrator,
operator, and guest, with previlege level 3,2,1. With administrator level, it is
allowed to fully management the switch. With operator level, it is allowed to
view the switch status and configuration, and run some system maintenance
commands. With guest level, it is allowed to view the switch status and
configuration only. No setup/configure commands are supported.

40 vlan command
This command is used to enter VLAN configuring mode. And the prompt will
become ...
(config)# vlan database
(config-vilan)#

The operations for VLAN are configured in VLAN configuring mode. Please
refer to 6.2.5 VLAN Configuring Commands section for the details.

41 voice-vlan command
This command is used to configure Voice VLAN function. Voice VLAN
function can detect IP Phone traffic and assign the traffic to a VLAN with
configurable traffic priority automatically.

Enter “voice-vian ?”, the sub-commands will be shown.
(config)# voice-vlan ?

agetime Indicates the Voice VLAN secure learning aging time
oui Specify hold time multiplier

traffic-class Indicates the Voice VLAN traffic class

vlan-id Indicates the Voice VLAN ID
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<cr> Enable Voice VLAN mode operation

voice-vlan command is used to enable Voice VLAN function. And “no voice-
lan” command can be used to disable it.

voice-vlan agetime x command is used to configure the Voice VLAN secure
learning aging time. “x” is the aging time. The allowed range is 10 to
10000000 seconds. It is used when security mode or auto detect mode is
enabled. In other cases, it will be based on hardware aging time. The actual
aging time will be situated between the [age_time; 2 * age_time] interval.
voice-vlan oui add xx-xx-xx command is used to add an OUI entry without
description. And “voice-vlan oui add xx-xx-xx yyy’ command is used to add
an OUI entry with description. “xx-xx-xx” is the telephony OUI address. A
telephony OUl address is a globally unique identifier assigned to a vendor by
IEEE. It must be 6 characters long and the input format is "xx-x¢-xx' (x is a
hexadecimal digit). “yyy” is the description of OUl address. Normally, it
describes which vendor telephony device it belongs to. The allowed string
length is O to 32.

voice-vlan oui clear command is used to clear OUl table. All OUI entries will
be deleted.

voice-vlan oui delete xx-xx-xx command is used to delete an OUI entry.
“xx-xx-xx" is the telephony OUI address. A telephony OUI address is a
globally unique identifier assigned to a vendor by IEEE. It must be 6
characters long and the input format is "xx-xx-xX' (x is a hexadecimal digit).
voice-vlan traffic-class x command is used to configure the Voice VLAN
traffic class. All traffic on the Voice VLAN will apply this class. “x”is the traffic-
class with value 0~7.

voice-vlan vlan-id x command is used to set VLAN ID for Voice VLAN. “x”is
the VLAN ID with value 1~4095.
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6.2.4 Interface Configuring Commands

Commands in Configuring Mode are for general switch settings. And its
promptis “(config)#”.

The port interface function and VLAN group interface function are set with
“interface” command.
(config)# interface ?

ethernet Ethernet port

vian Switch Virtual LAN interface

interface ethernet 1/x command is used to configure settings for Port x.
Please refer to section 6.2.4.1 Interface Configuring Commands for Port
for the details.

interface vlan x command is used to configure VLAN Group x interface (“X’ is
the VLAN ID). Please refer to section 6.2.4.2 Interface Configuring
Commands for VLAN for the details.

Both commands will change the prompt from “(config)#” to “(config-if)#”.

Note: The general VLAN settings are done with “vlan database” command.
Please refer to section 6.2.5 VLAN Configuring Commands for the details.
And interface vlan x command is used to assign characteristics to a VLAN
interface. For example, assigning IP address to a VLAN interface is done with
this command.

6.2.4.1 Interface Configuring Commands for Port

Commands in Configuring Mode are for general switch settings. And its
promptis “(config)#”.

If the settings are for ports, itis done with “interface ethernet 1/x” command in
configure mode. For example, “interface ethernet 1/5” is for settings on Port 5.

Some syntax are supported for port selection.

1. interface ethernet 1/x and “x” is port number. All the settings after this
command will be applied to this port. For example, “interface ethernet 1/5”
and all the settings after this command will be applied to Port 5.

2. interface ethernet 1/x,y,z,... and “x”, “y”, “z",.. are port number. All the
settings after this command will be applied to these ports. For example,
‘interface ethernet 1/2,4,7” and the settings after this command will be
applied to Port 2, Port 4, and Port 7.

Gy M »

3. interface ethernet 1/x-y and “x”,”y” are port number. All the settings after
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this command will be applied to ports in this range. For example, “interface
ethernet 1/4-7” and the settings after this command will be applied to Port 4,
Port 5, Port 6, and Port 7. (Port 4~7)

4. interface ethernet 1/w,x,...y-z and “w”,’x”,”y","z" are port number. All the
settings after this command will be applied to those ports. For example,
“interface ethernet 1/1,2,4-7” and the settings after this command will be
applied to Port 1, Port 2, Port 4, Port 5, Port 6, and Port 7. (Port 4~7)

Entering “interface ethernet 1/5”, and its prompt will become ...
(config)# interface ethernet 1/5
(config-if)#

Enter “?” at the prompt, the sub-command list will be shown.

arp-inspection

channel-group
dhcp-snooping
dotlx

(config-if)# ?
exit Exit from current mode
help Show available commands
history Show a list of previously run commands
logout Disconnect
quit Quitcommands
acl Access Control List Configuration

Set ARP inspection configuration

Adds ports to a trunk

Configures DHCP Snooping Configuration
Configures 802.1x port-based access control

eee Setthe eee mode

end Exit from interface mode

excessive Configure port transmit collision behavior
flowcontrol Enables flow control during autoneg
interface Enters privileged interface configuration

ip Global IP configuration sub commands
ip-source-guard IP Source Guard Configuration

lacp Configures LACP status

lldp Configures lldp

loopback-detection

mac-learn

Configures loopback detection
mac learn

maximum-packet-length Configures the maximum packet length of the port

mdi/mdi-x Set MDI crossover

mwr Multicast VLAN Registration

no Negates a command or sets its defaults
port Configures the characteristics of the port
port-vian Configures Port-Based VLAN

power-control
gos

Decrease energy consumption
Configuration of QoS
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sflow configured sFlow samplers

shutdown Shuts down the selected interface
spanning-tree Specifies spanning tree configuration
speed Configures speed operation

switchport Configures switching mode characteristics
voice-vian Voice VLAN Configuration

1 exit command
This command is used to leave current operation mode. Go back to last
mode.

2 help command
This command is used to show all the available commands in this mode.

3 history command
This command is used to show the history of entering commands.

4 logout command
This command is used to logout from console interface.

5 quit command
This command is used to quit from console interface. It has the same
function as logout.

6 aclcommand
This command is used to configure the ACL parameters (ACE) for the
interface port(s). These parameters will affect frames received on a port
unless the frame matches a specific ACE.
Enter “acl ?”. The sub-commands will be shown.
(config-if)# acl ?

action Select w hether forw arding is permitted or denied
logging Logging operation of this port

mirror Mirror operation of this port

policy Select the policy to apply to this port
port-redirect Select w hich port frames are copied on
rate-limiter Select w hich rate limiter to apply on this port
shutdow n Shut dow n operation of this port

acl action [deny | permit] command is used to select whether forwarding is
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permitted ("permit”) or denied ("deny") for the interface port(s).

acl logging command is used to enable frames received on the port are
stored in the System Log. Please note that the System Log memory size
and logging rate is limited. And “no acl logging® command is used to
disable.

acl mirror command is used to enable that frames received on the port are
mirrored. The mirror operation will follow the settings of Mirror function.
And “no acl mirror” command is used to disable it.

acl policy x command will put the interface port(s) to Policy x group for ACL
operation. “x”is the Policy ID with value between 0~255.

acl port-redirect [disable | 1/x] command is used to configure traffic redirect
operation of the port. It could be disable, or redirect to some other ports.
“1/x” could be “1/x 1/xy,z 1/x-y 1/xy,Z’ - more than one port. And it can't
be setwhen action is permitted.

acl rate-limiter [disable | x] command is used to configure rate limit function
for the interface port(s). “x”is the rate limiter ID with value between 1~16.
acl shutdown command is used to enable shutdown function for the
interface port(s). Ifaframe is received on the port, the port will be disabled.
And “no acl shutdown” command is used to disable it.

arp-inspection command
This command is used to configure ARP Inspection function for the interface
port(s).
Enter “arp-inspection ?”. The sub-commands will be shown.
(config-if)# arp-inspection ?
entry Add ARP inspection static entry
mode Set show the ARP Inspection port mode

arp-inspection entry vid x mac yy-yy-yy-yy-yy-yy ip <ip address> command
is used to create an static ARP entry for the interface port(s). “x”is VLAN ID
with value between 1~4095. “yy-yy-yy-yy-yy-yy’ is allowed Source MAC
address in ARP request packets.. <ip address> is allowed Source IP
address in ARP request packets. And “no arp-inspection entry vid x mac
YY-YY-YY-Yy-yy-yy ip <ip address>“ can delete the entry.

arp-inspection mode command is used to enable arp inspection function on
the interface port(s). And “no arp-inspection mode” command is used to
disable it.

Note: Dynamic ARP entry is learned from DHCP request. Before enable

ARP Inspection, DHCP Snooping function should be enabled first
Otherwise, static ARP entry should be created for ARP Inspection operation.
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8 channel-group command
This command is used to add the interface port(s) to a Aggregation Group.
This is a static Aggregation Group assignment. Only full duplex ports can
join an aggregation and ports must be in the same speed in each group.
channel-group x will add the interface port(s) to the trunk group “x”. “x” is
the trunk group number, and its valid value is 1-5. And note that aggregation
mustinclude 2-10 ports.

no channel-group will remove the interface port(s) from anytrunk group.

9 dhcp-snooping command
This command is used to configure DHCP Snooping function for the interface
port(s). Interface port(s) could be trusted or untrusted for DHCP operation.

dhcp-snooping mode [untrusted | trusted] command is used to set the
interface port(s) as trusted or untrusted for source of the DHCP messages.
dhcp-snooping statistics clear command is used to clear DHCP Snooping
Port Statistics for the interface port(s).

10 dot1x command
This command is used to configure 802.1x function for the interface port(s).
Enter “dot1x?”, the sub-commands will be shown.
(config-if)# dotlx ?

authenticate Refresh (restart) 802.1X authentication process

clear Clear 802.1X statistics

guest_vlan Guest VLAN Enabled

port-control Needs dotlx-aw are client RADIUS server authorization
radius-gos RADIUS Assigned QoS Enabled

radius-vlan RADIUS Assigned VLAN Enabled

dot1x authenticate command is used to schedules a reauthentication
whenever the quiet-period of the port runs out(EAPOL-based
authentication). For MAC-based authentication, reauthentication will be
attempted immediately. This command only has effect for successfully
authenticated clients on the port and will not cause the clients to get
temporarily unauthorized.

This command are only enabled when authentication is globally enabled and
the port's Admin State is in an EAPOL-based or MAC-based mode.

dot1x authenticate now command is used to forces a reinitialization of the
clients on the port and thereby a reauthentication immediately. The clients will
transfer to the unauthorized state while the reauthentication is in progress.
This command are only enabled when authentication is globally enabled and
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the port's Admin State is in an EAPOL-based or MAC-based mode.

dot1x clear command is used to clear 802.1X statistics for the interface
port(s).

dot1x guest_vlan command is used to enable Guest VLAN function for the
interface port(s). And “no dot1x guest_vlan“ command is used to dis able it.
Guest VLAN function works when Guest VLAN is both globally enabled and
enabled for a given port.

This option is only available for EAPOL-based modes, i.e.:

* Port-based 802.1X

« Single 802.1X

* Multi 802.1X

dot1x port-control [auto | force-authorized | force-unauthorized | mac-
based | multi-802.1x | single-802.1x] command is used to select the 802.1X
operation mode for the interface port(s).

Here is the details about the operation modes.

- auto : Needs dotlx-aware client RADIUS server authorization. This mode
will set the portto work as “Port-based 802.1X’ mode.

- force-authorized : Configures the port to grant access to all clients. In this
mode, the switch will send one EAPOL Success frame when the port link
comes up, and any client on the port will be allowed network access without
authentication.

- force-unauthorized : Configures the portto deny access to all clients. In this
mode, the switch will send one EAPOL Failure frame when the port link
comes up, and any client on the port will be disallowed network access.

- mac-based : Configures the port to MAC-based authentication. Unlike port-
based 802.1X, MAC-based authentication is not a standard, but merely a
best-practices method adopted by the industry. In MAC-based authentication,
users are called clients, and the switch acts as the supplicant on behalf of
clients. The initial frame (anykind of frame) sent by a client is snooped by the
switch, which in turn uses the client's MAC address as both username and
password in the subsequent EAP exchange with the RADIUS server. The 6-
byte MAC address is converted to a string on the following form  "xx-xx-xx-xx-xx-
xX', that is, a dash (-) is used as separator between the lower-cased
hexadecimal digits. The switch only supports the MD5-Challenge
authentication method, so the RADIUS server must be configured accordingly.
When authentication is complete, the RADIUS server sends a success or
failure indication, which in turn causes the switch to open up or block traffic for
that particular client, using the Port Security module. Only then will frames
from the client be forwarded on the switch. There are no EAPOL frames
involved in this authentication, and therefore, MAC-based Authentication has
nothing to do with the 802.1X standard.

The advantage of MAC-based authentication over 802.1X-based
authentication is that the clients don't need special supplicant software to
authenticate. The disadvantage is that MAC addresses can be spoofed by
malicious users - equipment whose MAC address is a valid RADIUS user
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can be used by anyone. Also, only the MD5-Challenge method is supported.
The maximum number of clients that can be attached to a port can be limited
using the Port Security Limit Control functionality.

- multi-802.1x : Configures more supplicants can get authenticated on the
same port at the same time. Multi 802.1X is - like Single 802.1X - not an
IEEE standard, but a variant that features many of the same characteristics. In
Multi 802.1X, one or more supplicants can get authenticated on the same port
atthe same time. Each supplicantis authenticated individually and secured in
the MAC table using the Port Security module.

In Multi 802.1Xit is not possible to use the multicast BPDU MAC address as
destination MAC address for EAPOL frames sent from the switch towards the
supplicant, since that would cause all supplicants attached to the port to reply
to requests sent from the switch. Instead, the switch uses the supplicant's
MAC address, which is obtained from the first EAPOL Start or EAPOL
Response Identity frame sent by the supplicant. An exception to this is when
no supplicants are attached. In this case, the switch sends EAPOL Request
Identity frames using the BPDU multicast MAC address as destination - to
wake up any supplicants that might be on the port.

The maximum number of supplicants that can be attached to a port can be
limited using the Port Security Limit Control functionality.

- single-802.1x : Configures once a supplicant is successfully authenticated
on a port. In port-based 802.1X authentication, once a supplicant is
successfully authenticated on a port, the whole port is opened for network
traffic. This allows other clients connected to the port (for instance through a
hub) to piggy-back on the successfully authenticated client and get network
access even though theyreally aren't authenticated. To overcome this security
breach, use the Single 802.1X variant.

Single 802.1X is really not an IEEE standard, but features many of the same
characteristics as does port-based 802.1X. In Single 802.1X, at most one
supplicant can get authenticated on the portat a time. Normal EAPOL frames
are used in the communication between the supplicant and the switch. If
more than one supplicant is connected to a port, the one that comes first
when the port's link comes up will be the first one considered. If that
supplicant doesn't provide valid credentials within a certain amount of time,
another supplicant will get a chance. Once a supplicant is successfully
authenticated, only that supplicant will be allowed access. This is the most
secure of all the supported modes. In this mode, the Port Security module is
used to secure a supplicant's MAC address once successfully authenticate d.

dot1x radius-qos command is used to enable RADIUS-Assigned QoS
function. And “no dot1x radius-qos“ command is used to disable it. When
RADIUS-Assigned QoS is both globally enabled and enabled on a given port,
the switch reacts to QoS Class information carried in the RADIUS Access-
Accept packet transmitted by the RADIUS server when a supplicant is
successfully authenticated. If present and valid, traffic received on the
supplicant's port will be classified to the given QoS Class. If (re-
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)authentication fails or the RADIUS Access-Accept packet no longer carries a
QoS Class or it's invalid, or the supplicant is otherwise no longer present on
the port, the port's QoS Class is immediately reverted to the original QoS
Class (which may be changed by the administrator in the meanwhile without
affecting the RADIUS-assigned).

This option is only available for single-client modes, i.e.

* Port-based 802.1X

* Single 802.1X

dot1x radius-vlan command is used to enable RADIUS-Assigned VLAN
function. And “no dot1x radius-vlan“ command is used to disable it. When
RADIUS-Assigned VLAN is both globally enabled and enabled for a given
port, the switch reacts to VLAN ID information carried in the RADIUS Access -
Accept packet transmitted by the RADIUS server when a supplicant is
successfully authenticated. If present and valid, the port's Port VLAN ID will be
changed to this VLAN ID, the port will be set to be a member of that VLAN ID,
and the port will be forced into VLAN unaware mode. Once assigned, all traffic
arriving on the port will be classified and switched on the RADIUS-assigned
VLAN ID.

If (re-)authentication fails or the RADIUS Access-Accept packet no longer
carries a VLAN ID or it's invalid, or the supplicant is otherwise no longer
present on the port, the port's VLAN ID is immediately reverted to the original
VLAN ID (which may be changed by the administrator in the meanwhile
without affecting the RADIUS-assigned).

This option is only available for single-client modes, i.e.

* Port-based 802.1X

+ Single 802.1X

11 eee command
This command is used to configure EEE(Energy Efficient Ethernet, defined in
IEEE 802.3az) function for the interface port(s).

eee command is used to enable this function for the interface port(s). And
“no eee” command is used to disable it.

eee queue-list command is used to select all queues as EEE Urgent
Queues. And “no eee queue-list* command is used to remove all queues
from EEE Urgent Queues. EEE Urgent Queues are Queues set that will
activate tranmission of frames as soon as data is available. Otherwise the
queue will postpone tranmsission until 3000 bytes are ready to be
transmitted.

eee queue-list [x | x,y,z | x-y] command is used to assignh queue(s) to EEE
Urgent Queues. [x|x,y,z | x-y] is the queue number with value 1~8. (“X’ for
single queue; xy,z for queue list; x-y for queue range). The original setting
will be lost. “no eee queue-list* command is used to remove all queues
from EEE Urgent Queues List.
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12 end command
This command is used to exit from interface mode.
(config-if)# end
(config)#

13 excessive command
This command is used to configure the operation when excessive collision
happens on half duplexmode.

excessive [discard | restart] command is used to configure the operation
when excessive collision happens on half duplexmode.

- discard : discard frame after 16 collisions

- restart : restart backoff algorithm after 16 collisions

14 flowcontrol command
This command is used to enable flow control function of the interface port(s).

flowcontrol command is used to enable flow control function of the interface
port(s).

no flowcontrol command is used to disable flow control function of the
interface port(s).

15 interface command
This command is used to change the interface port(s) for next setup
commands.
(config-if)# interface ?
ethernet Ethernet port
(config-if)# interface ethernet ?
<1-10> Unitnumber:format1l/x 1/xy,z 1/x-y 1/x-y,z

For example,

“(config)# interface ethernet 1/5” will set current setup interface to Port 5 and
all the commands will be applied to Port 5.

“(config-if)# interface ethernet 1/6-7” will change current setup interface to Port
6-7 and all the commands will be applied to Port 6-7.

The description of commands in interface configuring mode is put in Section

6.2.4 Interface Configuring Commands. Please refer to the section for the
details.
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16 ip command
This command is used to configure IGMP/MLD Snooping function for the
port(s).

ip igmp snooping fastleave / ip mld snooping fastleave command is used to
enable fast-leave function for the port(s). And “no ip igmp snooping
fastleave“/ “no ip mid snooping fastleave“ command is used to disable it.
Multicast snooping Fast Leave processing allows the switch to remove an
interface from the forwarding-table entry without first sending out group
specific queries to the interface. The VLAN interface is pruned from the
multicast tree for the multicast group specified in the original leave message.
Fast-leave processing ensures optimal bandwidth management for all hosts
on a switched network, even when multiple multicast groups are in use
simultaneously. This processing applies to IGMP and MLD.

ip igmp snooping filtering group_addrress xxx / ip mld snooping filtering
group_addrress xxx command is used to add a IGMP/MLD filtering group for
the port(s). “xxx” is a IP Multicast address. And “no ip igmp snooping filtering
group_addrress xxx“ / “no ip mld snooping filtering group_addrress
xxx“ command is used to delete it.

ip igmp snooping router / ip mld snooping router command is used to set
the port as router port for IGMP/MLD snooping operation. And “no ip igmp
snooping router” / “no ip mld snooping router‘ command is used to set the
port as non-router port. A router port is a port on the Ethernet switch that
leads towards the Layer 3 multicast device or IGMP/MLD querier. If an
aggregation member portis selected as a router port, the whole aggregation
will act as a router port.

ip igmp snooping throttling [unlimited | x] / ip mld snooping throttling
[unlimited | x] command is used to limit the number of multicast groups to
which a switch port can belong. It could be “unlimited” or “x” - a value
between 1~10.

17 ip-source-guard command
This command is used to configure IP Source Guard function for the port(s).

ip-source-guard entry vid x mac yy-yy-yy-yy-yy-yy ip <IP Address>
command is used to add a static entry on the port(s) for this function. “x”is
VLAN ID between 1~4094. “yy-yy-yy-yy-yy-yy’ is Mac address. And “no ip-
source-guard entry vid x mac yy-yy-yy-yy-yy-yy ip <IP Address>“ command
is used to delete the entry.

ip-source-guard limit [unlimited | x] command is used to specify the
maximum number of dynamic clients that can be learned on given port. It
could be “unlimited” or “x” with value 0~2. If the port mode is enabled and

the value of max dynamic client is equal to 0, it means only allow the IP
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packets forwarding that are matched in static entries on the specific port.
ip-source-guard mode command is used to enable this function for the ports.
And “no ip-source-guard mode” command is used to disable it.

Note: Dynamic IP Source entry is learned from DHCP request. Before
enable IP Source Guard, DHCP Snooping function should be enabled first.
Otherwise, static IP Source entry should be created for IP Source Guard
operation.

18 lacp command
This command is used to configure LACP protocol working on the interface

port(s).

lacp clear command is used to clear LACP Statistics.

lacp key [auto | specific x] command is used to specify the Key value
incurred by the port. The “auto” setting will set the key as appropriate by the
physical link speed, 10Mb = 1, 100Mb = 2, 1Gb = 3. Using the “specific”
setting, a user-defined value “x” with value 1~65535 can be entered. Ports
with the same Key value can participate in the same aggregation group, while
ports with different keys cannot.

lacp mode command is used to enable LACP function on the ports. And “no
lacp mode” command is used to disable it.

lacp priority x command is used to set LACP Priority of the port. If the LACP
partner wants to form a larger group than is supported by this device then this
parameter will control which ports will be active and which ports will be in a
backup role. Lower number means greater priority.

lacp role [active | passive] command is used to set the role of the ports for
LACP operation. The “active” will transmit LACP packets each second,
while “passive” will wait for a LACP packet from a partner (speak if spoken
to).

lacp timeout [fast | slow] command is used to configure Timeout to control
the period between LACP transmissions. “fast” will transmit LACP packets
each second, while “slow” will wait for 30 seconds before sending a LACP
packet.

19 lidp command
This command is used to configure LLDP function for the ports.

lidp clear command is used to clear LLDP Statistics.

lidp [disable | enable | rx-only | tx-only] command is used to set LLDP
operation mode on the ports.

- disable : disable LLDP operation on the ports. The switch will not send out
LLDP information, and will drop LLDP information received from neighbours.
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- enable : enable LLDP operation on the ports. The switch will send out LLDP
information, and will analyze LLDP information received from neighbours.

- rx-only : set the the ports as Receive-Only for LLDP operation. The switch
will not send out LLDP information, but LLDP information from neighbour
units is analyzed.

- tx-only : set the the ports as Transmit-Only for LLDP operation. The switch
will drop LLDP information received from neighbours, but will send out LLDP
information.

lidp cdp-aware command is used to enable CDP-Aware function. (CDP is an
acronym for Cisco Discovery Protocol.) And “no lildp cdp-aware” command
is used to disable it. The CDP operation is restricted to decoding incoming
CDP frames (The switch doesn'ttransmit CDP frames). CDP frames are only
decoded if LLDP on the portis enabled.

Only CDP TLVs that can be mapped to a corresponding field in the LLDP
neighbours' table are decoded. All other TLVs are discarded (Unrecognized
CDP TLVs and discarded CDP frames are not shown in the LLDP statistics.).
CDP TLVs are mapped onto LLDP neighbours' table as shown below.

- CDP TLV "Device ID" is mapped to the LLDP "Chassis ID" field.

- CDP TLV "Address" is mapped to the LLDP "Management Address" field.
The CDP address TLV can contain multiple addresses, but only the first
address is shown in the LLDP neighbours table.

- CDP TLV"Port ID" is mapped to the LLDP "Port ID" field.

- CDP TLV "Version and Platform” is mapped to the LLDP "System
Description" field.

- Both the CDP and LLDP support "system capabilities”, but the CDP
capabilities cover capabilities that are not part of the LLDP. These
capabilities are shown as "others" in the LLDP neighbours' table.

If all ports have CDP awareness disabled the switch forwards CDP frames
received from neighbour devices. If at least one port has CDP awareness
enabled all CDP frames are terminated by the switch.

Note: When CDP awareness on a port is disabled the CDP information isn't
removed immediately, but gets removed when the hold time is exceeded.

lidp port-description command is used to enable “port description” included
in LLDP information transmitted. And “no lldp port-description® command
is used to disable it.

lidp system-name command is used to enable “system name” included in
LLDP information transmitted. And “no lldp system-name“ command is
used to disable it.

lidp system-description command is used to enable “system description”
included in LLDP information transmitted. And “no Illdp system-
description“ command is used to disable it.

lidp system-capabilities command is used to enable “system capabilities”
included in LLDP information transmitted. And “no Illdp system-
capabilities“ command is used to disable it.

lidp management-address command is used to enable “management
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address” included in LLDP information transmitted. And “no lidp
management-address“ command is used to disable it.

20 loopback-detection command
This command is used to configure Loopback Detection for the ports.

loopback-detection action [log | shutdown | shut_log] command is used to
configure the action performed when a loop is detected on a port. Valid
values are “shutdown”(Shutdown Port), “shut_log”’(Shutdown Port and Log)
or “log”’(Log Only).

loopback-detection mode command is used to enable loopback-detection
function on the ports. And “no loopback-detection mode” command is used
to disable it.

loopback-detection transmit command is used to enable transmit mode for
loopback-detection function. And “no loopback-detection transmit”
command is used to disable it. Transmit mode controls whether the port is
actively generating loop protection PDU's, or whether it is just passively
looking for looped PDU's.

21 mac-learn command
This command is used to configure Mac Address Learning function for the
ports.

mac-learn [auto | disable | secure] command is used to set the Mac
Address Learning function for the ports.

- auto : Learning is done automatically as soon as a frame with unknown
SMAC is received.

- disable : No learning is done.

- secure : Only static MAC entries are learned, all other frames are dropped.
Note: Make sure that the link used for managing the switch is added to the
Static Mac Table before changing to secure learning mode, otherwise the
management link is lost and can only be restored by using another non-
secure port or by connecting to the switch via the serial interface.

22 maximum-packet-length command
This command is used to configure maximum packet length for the ports.

maximum-packet-length x command is used to configure maximum packet

length for the ports. “x” is the maximum packet length with value
1518~9600.
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23 mdi/mdi-x command
This command is used to configure MDI/MDI-X mode of port.

mdi/mdi-x [auto | mdi | mdi-x] command is used to configure MDI/MDI-X
mode of ports. “mdi” is for Hub/Switch connection. “mdi-x’is for PC device
connection. “auto” can auto-detect the connection.

24 mvr command
This command is used to configure MVR function for the ports.

mvr immediate-leave command is used to enable fast leave on the ports.
And “no mvr immediate-leave“ command is used to disable it.

mvr vlan x [inactive-port | receiver-port | source-port] command is used set
the role of the ports for MVR VLAN “X’.  “x”is MVR VLAN ID with value 1~4094.
- inactive-port : The designated port does not participate MVR operations.

- receiver-port : Configure a port as a receiver port if it is a subscriber port
and should only receive multicast data. It does not receive data unless it
becomes a member of the multicast group byissuing IGMP/MLD messages.

- source-port : Configure uplink ports that receive and send multicast data as
source ports. Subscribers cannot be directly connected to source ports.
Note: MVR source ports are not recommended to be overlapped with
management VLAN ports.

25 no command
This command is used to disable a function or restore a setting to factory
default of the switch.

(config-if)# no ?

acl Access Control List Configuration

arp-inspection Set ARP inspection configuration

channel-group Adds ports to a trunk

dhcp-snooping Configures DHCP Snooping Configuration

dotlx Configures 802.1x port-based access control
eee Set the eee mode

excessive Configure port transmit collision behavior

flow control Enables flow control during autoneg

ip Global IP configuration sub commands
ip-source-guard IP Source Guard Configuration

lacp Configures LACP status

lidp Configures lldp

loopback-detection  Configures loopback detection

mac-learn Configures the maximum packet length of the port
maximum-packet-length  Configures the maximum packet length of the port
mvr Multicast VLAN Registration
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port Configures the characteristics of the port

port-vian Configures Port-Based VLAN
pow er-control Decrease energy consumption
gos Configuration of QoS
sflow configured sFlow samplers
shutdow n Shuts dow n the selected interface
spanning-tree Specifies spanning tree configuration
speed Configures speed operation
sw itchport Configures sw itching mode characteristics
voice-vilan Voice VLAN Configuration

For example,

“lacp mode” command can enable the LACP function on the interface port(s)
and “no lacp mode” command can disable it.

“maximum-packet-length 2000” will set the maximum packet size to 2000,
and “no maximum-packet-length” will put it to factory default setting 9600.

26 port command
This command is used to setup monitor function and security function on the
interface port(s).

(config-if)# port ?
monitor Monitors another interface
security Specifies port security

port monitor ethernet 1/x [disabled | enabled | rx | tx] command is used to
add Port x to the monitored port list. And “no port monitor ethernet 1/x”
command will remove Port xfrom monitored portlist. “x” is the monitored port
number with format format 1/x, 1/xy,z, 1/x-y, 1/x-y,z.

- disabled : Neither frames transmitted nor frames received are mirrored.

- enabled : Frames received and frames transmitted are mirrored on the
mirror port.

- rx : Frames received on this port are mirrored on the mirror port. Frames
transmitted are not mirrored.

- tx : Frames transmitted on this port are mirrored on the mirror port. Frames
received are not mirrored.

port security action [none | shut | trap | trap_shut] command is used to set
the action to take when port security is violated.

- none : If Limitis reached, no further action.

- shut : If Limitis reached, shut down the port.

-trap : If Limitis reached, send an SNMP trap.

- trap_shut : If Limitis reached, send an SNMP trap & shut down the port.

port security max-mac-count x command is used to set the maximum

“”

number of MAC addresses that can be secured on this port. “x” is the
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maximum number and its valid value is 0-1024. For example, x=5 will allow
up to five network devices / PC access network through the interface port(s).
Ifthe limitis exceeded, the corresponding action is taken.

The switch is "born" with a total number of MAC addresses from which all
ports draw whenever a new MAC address is seen on a Port Security-enabled
port. Since all ports draw from the same pool, it may happen that a configured
maximum cannot be granted, if the remaining ports have already used all
available MAC addresses.

port security mode command is used to enable Limit Control on this port.
And “no port security mode“ command is used to disable it. Both this and
the Global Mode must be setto Enabled for Limit Control to be in effect.

port security reopen command is used to reopen a shutdown port that is
shuted down by the port security function.

27 port-vlan command
This command is used to assign the interface port(s) to a Port-based VLAN.

port-vlan x command will assign the interface port(s) to a Port-based VLAN.
“x” is the index of the Port-based VLAN with value 1-10. And “no port-vian
x“ command is used to remove the interface port(s) from a Port-based VLAN.

port-vlan isolation command is used to put the ports to the isolation port
group. Memebers in the isolation port group will be isolated to each other
even they are in the same VLAN. And “no port-vlan isolation* command is
used to remove the ports from the isolation port group.

28 power-control command
This command is used to configure the power-control function for the
interface port(s).

power-control [actiphy | disable | perfectreach | enable] command is used
to set the the power savings mode for the interface port(s).

- actiphy : Link down power savings enabled.

- disable : Disable all power control.

- perfectreach : Link up power savings enabled.

- enable : Both link up and link down power savings.

29 qos command
This command is used to configure QoS function on the interface port(s).

(config-if)# qos ?
classification QoS Ingress Port Classification
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dscp QoS Port DSCP Configuration

policer QoS Ingress Port Policers
queueshaper Queue Shaper

scheduler QoS Egress Port Schedulers
shaper QoS Egress Port Shapers
tagremarking QoS Egress Port Tag Remarking

“qos classification ...” command is used to configure default QoS Ingress
Port Classification on ports.

gos classification class x command is used to set the default QoS class,
i.e., the QoS class for frames not classified in any other way on the ports. “x”
is the default class with value 0~7.

qos classification dpl x command is used to set the default Drop
Precedence Lewel, i.e., the DP level for frames not classified in any other way
on the ports. “x”is the default DP level with value 0~1.

qos classification dei x command is used to set the default DEI(Drop
Eligible Indicator. It is a 1-bit field in the VLAN tag.) for untagged frames on
the ports. “x”is the default DEI with value 0~1.

qos classification dscp command is used to enable DSCP Based QoS
Ingress Port Classification on the ports. And “no qos classification
dscp“ command is used to disable it.

gos classification map w x y z command is used to configure the ingress
mapping of the classified (PCP, DEI) to (QoS class, DP level) values when
Tag Classification is setto Enabled. “w”is pcp value 0~7. “x” is DEI value
0~1. “y’is QoS class value 0~7. “z”is DP level value 0~1.

qgos classification pcp x command is used to set the default PCP(Priority
Code Point. Itis a 3-bit field storing the priority level for the 802.1Q frame. It is
also known as User Priority.) for untagged frames. “x” is value between
0~7.

gos classification tag command is used to enable using mapped versions
of PCP and DEI for tagged frames. And “no qos classification
tag“ command is used to disable it. Ifitis disable, default QoS class and
DP level is used for tagged frames.

“qos dscp ...” command is used to do QoS Port DSCP Configuration.

gos dscp classification [all | none | selected | zero] command is used to set
Ingress DSCP values for its QoS class to internal DSCP mapping operation
on the ports.

- all : Classify all DSCP values for its QoS class to internal DSCP mapping.

- none : No Ingress DSCP Classification.

- selected : Classify only selected DSCP. It is selected by “qos dscp
classification-mode” command in (config)#.

- zero : Classifyifincoming (or translated if enabled) DSCP is 0.

qos dscp egressremark [enable|[remap_dp_aware|remap_dp_unaware]
command is used to set DSCP Egress Rewriting operation mode on the
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ports.

- enable : Rewrite enabled without remapping. The new DSCP value is
defined by “qos dscp classification-map” command in (config)#.

- remap_dp_aware : Rewrite enabled with remapping. The remapped DSCP
value is defined by “qos dscp egressremap” command in (config)#.

- remap_dp_unaware : Rewrite enabled with remapping. The remapped
DSCP value is defined by “qos dscp egressremap” command with DP
level=0 in (config)#.

“no gqos dscp egressremark” command is used to disable it.

gos dscp translation command is used to enable the Ingress Translation on
the ports. And “no gos dscp translation command is used to disable it.

“qos policer ...” command is used to configure QoS Ingress Port Policers.
gos policer flowcontrol command is used to enable the port ingress policer
flow control function. If flow control is enabled and the portis in flow control
mode, then pause frames are sent instead of discarding frames. And “no
qos policer flowcontrol’ command is used to disable it.

qos policer mode command is used to enable ingress traffic rate policer
function on the ports. Apolicer can limitthe bandwidth of received frames. It
is located in front of the ingress queue. And “no qos policer
mode“ command is used to disable it.

gos policer rate x command is used to set the port policer rate on the ports.
“x” is a value between 100-1000000 when the Unit is kbps or fps, 1-3300
when the Unitis Mbps or kfps.

gos policer unit [kbps | fps] command is used to set the port policer rate unit
on the ports. It could be “kbps” - kilo bit per second, or “fps” - frame per
second.

“‘qos queueshaper ...” command is used to configure traffic shaping function
of transmit queue of the ports.

qos queueshaper mode x command is used to enable traffic shaper on
transmit queue “X’. “X” is queue number with value 0~7. And “no qos
queueshaper mode x” command is used to disable it.

qos queueshaper excess x command is used to enable that the transmit
queue is allowed to use excess bandwidth. “x” is queue number with value
0~7. And “no gos queueshaper excess x“ command is used to disable it.
qgos queueshaper rate x y command is used to set traffic shaping rate “y’ on

transmit queue “X’. “x” is queue number with value 0~7. “y” is traffic rate
with value 100~3300000 in unit kbps.

“qos scheduler ...” command is used to configure traffic scheduling operation
on transmit queue of the ports.
qos scheduler mode [strict | weighted] command is used to set traffic
scheduling mode on transmit queue. It could be in “Strict Priority’ or
in“Weighted”.

87



qos scheduler weight x y command is used to set weighting “y” for transmit
gueue “X’. “x”is queue number with value 0~7. “y” is weighting with value

1~100. ltis for traffic scheduling in Weighted mode.

“qos shaper ...” command is used to configure traffic shaper function of the
ports.

qgos shaper mode command is used to enable traffic shaper function on the
ports. And “no qos shaper mode“ command is used to disable it.

gos shaper rate x command is used to set traffic shaping rate “X’ on the
ports. “x”is traffic rate with value 100~3300000 in unit kbps.

“‘qos tagremarking ...” command is used to configure QoS Egress Port Tag
Remarking for the ports.

gos tagremarking dei x command is used to set default DEI(Drop Eligible
Indicator. It is a 1-bit field in the VLAN tag.) on the ports when the tag-
remarking mode is setto Default. “x”is the default DEI with value 0~1.

qos tagremarking map w x yz command is used to set the (QoS class, DP
level) to (PCP, DEI) Mapping when the tag-remarking mode is set to Mapped.
“w”is Qos Class with value 0~7. “x”is DP level with value 0~1. “y”’is PCP
with value 0~7. “2”is DEI with value 0~1.

gos tagremarking mode [classified | default | mapped] command is used to
setthe tag-remarking operation mode.

- classified : Use classified PCP/DEI values.

- default : Use default PCP/DEI values.

- mapped : Use mapped versions of QoS class and DP level.

Note: The egress port must be a tagged port for tag remarking operation.

qos tagremarking pcp x command is used to set default PCP(Priority Code
Point. It is a 3-bit field storing the priority level for the 802.1Q frame.) on the
ports when the tag-remarking mode is set to Default. “x” is PCP with
value 0~7.

30 sflow command
This command is used to configure sflow function of the interface port(s).

sflow counterpoller enable command is used to enable counter poller. And
“no sflow counterpoller enable* is used to disable it.

sflow counterpoller interval x command is used to set the the interval - in
seconds - between counter poller samples. “x” is a value between 0~3600
in second.

sflow flowsampler enable command is used to enable flow sampling on
this ports. And “no sflow flowsampler enable“ command is used to disable
it.

sflow flowsampler max_hdr-size x command is used to set the maximum

88



number of bytes that should be copied from a sampled packet to the sFlow
datagram. “x”is the maximum number with valid range 14~200 bytes. If
the maximum datagram size does not take into account the maximum header
size, samples may be dropped.

sflow flowsampler sampling-rate x command is used to set the statistical
sampling rate for packet sampling. “x” is the sampling rate with value
1~4294967295. The sample rate is specified as N to sample on average
1/Nth of the packets transmitted/received on the port. Not all sampling rates
are achievable. If an unsupported sampling rate is requested, the switch will
automatically adjust it to the closest achievable sampling rate.

sflow sampler command is used to clear sflow statistics of the ports.
31 shutdown command

This command is used to disable the interface port(s).

shutdown command is used to disable the interface port(s).

no shutdown command is used to enable it.

32 spanning-tree command
This command is used to configure spanning tree function on interface
port(s).

(config-if)# spanning-tree ?

autoedge Set the STP autoEdge port

bpduguard Set the bpduGuard port

edge-port Specifies spanning tree edge port

mcheck Set the STP mCheck (Migration Check) variable for ports
msti Specifies spanning tree MSTI

p2p Set the STP point2point port

restrictedrole Set the MSTP restrictedRole port

restrictedtcn Set the MSTP restrictedTcn port

<cr> Enables the spanning tree

spanning-tree autoedge command is used to enable automatic edge
detection on the bridge port. This allows operEdge to be derived from whether
BPDU's are received on the port or not. “no spanning-tree
autoedge“ command is used to disable it.

spanning-tree bpduguard command is used to enable BPDU Guard function
on interface port(s). If enabled, causes the portto disable itself upon receiving
valid BPDU's. Contrary to the similar bridge setting, the port Edge status does
not effect this setting. A port entering error-disabled state due to this setting
is subject to the bridge Port Error Recovery setting as well. “no spanning-
tree bpduguard“ command is used to disable it.
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spanning-tree edge-port command is used to

spanning-tree edge-port command is used to set the operEdge flag should
start as set. (The initial operEdge state when a port is initialized). “no
spanning-tree edge-port“ command is used to set the operEdge flag should
startas cleared. operEdge flag is an operational flag describing whether the
portis connecting directly to edge devices. (No Bridges attached). Transition
to the forwarding state is faster for edge ports (having operEdge true) than for
other ports.

spanning-tree mcheck command is used to restart the STP Migration Check
for the ports. If at any time the switch detects STP BPDUs, it will
automatically set the selected interface to forced STP-compatible mode.
However, you can use the command to manually re-check the appropriate
BPDU format to send on the selected interfaces (i.e., RSTP or STP-
compatible).

spanning-tree msti x cost [auto | specific y] command is used to set the the
path costincurred by the ports in MSTI “X’.  “x” is the index of MSTI with value
0~7. “y’is costvalue in range 1~200000000. The “auto” setting will set the
path cost as appropriate by the physical link speed, using the 802.1D
recommended values.

spanning-tree msti x port_priority y command is used to set the port priority
of the ports in MSTI “X’.  “x” is the index of MSTI with value 0~7. “y” is priority
value in range 0~240. This can be used to control priority of ports having
identical port cost.

spanning-tree p2p [auto | false | true] command is used to set the ponit-to-
point connection mode for the ports. If the ports connects to a point-to-point
LAN rather than to a shared medium, the ponit-to-point connection mode is
true. This can be automatically determined, or forced either true or false.
Transition to the forwarding state is faster for point-to-point LANs than for
shared media.

spanning-tree restrictedrole command is used to enable the ports as
restricted role in MSTP. If enabled, causes the port not to be selected as
Root Port for the CIST or any MSTI, even if it has the best spanning tree priority
vector. Such a portwill be selected as an Alternate Port after the Root Port has
been selected. If set, it can cause lack of spanning tree connectivity. It can be
setbya network administrator to prevent bridges external to a core region of
the network influence the spanning tree active topology, possibly because
those bridges are not under the full control of the administrator. This feature
is also known as Root Guard. “no spanning-tree restrictedrole command
is used to disable it.

spanning-tree restrictedtcn command is used to enable the ports as
restricted TCN in MSTP. If enabled, causes the port not to propagate
received topology change notifications and topology changes to other ports. If
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set it can cause temporary loss of connectivity after changes in a spanning
tree's active topology as a result of persistently incorrect learned station
location information. It is set by a network administrator to prevent bridges
external to a core region of the network, causing address flushing in that
region, possibly because those bridges are not under the full control of the
administrator or the physical link state of the attached LANs transits
frequently. “no spanning-tree restrictedtcn“ command is used to disable it.

spanning-tree command is used to enable Spanning Tree function on the

ports. “no spanning-tree” command is used to disable it.

33 speed command

This command is used to set the operation speed and duplex mode of the
interface port(s).

(config-if)# speed ?

auto Set port speed to be auto
10hdx Set port speed to be 10M hdx
10fdx Set port speed to be 10M fdx
100hdx Set port speed to be 100M fdx
100fdx Set port speed to be 100M fdx
1000fdx Set port speed to be 1G fdx

speed auto command will set the interface port(s) to auto-negotiation mode.
speed [10hdx | 10fdx] command will set the interface port(s) to 10M speed,
full duplexor half duplex.

Speed [100hdx | 100fdx] command will set the interface port(s) to 100M
speed, full duplex or half duplex.

speed 1000fdx command will set the interface port(s) to 1000M(gigabit)
speed, full duplex.

34 switchport command

This command is used to configure VLAN Port Configuration for the interface
port(s).

(config-if)# switchport ?
acceptable-frame-types Specifies frame type

allow ed Configures the VLAN port list
ingressfilter Set the port VLAN ingress filter
mode Configures the port type
native Configures the PVID of the port
tx_tag Set the port egress tagging

switchport acceptable-frame-types [all | tagged | untagged] command is
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used to allow the interface port(s) to accept tagged or untagged frame.
- all: The port accepts all frames, tagged or untagged.

- tagged : The port accepts onlytagged frames.

- untagged : The port accepts only untagged frames.

switchport allowed vlan [add x | remove x | forbidden add x | forbidden
remove x] command will add the interface port(s) to VLAN x, remove the
interface port(s) from VLAN x, as forbidden port(s) to VLAV x, not forbidden
port(s)to VLAN x. “x”is the VLAN ID and its valid value is 2~-4094.

switchport ingressfilter command is used to enable VLAN ingress filter
function on the ports. “no switchport ingressfilter* command is used to
disable it.

switchport mode [c-port | s-custom-port | s-port | unaware] command is
used to set Port Type of the ports. "Port Type" defines the port type in the
provider bridge(Q-in-Q) model. Customer VLAN has TPID == 0x8100 and
Service VLAN has TPID == 0x88A8. For the applications that there is no Q-
in-Q support, S-port and S-custom-port could be ignored.

- c-port : When a port is setup as C-port, tagged frames will be classified to
the VLAN based on this tag of the frames. This is for 802.1Q VLAN trunk.

- s-custom-port : When a port is setup as S-custom-port, the TPID in tag of
egress frame are always customized TPID as Service VLAN. This is for Q-
in-Q uplink connection.

- s-port : When a portis setup as S-port, the TPID in tag of egress frame are
always 0x88A8 as Service VLAN. This is for Q-in-Q uplink connection.

- unaware : When a port is setup as Unaware. Incoming frames will be
treated as untagged. Even when an incoming frame is tagged, this tag is
treated by the switch as payload. And the frame will be classified to port
based VLAN — PVID. This for 802.1Q access connection or Q-in-Q downlink
connection. If Port-based VLAN is used, please set ports as “Unaware” with
the same PVID.

switchport native vlan [none | x] command is used to assign VLAN ID of the
native VLAN for classifying untagged frames on ingress port. “x”is the port
VLAN ID (PVID) and its valid value is 1~4094. “none” is used when this is
VLAN trunk port.

When untagged packet is received, PVID of the ingress port will be used as
its working VLAN ID.  PVID is also used as the VLAN ID for tag adding when
untagged packetis translated to tagged packet.

switchport tx_tag [tag_all | untag_all | untag_pvid] command is used to
define how frame will be tagged on the egress direction -- when frame is sent
out of the switch from this port.

- tag_all : this is a tagged egress port. All egress packets are tagged.

- untag_all : this is a untagged egress port. All egress packets are
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untagged.
- untag_pvid : this is a hybrid egress port. All egress packets except the
configured PVID will be tagged.

35 voice-vlan command
This command is used to configure Voice VLAN function for the interface
port(s).

(config-if)# voice-vlan ?
discovery-protocol  Set the Voice VLAN port discovery protocol mode
port-mode Set the Voice VLAN port mode
security Set the Voice VLAN port security mode

voice-vlan discovery-protocol [both | lldp | oui] command is used to set the
Voice VLAN port discovery protocol. It will only work when auto detect mode is
enabled. We should enable LLDP feature before configuring discovery
protocol to "LLDP" or "Both". Changing the discovery protocol to "OUI" or
"LLDP" will restart auto detect process.

Possible discovery protocols are:

- oui : Detect telephony device by OUI address.

- lidp : Detect telephony device by LLDP.

- both : Both OUl and LLDP..

voice-vlan port-mode [auto | disable | force] command is used to set Voice
VLAN operation mode on the ports.

- auto : Enable auto detect mode. It detects whether there is VolP phone
attached to the specific port and configures the Voice VLAN members
automatically.

- disable : Disjoin from Voice VLAN.

- force : Force join to Voice VLAN.

voice-vlan security command is used to enable security function on the
ports. When the security function is enabled, all non-telephonic MAC
addresses in the Voice VLAN will be blocked for 10 seconds. “no voice-vlan
security” command is used to disable it.

6.2.4.2 Interface Configuring Commands for VLAN

Commands in Configuring Mode are for general switch settings. And its
promptis “(config)#”.

If the characteristics are for VLAN group, it is done with “interface vlan x”
command in configure mode. For example, “interface vlan 100" is for
characteristics settings on VLAN 100.
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Note: The general VLAN settings are done with “vlan database” command.
Please refer to section 6.2.5 VLAN Configuring Commands for the details.
And interface vlan x command is used to assign characteristics to a VLAN
group interface. For example, assigning IP address to a VLAN interface is
done with this command.

Entering “interface vian 100", and its prompt will become ...
(config)# interface vilan 100
(config-if)#

Enter “?” at the prompt, the sub-command list will be shown.

(config-if)# ?
exit Exit from current mode
help Show available commands
history Show a list of previously run commands
logout Disconnect
quit Quitcommands
interface Enters privileged interface configuration
ip Setthe IPv4 setup
ipv6 Set othe IPV6 setup
no Negates a command or sets its defaults

1.exit command
This command is used to leave current operation mode. Go back to last
mode.

2.help command
This command is used to show all the available commands in this mode.

3. history command
This command is used to show the history of entering commands.

4.logout command
This command is used to logout from console interface.
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5. quit command
This command is used to quit from console interface. It has the same
function as logout.

6.interface command
This command is used to change to another interface VLAN groups for next
setup commands.
(config-if)# interface ?
vian Switch Virtual LAN interface

For example,
“(config-if)# interface vian 100” will change the setup interface to VLAN 100
and all following commands will be applied to VLAN 100.

7.ip command
This command is used to setIP address of the switch on this VLAN interface.
And only users in this VLAN can access this switch with the IP address
remotely.

(config-if)# ip address ?

dhcp Dynamic host configuration protocol
A.B.CD IP address
renew Renew IP

ip address dhcp command is used to enable DHCP client function. DHCP
client function will try to get IP configuration from DHCP server in network.
And no ip address dhcp command can be used to disable it.

If DHCP fails and the configured IP address is zero, DHCP will retry. If DHCP
server does not respond around 35 seconds and the configured IP address
is non-zero, DHCP will stop and the configured IP settings will be used. The
DHCP client will announce the configured System Name as hostname to
provide DNS lookup.

ip address x.x.x.x y.y.y.y command is used to set IP address of the switch on
this VLAN. “x.x.x.x”is the IP address. “y.y.y.y’is the subnet mask.

For example, “ip address 192.168.1.12 255.255.255.0” will set the IP address
of the switch on this VLAN group for remote management.

ip address renew command is used to refresh the lease time of the IP

address got by DHCP. If IP configuration is not got when boot-up, this
command will tryto get IP configuration again.
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8. ipv6 command
This command is used to set IPv6 address of the switch on this VLAN
interface. And only users in this VLAN can access this switch with the IPv6
address remotely.

(config-if)# ipv6 address ?

autoconfig Set the IPv6 AUTOCONFIG mode
renew Renew IP
<ipv6 address> IPv6 address For example, fc80::215:¢c5ff:fe03:4dc7

ipvé address autoconfig command is used to enable IPv6 Auto Configuration
function. “no ipv6é address autoconfig“ command is used to disable it.

If system cannot obtain the stateless address in time, the configured IPv6
settings will be used. The router may delay responding to a router solicitation
for a few seconds, the total time needed to complete auto-configuration can
be significantly longer.

ipv6 address renew command is used to refresh the the IPv6 address got by
IPv6 Auto Configuration function.

ipvé address <ipv6 address> command is used to set IPv6 adress of the
switch on this VLAN. “<ipv6 address>" is the IPv6 address.

9. nocommand
This command is used to disable a function or restore a setting to factory
default of the switch.

(config-if)# no ?

ip Set the IPv4 setup
ipv6 Set the IPv6 setup
For example,

“ip address dhcp” command can enable DHCP client function on the VLAN
group interface and “no ip address dhcp” command can disable it.
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6.2.5 VLAN Configuring Commands

Commands in Configuring Mode are for general switch settings. And its
promptis “(config)#”.

If the settings are for VLANSs, it should enter VLAN configuring mode first by “vlan
database” command in configure mode. And its prompt will become “(config-
vian)#”.

Note: If the settings are for some VLAN group (VLAN ID is known), it should
enter interface configuring mode for VLAN first by “interface lan X’ command.
(“X’is the VLAN ID.) And its prompt is “(config-if)j#”. It is described in Section
6.2.4.2.

Entering “vlan database”, and the prompt will become ...
(config)# vlan database
(config-vian)#

Enter “?” at the prompt, the sub-command list will be shown.

(config-vian)# ?

exit Exit from current mode

help Show available commands

history Show a list of previously run commands
logout Disconnect

quit Quitcommands

end Exit from vlan mode

no Negates a command or sets its defaults
vian Switch Virtual LAN interface

1 exit command
This command is used to leave current operation mode. Go back to last
mode.

2 help command
This command is used to show all the available commands in this mode.

3 history command
This command is used to show the history of entering commands.
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4 logout command
This command is used to logout from console interface.

5 quit command
This command is used to quit from console interface. It has the same
function as logout.

6 end command

This command is used to exit from VLAN Configuring mode.
(config-vlan)# end
(config)#

7 nocommand

This command is used to disable a function or restore a setting to factory
default of the switch.

(config-vlan)# no ?
vian Switch Virtual LAN interface

For example,
“no vlan 100” command will remove VLAN 100.

8 vlan command
This command is used to create a 802.1Q VLAN, or set the Custom S-port
EtherType for Q-in-Q operation.

vlan x command is used to create a VLAN. “x” is the VLAN ID between
1~4094. “novlan x” command is used to delete VLAN “X".

vlan x name yyy command is used to create a VLAN with VLAN ID “X’ and
VLAN Name “yyy’. “x”is the VLAN ID between 1~4094. “yyy”’is a string.

vlan etypecustomsport 0xXXXX command is used to set the Custom S-port
EtherType for Q-in-Q operation. “0OxXXXX” is the EtherType in heximal.
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6.2.6 Show Commands

Show command is put in General Basic Commands for viewing system

configuration and information.

Enter “show ?” at the prompt, the sub-command list will be shown.

# show ?
aaa
acl
calendar
ddmi
dhcp-relay
dotlx
eee
history
interface
ip
lacp
lldp
log
loopback-detection
mac-address-table
mac-security
management
map
mwvr
ntp
port
queue
radius-server
running-config
rate-limit
rmon
sflow
snmp
spanning-tree
storm-control
system
tacacs-server
trunk
users
version
vian

Show AAA service configuration
Packet Access Control List
Date and time information
Digital Diagnostics Monitoring Interface
DHCP Relay Configuration
802.1x content
Show eee configuration
History information
Interface information
IP information
LACP statistics
Show lldp Configuration
Log records
Show loopback detection
Configuration of the address table
MAC Security Configuration
Management IP filter
Maps priority
Show MVR Status
Simple Network Time Protocol configuration
Port characteristics
Priority queue information
RADIUS server information
Information on the running configuration

rate-limits

Rmon
Sampling flow
Simple Network Management Protocol statistis
Spanning-tree configuration
Show storm control configuration
System information
TACACS server settings
Trunk information
Show users configuration
System hardware and software versions
Virtual LAN settings
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1. show acl command
This command will show ACL settings and status.

# show acl ?
ports Show the ACL port configuration
rate Show the ACL rate limiter
status Show ACL status
<1-256> show an access list configuration
<cr> show all access list configuration

show acl port command will show ACL port configration.
For example,

# show acl port

ACL Configuration:

Port Policy Action RatelL. PortC. Mirror Logging Shutdown Counter

0 Permit Disabled Disabled Disabled Disabled Disabled
0 Permit Disabled Disabled Disabled Disabled Disabled
0 Permit Disabled Disabled Disabled Disabled Disabled
0 Permit Disabled Disabled Disabled Disabled Disabled
0 Permit Disabled Disabled Disabled Disabled Disabled
0 Permit Disabled Disabled Disabled Disabled Disabled
0 Permit Disabled Disabled Disabled Disabled Disabled
0 Permit Disabled Disabled Disabled Disabled Disabled
0 Permit Disabled Disabled Disabled Disabled Disabled
0 Permit Disabled Disabled Disabled Disabled Disabled

eNeNelecNeoNoNeoNoNolNol

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

© oo ~NOOODMWNER
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show acl rate command will show ACL rate limiters setting.
For example,

# show aclrate

Rate Limiter Rate
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1PPS
1PPS
1PPS
1PPS
1PPS
1PPS
1PPS
1PPS
1PPS
1PPS
1PPS
1PPS
1PPS
1PPS
1PPS
1PPS

© oo ~NOOODhWNER
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show acl status command will show ACL status.

For example,

# show acl status
User

S : Static

IPSG: IP Source Guard
IPMC: IPMC

ARPI: ARP Inspection
DHCP: DHCP

LOOP: Loop Protect

User ID Port Frame Action

S 1 Al Any Permit
Number of ACEs: 1

- User :the ACL user
- ID : the ACE ID number
- Port: ingress port of the ACE

Rate L. Port C. Mirror CPU Counter Confl.

Disabled Disabled Disabled No 29794 No

- Frame : the frame type of the ACE

- Action : action of the ACE

- Rate L. : the rate limiter number of the ACE
- Port C. : the port redirect operation of the ACE. Frames matching the ACE are

redirected to the port number.

- Mirror : mirror operation of this ACE.
- CPU : Forward packet that matched the specific ACE to CPU.
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- Counter : counter indicates the number of times the ACE was hit by a frame.
- Confl. : the hardware status of the specific ACE. The specific ACE is not
applied to the hardware due to hardware limitations.

show acl x command is used to show an ACE status. “x” is the ID of ACE
with value 1~256.

For example,

# show acl 1

ACEID 01 Rate Limiter : Disabled

Ingress Port : All Port Redirect: Disabled
Mirror : Disabled

Policy/Bitmask: Any Logging : Disabled

Type : User Shutdow n : Disabled

Frame Type : Any Counter 1 31393

Action : Permit

MAC Parameters VLAN Parameters

802.1Q Tagged: Any
VLAN D i Any
Tag Priority : Any

show acl command will show all ACE status.

For example,

# show acl

D Type Port Policy Frame Action Rate L. Port C. Mirror Counter

1 User All Any Any Permit Disabled Disabled Disabled 31741

Number of ACEs: 1

2. show calendar command
This command will show current system time.
For example,
# show calendar
System Time 1 2012-01-01T05:09:39+00:00
System Uptime  : 05:09:39

3.show dhcp-relay command
This command will show current DHCP Relay settings and status.
For example,
# show dhcp-relay
DHCP Relay Configuration:

DHCP Relay Mode : Disabled
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DHCP Relay Server :192.168.1.100
DHCP Relay Information Mode : Enabled
DHCP Relay Information Policy : Replace

Server Statistics:

Transmit to Server : 0 Transmit Error : 0

Receive from Server : 0 Receive Missing Agent Option : 0
Receive Missing Circuit ID : 0 Receive Missing Remote ID 0
Receive Bad Circuit ID : 0 Receive Bad Remote ID : 0

Client Statistics:

Transmit to Client : 0 Transmit Error : 0
Receive from Client : 0 Receive Agent Option : 0
Replace Agent Option : 0 Keep Agent Option : 0
Drop Agent Option : 0

.show dot1x command
This command is used to show 802.1x configuration and status.

show dot1x command is used to show current 802.1x Network Access Server
Switch Status. For example,

# show dotlx

Port Admin State Port State Last Source Last ID

Force Unauthorized Globally Disabled - -
Force Unauthorized Globally Disabled - -
Force Unauthorized Globally Disabled - -
Force Unauthorized Globally Disabled - -
Force Unauthorized Globally Disabled - -
Force Unauthorized Globally Disabled - -
Force Unauthorized Globally Disabled - -
Force Unauthorized Globally Disabled - -
Force Unauthorized Globally Disabled - -
Force Unauthorized Globally Disabled - -

O©CoO~NOOUODdWNEPRE

[uny
o

- Last Source : The source MAC address carried in the most recently received
EAPOL frame for EAPOL-based authentication, and the most recently received
frame from a new client for MAC-based authentication.

- LastID : The user name (supplicant identity) carried in the most recently
received Response Identity EAPOL frame for EAPOL-based authentication,
and the source MAC address from the mostrecently received frame from a
new client for MAC-based authentication.

show dot1x configuration command is used to show 802.1x configuration
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and status of the switch. For example,
# show dotlx configuration
802.1X Configuration:

Mode : Disabled
Reauth. : Disabled
Reauth. Period : 3600
EAPOL Timeout 130

Age Period 1300

Hold Time 110

RADIUS QoS : Disabled
RADIUS VLAN : Disabled
Guest VLAN : Disabled

Guest VLAN ID 01
Max. Reauth Count: 2
Allow Guest VLAN if EAPOL Frame Seen: Disabled

show dot1x guest_vlan command is used to show per-port enabledness of
GuestVLAN. For example,
# show dotlx guest_vlan
Guest
Port VLAN Current

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

© oo ~NOOUDdWNPRE
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show dot1x radius_gos command is used to show per-port enabledness of
RADIUS-assigned QoS. Forexample,
# show dotlx radius_gos
RADIUS
Port QoS Current
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

O~NO O~ WNERE
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9 Disabled
10 Disabled

show dot1x radius_vlan command is used to show per-port enabledness of
RADIUS-assigned VLAN. For example,
# show dotlx radius_vlan
RADIUS
Port VLAN Current

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

O©C O ~NOOOUhWNPE
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show dot1x statistics command is used to show 802.1X statistics. For
example,

# show dotlx statistics

Port 1 EAPOL Statistics:

Rx Total: 0 Tx Total: 0
Rx Response/Id: 0 Tx Request/Ild: 0
Rx Response: 0 Tx Request: 0
Rx Start: 0

Rx Logoff: 0

Rx Invalid Type: 0

Rx Invalid Length: 0

Port 1 Backend Server Statistics:

Rx Access Challenges: 0 Tx Responses: 0
Rx Other Requests: 0

Rx Auth. Successes: 0

Rx Auth. Failures: 0

---More---

5. show eee command
This command is used to show EEE (IEEE 802.3az) configuration.
For example,
# show eee
EEE Configuration:

Port Mode Urgent queues
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Disabled none
Disabled none
Disabled none
Disabled none
Disabled 1

Disabled none
Disabled none
Disabled none
N/A none
N/A none

OO ~NOOh~WNPE
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6. show history command
This command is used to show the history of input commands.
# show history
1. config
2. interface valn 10
3. ipv6 address state fc80::215:¢c5ff:fe03:4dc7
4. exit
5. show history

7. show interface command
This command is used to show portinformation and status.

# show interface ?

counters Interface counters information
detailed_counters Interface detailed counters information
dualMedia_fiberMode Show the port speed for fiber ports
psec Port security status

sfp Show the detected sfp type

status Interface status information
switchport Interface switchportinformation
veriphy Run cable diagnostics

show interface counters command will show statistics counters for all ports.
show interface counters ethernet 1/x command will show statistics counters
for Port x. (“x” is the port number).

For example,

# show interface counters ethernet 1/5
Port: 1/5

Rx Counter Statistics
Packets 0
Octets 0
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Errors 0

Drops 0
Filtered 0

Tx Counter Statistics
Packets 0
Octets 0
Errors 0
Drops 0

show interface detailed_counters command will show detail statistics
counters for all ports.
show interface detailed_counters ethernet 1/x command will show detail

"

statistics counters for Port x. (“x” is the port number).

For example,

# show interface detailed_counters ethernet 1/5

Rx Packets: 0 Tx Packets: 0
Rx Octets: 0 Tx Octets: 0
Rx Unicast: 0 Tx Unicast: 0
Rx Multicast: 0 Tx Multicast: 0

Rx Broadcast: 0 Tx Broadcast: 0
Rx Pause: 0 Tx Pause: 0
Rx 64: 0 Tx64: 0
Rx 65-127: 0 Tx65-127: 0
Rx 128-255: 0 Tx 128-255: 0
Rx 256-511: 0 Tx 256-511: 0
Rx 512-1023: 0 Tx512-1023: 0
Rx 1024-1526: 0 Tx 1024-1526: 0
Rx 1527- : 0 Tx 1527- : 0

show interface psec port command will show MAC addresses learned by
portsecurity. For example,

# show interface psec port

Port 1:

MAC Address VID State Added Age/Hold Time
<none>

---More---

show interface psec switch command will show port security status. For
example,

# show interface psec switch

Users:

L = Limit Control

8 =802.1X

D = DHCP Snooping
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V =Voice VLAN

Port Users State MAC Cnt
----  No users
----  No users
----  No users
----  No users
----  No users
----  No users
----  No users
----  No users
----  No users
----  No users
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show interface sfp command will show the detected sfp type.
For example,

# show interface sfp

Port SFP

© 0O ~NOOOUDh WNPE
P
[]
>
[¢]

Juny
o
P
[]
>
0]

show interface status command will show port configuration.
# show interface status

Port Configuration:

Port State Mode Flow Control MaxFrame Power Excessive Link
1 Enabled Auto Disabled 9600 Disabled Discard Dow n
2 Enabled Auto Disabled 9600 Disabled Discard Dow n
3 Enabled Auto Disabled 9600 Disabled Discard Dow n
4 Enabled Auto Disabled 9600 Disabled Discard Dow n
5 Enabled Auto Disabled 9600 Disabled Discard Down
6 Enabled Auto Disabled 9600 Disabled Discard Dow n
7 Enabled Auto Disabled 9600 Disabled Discard 100fdx
8 Enabled Auto Disabled 9600 Disabled Discard Dow n
9 Enabled Auto Disabled 9600 Disabled Discard Dow n
10 Enabled Auto Disabled 9600 Disabled Discard Dow n
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show interface switchport command will show VLAN configuration of all
ports. Forexample,
#show interface switchport

VLAN Configuration:

Port PVID Frame Type Ingress Filter Tx Tag Port Type
1 1 All Disabled Untag PVID Unaw are
2 1 All Disabled Untag PVID Unaw are
3 1 All Disabled Untag PVID Unaw are
4 1 All Disabled Untag PVID Unaw are
5 1 All Disabled Untag PVID Unaw are
6 1 All Disabled Untag PVID Unaw are
7 1 All Disabled Untag PVID Unaw are
8 1 All Disabled Untag PVID Unaw are
9 1 All Disabled Untag PVID Unaw are
10 1 All Disabled Untag PVID Unaw are

show interface switchport status command will show VLAN Port
Configuration Status. For example,

# show interface switchport status

Port VLAN User PortType PVID Frame Type Ing Filter Tx Tag UVID Conflicts

1 Static Unaware 1 Al Disabled Untag This 1
NAS No
MVR No
Voice VLAN No
MSTP No
Combined Unaw are 1 All Disabled Untag This 1 No
---More---

show interface veriphy command will run cable diagnostics.

For example,

# show interface veriphy

Starting VeriPHY, please w ait

Port Par A Length PairrB Length PairC Length PairD Length

1 Open 0 Open 0 Open 0 Open 0
2 Open 0 Open 0 Open 0 Open 0
3 Open 0 Open 0 Open 0 Open 0
4 Open 0 Open 0 Open 0 Open 0
5 Open 0 Open 0 Open 0 Open 0
6 Open 0 Open 0 Open 0 Open 0
7 OK 3 OK 3 Open 3 Open 3
8 Open 0 Open 0 Open 0 Open 0
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8. show ip command
This command is used to show switch IP configuration and current ARP
Inspection, DHCP Snooping, Http Configuration, IGMP/MLD Snooping, SSH,
IP Source Guard,... status and configuration.

# show ip ?
arp Address Resolution Protocol
dhcp DHCP snooping
http Show HTTP configuration
igmp IGMP snooping
interface Interface information
mid MLD snooping
ssh Secure shell server connections
verify IP Source Guard

show ip arp inspection command is used to show ARP Inspection
configuration and status. For example,

# show ip arp inspection

ARP Inspection Configuration:

ARP Inspection Mode : Disabled
Port Port Mode

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
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ARP Inspection Entry Table:

Type Port VLAN MAC Address IP Address

show ip dhcp snooping command is used to show DHCP Snooping
configuration.

show ip dhcp snooping statistics command is used to show DHCP
Snooping statistics.

# show ip dhcp snooping

DHCP Snooping Configuration:
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DHCP Snooping Mode : Disabled

Port Port Mode
trusted
trusted
trusted
trusted
trusted
trusted
trusted
trusted
trusted
trusted
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# show ip dhcp snooping statistics
Port 1 Statistics:

Rx Discover: 0 Tx Discover: 0
Rx Offer: 0 Tx Offer: 0

Rx Request: 0 Tx Request: 0
Rx Decline: 0 Tx Decline: 0

Rx ACK: 0 TxACK: 0

Rx NAK: 0 Tx NAK: 0

Rx Release: 0 Tx Release: 0
Rx Inform: 0 Tx Inform: 0
Rx Lease Query: 0 Tx Lease Query: 0
Rx Lease Unassigned: 0 Tx Lease Unassigned: 0
Rx Lease Unknow n: 0 Tx Lease Unknown: 0
Rx Lease Active: 0 Tx Lease Active: 0
---More---

show ip http server secure status commans will show current Http security
mode status.

# show ip http server secure status

HTTPS Configuration:

HTTPS Mode : Enabled
HTTPS Redirect Mode : Disabled

show ip igmp command will show current IGMP Snooping configuration.
# show ip igmp
IGMP Configuration:

IGMP Mode: Disabled

IGMP SSM Range: 232.0.0.0/8
IGMP Leave Proxy: Disabled
IGMP Flooding Control: Enabled
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IGMP Interface Setting
VID  Compatibility

(Please create IGMP Interfaces)

IGMP Port Status ( Router-Port )
Port Router Dynamic Router

1 Disabled No
---More---

show ip interface command will show current switch IP configuration.
# show ip interface

IP Configuration:

DHCP Client : Disabled

IP Address :192.168.1.118
IP Mask : 255.255.255.0
IP Router :0.0.0.0

DNS Server :0.0.0.0
VLAN ID 01

DNS Proxy : Disabled

IPv6 AUTOCONFIG mode : Disabled
IPv6 Link-Local Address: fe80::2c0:f9ff:fe66:6699

IPv6 Address : fc80::215:¢c5ff:fe03:4dc0
IPv6 Prefix 1120
IPv6 Router B

Active Configuration for IPv6: (Static with Stateless)

IPv6 Address: fe80:2::2c0:f9ff:fe66:6699/64 Scope:Link
Status:UP/RUNNING(Enabled)/MTU 1500/LinkMTU is 1500
IPv6 Address: fc80::215:c5ff:fe03:4dc0/128 Scope:Global
Status:UP/RUNNING(Enabled)/MTU 1500/LinkMTU is 1500

show ip mld command will show current MLD Snooping configuration.
# show ip mid
MLD Configuration:

MLD Mode: Disabled

MLD SSM Range: ff3e::/96
MLD Leave Proxy: Disabled
MLD Fooding Control: Enabled

MLD Interface Setting
VID  Compatibility
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(Please create MLD Interfaces)

MLD Port Status ( Router-Port )
Port Router Dynamic Router

1 Disabled No
---More---

show ip ssh command will show current SSH settings.
# show ip ssh
SSH Configuration:

SSH Mode : Enabled

show ip verify source command will show IP Source Guard configuration.
# show ip verify source
IP Source guard Configuration:

IP Source Guard Mode : Enabled
Port Port Mode Dynamic Entry Limit

1 Disabled unlimited
2 Disabled unlimited
3 Disabled unlimited
4 Disabled unlimited
5 Disabled unlimited
6 Disabled unlimited
7 Disabled unlimited
8 Disabled unlimited
9 Disabled unlimited
10 Disabled unlimited

IP Source Guard Entry Table:
Type Port VLAN IPAddress MAC Address

9. show lacp command
This command is used to show current LACP configuration and status of the
switch.

# show lacp ?

config Show LACP configuration
statistics Show LACP statistics
status Show LACP status
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show lacp config command will show current LACP configuration.
# show lacp config
LACP Configuration:

System Priority:

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
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32768

Key

Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto

Role

Active
Active
Active
Active
Active
Active
Active
Active
Active
Active

Timeout

show lacp statistics command will show current LACP statistics.
# show lacp statistics

System Priority:

Port Timeout PriorityRx Frames Tx Frames
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Rx Unknown Rx llegal

327680
327680
327680
327680
327680
327680
327680
327680
327680
327680
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leNeNoNeoNolNolNolNolNolNo]
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show lacp status command will show current LACP status.
# show lacp status

Disabled 1
Disabled 1
Disabled 1
Disabled 1
Disabled 1
Disabled 1
Disabled 2
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8 Disabled 1 - -
9 Disabled 1 - -
10 Disabled 1 - -

10.show lidp command

This command is used to show current LLDP configuration and status.

show lldp command will show current LLDP configuration.

# show lidp
LLDP Configuration:

Interval 130
Hold 14
Tx Delay 12
Reinit Delay: 2

Port Mode Port Descr System Name System
aw areness

Descr System Capa Mgmt Addr CDP

1 Disabled Enabled Enabled Enabled
2 Disabled Enabled Enabled Enabled
3 Disabled Enabled Enabled Enabled
4 Disabled Enabled Enabled Enabled
5 Disabled Enabled Disabled Enabled
6 Disabled Enabled Enabled Enabled
7 Disabled Enabled Enabled Enabled
8 Disabled Enabled Enabled Enabled
9 Disabled Enabled Enabled Enabled
10 Disabled Enabled Enabled Enabled

Enabled Enabled Disabled
Enabled Enabled Disabled
Enabled Enabled Disabled
Enabled Enabled Disabled
Enabled Enabled Disabled
Enabled Enabled Disabled
Enabled Enabled Disabled
Enabled Enabled Disabled
Enabled Enabled Disabled
Enabled Enabled Disabled

show lidp info command will show LLDP neighbor device information.

# show lldp info
No LLDP entries found

show lldp statistics command will show LLDP statistics.

# show lldp statistics
LLDP global counters

Neighbor entries w as last changed at 1970-01-01T00:00:00+00:00 (23776 sec. ago).

Total Neighbors Entries Added 0.
Total Neighbors Entries Deleted 0.

Total Neighbors Entries Dropped 0.
Total Neighbors Entries Aged Out 0.

LLDP local counters
Rx Tx Rx
Frames Frames FErrors

Rx
Port
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11.show log command
This command is used to show current system log and system log
configuration.

# show log ?
configuration logging configuration
<Ccr>

show log command is used to show current system log content.
For example,

# show log

Number of entries:

Info :2

Warning: 0

Error :0

All 12

ID Level Time Message

1 Info 2011-01-01T00:00:00+00:00 Switch just made a cold boot.
2 Info 2011-01-01T00:00:03+00:00 Link up on port 7

show log configuration command is used to show current system log
configuration.

For example,

# show log configuration

System Log Configuration:

System Log Server Mode : Disabled
System Log Server Address
System Log Level : Error

12. show loopback-detection command
116



This command is used to show Loopback Detection configuration and status.

# show loopback-detection ?

config Loop protect configuration
ethernet Show loop protection port configuration
status Show the loop protection status

show loopback-detection config command will show Loopback Detection
configuration.

# show loopback-detection config

Loop Protection Configuration:

Loop Protection : Disabled
Transmission Time: 5
Shutdow n Time 1180

show loopback-detection ethernet command will show loop protection port

configuration.

# show loopback-detection ethernet

Port Mode Action Transmit
1 Enabled Shutdow n Enabled
2 Enabled Shutdown Enabled
3 Enabled Shutdown Enabled
4 Enabled Shutdow n Enabled
5 Enabled Shutdow n Enabled
6 Enabled Shutdow n Enabled
7 Enabled  Shutdow n Enabled
8 Enabled Shutdown Enabled
9 Enabled Shutdown Enabled
10 Enabled Shutdown Enabled

show loopback-detection status command will show the loop protection
status.
# show loopback-detection status

Port  Action Transmit Loops Status Loop Time of Last Loop
1 Shutdow n Enabled 0 Down - -
2 Shutdow n Enabled 0 Down - -
3 Shutdow n Enabled 0 Down - -
4 Shutdow n Enabled 0 Down - -
5 Shutdow n Enabled 0 Down - -
6 Shutdow n Enabled 0 Down - -
7 Shutdow n Enabled 0 Up - -
8 Shutdow n Enabled 0 Down - -
9 Shutdow n Enabled 0 Down - -
10 Shutdow n Enabled 0 Down - -
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13. show mac-address-table command
This command is used to set Mac address table and configuration about it.

# show mac-address-table ?

aging-time Aging time for entries in the address table
address Address information

learning Show the port learn mode

statistics Show MAC address table statistics

<Cr>

show mac-address-table command will show mac address table content.
For example,

# show mac-address-table

Type VID MAC Address Ports

Dynamic 1 ~ 00-00-e2-82-8c-e6 7
Dynamic 1 ~ 00-0a-79-b9-a2-c3 7
Dynamic 1 ~ 00-0d-87-26-f4-3b 7
Dynamic 1  00-c0-f6-55-09-9b 7
Dynamic 1  00-c0-f6-74-25-01 7

Static 1 00-c0-f9-66-66-99 None,CPU
Static 1  33-33-00-00-00-01 1-8,10,CPU
Static 1  33-33-00-00-00-02 1-8,10,CPU
Static 1  33-33-ff-03-4d-cO 1-8,10,CPU
Static 1 ~ 33-33-ff-66-66-99 1-8,10,CPU
Dynamic 1 70-5a-b6-f8-32-ea 7

Static 1 ff-ff-ff-ff-ff-ff 1-10,CPU

Static 10 00-00-00-01-02-03 5

show mac-address-table aging-time command will show aging time of mac
address table.

For example,

# show mac-address-table aging-time

MAC Age Time: 300

show mac-address-table address x-x-x-x-x-x command will show the mac
address table for mac address “X-X-x-x-x-X".

For example,
# show mac-address-table address 00-00-e2-82-8c-e6
Type VID MACAddress Ports

Dynamic 1  00-00-e2-82-8c-e6 7

show mac-address-table learning command will show the portlearn mode.
# show mac-address-table learning
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show mac-address-table statistics command will show MAC address table
statistics.

# show mac-address-table statistics

Port Dynamic Addresses

1 0
2 0
3 0
4 0
5 0
6 0
7 23
8 0
9 0
10 O

Total Dynamic Addresses: 23
Total Static Addresses : 7

14. show mac-security command
This command is used to show Port Security Limit Control Configuration.
Limit Control allows for limiting the number of users on a given port.
# show mac-security
Port Security Limit Control Configuration:

Mode : Disabled
Aging : Disabled
Age Period: 3600

Port Mode Limit Action State
1 Disabled 4 None Disabled
2 Disabled 4 None Disabled
3 Disabled 4 None Disabled
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4  Disabled 4 None Disabled
5 Disabled 4 None Disabled
6 Disabled 4 None Disabled
7 Disabled 4 None Disabled
8 Disabled 4 None Disabled
9 Disabled 4 None Disabled
10 Disabled 4 None Disabled

15. show management command
This command is used to show switch management security settings and
statistics.

show management command will show Management IP filter settings.
For example,

# show management

Access Mgmt Configuration:

System Access Mode : Disabled

W: WEB/HTTPS

S: SNMP

T: TELNET/SSH

ldx Start IP Address End IP Address WST
2 192.168.1.100 192.168.1.200 NNN

show management statistics command will show management security
statistics.

# show management statistics

Access Management Statistics:

HTTP Receive: 0 Allow : 0 Discard: 0
HTTPS Receive: 0 Allow : 0 Discard: 0
SNMP Receive: 0 Allow : 0 Discard: 0
TELNET Receive: 0 Allow : 0 Discard: 0
SSH Receive: 0 Allow : 0 Discard: 0

16. show map command
This command is used to show QoS Port Classification and QoS Port
Classification Map ((QoS class, DP level) to (PCP, DEI) Mapping if Tag
Remarking Mode is “Mapped”.).

# show map
QoS Port Classification:
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Port QoSclass DPlevel PCP DEl Tag class.

1 0 0 0 0 Disabled
2 0 0 0 0 Disabled
3 4 0 0 0 Disabled
4 0 0 0 0 Disabled
5 0 0 0 0 Disabled
6 0 0 0 0 Disabled
7 0 0 0 0 Disabled
8 0 0 0 0 Disabled
9 0 0 0 0 Disabled
10 0 0 0 0 Disabled

QoS Port Classification Map:

Port PCP DE QoSclass DPlevel

1

NNOOUURADNMWWNNEREROO
POROROROROROROERO
NNOOUURADNWWNNOOR R
POROROROROROROERO

---More---

17. show mvr command
This command is used to show MVR configuration and status.

# show mvr ?

config Show MVR configuration

group Show MVR group addresses

sfm Show SFM (including SSM) related information for MVR
statistics Show MVR operational statistics

show mvr config command will show MVR configuration.
# show mvr config
MVR Configuration:
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MVR Mode: Disabled

MVR Interface Setting

VID Name Mode Tagging Priority LLQI
10 aaa Dynamic Tagged 0 5
[Port Setting of aaa(VID-10)]

Inactive Port: 1-10

[Channel Setting of aaa(VID-10)]

Name :aaa

Start Address: 224.0.0.1

End Address :224.0.0.10

MVR Immediate Leave Setting
Port Immediate Leave

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
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show mvr group command will show MVR Groups.

show mvr sfm command will show SFM (including SSM) related information
for MVR.

show mvr statistics command will show MVR statistics.
# show mvr statistics

IPv4 Querier Rx Tx Rx Rx Rx Rx

VID Status Query Query V1 Join V2 Join V3 Join V2 Leave
10 DISABLE 0 0 0 0 0 0

IPv6 Querier Rx Tx Rx Rx Rx

VID Status Query Query V1 Report V2 Report V1 Done

10 DISABLE 0 0 0 0 0
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18. show ntp command <**>
This command is used to show system time settings of the switch.

# show ntp ?
config Show NTP configuration
dst Show daylight saving time configuration
zone Show system timezone configuration

show ntp config command will show NTP configuration.
# show ntp config
NTP Configuration:

NTP Mode : Disabled
ldx  Server IP host address (a.b.c.d) or a host name string

1 64.90.182.55
2 64.236.96.53
3
4
5

show ntp dst command will show daylight saving time configuration.
# show ntp dst
System Daylight Saving Time(DST) Configuration:

Daylight Saving Time Mode : Non-Recurring.
Daylight Saving Time Start Time Settings :
Week: 0
Day: 0
* Month: 1
* Date: 1
*Year: 2000
*Hour: 0
* Minute: O
Daylight Saving Time End Time Settings :
Week: 0
Day: 0
* Month: 1
* Date: 1
*Year: 2000
* Hour: 0
* Minute: O
Daylight Saving Time Offset : 1 (minutes)

*: This symbol indicates the parameter needs to be set the reasonable value.
show ntp zone command will show system timezone configuration.
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# show ntp zone
System Timezone Configuration:

Timezone Offset : 5400 ( 540 minutes)
Timezone Acronym : Japan

19. show port command
This command is used to show port mirror function setting.

show port monitor command is used to show port mirror function setting.
For example,

# show port monitor

Mirror Configuration:

Mirror Port: 5

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
10 Disabled
CPU Disabled
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20. show queue command
This command is used to show QCL (Queue Control List) configuration and
status.

# show queue ?
status Show QCL status.
<cr>

show queue command will show QCL configuration.
# show queue

QoS QCL:
ID Frame SMAC DMACVID PCP DEl Class DPDSCP Port
10 Any Any Any Any Any Any O - - 5
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Number of QCEs: 1

show queue status command will show QCL status.
# show queue status
User ID Frame Class DPDSCP Conflict Port

Static 10 Any 0 - - No 5

Number of QCEs: 1

21. show radius-server command
This command is used to show RADIUS Server configuration and statistics.

show radius-server command will show RADIUS Server configuration.
For example,

# show radius-server

Server Timeout : 15 seconds

Server Dead Time : 300 seconds

RADIUS Authentication Server Configuration:

Server Mode IP Address Secret Port
1 Disabled 1812
2 Disabled 1812
3 Disabled 1812
4 Disabled 1812
5 Disabled 1812

RADIUS Accounting Server Configuration:

Server Mode IP Address Secret Port
1 Disabled 1813
2 Disabled 1813
3 Disabled 1813
4 Disabled 1813
5 Disabled 1813

show radius-server statistics x command will show RADIUS Server
statistics. “x”is index of RADIUS Server with value 1~5.

22. show running-config command
This command is used to show current running configuration of the switch.
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For example,

# show running-config

lbuilding running-config, please wait.....
110G

interface ethernet 1/5

gos tagremarkingmap 2100

exit

|

interface ethernet 1/1-10

sw itchport allow ed vlan add 1

exit

!

interface vian 1

ip address 192.168.1.118 255.255.255.0
ipv6 address fc80::215:¢c5ff:fe03:4dc0 120
exit

end

23. show rate-limit command
This command is used to show Rate Limit configuration of each port.
# show rate-limit ethernet

QoS Port Policer:

Port Parm Policer

1 Mode Disabled
Rate 500 kbps
Unit kbps
Flow Cil Disabled

2 Mode Disabled
Rate 500 kbps
Unit kbps
Flow Ctl Disabled

3 Mode Disabled
Rate 500 kbps
Unit kbps
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Flow Ctl Disabled

24. show rmon command
This command is used to show RMON configuration.

# show rmon ?

alarm Show RMON alarm entries
event Show RMON event entries
history Show RMON history entries
statistics Show RMON statistics entries

show rmon alarm command will show RMON alarm configuration.
# show rmon alarm

abc# show rmon alarm

ld Interval Alarm Variable Alarm SampleType

1 30 .1.3.6.1.21.2.21.10.1 deltaValue

Number of entries: 1

show rmon event command will show RMON event configuration.
# show rmon event
Id Description Type Community LastSent

1 abc none public Never

Number of entries: 1

show rmon history command will show RMON history configuration.
# show rmon history
ld Data Source controlBucketsRequested controlBucketsGranted Interval

10 .1.3.6.1.2.1.2.2.1.1.10 50 50 1800

Number of entries: 1

show rmon statistics command will show RMON statistics configuration.
# show rmon statistics
ld Data Source etherStatsOctets etherStatsPkts therStatsCRCAlignErrors

10 .1.3.6.1.21221.110 O 0 0

Number of entries: 1
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25. sflow command
This command is used to show sFlow configuration and stauts.

# show sflow ?

counter_poller Show counter polling interval configuration per port
flow _sampler Show flow sampler configuration per port.
receiver Show the sFlow receiver

statistics Show statistics

show sflow counter_poller command will show sFlow counter polling interval
configuration per port.

# show sflow counter_poller

Counter Poller Configuration:

Port Interval

8 10

show sflow flow_sampler command will show sFlow sampler configuration
per port.

# show sflow flow _sampler

Flow Sampler Configuration:

Port Sampling Rate Max Hdr

8 20 128

show sflow receiver command will show sFlow Receiver configuration.
# show sflow receiver
Receiver Configuration:

Ow ner : <none>
Receiver :0.0.0.0
UDP Port 16343

Max. Datagram: 1400 bytes
Time left : 0 seconds

show sflow statistics receiver command will show receiver statistics.
# show sflow statistics receiver
Receiver Statistics:

Tx Successes Tx Errors Flow Samples Counter Samples

0 0 0 0

show sflow statistics samplers command will show per-port statistics.
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# show sflow statistics samplers
Per-Port Statistics:

No non-zero counters.

26.show snmp command
This command is used to show SNMP configuration of the switch.

# show snmp ?

access SNMPv3 access entry
community SNMPv3 community entry
group SNMPv3 group entry

user SNMPv3 user entry

view SNMPv3 view entry

<cr>

show snmp command will show SNMP configuration of the switch.
# show snmp

SNMP Configuration:

SNMP Mode : Enabled
SNMP Version 1 2c

Read Community : public
Write Community : private
Trap Mode : Disabled
Trap Version 01

Trap Community : public

Trap Destination :192.168.1.10
Trap IPv6 Destination Dl

Trap Authentication Failure : Disabled
Trap Link-up and Link-dow n : Enabled

Trap Inform Mode : Enabled
Trap Inform Timeout (seconds) : 1
Trap Inform Retry Times :5

Trap Probe Security Engine ID : Enabled
Trap Security Engine ID
Trap Security Name : None

SNMPv3 Engine ID : 800007€5017f000001

show snmp access command will show SNMPV3 access entry.

# show snmp access

SNMPv3 Accesses Table:

ldx Group Name Model Level ReadView WriteView
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1 default_ro_group any  NoAuth, NoPriv default_view None
2 default_rw_group any  NoAuth, NoPriv default_view default_view

Number of entries: 2

show snmp community command will show SNMPv3 community entry.
# show snmp community
SNMPv3 Communities Table:

ldx Community Source IP Source Mask

1 public 0.0.0.0 0.0.0.0

2 private 0.0.0.0 0.0.0.0

3 yyy 192.168.1.11  255.255.255.0

Number of entries: 3

show snmp group command will show SNMPV3 group entry.
# show snmp group
SNMPv3 Groups Table;

ldx Model Security Name Group Name

1 vi public default_ro_group

2 vi private default_rw _group
3 v2c public default_ro_group

4 v2c private default_rw _group
5 usm default_user default_rw _group

Number of entries: 5

show snmp user command will show SNMPV3 user entry.

# show snmp user

SNMPv3 Users Table:

ldx Engine ID User Name Level Auth  Priv

1 Local default_user NoAuth, NoPriv. None None

Number of entries: 1

show snmp view command will show SNMPV3 view entry.
# show snmp view
SNMPv3 View s Table:

ldx View Name View Type OID Subtree
1 default_view included 1

2 XXX included A

3 yyy included .10
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Number of entries: 3

27. show spanning-tree command
This command is used to show spanning tree configuration of the switch.

# show spanning-tree ?

ethernet Show STP Port configuration
mst Show MSTP configuration
statistics Show STP port statistics
status Show STP Bridge status
<Cr>

show spanning-tree command will show system spanning tree configuration.
# show spanning-tree
STP Configuration:

Protocol Version: MSTP
Max Age 120
Forward Delay :15

Tx Hold Count  : 2

Max Hop Count : 20
BPDU Filtering : Disabled
BPDU Guard : Disabled
Error Recovery : Disabled

show spanning-tree ethernet command will show port spanning tree
configuration.

# show spanning-tree ethernet

Port Mode AdminEdge AutoEdge restrRole restrTcn bpduGuard Point2point

Aggr Enabled Disabled Enabled Disabled Disabled Disabled Enabled

Port Mode AdminEdge AutoEdge restrRole restrTcn  bpduGuard Point2point

1 Disabled Disabled Enabled Disabled Disabled Disabled Auto
2 Disabled Disabled Enabled Disabled Disabled Disabled Auto
3 Disabled Disabled Enabled Disabled Disabled Disabled Auto
4 Disabled Disabled Enabled Disabled Disabled Disabled Auto
5 Disabled Disabled Enabled Disabled Disabled Disabled Auto
6 Disabled Disabled Enabled Disabled Disabled Disabled Auto
7 Disabled Disabled Enabled Disabled Disabled Disabled Auto
8 Disabled Disabled Enabled Disabled Disabled Disabled Auto
9 Disabled Disabled Enabled Disabled Disabled Disabled Auto
10 Disabled Disabled Enabled Disabled Disabled Disabled Auto

show spanning-tree ethernet x command will show port Multi Spanning Tree
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configuration. “x”is the index of MSTI with value 0~7.
# show spanning-tree ethernet 0

MSTI Port Path Cost Priority

CIST Aggr Auto 128

MSTI Port Path Cost  Priority

CIST 1 Auto 128
CIST 2 Auto 128
CIST 3 Auto 128
CIST 4 Auto 128
CIST 5 Auto 128
CIST 6 Auto 128
CIST 7 Auto 128
CIST 8 Auto 128
CIST 9 Auto 128
CIST 10 Auto 128

show spanning-tree mst command will show system MSTP configuration.
# show spanning-tree mst

Configuration name: xxx

Configuration rev.: 10

MSTH Bridge Priority
CIST 32768
MSTI1 32768
MSTI2 32768
MSTI3 32768
MST4 32768
MSTI5 32768
MSTI6 32768
MSTI7 32768

MSTI  VLANs mapped to MSTI
MSTIL No VLANs mapped
MSTI2 No VLANs mapped
MSTI3 No VLANs mapped
MSTI4 No VLANs mapped
MSTI5 No VLANs mapped
MSTI6 No VLANs mapped
MSTI7 No VLANs mapped

show spanning-tree statistics command will show STP port statistics.
# show spanning-tree statistics
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Port Rx_MSTP Tx_MSTP Rx_RSTP Tx_RSTP Rx_STP Tx_STP Rx_TCN Tx_TCN Rx_lII.
Rx_Unk.

]

show spanning-tree status x command will show MSTP Bridge status. “x
is the index of MSTI with value 0~7.

# show spanning-tree status O

CIST Bridge STP Status

Bridge ID  : 32768.00-C0-F9-66-66-99

Root ID : 32768.00-C0-F9-66-66-99

Root Port -

Root PathCost: 0

Regional Root: 32768.00-C0-F9-66-66-99

Int. PathCost: 0

Max Hops 120

TC Flag : Steady

TC Count :0

TC Last -

Port Port Role State Pri PathCost Edge P2P Uptime

28. storm-control command
This command is used to show storm control configuration of the switch.

For example,
# show storm-control

QoS Storm Control:

Storm Unicast : Disabled 1fps
Storm Multicast: Disabled 1fps
Storm Broadcast: Disabled 1fps

29. show system command
This command is used to show general system information/configuration of
the switch.

For example,

# show system

System Contact

System Name : abc

System Location :

Softw are Version: 10-P Ver:1.00.00
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Softw are Date  : 2012-08-17T14:31:24+08:00
MAC Address : 00-c0-f9-66-66-99

Number of Ports : 10

Previous Restart: Cold

30. show tacacs-server command
This command is used to show TACACS+ Authentication
Configuration.

# show tacacs-server
Server Timeout : 15 seconds

Server Dead Time : 300 seconds

TACACS+ Authentication Server Configuration:

Server Mode IP Address Secret Port
1 Disabled 49
2 Disabled 49
3 Disabled 49
4 Disabled 49
5 Disabled 49

31. show trunk command
This command is used to show trunk configuration of the switch.

# show trunk ?
all Show s all Trunking Group Configuration
<cr>

show trunk command will show system trunk configuration.
# show trunk
Aggregation Configuration:

Aggregation Mode:

SMAC : Enabled
DMAC : Disabled
P : Enabled
Port : Enabled

show trunk all command will show all Trunking Group Configuration.
# show trunk all
Aggr ID Name Type Configured Ports Aggregated Ports
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1 LLAGl Static 1,2 None

32. show users command
This command is used to show users configuration.

For example,
# show users
Users Configuration:

User Name Privilege Level
admin 3
ado1 3
op01 2
guol 1

33. show version command
This command is used to show system version information and model
information.

For example,

# show version

Softw are Version: 10-P Ver:1.00.00

Software Date  : 2012-08-17T14:31:24+08:00
Number of Ports : 10

34. show vlan command
This command is used to show VLAN configuration of the switch.

#show vian ?

id VLAN interface

isolation Isolation VLAN entry

name VLAN interface name

port-based Port-Based Virtual LAN Configuration
voice Show voice VLAN configuration

<Cr>

show vlan command is used to show all 802.1Q VLAN settings (VLAN ID,
VLAN Name, and Assigned ports).

# show vilan

TPID is 0x8888

VID VLAN Name Ports



1 default 1-10
10 aaa None

VLAN forbidden port list:

VID VLAN Name Ports

10 aaa 2

show vlan id x command is used to show VLAN setting of VLAN x. (“x” is the

VLAN ID).
# show vian id 10
VID VLANName User Ports Conflicts Conflict_Ports
10 aaa Static None No None
MVR None No None
Combined None No None

VLAN forbidden port list:

VID VLAN Name Ports

10 aaa 2

show vlan isolation command will show portisolation settings.
# show vlan isolation
Port Isolation

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

© o ~NOOUD~WNEPRE

=
o

show vlan name xxx command will show VLAN setting of VLAN . (“xxxx” is
the VLAN name).
# show vlan name aaa

VID VLANName User Ports Conflicts Conflict_Ports
10 aaa Static None No None
MVR None No None
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Combined None No None

VLAN forbidden port list:

VID VLAN Name Ports

10 aaa 2

show vlan port-based command will show Port-Based VLAN Configuration.
# show vlan port-based
PVLANID Ports

show vlan voice command will show Voice VLAN configuration.
# show vlan voice

Voice VLAN Configuration:

Voice VLAN Mode : Disabled
Voice VLAN VLAN ID : 1000
Voice VLAN Age Time(seconds) : 86400
Voice VLAN Traffic Class 07

Voice VLAN OUI Table:

Telephony OUI Description

Voice VLAN Port Configuration:

Port Mode Security  Discovery Protocol

1 Disabled Disabled oul
2 Disabled Disabled Oul
3 Disabled Disabled Oul
4 Disabled Disabled oul
5 Disabled Disabled oul
6 Disabled Disabled oul
7 Disabled Disabled oul
8 Disabled Disabled Oul
9 Disabled Disabled Oul
10 Disabled Disabled oul
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6.3 About Telnet and SNMP Management Interfaces

6.3.1 About Telnet Management Interface

If you want to use Telnetto manage the switch from remote site, you have to set
the IP/NetMask/Gateway address to the switch first. Then use "telnet <IP>"
command to connect to the switch. Its operation interface is the same as
console interface.

6.3.2 About SNMP Management Interface

If you want to use NMS to management the switch from remote site, you have to
set the IP/NetMask/Gateway address to the switch and configure the SNMP
setting of the switch first. Then you can use SNMP management program to
manage this switch.

This switch supports SNMP v1, v2c, v3 agent function and MIB li(Interface),

Bridge MIB, 802.1Q MIB and Private MIB.  The default GET community name is
“public’ and SET community name is “private”.
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6.4 Management with Http Connection

Users can manage the switch with Http Web Browser connection.  The
default IP setting is 192.168.1.1 and NetMask 255.255.255.0. The default IP
Gatewayis 192.168.1.254. Before http connection, IP address configuration of
the switch could be changed first.

1 Please follow the instruction in Section 6.2 to complete the console
connection.

2 Login in with “admin” (password is also “admin” by default.)

w

Us

N

e “show ip interface” command to check IP address of the switch first.

If IP address needs to be changed, follow the steps ...

4.1 Enter “config” command, and the prompt will become “(config)#”.
4.2 Enter “interface vlan 1" command, and the prompt will become “(config-

if#".

4.3 Enter “ip address XXX.XXX.XXX.XXX Yyy.yyy.yyy.yyy’ command

(xxx.xxx.xxx.xxx is the IP address and yyy.yyy.yyy.yyy is the netmask)
to modify IP address of the switch.

4.4 Enter “exit” command to go back to “(config)#” prompt.
4.5 If IP Gateway will be set, enter “ip default-gateway xxx.xxx.xxx.xxx”

command to set the IP gateway of the switch. (XxX.XXX.XXX.xxx is the
IP address.)

4.6 Enter “exit” command to go back to “#” prompt.
4.7 Enter “show ip interface” to check the IP settings.

After IP address configuration done and the switch is connected to network,

users

can start Http connection by entering IP address of the switch to the web

address line in Web Browser.  Alogin screen will be prompted for user name
and password. The default user name and password is "admin" / "admin”.
Then the management homepage will appear.

wﬂi

i
i

Ehfgse
g i

10-P GigaBit Managad Ethemet Switch |2

Port State Overview

M= ==

i
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3
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i
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Left part of the homepage is a function list. Users can select one of them for

status monitoring or switch configuration.

There are four operation groups in the function list.

1. Configuration : this is for switch function configuration.

2. Monitor : this is for switch function status and statistics monitor.

3. Diagnostics : this is diagnostics functions for switch.

4. Maintenance : this is for switch maintenance, like firmware upgrade,
configuration backup/restore, system reset, ...

Middle part of homepage is the main operation area for each function.

- This is Logout. Click itto logout.

This is Help. Click itto get help information for operation.

The details about management with http connection will be shown in the
following sub-sections.
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6.4.1 Configuration - System

1). Configuration - System - Information

System Information Configuration

System Contact
System Name |abc
System Location

Save l Reset |

This is used to configure System Name, System Location, and System Contact.
The information is also applied to SNMP agent function.

2). Configuration - System - IP

IP Configuration

Configured | Current
DHCP Client =
IP Address | [192.168.1.118 192.168.1.118
IP Mask [255.255.255.0 255.255.255.0
IP Router | [192.168.1.120 192.168.1.120
VLAN ID [t 1
DNS Server | p.0.00 0000

IP DNS Proxy Configuration

[ DNS Proxy [ ™ |

Save I Reset I

This page is used to setup IP configuration of the switch.

You can enable DHCP client function to get IP configuration from DHCP server
automatically.  Or, disable DHCP client function and set IP configuration
manually.
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3). Configuration - System - IPv6

IPv6 Configuration

Configured | Current
Auto Configimation r _fam
= - = feB;: 215 51 03 ddcl)
Address FcB0: 215 c5F a3 4dcD Link-Local Adéress. (e50:2¢0 F o655 6559
Praflx [r20 120
Router |
Saem l Resot l

This page is used to setup IPv6 configuration of the switch.
You can enable Auto Configuration function to get IP configuration automatically.
Or, disable Auto Configuration function and set IP configuration manually.

4). Configuration - System - NTP
NTP Configuration

Mode | |Disabled =
Server 1 | 54.90.182.55
Server 2 | 4.236.96.53

Server3 | |

Serverd | |

Server5 | |

Save I Reset l

This switch support NTP protocol to get time from Internet time server. For
such application, you have to Enable the function and input the IP of Time
Server. Then click [Save]

For such application, you have to get the IP of Time Server from your network
administrator first.

Then configure “Time Zone” and “Daylight Saving Time” at Configuration -
System - Time page.

5). Configuration - System - Time
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Time Zone Configuration

Time Zone Configuration

Time Zone

Acronym

|(GMT+09:UD) Osaka, Sapporo, Tokyo

Hapan

{0 - 16 characters )

Daylight Saving Time Configuration

Daylight Saving Time Mode
Daylight Saving Tin:e_l | Non-Recurring j
Start Time settings
Month |Jan =]
Date ] =l
Year [2000 |
Hours jo =
Minutes [ |
End Time settings
Month [Jan |
Date [1 =]
Year [2000 ~|
Hours [ ~|
Minutes jo |
Offset settings
Offset [T (- 1440) Minutes

Save | Reset |

Refer to your location to configure “Time Zone”.

Daylight Saving Time function will set the system time one-hour early than

normal time in a period of time.

the time period.

[Start Time] and [End Time] can be used to set

6). Configuration - System - Log
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System Log Configuration

Server Mode | [Disabled |
Server Address | |
Syslog Level | |Error =

Save | Reset l

Users can configure Syslog Server here. If this function is enabled, the switch
will record events to the Syslog Server.

The Server Address is the IPv4 host address of syslog server. If the switch
provide DNS feature, italso can be a host name.

The Syslog Level indicates what kind of message will send to syslog server.
Possible modes are:

- Info: Send informations, warnings and errors.

- Warning: Send warnings and errors.

- Error: Send errors.

144



6.4.2 Configuration - Power Reduction

1). Configuration - Power Reduction - EEE

EEE Configuration
EEE Urgent Queues
Port | Enabled [1[2[3[4[5[6[7]8
* C Dt e e T
1 O [0 A o 8 ) o Y ) A
2 [ Wi (e E N (]
3 - o o s O e O
4 [ (ORI T T (1A T
5 3 MODODOODODOIDD
6 [ ) e (mE e e e O
7 O S o ) e e e O
8 [ s (EE e s e
9 [T} HENENNNMN
10 E BEEREEREREIEIE

Save I Reset |

This page is used to configure EEE (Energy Efficient Ethernet) function of the
switch for power reduction. It can be enabled by port.

EEE Urgent Queues will activate tranmission of frames as soon as data is

available. Otherwise the queue will postpone tranmsission until 3000 bytes are
ready to be transmitted.

145



6.4.3 Configuration - Ports

1). Configuration - Ports

Port Configuration fratess |
Spoad Flow Cantrol Maximum | Excomive Pownr ol

Port |1 | comrem | contguea | ST | O | Contgues| TG Wede Conts) MOLX
: — S T 5 — |
1 @ Dom Ao = X r Wl [Ciecord 7 [Disstwed =] [ =)
2 @ umn Ao ] x r [Twm  [Gean o) [Geams o [an ]
1 @ Towm fAuto = X r [TWm [Cocan =] [Gsaws =] [wn =]
: @ vom faao =l X r W0 [Tiecord =) [Disbed =] [wb =)
5 @ ODom [ - X r [T w00 [Gean =) [Geows o [ae
8 @ Towmm fauo = » [ wm Disatrad = [wn :J
T @ 0 [Aun = X - [Cizabes =] [#b =)
" ® Dom [ =l % r ] [Goumd = [an =]
9 @ Tom fauto = b r
0_@ sown  [Adp = 3 r

[Save | Roewst|

This page is used to configure ports of the switch. And Link status can be
found in the page.

Speed can configure the operation speed and duplex mode of ports.

Flow Control can configure the flow control function for full duplex connections.
Excessive Collision Mode can configure the collision function for half duplex
connections.

Maximum Frame Size is used to configure the jumbo frame function. And
make sure that the connected device can accept such a big packets.

Power Control is used to configure the power control function of ports. It could
be ...

- Disabled: All power savings mechanisms disabled.

- ActiPHY: Link down power savings enabled. Less power is used when link
down.

- PerfectReach: Link up power savings enabled. Less power is used when
short cable.

- Enabled: Both link up and link down power savings enabled.

MDI/MDI-X is used to set the MDI/MDI-X mode of UTP ports. It could be Auto,

MDI, or MDI-X. MDI-X is for PC devices connection. MDI is for Hub/Switch
connection. Auto can auto-detect the connection.
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6.4.4 Configuration - Security

6.4.4.1 Configuration - Security - Switch

1). Configuration - Security - Switch - Users

Users Configuration

User Name | Privilege Level
admin 3
addl 3
op01 2
quot 1

Add New User |

This page is used to create users for the switch. There are three Privilege

Level for users ...
3 - This is for administrator. This user can do every configuration and view every

status of the switch.
2- This is for operator. This user can view configuration and status of the

switch. And this user can execute maintenance function of the switch.
1 - This for guest. This user can view configuration and status of the switch

only.

2). Configuration - Security - Switch - Auth Method

Authentication Method Configuration

Client | Authentication Method | Fallback

console |local -
telnet  [local ]
ssh [local -
weh |local -

Save | Reset I

This page is used to configure Authentication Method of the switch for
management interface.

The Authentication Method could be ...
- none: authentication is disabled and login is not possible.
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- local: use the local user database on the switch for authentication.
- radius: use a remote RADIUS server for authentication.
- tacacs+: use a remote TACACS+ server for authentication.
RADIUS server and TACACS+ server are configured in Configuration - Security
- AAA page.
3). Configuration - Security - Switch - SSH
SSH Configuration

| Mode | [Enabled ] |
Save | Reset |

This page is used to enable SSH function for remote Telnet connection.

4). Configuration - Security - Switch - HTTPS

HTTPS Configuration

Mode [Enabled ~|
Automatic Redirect |Disabled:]

Save | Reset |

This page is used to enable HTTPS security function for remote web
connection.

Automatic Redirect automatically redirects web browser to an HTTPS
connection when both HTTPS mode and Automatic Redirect are enabled or
redirects web browser to an HTTP connection when both are disabled.

5). Configuration - Security - Switch - Access Management
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Access Management Configuration

[ Mode | [Disabled ~] |

Delete | Start IP Address [ End IP Address

I

0 | 192.168.1.100 | 192.168.1.200

Add New Entry |
Save I Reset I

| HTTPIHTTPS | SNMP | TELNET/SSH
r r |

This page is used to configure IP address range thatis allowed for remote
management. The remote managementinterface could be HTTP/HTTPS,
SNMP, or TELNET/SSH.

6). Configuration - Security - Switch - SNMP

6-1). Configuration - Security - Switch - SNMP - System
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SNMP System Configuration

Mode |Enabled |
Version | SNMP v2¢ =]
Read Community lpublic

Write Community | |private

Engine ID ,3000079501 7000001

SNMP Trap Configuration

Trap Mode | Disabled =
Trap Version [ SNMP v1 =
Trap Community |pub|ic
Trap Destination Address |1 92.168.1.10
Trap Destination IPvé Address | |:
Trap Authentication Failure | [Disabled |
Trap Link-up and Link-down | [Enabled |
Trap Inform Mode [Enabled 5
Trap Inform Timeout {seconds) | |l
Trap Inform Retry Times '5
ﬂ] Reset |
This page is used to configure SNMP System configuration and Trap

configuration.

6-2). Configuration - Security - Switch - SNMP - Communities

SNMPv3 Community Configuration

Delete | Community | Source IP |  Source Mask
O public | 0000 | 0.0.00
C private | 0000 | 0,000
| yyy | 192.168.1.11 | 265.255.255.0

Add New Entry | Save I Reset |

This page is used to configure SNMPV3 Community. Entry could be added or

deleted.
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6-3). Configuration - Security - Switch - SNMP - Users

SNMPv3 User Configuration
User Security | Authentication | Authentication | Privacy | Privacy
o.unl Engine ID | i Ko I I,m‘m‘[

Level Protocal P Protocol
| 800007 5017000001 defauk_user  NoAuth, NoPrmy Nore None None None

Add NewEntry |  Swee | Rese |

This page is used to configure SNMPV3 User. Entry could be added or
deleted.

6-4). Configuration - Security - Switch - SNMP - Groups

SNMPv3 Group Configuration

Delete | Security Model | Security Name | Group Name
| vl public | default_ro_group
[] vl private I default_rw_group
I v2e public I default_ro_group
[ v2c private | default_rw_group
| usm default_user | default_rw_group

Add New Entry I Save | Reset |

This page is used to configure SNMPV3 Group. Entry could be added or
deleted.

6-5). Configuration - Security - Switch - SNMP - Views

SNMPvV3 View Configuration

Delete | View Name | View Type | OID Subtree |

I default_view [included vI A
[ woe [included vl A

r yyy  |included ¥ 10

Add New Entry I Save I Reset I

This page is used to configure SNMPV3 View. Entry could be added or deleted.

6-6). Configuration - Security - Switch - SNMP - Access
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SNMPv3 Access Configuration
“Group Name | S Model | Security Level | Read View Name | Write View Name |
=z default_ro_group any  NoAith, NoPav [default_view =] [None >l
r defsult_rw_group any  NoAuth, NoPriv [default_aew =] [defaut_view =1

Add New Enry | Save | Reset |

This page is used to configure SNMPV3 Access. Entry could be added or
deleted.

7). Configuration - Security - Switch - RMON

7-1). Configuration - Security - Switch - RMON - Statistics

RMON Statistics Configuration

Delete | ID | Data Source
[ 10 .1.36.1.21.221.1. 10

Add New Entry | Save l Reset I

This page is used to configure RMON Statistics. Entry could be added or
deleted.

7-2). Configuration - Security - Switch - RMON - History

RMON History Configuration

. A ; ‘ Buckets
Delete | ID Data Source Interval Buckets Granted
I 10 1361212211 [ 1800 | 50 50

Add New Entry ] Save I Reset I

This page is used to configure RMON History. Entry could be added or
deleted.

7-3). Configuration - Security - Switch - RMON - Alarm

RMON Alarm Configuration
owee [ @] ot | vewe | SR Jvme| TEP | it | et |
r g | F-EL‘;‘: [Goes &) 0 [Aregoraning 5| | 2 | n

Add tew Botry | Sawo | Beset |

152



This page is used to configure RMON Alarm. Entry could be added or deleted.

7-4). Configuration - Security - Switch - RMON - Event

RMON Event Configuration
[ Delete [0 | Dese B P TR Community 1 Event Last Time |

r 1 [ —= she !nmr__-_} [ subic 01

AddewEniy] Sew| e

This page is used to configure RMON Event. Entry could be added or deleted.

6.4.4.2 Configuration - Security - Network

1). Configuration - Security - Network - Limit Control
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Port Security Limit Control Configuration

System Configuration

Mode [Disabled =]

Aging Enabled | ™

Aging Period 600 seconds

Port Configuration

Port| Mode | Limit | Action | State | Re-open
o =T 4l <]
1 [Disabled »| | 4 [None =] Disabled | Reopen |
2 [Disabled | | 4 |Mone ~| Disabled = Reopen |
3 [Disabled ¥ | 4 [None | Disabled | Reopen |
4 [Disabled | | 4 [Mone | Disabled _Feopen |
5 [Disabled »| | 4 |Mone ~| Disabled = Reopen |
& [Disabled | | 4 [More | Disabled | Reopen |
7 [Disabled »| | 4 [Nene ~| Disabled  Reopen
8 lDisabIed:] I 4 |[Mone j Disabled ~ Feopen |
9 [Disabled »| | 4 [None =] Disabled | Reopen |
10 [Disabled »| | 4 |Mone ~| Disabled = Reopen |

Save | Reset I

This page is used to configure Port Security Limit Control function. Limit
Control allows for limiting the number of users on a given port. A user is
identified by a MAC address and VLAN ID. If Limit Control is enabled on a port,
the limit specifies the maximum number of users on the port. If this number is
exceeded, an action is taken. The action can be one of the four different actions
as described below.

2). Configuration - Security - Network - NAS
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Network Access Server Configuration
System Conflguration

[Cizabies =]
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Port Configuration
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e |
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This page is used to configure 802.1x Network Access Control function. Users
need to be authenticated first for network access through switch ports. The
authentication is processed by RADIUS Server. The details for the operation is
configured here.

RADIUS Server is configured in Configuration - Security - AAA page.

3). Configuration - Security - Network - ACL

3-1). Configuration - Security - Network - ACL - Ports
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ACL Ports Configuration
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This page is used to configure the ACL parameters (ACE) of each switch port.
These parameters will affect frames received on a port unless the frame
matches a specific ACE.

3-2). Configuration - Security - Network - ACL - Rate Limiters

ACL Rate Limiter Configuration
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This page is used to define rate limiters. Those Rate Limiters are used for
ACL action. The Rate Limiters could be defined by pps (Packet per second) or
kbps (kilo bit per second).

3-3). Configuration - Security - Network - ACL - Access Control List

Access Control List Configuration Autorabesh T FHoteah | (Cloac] Ramove At

Pollcy | Bitmask | Frame T Rate _Counter |

Click “(+)”, the ACE configuration window will be prompted.

ACE Configuration
Action [Permit =]
Ingress Port Rate Limiter IDsabled v]
Policy Filter Port Redirect
Frame Type | |Any -

Mirror Disabled ']
Logging Disabled ']
Shutdown Disabled ']

Counter 0

VLAN Parameters

802.10 Tagged Any >
VLAN ID Filter | [Any >
Tag Priority Any M

Save | Reset | Cancel I

Define the parameters for the ACE and select the action when the parameters
are matched. Click [Save]to create the ACE.

Access Control List Configuration Autorebesh T Hetwah | Close | ' Ramove At |

[ngtess Port | Policy I Bitmask | Frame Type | Action | Rate Limiter | Port Redirect | Wirror | Counter |
All Any Any Permit Disatied Disabled Desstied a0
®

Click (+) to add another ACE. Click (e) to editthe ACE. Click (X) to delete the
ACE. Click (up-arrow)/(down-arrow) to move the ACE.
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4). Configuration - Security - Network - DHCP
4-1). Configuration - Security - Network - DHCP - Snooping

DHCP Snooping Configuration

I Snooping Mode | [Disabled =] |

Port Mode Configuration
Port [ Mode

1 |Trusted =
3 [Trasted 5]
3 [Trosted =]
3 [Tses B
5 |Trusted ¥
6 [Trosted =]
7 [Fusted 8

8 |Trusted =

9 |Trusted =

10 [Trusted =]
Save I Reset I

This page is used to configure DHCP Snooping function. When DHCP
snooping mode operation is enabled, the DHCP request messages will be
forwarded to trusted ports and only allow reply packets from trusted ports. That
can preventillegal DHCP Server connection.

4-2). Configuration - Security - Network - DHCP - Relay

DHCP Relay Configuration

Relay Mode Wﬂ
Relay Server W
Relay Information Mode Wﬂ
Relay Information Policy ﬂ?epTZ]

Save | Reset |
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This page is used to configure DHCP Relay and DHCP Option 82 functions.

When DHCP relay mode operation is enabled, the agent forwards and transfers
DHCP messages between the clients and the server when they are not in the
same subnetdomain. And the DHCP broadcast message won't be flooded for
security considerations.

When DHCP relay information mode operation is enabled, the agent inserts
specific information (option 82) into a DHCP message when forwarding to
DHCP server and removes it from a DHCP message when transferring to
DHCP client. It only works when DHCP relay operation mode is enabled.

The option 82 circuit ID format as "[Man_id][module_id][port_no]". The first four
characters represent the VLAN ID, the fifth and sixth characters are the module
ID(in standalone device it always equal 0, in stackable device it means switch
ID). ), and the last two characters are the port number. For example, "00030108"
means the DHCP message receive form VLAN ID 3, switch ID 1, port No 8. And
the option 82 remote ID value is equal the switch MAC address.

When DHCP relay information mode operation is enabled, if agent receives a
DHCP message that already contains relay agent information it will enforce the
policy.

5). Configuration - Security - Network - IP Source Guard

5-1). Configuration - Security - Network - IP Source Guard - Configuration
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IP Source Guard Configuration

|Mode| Enabled '| |

Translate dynamic to static I

Port Mode Configuration

Port [ Mode [ Max Dynamic Clients
=< RS
1 [Disabled =] [Unlimited
2 [Disabled ¥ [Unlimited
3 [Disabled x| [Unlimited
4 [Disabled ¥ [Unlimited
5 [Disabled x| [Unlimited
& [Disabled ¥| [Unlimited
7 [Disabled x| [Unlimited
8 [Disabled ¥ [Unlimited
9 [Disabled x| [Unlimited
10 [Disabled x| [Unlimited

Save | Reset I

IP Source Guard is a secure feature used to restrict IP traffic on DHCP snooping
untrusted ports by filtering traffic based on the DHCP Snooping Table or
manually configured IP Source Bindings. It helps prevent IP spoofing attacks
when a host tries to spoof and use the IP address of another host.  This
function limit the maximum number of dynamic clients that can be learned on
given port.

KR ERN Ry KAl ENgERY KA KRN ERY ERREY

Note: Dynamic IP Source entry is learned from DHCP request. Before enable
IP Source Guard, DHCP Snooping function should be enabled first.
Otherwise, static IP Source entry should be created for IP Source Guard
operation.

5-2). Configuration - Security - Network - IP Source Guard - Static Table

Static IP Source Guard Table
[ Delete [ Port [ VLANID [ IP Address | MAC address |

Add Mew Entry I
Save | Reset |
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This page is used to add/delete Static IP Source Entry. A Static IP Source Entry
consists of Port, VLAN ID, IP Addtress and Mac address.

This static table is used to prevent IP spoofing attacks when a host tries to
spoof and use the IP address of another host.

6). Configuration - Security - Network - ARP Inspection

6-1). Configuration - Security - Network - ARP Inspection - Configuration

ARP Inspection Configuration
m Cisatdad ,'J

Translate dymamic EE}!’E.J

Port Mode Configuration

[Port | Mode
o |
¢ [Deabled 3]
2 [Cissbled %]
3 [Gasbind )
+ [Geea 5]

& |Dusabled _'_l

@«

10 {Disabled ﬂ

This page is used to configure ARP Inspection function. ARP Inspection is a
secure feature. Several types of attacks can be launched against a host or
devices connected to Layer 2 networks by "poisoning” the ARP caches. This
feature is used to block such attacks. Only valid ARP requests and responses
can go through the switch device.

Note: Dynamic ARP entry is learned from DHCP request. Before enable ARP
Inspection, DHCP Snooping function should be enabled first. Otherwise, static
ARP entry should be created for ARP Inspection operation.

6-2). Configuration - Security - Network - ARP Inspection - Static Table
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Static ARP Inspection Table
[ Delete [ Port | VLAN ID | MAC Address [ IP Address |

Add New Entry
Save I Reset

This page is used to add/delete Static ARP Entryin Static ARP Inspection Table.
This table will be used for ARP Inspection security function.

6.4.4.3 Configuration - Security - AAA

Authentication Server Configuration

Common Server Configuration

Timeout |15 seconds
Dead Time EUD seconds

RADIUS Authentication Server Configuration

[# [Enabled [ IP AddressiHostname | Port | Secret
1 - [ [1812 |
2 O | [ta12 |
3 O [ ig12 |
4 O | [ta12 |
5 [ [i812 |

RADIUS Accounting Server Configuration

# [ Enabled | IP Address/Hostname [ Port | Secret
1 O [ [ta13 |
2 [ | fig13 |
3 [ [ig13 |
4 [ [1813 [
5 [ [ta13 |
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TACACS+ Authentication Server Configuration

# | Enabled | IP Address/Hostname | Port | Secret
10 | kg [
[T | e} [
3 [ jag [
a4 | ko |
5 T | kg [

Save [ Reset |

This page is used to configure RADIUS and TACACS+ Servers.
The settings are used for 802.1x network access and switch user login
authentication operations.
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6.4.5 Configuration - Aggregation

6.4.5.1 Configuration - Aggregation - Static

Aggregation Mode Configuration

Hash Code Contributors

IP Address

Source MAC Address
Destination MAC Address [~

TCP/UDP Part Number

v

v
v

Aggregation Group Configuration

Port Members

Group ID

[4]5[6[7]8]9]10

Naormal
1

2
3
4
5

1
(&
@

-
C
(&
C

2
(o
&

D

-
-
C
-

3
(\

0 e ¥io fe ko HO)
@ e Fie e e RO
w e e te kv o]
@ e Xio e e HO
» o S 1o ¥o H0]
w e kie e e O]
DD TEDD®

-
c
O
o
-

Save | Reset I

This page is used to configure Aggregation Hash Mode and Static Aggregation
Group. The Aggregation Hash Mode selects the Hash Code Contributors that
can be used to calculate the destination port for the frame.

Up to five Static Aggregation Groups can be used for Aggregation. Assign

ports to them for the operation.

6.4.5.2 Configuration - Aggregation - LACP
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LACP Port Configuration

(Port | LACP Enabled T Re T
1 r [Aue =] [ [Boive =] [Fast =] [ 3278
2 r [t =] | [Acw =] [Fst 2] [ 3a7ee
3 r [Aue =} | [Ace »] [Fast 3] | 32788
a r [Ane =l [ [Acve =] [Fest »] [ 32re8
3 r [Bae =] | [Actn =] [Fast =] [ 3768
5 r [Ane =] | [Actve =] [Fast =) [ 3768
7 r [ase =] | [Boive =] [Feet =] [ 32768
8 r [Ame = | [Actie =] m r—.'!;'—:'?ﬂ
g r [Aae = | [Acive =] [Feet 3] [ 32768
10 r [ase = | [Acve = [Faer =l 2768

Sww | Resat |

This page is used to configure LACP function for Aggregation operation. LACP
is an IEEE 802.3ad standard protocol. The Link Aggregation Control Protocol,
allows bundling several physical ports together to form a single logical port.
Two switches can create aggregation connection with LACP function.
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6.4.6 Configuration - Loop Protection

General Seftings

Global Configuration

Enable Loop Protection | [Disable v
Transmission Time 13 seconds
Shutdown Time 180 seconds
Port | Enable | Action [ Tx Mode

¢ T2 Bl B

1 M [Shutdown Port ~| [Enable =]

2 ¥ |Shutdown Port | [Enable =]

3 ¥ |Shutdown Port ~| [Enatle =]

4 ¥ |Shutdown Port ~| [Enable ~|

5 ¥ [Shutdown Port =| [Enable x|

6 ¥ [Shutdown Port | [Enable =]

7 ¥ |Shutdown Port ~| [Enatle =]

8 ¥ |Shutdown Port | [Enable =]

9 ¥  [Shutdown Port =| [Enable x|

10 ¥ [Shutdown Port | [Enable =]

Save | Reset |

This page is used to configure Loopback Detection function. Loopback on port
will cause packet storm in switch.

If Loopback Detection is enabled on ports and Tx Mode is enabled, the port is
actively generating loop protection PDU's. If loopback is found, the action
could be shutdown port or log it. The shutdown time could be configured for
some period.
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6.4.7 Configuration - Spanning Tree

6.4.7.1 Configuration - Spanning Tree - Bridge Settings

STP Bridge Configuration

Protocol Version [MsTP |
Bridge Priority Wzl
Forward Delay |-15—
Max Age '20—
Maximum Hop Count F
Transmit Hold Count f27

Advanced Settings

Edge Port BPDU Filtering
Edge Port BPDU Guard
Port Error Recovery

omn

Port Error Recovery Timeout

Save I Reset |

This page is used to configure Spanning Tree Bridge configuration.
This switch supports STP(IEEE 802.1D), RSTP(IEEE 802.1w), and MSTP(IEEE

802.1s). ltcould be selected at Prorocol Version.

6.4.7.2 Configuration - Spanning Tree - MSTI Mapping
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MSTI Configuration
Add VLANS separated by spaces or comma

Unmapped VLANs are mapped to the CIST. (The default bridge instance).

Canfiguration ldantification

qux
Jio

VLANs Mapped

METI3

MSTIE

METIE

METI7

|
|
MSTI4 |
|
|
|

This page is used to configure the mapping between MSTI and VLAN.
Configuration Identification consists of the name and revision to identify the
VLAN to MSTI mapping. Bridges must share the name and revision, as well

as the VLAN-to-MSTI mapping configuration in order to share spanning trees for
MSTI's (Intra-region).

6.4.7.3 Configuration - Spanning Tree - MSTI Priorities
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MSTI Configuration

MSTI Priority Configuration

MSTI | Priority
cisT  [32768 =]
MsTH  [32768 =]
MsTI2 [32768 <]
MSTI3 [32768 -]
msTi4 [32788 =]
MsTI5 [32788 7]
MsTIE [32768 ¥
msTI7 [32768 ~|

Save | Reset |

This page is used to configuration MSTI Priority.

Lower numeric values have better priority. The bridge priority plus the MSTI
instance number, concatenated with the 6-byte MAC address of the switch
forms a Bridge Identifier.

6.4.7.4 Configuration - Spanning Tree - CIST Ports
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STP CIST Port Configuration
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MSTI Port Configuration
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This page is used to configure Spanning Tree opeartion on Ports.

6.4.7.5 Configuration - Spanning Tree - MSTI Ports
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Click [Get].

The MSTI Port Configuration will be shown.

Select the MSTI.



MST1 MSTI Port Configuration

MSTI Aggregated Ports Configuration

Port | Path Cost | Priority
o o | [
Port | Path Cost | Priority
- o ® | =

1 Ao =] | [1287=]

2 [Aume =] | [128%]

3 [Auwo o | [1287=]
4 Jae o | [128 =]

5 [Ato o | [128 =]

6 [Awte =] | [1287~]

7 [Ame 7| | [128 <]

8 [ao =] | [128 =]

9 [aue =] | 128 =]
10 [Awo =] | [1287%]

Save | Reset I

An MSTI port is a virtual port, which is instantiated separately for each active
CIST (physical) port for each MSTI instance configured on and applicable to the
port. The MSTI instance must be selected before displaying actual MSTI port
configuration options.

Path Cost controls the path cost incurred by the port. The Auto setting will set
the path cost as appropriate by the physical link speed, using the 802.1D
recommended values. Using the Specific setting, a user-defined value can be
entered. The path cost is used when establishing the active topology of the
network. Lower path cost ports are chosen as forwarding ports in favour of
higher path cost ports.

Priority controls the port priority. This can be used to control priority of ports
having identical port cost.
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6.4.8 Configuration - MVR

VLAN Interface Setting (Role [EInactive | S:Source ! R:Receiver])

Delete | MVRVID | MVR Name [ _Mode | Tagging | Priority | LLOI |
r 0 | an  [Cynamic = [Tagged =] | © 51
Port 1+ 23 4567891

Rote FININENINRNANRNNNGND
A Hew VR VLA |

| Interface Channal Setting |
@ =dt 1 Channal

Immediate Leave Setting

[Port | Immediate Leave
[Cisabled 2]
Disabled :_]

Swe| Reset|

~N o0 o - W 0 -

O o

o

This page is used to configure MVR function. The MVR feature enables
multicast traffic forwarding on the Multicast VLANs. In a multicast television
application, a PC or a network television or a set-top box can receive the
multicast stream. Multiple set-top boxes or PCs can be connected to one
subscriber port, which is a switch port configured as an MVR receiver port.
When a subscriber selects a channel, the set-top box or PC sends an
IGMP/MLD report message to Switch Ato join the appropriate multicast group
address. Uplink ports that send and receive multicast data to and from the
multicast VLAN are called MVR source ports. Itis allowed to create at maximum
8 MVR VLANs with corresponding channel settings for each Multicast VLAN.
There will be totally at maximum 256 group addresses for channel settings.

Follow the steps to complete the configuration.

Create MVR VLANSs and assign ports to the VLANSs.
2. Configure the MVR VLAN.

3. Click (e) to assign channels to the VLAN.

4. Enable/Disable Inmediate Leave function on Ports.
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6.4.9 Configuration - IPMC

6.4.9.1 Configuration - IPMC - IGMP Snooping

1). Configuration - IPMC - IGMP Snooping - Basic Configuration

IGMP Snooping Configuration

Snooping Enabled r
Unragistered IPMOa Flooding Enabied W
IGMP SSM Range 32000 B
Leave Proxy Enabled r
Proxy Enabled r

Port Related Conﬂquraﬂon

unlimeted :]
[oriatnd =]
[oniimted

unlimeted =
[unlimeed =]
[unliméed =]
unhmud;]
unlimeted =

CETISEE AT OISR OEE T1E TR

Sam

L IF S AR TEE MR ORI

I T IR T S SRR S -
ij

This page is used to configure the basic configuration of IGMP Snooping
function. Configuration for general settings and port settings can be done
here.

2). Configuration - IPMC - IGMP Snooping - VLAN Configuration

IGMP Snooping VLAN Configuration Muh[ Jee | * I
Stan fem VLAN || wih E; rdnes v pADY

Datete | | r w I'&W%do _j[ 2 [ =
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This page is used to maintain the IGMP Snooping VLAN Table. The following
functions are supported.

- Add a new IGMP VLAN. Configure it. And Save.

- Edita IGMP VLAN.

- Delete a IGMP VLAN

3). Configuration - IPMC - IGMP Snooping - Port Group Filtering

IGMP Snooping Port Group Filtering Configuration

Delete [ Port [ Filtering Groups
|| 5 224.10.01

Add New Filtering Graup |

Save Reset

This page is used to maintain IGMP Filtering Group on Port. The IP Multicast
Group in the table will be filtered on the port.

6.4.9.2 Configuration - IPMC - MLD Snooping

1). Configuration - IPMC - MLD Snooping - Basic Configuration
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MLD Snooping Configuration

[ Global Configuration
}Sﬂ:cnmu Ensbled
atersd IPMICWE Flopdng Enabiled

&
1

VLD SSM Rsnge 'ﬂa / k-
r
r~

» Prowy Ersbled
Proxy Enatind

Port Related Configuration

[unimited =

W o N s W -
XTI AR AR IR
R TARE AR ARk 0 Ol

o

Swe| Reosel|

This page is used to configure the basic configuration of MLD Snooping
function. Configuration for general settings and port settings can be done
here.

2). Configuration - IPMC - MLD Snooping - VLAN Configuration

MLD Snooping VLAN Configuration M _E‘_] _iJ
Stonbom VAN I wih B0 ontner pecsam

e ] | r P MDA [ 2 [ @ [ w [ w [ 1
Add New MLD VLAN
v Auua]

This page is used to maintain the MLD Snooping VLAN Table. The following
functions are supported.

- Add a new IGMP VLAN. Configure it. And Save.

- Edita IGMP VLAN.

- Delete a IGMP VLAN

3). Configuration - IPMC - MLD Snooping - Port Group Filtering
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MLD Snooping Port Group Filtering Configuration

’:m [ Port | Filtering Groups |
paleta | [ =] |

Add New Filterng Group ]
Save | Resst |

This page is used to maintain MLD Filtering Group on Port. The IP Multicast
Group in the table will be filtered on the port.
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6.4.10 Configuration - LLDP

LLDP Configuration
LLDP Parameters

Txlotervol {FO seconss]
TxHold | times

Tx Delay ﬁ seconds
Tx Relnit {Z—. seconds

LLDP Port Configuration

Optional TLVs

Port | Mode | COP aware | Port Descr | Sys Name | Sys Descr | Sys Capa | Mgmt Addr
* [ - ~ v [ v
1 '.'Ils:lhlndﬂ

| 2 [Gisabiod 5]

| 10 [Dissbled =]

Swa| Resa|

o W
LI < B R ¢ (R ¢ 4 B 1 |
A3 03
Y0073 3T

~ @ ¢

@ @
1)
<

<

LN CIES TN TIRE CTAR C1E)
£ <A I « B < B < B « B ¢ (B ¢ R ¢ I A |
14 09
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This page is used to configure LLDP function of the switch. The system
general settings and ports settings can be configured.

LLDP is an IEEE 802.1ab standard protocol.

The Link Layer Discovery Protocol(LLDP) specified in this standard allows
stations attached to an IEEE 802 LAN to advertise, to other stations attached to
the same |IEEE 802 LAN, the major capabilities provided by the system
incorporating that station, the management address or addresses of the entity
or entities that provide management of those capabilities, and the identification
of the stations point of attachment to the IEEE 802 LAN required by those
management entity or entities. The information distributed via this protocol is
stored by its recipients in a standard Management Information Base (MIB),
making it possible for the information to be accessed by a Network
Management System (NMS) using a management protocol such as the Simple
Network Management Protocol (SNMP).
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6.4.11 Configuration - MAC Table

MAC Address Table Configuration

Aging Configuration

Disable Automatic Aging | ™
Aging Time EDEI seconds

MAC Table Learning

[ Port Members
[1]2]3]4a][5[6]7]8]9]10
Auto & & & & & & & & & &
Disable & ¢ C ¢ ¢ C ¢ C C
Secure C C C C C O CC.C L

Static MAC Table Configuration

Port Members
Delete [ VLANID | MACAddress [1[2[3[4]5[6[7[8]9]1w0
| 5 10 00-00-00-01-02-03 [ T T O MO

Add New Static Entry |
Save | Reset |

This page is used to configure Mac Table function of the switch.
Aging Time, Mac Address Learning, Static Mac Address can be configured in

this function. If Mac Address Learning is set to Secure, only static MAC
entries are learned, all other frames are dropped.
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6.4.12 Configuration - VLANs

6.4.12.1 Configuration - VLANs - VLAN Membership

VLAN Membership Configuration

Start from VLAN |1 with PEI entries per page.

[ i | PortMembers

Delete [VLANID | VLAN Name 1]2]3]a]s]6[7[8]9]10
o | default MMIMIMIMIMIMIMIL]
L} 10 I aaa [

Add New VLAN |
Save | Reset |

This page is used to maintain 802.1Q VLAN Group.

Add a new VLAN, and assign VLAN ID, VLAN Name, Ports to it.
Edita VLAN.

Delete a VLAN.

6.4.12.2 Configuration - VLANs - Ports

Ethertype for Custem S-ports 0x 23 Auto-rstash ™ | Fghesh |

VLAN Port Configuration

] e oo
‘8 r > #fF A 1> 3
1 [Unaware = r ] =] [Specic =] | 1 [Untag_pad =|
2 [Urawsre = L) & > [Specitc =] | 1 [Untsg_pwid =
N L A= Feoicsl [ 7 [regpis
4 [Urawas ~| r [an > [Specic =} | 1 [Untsg_pwid =]
5 [Unaware - r Y] = [Speciic = | 1 [Untag_pwid =]
6 [Urawsre =l r A =] [Specitc =| | 1 [Untag_pwd =
7 [Urawse =] r fAi =] [Speciic = | 1 [Untag_pd =
B [Unaware «| r [an »| [Speciic =] | 1 [Untag_gwd =
9 |Unawaes = r ] = [Specic =] | 1 [Untag_pwd =)
10 l'.r.mn :J r A :j ]Spuclﬁ::] | 1 lUnlaq_p\\d:j

Sue| Reset|

This page is used to configure 802.1Q VLAN and Q-in-Q function on Ports.
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About Port Type ...

- Unaware: When a portis setup as Unaware. Incoming frames will be treated
as untagged. Even when anincoming frame is tagged, this tag is treated by
the switch as payload. And the frame will be classified to port based VLAN —
PVID. This for 802.1Q access connection or Q-in-Q downlink connection.
If Port-based VLAN is used, please set ports as “Unaware” with the same
PVID.

- C-port: When a portis setup as C-port, tagged frames will be classified to the
VLAN based on this tag of the frames. This is for 802.1Q VLAN trunk.

- S-port: When a port is setup as S-port, the TPID in tag of egress frame are
always 0x88A8 as Service VLAN. This is for Q-in-Q uplink connection.

- S-custom-port: When a port is setup as S-custom-port, the TPID in tag of
egress frame are always customized TPID as Service VLAN. This is for Q-
in-Q uplink connection.

About Port VLAN Mode ...

- None: PVID will be ignored. A VLAN tag with the classified VLAN ID is
inserted in frames transmitted on the port. This mode is normally used for
ports connected to VLAN aware switches as 802.1Q VLAN trunk connection.
Txtag should be setto Untag_pvid when this mode is used.

- Specific: APort VLAN ID can be configured. Untagged frames received on the
port are classified to the Port VLAN ID. If VLAN awareness is disabled(Port
Type is Unaware.), all frames received on the port are classified to the Port
VLAN ID. If the classified VLAN ID of a frame transmitted on the port is
different from the Port VLAN ID, a VLAN tag with the classified VLAN ID is
inserted in the frame.

"Tx_Tag" define how frame will be tagged on the egress direction — when
frame is sent out of the switch from this port.

About 802.1Q VLAN settings ...

Access: [Port Type]-Unaware, [Port VLAN Mode]-Specific(set PVID), [Tx Tag]-
Untag_all.

Trunk: [Port Type]-C-port, [Port VLAN Mode]-None, [Tx Tag]-Untag_pvid.

Hybrid: [Port Type]-Unaware, [Port VLAN Mode]-Specific(set PVID), [Tx Tag]-
Untag_pvid.

About Q-in-Q settings ...

Uplink: [Port Type]-S-port(or S-custom-port with custom TPID), [Port VLAN
Mode]-None, [Tx Tag]-Untag_pvid.

Downlink: [Port Type]-Unaware, [Port VLAN Mode]-Specific(set Service VLAN ID
as PVID, remember to create the Service VLAN and put Uplink/Downlink ports in
it), [Tx Tag]-Untag_all.
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6.4.13 Configuration - Port-Based VLANS

6.4.13.1 Configuration - Port-Based VLANs - PVLAN Membership

Port-Based VLAN Membership Configuration

— Port Members
Delete | PVLANID |t 2] a5 a7 a o1
r I PPV IPRRPRP

Add New Port-Based VLAN I

Save | Resal

This page is used to configure Port-based VLAN. Port-based VLAN can be
created, edited, deleted.

6.4.13.2 Configuration - Port-Based VLANSs - Port Isolation

Port Isolation Configuration

Port Number
1[2[3[a[5][6[7[8]9[10
A o O

Save | Reset |

This page is used to configure Port Isolation function. If ports are marked as
Isolation, they cannot communicate with each other even they are in the same
VLAN.
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6.4.14 Configuration - Voice VLAN

6.4.14.1 Configuration -Voice VLAN - Configuration

Voice VLAN Configuration

Mode Disabled v|
VLAN ID |1DDU
Aging Time EEMEID seconds

Traffic Class | |7 (High) ¥

Port Configuration

Port | Mode | Security | Discovery Protocol
* [« RIS = [«
1 [Disabled ~] [Disabled ~| [oOUl
2 [Disabled ~| [Disabled »| [OUI
3 [Disabled x| [Disabled »| [OUI
4 [Disabled ~| [Disabled ¥| [oul
5 [Disabled ~| [Disabled »| [OUI
& [Disabled ~| [Disabled ~| [OUI
7 [Disabled ~| [Disabled »| [oul
8 [Disabled ~| [Disabled ¥| [OUI
9 [Disabled ~| [Disabled »| [OUI
10 [Disabled ¥| [Disabled ~| [oul

Save I Reset

Lo Lol e B L L ] B Ll e e

This page is used to configure Voice VLAN of the switch. It can configure
general system settings and port settings.

If the function is enabled, the switch can auto-detect VolP traffic and forward the
traffic in the Voice VLAN with specific priority. The Voice VLAN port discovery
protocol could be by OUl or LLDP. (OUl is the firstthree bytes of Mac Address.)

6.4.14.2 Configuration -Voice VLAN - OUI
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Voice VLAN OUI Table

Delete [ Telephony OUI | Description

Delete [ [
Add New Entry |
Save | Reset

This page is used to maintain the OUlI table for Voice IP traffic. OUl s the first
three bytes of Mac Address.

Packets with OUl in the table will be treated as Voice traffic.
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6.4.15 Configuration - QoS

6.4.15.1 Configuration - QoS - Port Classification

QoS Ingress Port Classification

Port [ QoS class [ DP level [ PCP | DEI [ Tag Class. [ DSCP Based
1 o] 0] [o=] [0 Disabled ~
2 JoH x| o= [oz] Disabled r
3 [aF] 0=l [0z 0= Disabled r
4 o= [0=] 0=l [0=] Disabled r
5 [0 0=l [0 [P Disabled r
5 [o-] 0=l Jo=] 0= Disabled r
7 [oE [0x] [o=] [0z Disabled =
8 [0zl [0=] [o=] [0z Disabled r
s [0 0= [o=] [0=] Disabled ~
0 Jox] 0x] o= Jo=] Disabled r

Save [ Reset |

This page is used to configure the basic QoS Ingress Classification settings for
all switch ports.  The following parameters could be configured - Default QoS
Class, default DP(Drop Precedence) Level, default PCP(Priority Code Point) for
untagged frames, default DEI(Drop Eligible Indicator) for untagged frames,
default process for tagged frames, DSCP-based QoS.

About tag classification ...

[Tag Class] is used to enable/disable doing QoS by PCP and DEI in 802.1Q tag.
Clicking it, a (PCP, DEI) to (QoS class, DP level) mapping setting will be shown.
When itis enabled, the ingress tag classification QoS operation of the port will
follow the mapping for packet forwarding.

About DSCP classification ...

[DSCP Based] is used to enable/disable doing QoS by DSCP in IP header.
Check it, and itis enabled.

For ingress DSCP classification configuration, please refer to [DSCP-Based
QoS]page. Check [Trust]in that page, and the DSCP value will work.

For ingress DSCP classification translation configuration, please refer to [DSCP
Translation] and [Port DSCP] pages for further settings.

For egress DSCP remarking configuratiin, please refer to [Port DSCP], [DSCP
Classification], and [DSCP Translation] pages for further settings.
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The QoS class and DP level settings works only when both tag classification
and DSCP classification are disabled. The PCP and DEI settings will be
applied when untagged packets are translate to tagged packets. When both
tag classification and DSCP classification are disabled, QoS class and DP level
settings are statically assigned to a port. All frames received on that port will
have the same QoS class and DP level. This a Port-based QoS.

6.4.15.2 Configuration - QoS - Port Policing

QoS Ingress Port Policers

Port [ Enabled | Rate | Unit [ Flow Control
x I [ 500 [<> ] B
1 0 [ 500 [kbps x| (m
2 r [ 500 [kbps x| r
3 I [ 500 [kbps x| (5
4 r [ 500 [kbps x| B
5 0 [ 500 [kbps =] O
6 O [ 500 [kbps =] r
7 | [ 500 [kbps x| r
8 r [ 500 [kbps x| B
9 I [ 500 [kbps x| O
10 r [ 500 [kbps x| [

Save I Reset I

This page is used to configure Port Ingress Rate Limit. If flow control is
enabled and the port is in flow control mode, then pause frames are sent
instead of discarding frames when limit rate is reached.

6.4.15.3 Configuration - QoS - Port Scheduler
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QoS Egress Port Schedulers

Weight D
Q|e1|[e2|a3| o405

Port | Mode

Strict Priority

Strict Priority - - - = = =

Strict Priority - - - 2 - <
Weighted 17% 17% 17% 17% 17% 17%

Strict Priority - - : 3 5 5

Strict Priority - - = - "

Strict Priority

Strict Priority - - = = =

Strict Priority

Strict Priority - - = - =

—
|D (el (o e I (a6 S R B

This page will show port egress scheduler mode and weight of each queue.
Click Port number to configure its Egress Scheduler. The following page will
be shown.

QoS Egress Port Scheduler and Shapers Port 2

| Scheduler Mode IIS‘.m:: Prodty :ll

This page is used to configure Egress traffic Scheduler and Egress traffic
Shaper on port.

The traffic scheduler could operate in Strict Priority mode or Weighted mode. If
in Weighted mode, the weighting of each queue could be configured.
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The traffic shaper could operate by queue or by port.
give a limitvalue.

Enable by checking itand

6.4.15.4 Configuration - QoS - Port Shaping

QoS Egress Port Shapers

Shapers

Port

Qo0 |

Q1

Q2

| o3

| o4

Q5

| o6

| or

| Port

disabled
disabled
disabled
disabled
10 Mbps
disabled
disabled
disabled
disabled
disabled

|—
|D 1€ (00 [~ [T |07 = LD [N =

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

This page will show egress shaper settings of each port and each queue.
Click Port number to configure its Egress Shaper. The following page will be
shown.

QoS Egress Port Scheduler and Shapers Port2
l Scheduler Mode l Stnct Prority :]I

Queue Shap
Emabia T Rt T o [ s |
E@F—F [ e
ﬁﬁ_ e dr
E@Eﬁ'— e [
E@W [ e
E¥oS

fe - W dr

E@r [ Ar

8
E'QFDJ_. [ =r

E-@ﬁn_ e =l

'
_—

< —HD=-a-n
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This page is used to configure Egress traffic Scheduler and Egress traffic
Shaper on port.

The traffic scheduler could operate in Strict Priority mode or Weighted mode. If
in Weighted mode, the weighting of each queue could be configured.

The traffic shaper could operate by queue or by port. Enable by checking itand
give a limitvalue.

6.4.15.5 Configuration - QoS - Port Tag Remarking

QoS Egress Port Tag Remarking

Port | Mode

Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified

Lo,
|D 160 100 [~ 100 [ 1= 00 B |—

This page is used to show Egress Tag Remarking mode of each port. The
mode could be ...

- Classified: Use classified PCP/DEI values.

- Default: Use default PCP/DEI values.

- Mapped: Use mapped versions of QoS class and DP level.

Click Port number to configure the Egress Tag Remarking mode for it. The
following page will be shown.

QoS Egress Port Tag Remarking Port2
| Tag Remarking Mode | Classified :_I|

Save | Reset | Cancel |

The mode could be ...

- Classified: Use classified PCP/DEI values.

- Default: Use default PCP/DEI values.

- Mapped: Use mapped versions of QoS class and DP level.
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Select the mode and configure the parameters for it. When “Default’ or
“Mapped” is selected, the defaulffmapped PCP and DEI will applied to the
egress tagged packet when the egress portis a tagged port. The original PCP
and DEIl settings will be remarked by the defaulf/mapped PCP and DEI. Or, the
defaulffmapped PCP and DEI will be applied to out tag for double tagging Q-in-
Q applications.

6.4.15.6 Configuration - QoS - Port DSCP

QoS Port DSCP Configuration

Port Ingress Egress
Translate [ Classify Rewrite
* r | <> = Rd|
1 O [Disable »| [Disable Rd|
2 r [Disable »| [Disable Rd|
3 r [Disable »| [Enable =
4 r [Disable ¥| [Disable =
5 r [Disable »| [Disable ~
B r [Disable »| [Disable -]
7 [ [Disable »| [Disable ~
8 r [Disable »| [Disable =
9 r [Disable | [Disable =
10 0 [Disable | [Disable =l
ﬂj Resetl

This page allows you to configure the basic QoS Port DSCP Configuration
settings for all switch ports.

You can configure DSCP ingress and egress settings. In Ingress settings you
can change ingress translation and classification settings for individual ports.
In egress settings, you can configure Rewriting or Remapping for individual
ports.

About Ingress Translate ...

The ingress DSCP value can be translated to another DSCP value for QoS
operation when “Translate” is checked. The translation mapping is set at
[DSCP Translation] page and the translated DSCP value will be used for
ingress DSCP QoS operation.

About Ingress Classify ...
The DSCP ingress classify does not mean DSCP to QoS classification. (DSCP
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to QoS mapping is done in the [DSCP-Based Qo0S] page.) Instead Ingress

Classify in [Port DSCP] means QoS to internal DSCP mapping. When a QoS

class (either from port default or VLAN Tag or DSCP) is gotten, the Ingress

Classify can map this QoS class to internal DSCP.

This internal DSCP then can do another egress map to affect the DSCP value

when the frame is sent out. The QoS to internal DSCP mapping is set in

[DSCP Classification] page, and the mapping will be applied to egress packets

when “Egress Rewrite” in [Port DSCP] page is “enable’’/Remap DP

Unaware”/’/Remap DP Aware”. And the original DSCP value is lost.

The Ingress Classify could be ...

- Disable: Disable ingress DSCP QoS class to internal DSCP mapping
operation.

- DSCP=0: Classifyifincoming (or translated if enabled) DSCP is 0.

- Selected: Classify only selected DSCP for which classification is enabled as
specified in [DSCP Translation] page (select by checking “classify”).

- All: works for all DSCP values.

About Egress Rewrite ...

This is used to set the DSCP Rewrite for egress packet.

- Disable: No Egress rewrite.

- Enable: Rewrite enabled with settings in [DSCP Classification] page without
remapping.

- Remap DP Unaware: Rewrite enabled with remapping “Remap DPO0” setting
in [DSCP Translation] page from the internal DSCP value.

- Remap DP Aware: Rewrite enabled with remapping “Remap DPO0” or
“‘Remap DP1” setting in [DSCP Translation] page from the internal DSCP
value.

6.4.15.7 Configuration - QoS - DSCP Based QoS
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DSCP-Based QoS Ingress Classification

DSCP [ Trust [ QoS Class | DPL
* - o3 [od
0 (BE) r [07=] [07=]
1 5 [07=] [07=]
2 = [ o]
3 ] [0=] [0
: = [0 [0
5 = [0 [o=]
B = [0 [

This page is used to configure QoS Ingress Classification for each DSCP value.
Only frames with trusted DSCP values are mapped to a specific QoS class and

Drop Precedence Level. Frames with untrusted DSCP values are treated as a
non-IP frame.

6.4.15.8 Configuration - QoS - DSCP Translation

DSCP Translation
DSCP Ingress Egress
Translate | Classify | Remap DP0 | Remap DP1
% <> - L3 [<> = = =]
0 (BE) [30 (aF33) =] r [oeey = Joee =
1 [1 - [] [1 = =]
2 [2 - r |2 =l Iz =l
3 [ - [] [3 =~ I3 =]
4 [ - r [4 =l J4 =]
5 [5 ~| [] [5 =~ 5 ~|
3 [6 - r [6 =~ Is =l

This page is used to configure the basic QoS DSCP Translation settings for all
DSCP values. DSCP translation can be done in Ingress or Egress.

Ingress side DSCP can be first translated to new DSCP before using the DSCP

for QoS class and DPL map. There are two configuration parameters for

DSCP Translation -

1. Translate: DSCP at Ingress side can be translated to any of (0-63) DSCP
values.
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2. Classify: Select the DSCP value to enable its QoS Class to internal DSCP
mapping operation when Ingess Classifyis “Selected” in [Port DSCP] page.

For Egress, there are the following configurable parameters for Egress side -

1. Remap DPO Controls the remapping for frames with DP level 0.

2. Remap DP1 Controls the remapping for frames with DP level 1.

The settings are applied to Egress Rewrite in [Port DSCP] page. Please refer
to the description about Egress Rewrite in [Port DSCP] page.

6.4.15.9 Configuration - QoS - DSCP Classification

DSCP Classification
QoS Class [DPL| DSCP

* * l < j
o [0Ee =
1 [0Eg =
o [0Ee
(O (TGN
o [0@Ee
1 [oee
o [0eg
1 [oee =
0
1
0
1
0
1
0
1

[oEee =l
[0EE
[oEe =l
[0EE)
[0EE g]
[0EE él
[0EE 5]
[0EE =]

~N N 00 00 O e e W W NN = = O 0O

Save Reset |

This page is used to configure the mapping of QoS class and Drop Precedence
Level to internal DSCP value.

Frames got a QoS class (either from port default or VLAN Tag or DSCP) then it
can map this QoS to internal DSCP. This internal DSCP then can do another
egress map to affect the DSCP value when the frame is sent out. It could
rewrite the egress DSCP value when Egress Rewrite in [Port DSCP] page is not
disable. Please refer to the description about Egress Rewrite in [Port DSCP]
page.
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6.4.15.10 Configuration - QoS - QoS Control List

QoS Control List Configuration

Action
QCE# | Port | Frame Type | SMAC | DMAC | VID | PCP | DEI Ciass | DPL [ DSCP

10 5 Any Any Any Any  Any Any 0O Default  Default %

®

This page is used to configured QCL(QoS Control List). Each QCE consists of
packet parameters and QoS action for packets match the parameters. With
this function, specific packet traffic could be processed with expected QoS
action.

6.4.15.11 Configuration - QoS - Storm Control

Storm Control Configuration

Frame Type [ Enable [ Rate (pps)
Unicast l_ ] =~

Multicast r 1 '|
Broadcast 1 vI

Save | Reset |

This page is used to configure storm control for the switch.

There is a unicast storm rate control, multicast storm rate control, and a
broadcast storm rate control. These only affect flooded frames, i.e. frames with
a (VLAN ID, DMAC) pair not present on the MAC Address table.

The configuration indicates the permitted packet rate for unicast, multicast or
broadcast traffic across the switch.

Note: If ports are in management VLAN, Broadcast Storm Control will fail to
work.
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6.4.16 Configuration - Mirroring

Mirror Configuration

| Port to mirror to |lﬁ|

Mirror Port Configuration

Port | Mode

L B v
1 [Disabled ~]
2 [Disabled ~|
3 [Dieabled 7]
4 [Dieabied 7]
B
Y
8
9

[Disabled ]
[Disabled v
[Disabled x|
[Disabled x|
0 [Disabled ~|
cPU [Disabled ~|

Save I Reset |

=

This page is used to configure Mirror function of the switch. To debug network
problems, selected traffic can be copied, or mirrored, on a mirror port where a
frame analyzer can be attached to analyze the frame flow.

The mirror traffic could be transmit packets (egress or destination mirroring),
receive packets (ingress or source mirroring), or both. Frames from ports
that have either source (rx) or destination (tX) mirroring enabled are mirrored on
the mirror port. Disabled disables mirroring.
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6.4.17 Configuration - sFlow

sFlow Configuration
Recelver Configuration
Ralease I
saconds
bytes

Port Configuration

« r [ o = r© [ o
LR S | o | 128 r [ 8
2 e (TR | 5T r [ 3
3 | i | 128 r [ @
e R | 128 r g
5 B Th (| 128 r [ 0o
BT [ | w [
7. o | G| 128 r [0s
8 Gl | w r [8
I | 128 c [
w | T | w r [0

This page is used to configuring sFlow. The configuration is divided into two
parts: Configuration of the sFlow receiver (a.k.a. sFlow collector) and
configuration of per-port flow and counter samplers.

sFlow configuration is not persisted to non-volatile memory, which means thata
reboot will disable sFlow sampling.
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6.4.18 Monitor - System

6.4.18.1 Monitor - System - Information

System Information

System

Contact
Name abc
Location

Hardware
MAC Address 00-00-00-66-66-99

Time

System Date 1970-01-01T14:05:04+03:00
System Uptime 0d 05:05:04

Software
Software Version 10-P Yer:1.00.00
Software Date 2012-08-17T14:31:24+08:00

This page is used to show switch system information.

6.4.18.2 Monitor - System - Log

System Log Information Auto-refresh I
Level All >
Clear Level ||All 2

The total number of entries is 2 for the given level.

Start from 1D |1 with ]20 entries per page.

ID | Level | Time | Message
: Info  1970-01-01T09:00:00+03:00 Switch just made a cold boot.
2 Info  1970-01-01T09:00:03-+09:00 Link up on port 7

This page is used to show system log information of the switch.

Level is a filter for showing expected system information.
Clear Level is the level that will be applied for clear operation by clicking [Clear].

Clicking ID will show the details of the log.

6.4.18.3 Monitor - System - Detailed Log
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Detailed System Log Information

) [—

Message

Level Info
Time 1970-01-01714:29:38+09:00
Message Link down on port 7

This page is used to show the details of log.
Entering the ID, details of the log will be shown.
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6.4.19 Monitor - Port

6.4.19.1 Monitor - Port - State

Port State Overview

This page is used to show Port Link status. Clicking port will show its
statistics.

6.4.19.2 Monitor - Port - Traffic Overview

Port Statistics Overview Astoreresh I Hobash I .-_-1..’
|
1 1] 0 1] 0 1] 0 0 0
. o 0 0 0 0 [ 0 o
i 5} 0 0 o 1] 0 0 0
rl 0 o 0 0 0 [ 0 0
5 0 0 0 0 0 0 0 0
] 0 g 1] 0 Q e 0 D
£ 07 136 6332778 2630 Q 0 0 0
] 0 0 0 0 0 [ 0 o
a o 0 0 0 1] 0 1] 0
1 0 g 0 0 0 o o 0

0

o

0

e

0

D

T

0

0

0

This page is used to show brief statistics of each port.

6.4.19.3 Monitor - Port - QoS Statistics
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Queuing Counters Auto-refresh ™

Port Qo Q1 Q2 Q3 Q4 Qs Q7
Ry | Tx | RX | TxX | Rx | Tx |Rx | Tx | Rx| Tx| Rx | Tx | Rx [ Tx | Rx] Tx
1 0 0 0 0 0 6 0 0 © o ¢ 0 0 0 0 0}
2 o 0 0 O 0 0O 0 0 O © © 0 0 0 0o o0Of
3 0 0 0 6 0 0O 0O O ©6 0 0 0 0 0 0 O
4 00 00 0 0O 0 0O O O O 6 0 0 O 0 0f
g 0 D 6 0 0 0 0O 0 O 0 @& 0 0 0 0 Of
B 0 0 6 o 0 0 0 0 O O ® 0 0 0 o0 o
7 37513 o 0 0 1} 1} 1] 1} J U 1) o 0 U 0 145
g 6 o 6 e 0o 0 0o 0o 6 0 0 o 0 o0 o o
g 0 0 0 0 1] 1} 0 1} 0 o a o 0 0 0 0
10 0. 00 B 0 0 0 6 6 o o 0o 0 o o of
This page is used to show traffic statistics of queues on each port.
Clicking port will show its statistics.
6.4.19.4 Monitor - Port - QCL Status
QOS Control LISt Status ngmbined vl Auto-refresh ]
Action :
User | QCE# | Frame Type | Port Conflict
g yP Class | DPL | DSCP

Static 1 Any 1-10 0 Default Default  No

This page is used to show the QCL status by different QCL users. Each row
describes the QCE that is defined. It is a conflict if a specific QCE is not
applied to the hardware due to hardware limitations.

About Conflict ...

Displays Conflict status of QCL entries. As H/W resources are shared by
multiple applications. It may happen that resources required to add a QCE may
not be available, in that case it shows conflict status as 'Yes', otherwise it is
always 'No'. Please note that conflict can be resolved by releasing the H/W
resources required to add QCL entry on pressing 'Resolve Conflict' button.

6.4.19.5 Monitor - Port - Detailed Statistics
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Detailed Port Statistics Port7 Port 7 =] Auto-refresh MI

B

Rx Packets Tx Packess
Rx Octets Tx Octets
R Didcast Tx Unicast
R Multicas Tx Multicast
Rx Broadcast Tx Broadcast
Rx Pause xP

8
8

Rele wa s

Rx &4 Bytes Tx 64 Bytes

R 65927 Bytes 7855 Tx 65127 Bytes

Rx 128 255 Bytes Tx 128255 Bytes

Rx 256.511 Bytes Tx 256511 Byles.

Rx 512-4023 Bytes Tx 5121023 Bytes

Rax 1024.1526 Bytes ;: gm Bytes
AT x . B

=
=

el

T Lata Exe, Coll.

1]
Rx CRCAllgnenent 0
Rx Undessize 0
Rx Oversize 0
Rx Fragments 0
Rx Jabber 0

Rx Filtered 16660

This page is used to show detail statistics of port.
Selectthe port. And detail statistics of the port will be shown.

6.4.19.6 Monitor - Port - DDMI

DOMI Port 10 [Fort 10 = Auto-retmsh
Status ok_with_DOM
Vendar X006

PartNe
SetlalNe
Revision
DateCode
Transceiver

Termperature{*C)
Vaokage({mV)
TxBias(ma)
TaPowse(riV)
RxPower{miV)

This page is used to show SFP transceiver information and status if the
transceiver supports DDMI (Digital Diagnostics Monitoring Interface) function.
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6.4.20 Monitor - Security

6.4.20.1 Monitor - Security - Access Management Statistics

Access Management Statistics

Interface | Received Packets | Allowed Packets | Discarded Packets
HTTP 0 0 0
HTTPS 0 0 0
SNMP 0 0 0
TELNET 0 0 0
SSH 0 0 0

This page is used to show management traffic statistics of everyinterface.

6.4.20.2 Monitor - Security - Network

1-1). Monitor - Security - Network - Port Security - Switch

Port Security Switch Status
User Module Legend

User Module Name [ Abbr
Limit Caontrol L
802.1X 8
DHCP Snooping D
Yoice VLAN W

Port Status

MAC Count
Current | Limit

Port | Users | State

--—-  Disabled
----  Disabled
---— Disabled
----  Disabled
-—---  Disabled
----  Disabled
--—-  Disabled
-—---  Disabled
--—-  Disabled
----__ Disabled

—
[D 160 100 1™~ |G 1O 4= (0D IR [—

This page is used to show the current state of the port and the number of
currently learned MAC addresses (forwarding as well as blocked) and the
maximum number of MAC addresses that can be learned on the port,
respectively.
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State of port could be ...

- Disabled: No user modules are currently using the Port Security service.

- Ready: The Port Security service is in use by at least one user module, and is
awaiting frames from unknown MAC addresses to arrive.

- Limit Reached: The Port Security service is enabled by at least the Limit
Control user module, and that module has indicated that the limit is reached
and no more MAC addresses should be taken in.

- Shutdown: The Port Security service is enabled by at least the Limit Control
user module, and that module has indicated that the limit is exceeded. No MAC
addresses can be learned on the port until it is administratively re-opened on
the Limit Control configuration Web-page.

Clicking port will show MAC addresses secured by the Port Security module.

1-2). Monitor - Security - Network - Port Security - Port

Port Security Port Status Port 1 Pot1 |

MAC Address | VLAN ID [ State | Time of Addition | Age/Hold
No MAC addresses attached

This page shows the MAC addresses secured by the Port Security module. Port
Security is a module with no direct configuration. Configuration comes indirectly
from other modules - the user modules. When a user module has enabled port
security on a port, the port is set-up for software-based learning. In this mode,
frames from unknown MAC addresses are passed on to the port security
module, which in turn asks all user modules whether to allow this new MAC
address to forward or block it. For a MAC address to be set in the forwarding
state, all enabled user modules must unanimously agree on allowing the MAC
address to forward. If only one chooses to block it, it will be blocked until that
user module decides otherwise.

About Age/Hold ...

If atleast one user module has decided to block this MAC address, itwill stay in
the blocked state until the hold time (measured in seconds) expires. If all user
modules have decided to allow this MAC address to forward, and aging is
enabled, the Port Security module will periodically check that this MAC address
still forwards traffic. If the age period (measured in seconds) expires and no
frames have been seen, the MAC address will be removed from the MAC table.
Otherwise a new age period will begin.

If aging is disabled or a user module has decided to hold the MAC address
indefinitely, a dash (-) will be shown.

2-1). Monitor - Security - Network - NAS - Switch
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Network Access Server Switch Status

Port | Admin State |

Port State

| Last Source | LastID | QoS Class | Port VLAN ID

—
|O 1€0 (00 |4 15 [0 4= (0D R |—

Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized
Force Authorized

Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled
Globally Disabled

This page provides an overview of the current NAS (by 802.1x) port states.

NAS is an acronym for Network Access Server. The NAS is meant to act as a
gateway to guard access to a protected source. A client connects to the NAS,
and the NAS connects to another resource asking whether the client's supplied
credentials are valid. Based on the answer, the NAS then allows or disallows
access to the protected resource. The switch implementes NAS by IEEE
802.1X.

Click port to show port state of 802.1x.

2-2). Monitor - Security - Network - NAS - Port

NAS Statistics Port1 [Port1 .]
Port State
Admin State Force Authorized
Port State Globally Disabled
This page is used to show port state of 802.1x.
Select Port. And the Port State of 802.1x will be shown.
3). Monitor - Security - Network - ACL Status
ACL Status [Conbiead _j Auto-retvesh 7 Raluih
e o—
iUur] "“"" I rame lm | s R“,M lmmrlcvul Icm«lcom]

| No srpsws

This page is used to show the ACL status by different ACL users. Each row
describes the ACE thatis defined. ltis a conflictif a specific ACE is not applied
to the hardware due to hardware limitations.

205



4-1). Monitor - Security - Network - DHCP - Snooping Statistics

DHCP Snooping Port Statistics Port 1 [Part 1 |
Recelve Packets | Transmit Packets
Rx Discover 0 Tx Discover 0
Ry Otfer 0 Tx Offes 0
Rx Request 0 Tx Request 0
Rx Dedine 0 Tx Dedine 0
Rx ACK 0 TxACK 0
Ry NAK 0 Tx NAK 0
Rx Reloase 0 Tx Release 0
R Inform 0 Txlnform 1]
Rx Lease Ouery 0 TxLlease Ouery 0
Rx Lease Unassbgnad 0 Tx Lease Unassigned 0
fx Lease Unknown 0 Tx Leass Unknewn 0
Rx Lease Active 0 Tx Leass Active 0

This page is used to show DHCP Snooping traffic statistics on port.
Select Port. And the DHCP Snooping traffic statistics on the port will be shown.

The statistics doesn't count the DHCP packets for system DHCP client or DHCP
relay mode is enabled

4-2). Monitor - Security - Network - DHCP - Relay Statistics

DHCP Relay Statistics Ado-edass T Rabeah | Claie

Server Statistics

Tranzmit [ 0| Recaive Recel Receis Recel Recel Rezeh
_t Error from Missing Missing Missing Bad Bad
Server ] ClreultiD Remots ID Cliewlt D | Remots ID

Servat

1 0 0 0 0 0 ]

Client Statistics

L"é'u."n':: oier |«:L-cmtlhg:¢owu :uons-urnlummo:m'ui;’&m_]

This page is used to show DHCP Relay statistics.

DHCP Relay is used to forward and to transfer DHCP messages between the
clients and the server when they are not on the same subnet domain.

The DHCP option 82 enables a DHCP relay agent to insert specific information
into a DHCP request packets when forwarding client DHCP packets to a DHCP
server and remove the specific information from a DHCP reply packets when
forwarding server DHCP packets to a DHCP client.

5). Monitor - Security - Network - ARP Inspection
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Dynamic ARP Inspection Table asorsfiesh T Refimsh] le< > |

ot — na— — e e— . Eo—
Stwt dom [Port 1 =) v fi MAC address POOG0000-0000  3nd IP wédress OO0 wih 20 arines
pée page

on oss

Mo mote anities

Entries in the Dynamic ARP Inspection Table are shown on this page. The
Dynamic ARP Inspection Table contains up to 1024 entries, and is sorted first
by port, then by VLAN ID, then by MAC address, and then by IP address.

6). Monitor - Security - Network - IP Source Guard

Dynamic IP Source Guard Table Auto-refresh [

Start fram [Port 1 LI , WLAN |1 and P address bAD.CI.U with I2EI entries per page.

Port [ VLAN ID [ IP Address | MAC Address

No maore entries

Entries in the Dynamic IP Source Guard Table are shown on this page. The
Dynamic IP Source Guard Table is sorted first by port, then by VLAN ID, then by
IP address, and then by MAC address.

6.4.20.3 Monitor - Security - AAA

1). Monitor - Security - AAA - RADIUS Overview

RADIUS Authentication Server Status Overview

#] IP Address | Status
1 0.0.0.0:1812 Disabled
2 00001812 Disabled
3 00001812 Disabled
4 0000:1812 Disabled
5 0.000:1812 Disabled

RADIUS Accounting Server Status Overview

# | IP Address [ Status
1 0.000:1813 Disabled
2 0000:1813 Disabled
3 00.00:1813 Disabled
4 0.000:1813 Disabled
5 0.00.0:1813 Disabled

This page provides an overview of the status of the RADIUS servers
configurable on the Authentication configuration page.
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The Status could be ...

- Disabled: The server is disabled.

- Not Ready: The server is enabled, but IP communication is not yet up and
running.

- Ready: The server is enabled, IP communication is up and running, and the
RADIUS module is readyto accept access attempts.

- Dead (X seconds left): Access attempts were made to this server, but it did not
reply within the configured timeout. The server has temporarily been disabled,
but will get re-enabled when the dead-time expires. The number of seconds left
before this occurs is displayed in parentheses. This state is only reachable
when more than one server is enabled.

2). Monitor - Security - AAA - RADIUS Details

RADIUS Authentication Statistics for Server #1 [Server#1 ~|
Receive Packets [ Transmit Packets

Access Accepts 0 Access Requests 0
Access Rejects 0 Access Retransmissions 0
Access Challenges 0 Pending Requests 0
Malformed Access Responses 0 Timeouts 0
Bad Authenticators 0

Unknown Types 0

Packets Dropped 0

Other Info
IP Address 0.0.0.0:1812
State Disabled
Round-Trip Time Oms
RADIUS Accounting Statistics for Server #1
Receive Packets [ Transmit Packets
Responses 0 Requests 0
Malformed Responses 0 Retransmissions 0
Bad Authenticators 0 Pending Requests 0
Unknown Types 0 Timeouts 0
Packets Dropped 0
Other Info

IP Address 0.0.0.0:1813
State Disabled
Round-Trip Time 0 ms

This page provides detailed statistics for a particular RADIUS server.
The statistics map closely to those specified in RFC4668 - RADIUS

Authentication Client MIB. Use the server select box to switch between the
backend servers to show details for.

6.4.20.4 Monitor - Security - Switch
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1). Monitor - Security - Switch - RMON
1-1) Monitor - Security - Switch - RMON - Statistics

RMON Statistics Status Overview Acto-fosh T ‘mj E(I > '

Sttt from Control ndax S wih E SMES ar page

This page provides an overview of RMON Statistics entries.
1-2) Monitor - Security - Switch - RMON - History

RMON History Overview Actorefosh T [Fofesh| 2] (53]
smmcmmlmmxﬁ and Sempla hdex ﬁ mﬁ enines par page

This page provides an overview of RMON History entries.

1-3) Monitor - Security - Switch - RMON - Alarm

RMON Alarm Overview

Start from Cortrol Index ﬁ with ﬁ eninas por page

This page provides an overview of RMON Alarm entries.

1-4) Monitor - Security - Switch - RMON - Event
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RMON Event Overview

Start from Cantrol Index 5 and Sample Index b

Event

Index Logindex

LogTime

LogDescription

No more entries

with 20

Auto-refresh [

entries per page.

This page provides an overview of RMON Event table entries.
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6.4.21 Monitor - LACP

6.4.21.1 Monitor - LACP - System Status

LACP System Status

Aggr ID

Partner
System ID

Partner | Partner
Key Prio

Last
Changed

Local
Ports

No ports enabled or no existing partners

This page provides a status overview for all LACP instances.

6.4.21.2 Monitor - LACP - Port Status

LACP Status

Port

LACP | Key

Aggr ID

Partner

Partner

Partner
Prio

O W~ WwN —

—

No
Mo
Mo
No
Mo
MNo
No
No
No
Mo

System ID

Port

This page provides a status overview for LACP status for all ports.

6.4.21.3 Monitor - LACP - Port Statistics

LACP Statistics
Port LACP LACP Discarded

Received | Transmitted | Unknown | lllegal
1 0 0 0 0
2 0 0 0 0
3 0 0 0 0
4 0 0 0 0
2] 0 0 0 0
6 0 0 0 0
7 0 0 0 0
8 0 0 0 0
9 0 0 0 0
10 0 0 0 0
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This page provides an overview for LACP statistics for all ports.
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6.4.22 Monitor - Loop Protection

Loop Protection Status

Port | Action | Transmit | Loops [ Status | Loop | Time of Last Loop

1 Shutdown  Enabled 0 Down

2 Shutdown  Enabled 0 Down - -
3 Shutdown  Enabled 0 Down

4 Shutdown  Enabled 0 Down - -
5 Shutdown  Enabled 0 Down

B Shutdown  Enabled 0 Down - -
7 Shutdown  Enabled 0 Up

8 Shutdown  Enabled 0 Down - -
9 Shutdown  Enabled 0 Down

10  Shutdown  Enabled 0 Down - -

This page displays the loop protection port status for ports of the switch.
If loop happens on port, packet storm will be generates from the switch. That

will cause serious problem for normal network operation. Loop Protection
function can prevent such problem happens on ports.
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6.4.23 Monitor - Spanning Tree

6.4.23.1 Monitor - Spanning Tree - Bridge Status

STP Bridges Auto-refrash T
T Root | Topolegy | Topology
e Shast ] ] [Port|Cost] Flag = | Change Last
| ST 32766 00-CO-FO-56-66-89 32753 .00-CO-F3-66-E6-79 0 Steady -

This page provides a status overview of all STP bridge instances.

Click CIST or MSTIx, STP Detailed Bridge Status will be shown.

STP Detailed Bridge Status

STP Bridge Status
Bridge Instance CIST
Bridge 1D 32768.00-00-00-66-66-99
Root ID 32768.00-00-00-66-66-99
Root Cost 0
Root Port -
Regional Root 32768.00-00-00-66-66-99
Internal Root Cost 0
Topology Flag Steady
Topology Change Count 0O
Topology Change Last

CIST Ports & Aggregations State

Port | PortID | Role

| State

| Path Cost | Edge | Point-to-Point | Uptime

7 128:007 DesignatedPort Forwarding

200000

Yes Yes

0d 00:01:26

6.4.23.2 Monitor - Spanning Tree - Port Status

STP Port Status
Port | CIST Role | CIST State | Uptime
1 Disabled Discarding -
2 Disabled Discarding -
3 Disabled Discarding -
4 Disabled Discarding -
5 Disabled Discarding -
& Disabled Discarding -
7 DesignatedPort Forwarding 0d 00:05:09
8 Disabled Discarding -
9 Disabled Discarding -
10 Disabled Discarding -
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This page displays the STP CIST port status for physical ports of the switch.

The CIST Role could be AlternatePort, BackupPort, RootPort, DesignatedPort, or
Disabled. The CIST State could be Discarding, Learning, or Forwarding.

6.4.23.3 Monitor - Spanning Tree - Port Statistics

STP Statistics

Auto-refrash T

Port

MSTP [ RSTP [ STP [ TCN

Transmitted

Recelved

Discarded

MSTP | RSTP | STP
0 0

TTcN

Unknown | lllegal |
0 0

28

0 0 0

(

This page displays the STP port statistics counters of bridge ports in the switch.

- MSTP: The number of MSTP BPDU's received/transmitted on the port.

- RSTP: The number of RSTP BPDU's received/transmitted on the port.

- STP: The number of legacy STP Configuration BPDU's received/transmitted on
the port.
- TCN: The number of (legacy) Topology Change Notification BPDU's received
ftransmitted on the port.
- Discarded Unknown: The number of unknown Spanning Tree BPDU's
received (and discarded) on the port.
- Discarded lllegal: The number of illegal Spanning Tree BPDU's received (and
discarded) on the port.
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6.4.24 Monitor - MVR

6.4.24.1 Monitor - MVR - Statistics

MVR Statistics Autarodash ™ Pabuh[ l'.lnvl
vian | TOMPIMLD IGMPIMLD IGMPVI | IGMPVZIMLOVY | IGMPVIMLDY2 |
o Queries Queries Joins ‘Reports Reports Leaves
Received Transmitted Recelved Recelved _Received Received |
No move asfms

This page provides MVR Statistics information.

6.4.24.2 Monitor - MVR - MVR Channel Groups

MVR Channels (Groups) Information Aut-rebesh T nnuh| jee » |
Stan Yom VIAN |1 and Growp Addeas ' wih l! eIna s Dar page
T — -
o HEEDEDEDDT

féo move eninas

Entries in the MVR Channels (Groups) Information Table are shown on this
page. The MVR Channels (Groups) Information Table is sorted first by VLAN ID,
and then by group.

6.4.24.3 Monitor - MVR - MVR SFM Information

MVR SFM Information Aifo-refash T lmnhl Je< TN |
Stan hom VLAN 'I ured Coroop Addesss [ with E;'l snines gar page

!VUHD | Group | Port | Mode | Source Address | mommmn!
Lo mone anenes

Entries in the MVR SFM Information Table are shown on this page. The MVR
SFM (Source-Filtered Multicast) Information Table also contains the SSM
(Source-Specific Multicast) information. This table is sorted first by VLAN ID,
then by group, and then by Port. Different source addresses belong to the same
group are treated as single entry.
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6.4.25 Monitor - IPMC

6.4.25.1 Monitor - IPMC - IGMP Snooping

1). Monitor - IPMC - IGMP Snooping - Status

IGMP Snooping Status Autoesfresh T Gmul Clear
Statistics
VLAN Ouoﬂotl Host IM" Ouwries Mm-lﬁmmlm Wmmlv’iwn
LID Version | Version | Status | Transmitted | Received | Received | Recelved | Received | Received
Router Port
Port | Status

1

;

¢

5

s

3

10

This page provides IGMP Snooping status.

Protocol status and statistics are shown.
Router Port active status is shown.

2). Monitor - IPMC - IGMP Snooping - Groups Information

IGMP Snooping Group Information Auto-refresh T
Start from WLAN |1 and group address P24.D.D.D with PD entries per page.
Port Members

VLAN ID | Groups [1]2[3]4]5]6]7[8[o]10
No more entries

Entries in the IGMP Group Table are shown on this page. The IGMP Group
Table is sorted first by VLAN ID, and then by group.

3). Monitor - IPMC - IGMP Snooping - IPv4 SFM Information

IGMP SFM Information Auto-refresh [

Start from VLAN |1 and Group P24.[J.D.D with IQD entries per page.

VLAN ID | Group [ Port | Mode [ Source Address | Type | Hardware Filter/Switch
No more entries
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Entries in the IGMP SFM Information Table are shown on this page. The IGMP
SFM (Source-Filtered Multicast) Information Table also contains the SSM
(Source-Specific Multicast) information. This table is sorted first by VLAN ID,
then by group, and then by Port. Different source addresses belong to the same
group are treated as single entry.

6.4.25.2 Monitor - IPMC - MLD Snooping

1). Monitor - IPMC - MLD Snooping - Status

MLD Snooping Status Auto-refresh [ Rekesh
Statistics
l I Querier l I I V1 Reports I I VilLeaves
1D | Version | Version Transmitted Received | Received | Received
Router Port
[Port
1 3
3
4
6
8
9
10

This page provides MLD Snooping status.

Protocol status and statistics are shown.
Router Port active status is shown.

2). Monitor - IPMC - MLD Snooping - Groups Information

NMLD Snooping Group Information Auto-rafresh ™ [Babesh | << I >
Stan from VLAN |1 wnd group addwess "IJJ with [‘.I ANINes par pane

_No more entves

IPmeml
_VLANID | Groups [1[2]3}4]03%[78]9]10]

Entries in the MLD Group Table are shown on this page. The MLD Group Table
is sorted first by VLAN ID, and then by group.

3). Monitor - IPMC - MLD Snooping - IPvé SFM Information
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MLD SFM Information Auto-refiash [~ Refiesh |
Stant from VLAN || and Group 'D] with [’.ﬂ aniries per page

LMD [ Group | Port | Mode | Source Address | Type | Hardware Filter/Switch l
No more ardnes

Entries in the MLD SFM Information Table are shown on this page. The MLD
SFM (Source-Filtered Multicast) Information Table also contains the SSM
(Source-Specific Multicast) information. This table is sorted first by VLAN ID,
then by group, and then by Port. Different source addresses belong to the same

group are treated as single entry.
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6.4.26 Monitor - LLDP

6.4.26.1 Monitor - LLDP - Neighbours

LLDP Neighbour Information Asto-redtosh T %m’
Lecal I dnuls1 Remote Port I System I Port System I Management
Port o 1°) Name Daseription Capabllities Add

| Mo LLOP senghzow indarmation faund

This page provides a status overview for all LLDP neighbours. The displayed
table contains a row for each port on which an LLDP neighbour is detected.

6.4.26.2 Monitor - LLDP - EEE

LLDP Neighbors EEE Information Auto-refresh T amg]
Local l Tx | Rx |h|ba‘oh&ouw' ol Echo Tx I Echo Rx I Rezolved Tx | Resolved Rx | EEE in
Port Tw | Tw Tw Tw Tw Tw Tw 3

No LLDP EEE informatnn und

This page provides an overview of EEE information exchanged by LLDP.

By using EEE power savings can be achieved at the expense of traffic latency.
This latency occurs due to that the circuits EEE turn off to save power, need time
to boot up before sending traffic over the link. This time is called "wakeup time".
To achieve minimal latency, devices can use LLDP to exchange information
about their respective tx and rx "wakeup time ", as a way to agree upon the
minimum wakeup time they need.

6.4.26.3 Monitor - LLDP - Port Statistics
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LLOP Global Counters Auowe T RibsN| Tl |

Neghbow emnes were ket changed 1970-01-01700 00 00«00 00 (3174 secs. ago
Total Neighbours Entiies Added
Totd Neighbours Enries Dakited
Torw Neighbeurs Entries Dropged
Total Neighbours Entries Ages Out

oo

LLDP Statistics Local Counters

cooopooooollX
cooocoococooldd
_OQQOOOODOD
oo0o0oC0COoOO0ODOO
Do coeonason
copcoocoooo|R®
- E-R-N-N-N-R_-N-N_-N-]

1 o
2 [
3 1]
‘ o
5 o
8 [
L4 o
B c
9 o
19 ]

This page provides an overview of all LLDP traffic.
Two types of counters are shown. Global counters are counters that refer to the

whole switch, while local counters refer to per port counters for the currently
selected switch.
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6.4.27 Monitor - MAC Table

MAC Address Table Auto-refresh [T Refresh |
Startfrom VLAN [I and MAC address p0-00-00-00-00-00  with |20 entries per page.
Port Members
Type [VLAN [ MAC Address [cpu[1]2[3]4]5][6] 7 [8]s]10

Dynamic 1 00-00-E2-82-8C-E6

Dynamic 1 00-0A-79-B9-A42-C3

Dynamic 1 00-0E-A0-00-03-28 v

Dynamic 1  00-0E-A6-85-51-47 v

Dynamic 1 00-10-60-58-3D-5F

Dynamic 1 00-11-D8-CE-46-FC

Dynamic 1 00-13-D4-9E-C4-01

Dynamic 1  00-1D-72-08-88-CE v

Dynamic 1 00-1D-92-BF-0C-54

Dynamic 1 00-22-15-66-11-FB

Entries in the MAC Table are shown on this page. The MAC Table contains up to
8192 entries, and is sorted first by VLAN ID, then by MAC address.
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6.4.28 Monitor - VLANSs

6.4.28.1 Monitor - VLANs - VLAN Membership

VLAN Membership Status for Combined users

Start from VLAN |1 with PEI entries per page.  [<< > |

Port Members
VLANID [1(2(3|4|5|6[7 (89|10
1 VIV

This page provides an overview of membership status of VLAN.

6.4.28.2 Monitor - VLANs - VLAN Port

VLAN Port Status for Static user [Static =]
Port | PVID | Port Type | Ingress Filtering | Frame Type | Tx Tag | UVID | Conflicts
1 1 UnAware Disabled All - Untag_this 1 Mo
2 1 UnAware Disabled Al Untag_this 1 Na
3 1 UnAware Disabled All - Untag_this 1 Mo
4 1 UnAware Disabled All - Untag_this 1 No
5 1 UnAware Disabled All - Untag_this 1 Mo
6 1 UnAware Disabled All - Untag_this 1 Na
7 1 UnAware Disabled Al Untag_this 1 No
8 1 UnAware Disabled All - Untag_this 1 Nao
9 1 UnAware Disabled All - Untag_this 1 Mo
10 1 UnAware Disabled All_ Untag_this 1 No

This page provides VLAN Port Status and Setting.
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6.4.29 Monitor - sFlow

sFlow Statistics Auto-refresh [

Receiver Statistics

Owner <none>
IP Address/Hostname 0.0.0.0
Timeout 0
Tx Successes 0
Tx Errors 0
Flow Samples 0
Counter Samples 0

Port Statistics

Port | Rx Flow Samples | Tx Flow Samples | Counter Samples
1

D WO ~OO & W

L e e R e e e e )
e e e e R e e R e
ODooooooooo

—_

This page shows receiver and per-port sFlow statistics.
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6.4.30 Diagnostics - Ping

ICMP Ping

IP Address  pooo
Ping Length F
Ping Count ﬁ
Ping Interval [1—

Start

This page allows you to issue ICMP PING packets to troubleshoot IP
connectivityissues.

After you click [Start], ICMP packets are transmitted, and the sequence number
and round trip time are displayed upon reception of a reply. The amount of data
received inside of an IP packet of type ICMP ECHO_REPLY will always be 8
bytes more than the requested data space(the ICMP header). The page
refreshes automatically until responses to all packets are received, or until a
timeout occurs.

6.4.31 Diagnostics - Ping6

ICMPV6 Ping

IP Address b:D:D:D:D:D:D:U
Ping Length EB
Ping Count E

Ping Interval h

Start |

This page allows you to issue ICMPv6 PING packets to troubleshoot IPv6
connectivityissues.

After you click [Start], ICMPv6 packets are transmitted, and the sequence
number and round trip time are displayed upon reception of a reply. The page
refreshes automatically until responses to all packets are received, or until a
timeout occurs.
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6.4.32 Diagnostics - VeriPHY

VeriPHY Cable Diagnostics

| Pont | [AI -]
Start I

Cable Status
Port [ PairA | Length A | Pair B [ Length B | Pair C | Length C | PairD | Length D

1 %

O~ O =W

This page is used for running the VeriPHY Cable Diagnostics for 10/100 and 1G
copper ports.

Click [Start] to run the diagnostics. This will take approximately 5 seconds. If all
ports are selected, this can take approximately 15 seconds. When completed,
the page refreshes automatically, and you can view the cable diagnostics
results in the cable status table. Note that VeriPHY is only accurate for cables of
length 7 - 140 meters.

10 and 100 Mbps ports will be linked down while running VeriPHY. Therefore,
running VeriPHY on a 10 or 100 Mbps management port will cause the switch to
stop responding until VeriPHY is complete.
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6.4.33 Maintenance - Restart Device

Restart Device

Are you sure you want to perform a Restart?

You can restart the switch on this page. After restart, the switch will boot
normally.

[Yes]: Click to restart device.

[No] : Click to return to the Port State page without restarting.

6.4.34 Maintenance - Factory Defaults

Factory Defaults

Are you sure you want to reset the configuration to

Factory Defaults?

You can reset the configuration of the switch on this page. Only the IP
configuration is retained. The new configuration is available immediately,
which means that no restartis necessary.

[Yes]: Click to reset the configuration to Factory Defaults.
[No] : Click to return to the Port State page without resetting the configuration.

Note: Restoring factory default can also be performed by making a physical
loopback between port 1 and port 2 within the first minute from switch reboot. In

the first minute after boot, loopback’ packets will be transmitted at port 1. If a
'loopback’ packetis received at port 2 the switch will do a restore to default

6.4.35 Maintenance - Software

227



6.4.35.1 Maintenance - Software - Upload

Software Upload
Browse | Upload I

This page facilitates an update of the firmware controlling the switch.
[Browse] to the location of a software image and click [Upload].

After the software image is uploaded, a page announces that the firmware
update is initiated. After about 1~2 minutes, the firmware is updated and the
switch restarts.

This switch supports firmware image backup function. The old Active Image
will become Alternate Image, and the new firmware image will be the Active
Image. The Alternate Image can be switched to be Active Image by “Image
Select” function to run the old firmware image.

Warning: While the firmware is being updated, Web access appears to be
defunct. Do notrestart or power off the device at this time or the switch may fail
to function afterwards.

6.4.35.2 Maintenance - Software - Image Select

Software Image Selection

Active Image
Image  managed
Version 10-P Ver:1.00.00
Date 2012-09-07T13:44:30+08:00

Alternate Image
Image  managed.bk
Version 10-P Ver:1.00.00
Date 2012-09-07 T09:50:36-+H18:00

Activate Alternate Image | Cancel l

This page provides information about the active and alternate (backup) firmware
images in the device, and allows you to revert to the alternate image.

The web page displays two tables with information about the active and
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alternate firmware images.

Note:

1.

In case the active firmware image is the alternate image, only the "Active
Image" table is shown. In this case, the “Activate Alternate Image” button is
also disabled.

. Ifthe alternate image is active (due to a corruption of the primary image or by

manual intervention), uploading a new firmware image to the device will
automatically use the primaryimage slot and activate this.

6.4.36 Maintenance - Configuration

6.4.36.1 Maintenance - Configuration - Save

Configuration Save

Save Configuration I

You can save the switch configuration. The configuration file is in CLI format.

6.4.36.2 Maintenance - Configuration - Upload

Configuration Upload

Browse I Upload I

[Browse] to the location of a configuration file and click [Upload].

You can upload the switch configuration. The configuration file is in CLI format.
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7. Software Update and Backup

This switch supports software update and configuration backup/update/restore
functions. Itcould be done in two ways.

1. From web browser: Doing by http protocol and by web browser. Please
refer to the description of “Maintenance” function in Section 6.4.35 for
Software Update and Section 6.4.36 for Configuration Backup/Restore.

2. From console/telnet command: Doing by TFTP protocol and done by “copy’
command. Please refer to the description of “copy” command in Section
6.2.2.

This switch supports firmware image backup function. The old Active Image
will become Alternate Image (backup image), and the new firmware image will
be the Active Image. The Alternate Image (backup image) can be switched to
be Active Image by “Image Select’ function in Web (Maintenance -> Software ->
Image Select) to run the old firmware image.
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A. Product Hardware Specifications

Access Method
Standards Conformance

Communication Rate

MDI/MDIX
Indicator Panel

Number of Ports
Console

Dimensions
Certification
Temperature
Humidity

Fan

Bridging Function
Switching Method
Address Table
Filtering/Forwarding Rate
Maximum Packet Size
Flow Control

Access Method
Standards Conformance

Communication Rate
MDI/MDIX

Indicator Panel

Number of Ports
Console

[ 8TX+2SFP Model ]

Ethernet, CSMA/CD

IEEE 802.3 10BASE-T, IEEE 802.3u 100BASE
IEEE 802.3z, IEEE 802.3ab (1000Base)
10/100/1000Mbps for TX, 100/1000Mbps for SFP
Full / Half duplex (auto-negotiation)
Auto-Detect

LEDs for each unit: Power, System

each port: Link/Act(Green:1000M,
Yellow:10/100M)

8* RJ45 TX, 2* SFP ports (10 GE Ports totally)
D-Sub 9

250x117 x37 mm

CE Mark, FCC Class A
Standard Operating: 0 to 50°C
10% to 90% (Non-condensing)
Fanless

Filtering, forwarding and learning
Store-and-forward

8K entries

Line speed

9600 Bytes

802.3xfor full duplex, backpressure for half duplex

[ 16TX+2SFP Model ]
Ethernet, CSMA/ICD
IEEE 802.3 10BASE-T, IEEE 802.3u 100BASE
IEEE 802.3z, IEEE 802.3ab (1000Base)
10/100/1000Mbps for TX, 100/21000Mbps for SFP
Full / Half duplex (auto-negotiation)
Auto-Detect
LEDs for each unit: Power, System
each port: Link/Act(Green:1000M,
Yellow:10/100M)
16* RJ45 TX, 2* SFP ports (18 GE Ports totally)
D-Sub 9
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Dimensions
Certification
Temperature
Humidity

Fan

Bridging Function
Switching Method
Address Table

Filtering/Forwarding Rate
Maximum Packet Size

Flow Control

Access Method

Standards Conformance

Communication Rate

MDI/MDIX
Indicator Panel

Number of Ports
Console

Dimensions
Certification
Temperature
Humidity

Fan

Bridging Function
Switching Method
Address Table

Filtering/Forwarding Rate
Maximum Packet Size

Flow Control

250 x117 x37 mm

CE Mark, FCC Class A
Standard Operating: 0 to 50°C
10% to 90% (Non-condensing)
Fanless

Filtering, forwarding and learning
Store-and-forward

8K entries

Line speed

9600 Bytes

802.3x for full duplex, backpressure for half duplex

[ 24TX+4SFP Model ]

Ethernet, CSMA/CD
IEEE 802.3 10BASE-T, IEEE 802.3u 100BASE
IEEE 802.3z, IEEE 802.3ab (1000Base)
10/100/1000Mbps for TX, 100/1000Mbps for SFP
Full / Half duplex (auto-negotiation)
Auto-Detect
LEDs for each unit: Power, System

each port : Link/Act(Green:1000M,

Yellow:10/100M)

24* RJ45 TX, 4* SFP ports (24 GE Ports totally)
D-Sub 9

330 x204 x43 mm

CE Mark, FCC Class A
Standard Operating: 0 to 50°C
10% to 90% (Non-condensing)
Fanless

Filtering, forwarding and learning
Store-and-forward

8K entries

Line speed

9600 Bytes

802.3xfor full duplex, backpressure for half duplex
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B. Product Software Specifications

Port Control Port speed, duplexmode, and flow control
Port frame size (1518 - 9600 bytes)
Port state (administrative status)
Port status (link monitoring)
Port statistics (MIB counters)
Port VeriPHY (cable diagnostics)
Power Control

L2 Switching Auto MAC address learning/aging and MAC
addresses (static)
IEEE 802.1Q VLAN, Q-in-Q, Portisolation, Port
Based VLAN
IEEE 802.1ad Provider Bridge
IEEE 802.1D STP/802.1w RSTP/802.1s MSTP
IEEE 802.3ad Link Aggregation, static and LACP
BPDU guard and restricted role, BPDU
transparency
DHCP client, DHCP snooping, DHCP option 82
relay
ARP inspection
Port mirroring
IP MAC binding

Layer 2,3 Multicast IGMP/MLD snooping, (1024 groups)
IGMP/MLD throttling, filtering, and leave proxy
(Fast Leave /Normal Leave / Immediate Leave)
MVR

QoS 8 Priority Queues per Port
Port Based priority
Scheduler priority
QoS Control List
Storm control for UC, MC, and BC
Policing and shaping per port and per queue
DiffServ (RF 2474) remarking
Tag remarking

Security Port-based 802.1X, Single 802.1X, Multiple 802.1X
MAC-based authentication, VLAN assignment, QoS
assignment, Guest VLAN
RADIUS accounting
MAC address limit
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Synchronization

Power Saving

Management

TACACS+

Web and CLI authentication and authorization
Authorization (3 levels)

ACLs for filtering(256 entries), policing, and port

copy
IP source guard

NTPv4 Client

ActiPHY, PerfectReach
Ethernet Energy Efficient power management(EEE)

HTTP server

CLI console port

Telnet

Management access filtering

SSHw2 and HTTPS

IPv6 Management

System Syslog

Software download through Web
SNMPV1N2cN3Agent

RMON Group 1,2,3,and 9

IEEE 802.1AB-2005 Link Layer Discovery, LLDP
Text Configuration download or upload
sFlow
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C. Compliances

EMI Certification Fcc Class A Certification (USA)

Warning: This equipment generates, uses, and can radiate radio frequency
energy and, if notinstalled and used in accordance with the instruction manual,
may cause interference to radio communications. It has been tested and
found to comply with the limits for a Class Adigital device pursuantto Subpart B
of Part 15 of FCC Rules, which are designed to provide reasonable protection
against such interference when operated in a commercial environment.
Operation of this equipmentin a residential area is likely to cause interference,
in which case the user, at his own expense, will be required to take whatever
measures are required to correct the interference.

CE Mark Declaration of Conformance for EMI and Safety (EEC)

This is to certify that this product complies with ISO/IEC Guide 22 and EN45014.
It conforms to the following specifications:

EMC: EN55022:2010:Class A
IEC61000-3-2:2005+A1:2008+A2:2009
IEC61000-3-3:2008

EN55024:2010
IEC61000-4-2:2008
IEC61000-4-3:2006+A1:2007+A2:2010
IEC61000-4-4:2004+A1:2010
IEC61000-4-5:2005
IEC61000-4-6-2008
IEC61000-4-8:2009
IEC61000-4-11:2004

This product complies with the requirements of the Low Voltage Directive
2006/95/EC and the EMC Directive 2004/108/EC.

Warning! Do not plug a phone jack connector into the RJ-45 port. This may
damage this device.
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D. Warranty

We warrant to the original owner that the product delivered in this package will
be free from defects in material and workmanship for a period of warranty time
from the date of purchase from us or the authorized reseller. The warranty does
not cover the product if it is damaged in the process of being installed. We

recommend that you have the company from whom you purchased this product
install it.

236



(7Cc

union

www.ctcu.com
T +886-2 2659-1021 F +886-2 2659-0237 E sales@ctcu.com

RoHS





