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LEGAL

The information in this publication has been carefully checked and is believed to be entirely accurate at the time of
publication. CTC Union Technologies assumes no resjldysitowever, for possible errors or omissions, or for any
consequences resulting from the use of the information contained herein. CTC Union Technologies reserves the right
to make changes in its products or product specifications with the intent taamgfunction or design at any time

and without notice and is not required to update this documentation to reflect such changes.

CTC Union Technologies makes no warranty, representation, or guarantee regarding the suitability of its products for
any partcular purpose, nor does CTC Union assume any liability arising out of the application or use of any product
and specifically disclaims any and all liability, including without limitation any consequential or incidental damages.

CTC Union products are ndésigned, intended, or authorized for use in systems or applications intended to support

or sustain life, or for any other application in which the failure of the product could create a situation where personal
injury or death may occur. Should the Buyarrghase or use a CTC Union product for any such unintended or
unauthorized application, the Buyer shall indemnify and hold CTC Union Technologies and its officers, employees,
subsidiaries, affiliates, and distributors harmless against all claims, costagéa, expenses, and reasonable attorney

fees arising out of, either directly or indirectly, any claim of personal injury or death that may be associated with such
unintended or unauthorized use, even if such claim alleges that CTC Union Technologieghgaeninregarding the

design or manufacture of said product.

TRADEMARKS

Microsoft is a registered trademark of Microsoft Corp. o
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WARNING:

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonab&ctotagainst harmful interference when the
equipment is operated in a commercial environment. This equipment generates, uses, and can radiate radio
frequency energy and if not installed and used in accordance with the instruction manual may cause harmful
interference in whiclcase the user will be required to correct the interference at his own expense. NOTICE: (1) The
changes or modificationeot expressively approved by the party responsible for compliance could void the user's
authority to operate theequipment. (2) Shielded interface cables and AC power cord, if any, must be used in order to
comply with the emissiofimits.

CISPR PUB.22 Class A COMPLIANCE:

This device complies with EMC directive of the European Community and meets or exceeds tiadgdlchnical
standard. EN 55022 Limits and Methods of Measurement of Radio Interference Characteristics of Information
Technology Equipment. This device complies with CISPR Class A.

WARNING:
This is a Class A product. In a domestic environment tbiduat may cause radio interference in which case the user
may be required to take adequate measures.

CE NOTICE

Marking by the symbol CE indicates compliance of this equipment to the EMC directive of the European Community.
Such marking is indicative thathis equipment meets or exceeds the following technical standargbt
55022:2006+A1:2007, Class A, EN55024:2010, and ENGCIRIH
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3.9.19.14 (CONfiG)HD NEIPEFAAUIESS. ... itiieiiiie et et s et e e e anb et e s nbe e e nreeeas 66
3.9.19.15(config)#ip http SECUMECEITITICALE. ... ... uueii ittt e e e e s e aed 66



3.9.1916 (CONFIG)HAP NP SECUIESEIVE. ... ... e eeeieee e ettt e e e ettt e e e e et e e e e e e e s e aebeeeeaeaaasneseeaaaesaaannnbeeeaeesaannnneeaaeannn 66

3.9.1917 (coNfig)#ip NP SECUMEIEAINECL........eeiiiiieeeeiiie ettt s e e e e e st e e nnr e e e nnnee s 67
3.9.1918 (CONFIG)AP IGMP NOSIIIOXY. .. eeeeiieieitiee ettt ettt e e e e s snn e e s snre e e s nneeesnneeennnesd 67
3.9.1919 (CONFIG)HAP IGM SNOOPING ... treeeiititeeieee e st e e et e et e re et e s e re e e e s sre e e s be e e e abr e e e smnn e e s nsneeeaasneeennnneesnnneeees 67
3.9.1920 (coNfig)#P IGMP SNOOPING BN, .....coiiiiieiiiiie ittt s s e e s as et e e ann e e s ane e e e e br e e e nnneeesnneeeas 68
3.9.1921 (CONFIG)HAP IGMP SSIFTANGE. ....eeeiiteteitteeeitree e et e st e st e e e ssee e e s amnr e e e aatr e e e e nseeeessneeesannneeenanneeesnnneeennneeennnnsd 68
3.9.1922 (config)#ip igMP UNKNOWHIOOTING ........uveieiiiiieiiiiee ittt e et n e e e s e e e snnee e 68
3.9.1923 (CONFIGYHAD NMAMESEIVE ......eeiiitit e ettt e ettt e e s e e e et e e et e e se et e e asr et e e aate e e e aanr e e e s br e e e ebn e e e nnneeenannneeas 69
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3.9.1925 (CONFIGYHAP FOUTING....eeiiutrieiiiiee ittt e et et e et e e st e e e st e e e snn e e e snreeesnnneeesannneessnneeesnsnesesnnnneesssnneessnsnesd O
3.9.1926 (config)#ip source biNding INTEITACE .........coiiiii e e e 70
3.9.1927 (CONFIGYHAD SSN. ettt e e et e e et e e sa et e e aa bt e e aat et e e nsn e e e e e ann e e e e anr e e e nnes 71
3.9.19.28(CONFIGYHAP VEITY SOUICE. ... .eiiiiiieiiitiee ittt e ettt ek e e e st e e e e e s b r e e e eb e e e nnn e e e nannneeas 71
3.9.1929 (config)#ip VErify SOUICE TrANSIALE.........eeiiiiiiie ittt e e e s s nns 71
3.9.1930 (corig-if)#ip arp iINSPECtion ChEGKIAN.............oocviiiiiei e snneee e L
3.9.1931 (configif)#ip arp INSPECHON IOGGING - ... veeeeireeeiiiete ittt e e e e e e et e e e s snne e e snneeeanreeeas 72
3.9.1932 (confighf)# P @rp INSPELION TIUST.......eiiiiiiii ittt e sttt e et e e st e e e e e e anbreene 12
3.9.1933 (configHf)# ip ANCP SNOOPING TrUSL ... uteiiiitiie ettt e e e e et sn e e e s e e e anre e e s nnes 12
3.9.1934 (configif)# ip IgMP SNOOPING FILEE ... et 12
3.9.1935 (configif)#ip igmp SNOOPING IMMEAIAtRRAVE..........cvviiiiiieiiiie e ] 3
3.9.1936 (configif)# ip IgMP SNOOPING MEBBIOUDS.......veeeiereeeriteeeeaitreesaaiteeesstreeeaatbeeessrreesssseeesasbreesasbeeesasreeesasneeennes 73
3.9.1937 (configHf)# ip IgMP SNOOPING MIOULEE.......viieiiieeeitiee e ettt e et e et e e e e st e e st e e sane e e e asnreeessnnneesneneeas 73
3.9.1938 (CONFiGHT)# IP VEIITY SOUICE. ....iiiiiiiiiii ettt ree e e stne e snneessnneessnnneee e d D
3.9.1939 (configif)# ip VEIfY SOUICE lIMIL........eeiiiiiiiiiiie et e e e et e e s e e snnee s 74
3.9.1940 (confighf-VIan)# iP QdUIESS........veiiiiiiieiiiee et e e inee e et snneessnneessnnneee s T D
3.9.1941 (configif-VIan)# iP ANCEBEIVEN........eii ittt e bt e e e e e s b e e enre e e s neees 75
3.9.1942 (configif-vlan)# ip igMP SNOOPING ......coiueieiiititeiitii ettt e e st e e st e e s b ee e st e e e sabeeeesneeeeabreenans 15
3.9.1943 (configif-vlan)#ip igmp sNooping COMPAtIDIIILY..........c.eeeiiiiiiiie e 75
3.9.1944 (configif-vlan)#ip igmp snooping lasnemberqUEery-iNterval.............ccoocvieiiiiieeiniie e 76
3.9.19.45(configif-vlan)#p igMmpP SNOOPING PIIOTILY.....eeeitrieeitiie et e sttt e st e s e e s e e bre e sennreeennnes 76
3.9.1946 (configif-vlan)#p igMP SNOOPING QUETIEL..........ueieiiieeeiieeee st e ettt e e st e e s e e s snn e e e s bre e e sensreeennnee 76
3.9.1947 (configif-vlan)#p igmp SNOOPING QUERNTEIVAL .........eiiiiiiiiiiiiie ettt 76
3.9.1948 (configif-vlan)#ip igmp SNO0PING QUERMNAXTESPONSELIME .....coivviiiiieieiiiie e et ee et rne e e s e e l7
3.9.1949 (configif-vlan)#ip igmp SNooping robuStNESANTADIE. ..........coiiiiiiii e 17
3.9.1950 (configif-vlan)#ip igmp snooping UNSOlICItemBPOrt-iNtEIVAL...........ooiieiiiiiie e l7
3.9.1951 (CoNfigHf-VIaN)FHPVEO AAUIESS.......eeeiiiii ittt e et e e s b e e e b e e e e bt e e nnr e e e nnreeeean 78
3.9.1952 (configif-vlan)#ipv6 address {autoconfig | dhcp | rapieommit}........ooooiiiiiiiiii e 78
3.9.1953 (configif-vIan)FHPV6 MIA SNOOPING .......viiiirieeiiiiie ettt ettt e s ee e e e asbe e e e anneeesneee 78
3.9.1954 (configif-vlan)#ipv6 mld Snooping COMPALIDIITY.........coccvviiiiiiie e 79
3.9.19.55(configif-vlan)#ipv6 mld snooping laghemberquery-interval.......... ..o 79
3.9.1956 (configif-vlan)#ipv6 mld snooping Priority <COS_PIIOIIY2.......ccuiuvieiiiieeeiiree et 79
3.9.1957 (configif-vlan)#ipv6 mld SN00PING QUEMERIECHION ........uviiiiiiieiiie et 80
3.9.1958 (configif-vlan)#ipv6 mld snooping querNnterval <IPMC_gi........vviiiirieiiiiee e 80
3.9.19.59(configif-vlan)#ipv6 mld snoping querymaxresponsetime <ipmMC_griZ.......cceevvreeerireennneeee e e 80
3.9.19.60(configif-vlan)#ipv6 mld snooping robustnesariable <iPMC_IV2........ccoiiiiiiiiiiiiei e 80
3.9.19.61 (configif-vlan)#ipv6 mld snooping unsolicitegeport-interval <iPMC_UNZ........ccvveiiieieiiiieeeeie e 81
R 0N (oo g1 o) =21 o] 4o UPPPPT 81
3.9.20.1 (CONTIG)HPIMC PIOfIlE. ...ttt ettt e e sttt e s bt e e s bb e e e et bt e e snnee e e saneeeeas 81
3.9.202 (config)#ipmc profile <profile_NAmME2.........cuiii i 81
3.9.203 (CONTIG)HPIMC FANGE. ..ceeittteeiiiee ettt ettt ettt e e b et e s bt e e s b et e e e bb e e e s mee e e e sh b e e e e s be e e nnbe e e s nbbeeeeenbbeeenanee 82
3.9.204 (configipmc-profile)#default FANGE .........ooiiiiee e 82
3.9.205 (configipmGC-profile)# deSCIPLION........ciuiiiiii et e st e e e e e st e e s nee 82
3.9.206 (CONFfiGIPMGPrOTiIE)HTANGE ....cci ettt a et e st bt e e anb et e s b e e s nreeeas 83
3.9.21 (CONFig)HAPVO MIA NOSHIIOXY...eeeiieiiitiiiee ittt a et ettt e e s ettt e e s enbbr e e e e s nnneneaens 83
3.9.21.1 (coNfig)HPVO MIA NOSIIIOXY. .. .eeeiitiieiiiie ettt ettt ettt e s et e e e be e e s ab e e s b e e e anbn e e e nannes 83
3.9.21.2 (config)#ipv6 MId NOSIPIOXY IQAVEIIOXY ... .cciiuriieiiiiie ittt ittt ettt e et e et esne e e saneee s 84
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3.9.21.4 (config)#pv6 MId SNOOPING VIALL........eiiiiiiiiiiiiie et e et e e nbe e e snnnee s 85
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3.9.216 (config)#ipv6 MId UNKNOWHIOOAING .......uveieiiiiie ittt e e s e e e e 86
3.9. 217 (CONTIGYHAPVEO FOULE. ......eeeiuieeeeiieie et e ettt ettt e et e e b e e e st e e aa e e e et e e nnne e e e s n e e e snneeesannreeeatreeenas 86
3.9.21.8 (configif)# ipv6 mld SNOOPING FILEE........eeieiiiiee e 86
3.9.21.9(configif)#ipv6 mld SN@PING IMMEIALEIEAVE. ........cccvviiiiiiiii et 87
3.9.21.10 (configif)# ipv6 MId SNOOPING MAXGIOUPS.....c..vveeeririrerreeeesnrreeeatreeasreeesssreeesssneeeesnneeesnreeeasreeesnnneesssnneend 87
3.9.2111 (configif)# ipv6 MId SNOOPING MIOULEL.........viiiiieeie ittt e ettt ere e e e st e e sne e e s annreeearreeenas 87
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3.9.22.1 (COMG)HIACH SYSIEIDIIONTY ... .eeeiititeiit ettt ettt e et e e st sar e e s st e s e nn et e s s e e e s b n e e e annr e e e nnnnes a8
B I A (olo 0 ¢ 1) 2 =T o F P PRSP PPPRP PRI a8
3.9.22.3 (CONTIGHTH TACPKEY ...ttt ettt e e e e et e et e e e s e e e s annr e e e arreeena 88
3.9.22.4 (configif)# lacp portpriority <V_1 10 655352, ... .. uiiiiiii ettt e et e e e et e e e e e e ane 89
3.9.22.5 (configif)# lacp role { aCtVE | PASSIVE. J..couviiiiiiiee it 89
3.9.22.6 (configif)# lacp tiMeOUL { TAST | SIOW J.....eeeiiiiieiiee e 89
319,23 (CONTIGYING ...ttt e kbt e e s e an bt e e e e a bt e e e e et r e e e e e e e e e nnes 90
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3.9.23.2 (CONFIGIHNE)HTO ...ttt ettt e st e e e st e e aab et e e nne e e s nb e e e sanbb e e e nnreeesnneees 90
3.9.23.3 (CONFIINE)H EUITING. ... .eeeieiie ettt ettt e st e e e sk e e e e bb et e e nn e e e s b e e e e bneeennneas 91
3.9.23.4 (CONFIGIHNE)HENM ...ttt e e e st e e e b e e e e et b e e e bt e e s e e e e nbn e e e ante e e e nanes 91
3.9.23.5 (CONFIINE)H EXEEDANNEN.......ciiiiiiie ittt ettt e e h et e e st e e e e e e b b e e e e br e e e nnreeeeannneeas 91
3.9.23.6 (CONFIINE)H EXEEIMEOUL ........oiiiiiiiiiiiie ettt e st e e e st et e et et e e nsb et e e asb e e e s anne e e e eannes 92
3.9.23.7 (CONFIINE)H EXIL....eeiieiiiiiiee ettt ettt e et s e e e e h b et e e bbe e e s be e e e ek bt e e e bnne e e snneeeantreeen 92
3.9.23.8 (CONFIINE)H NEID......eeeiieee ettt e et e e e b e e et bt e e bt e e s e e e e nb e e e ante e e e nnnes 92
3.9.23.9 (CONFIINEME NISTONY SIZE....coiiiiiiiiei ettt et et e e et e e e s e e e e e e e sannne e e s nnes 93
3.9.23.20 (CONFIINE)YH IENGLN.....coeeeee ettt e e b e e et e e sn e e e e e e 93
3.9.23.11 (CONFHGINE)H TOCALION. ......coeeiieiiitiee ettt et e s st et e s bt e s nn e e e e b r e e e eennn e e e nanns 94
3.9.23.12 (confidine)# MOTADANNET.........ooiiiiii e e e s e st e 94
3.9.23.13 (CONFIGINE)H PrIVIIEIE IEVEL ...ttt nnneas 95
3.9.23.14 (CONFIGINE)H WITTN. ......oiiiie e e e st s bt e e e e e st e e e bne e e nnneas 95
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3.9.24.1 (CoNfiG)HIAD NOIALIME.......eiieieei et e e et e e sb et e s b e e s br e e e sennne e e nanns 95
3.9.24.2 (CONTIGYHIAD FEINIT.......eeeeee ittt e et et e s e e et b e e e at et e e ea b et e e aab e e e s sbneeeennneesnnneees 96
3.9.24.3 (CONTIGYHIAD LIMET ...ttt e bt e e e e et e e e ab et e e es et e e eab e e e s bt ne e e s nnneesnnneees 96
3.9.24.4 (config)HIdP tranSMISSIOFIEIAY .........eeiiiiiiieiii ettt e e b e e e st e e e e snnee s 97
3.9.24.5 (coNfig)HIAP MEA GAIUM .......eiiiiiiie ittt et e bt e e e et e e e e st e e s nbb e e e e bb e e e nnreeeeannneeas 97
3.9.24.6 (CONTIG)HIAP ME FASL.......eeeeiiiie ettt e e s e e e bt e s anr e e e st e e e s nre e e nanees 98
3.9.24.7 (config)#ldp med 10CatioRIV AIEUAE ...........oiiiiie e a8
3.9.24.8 (config)#ldp med 10CAtIORIV CIVIGAAAN ..........viiiiiiie e e s e 99
3.9.24.9 (corfig)#lldp med 10CatioRIV ElIMFATAT..........cuviiiiie e 100
3.9.24.10 (config)#ldp med 10CAtIORIV [AtIUAE...........eeieiiiee e 100
3.9.24.11 (config)#ldp med I@ationHIV [ONGITUAE. .........eeiiiiieee e 101
3.9.24.12 (config)#ldp med MediavIarpPOliCY..........oouiii ittt 101
3.9.24.13 (CONFIGHTH IUP CAP-AWANE ...ttt et e ekt e e s e et e e st e e et e e e e antn e e e nnnneas 102
3.9.24.14 (configif)# lldp med mediavlan POIICYIIST ..........oooiiiiiiiii e 102
3.9.24.15 (configif)# lldp Med traNSMHIV........cooiiiiii e e e e 102
3.9.24.16 (CONFIGIFJHE IIUP FECERIVE......eeiiiiiee ettt ettt e e e e e st e e et b e e nnre e e s nnee s 103
3.9.24.17 (CONFIGIFJHE AP tIESEIECL ...ttt s et e e e bt e e s nr e e e s enneee s 103
3.9.24.18 (CONFIGHT)H IAP TrANSIMIL. .....eeieieeie ettt e et e e e et e e e nab e e e e e nb e e e e anbe e e e e nees 103
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R AT M (fo] a1 [0 ) - T [ [T a o o] s U PSP PPPUU PP RUPRP PPN 103
3.9.25.2 (CONFIG)HOGAING NOSL.....coiiiiieit ettt e s b e s b e e e b e e et e e nne e e n 104
3.9.25.3 (CONFIG)HOGAING TEVEL ...ttt ettt e e s b e e et e e sne e e e sanneean 104
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3.9.26.2(config)#00p-protect SNUIAOWRLIME ........ccoiiiiiiiiie e e e e et 105
3.9.26.3 (config)#00p-ProteCt trANSIMIELIMIE .......iiiiiiie ittt et sb e e e e et e e et e e e nnnee 106
3.9.26.4 (CONTIGHT)H IOOP-PIOLECT. ... ettt e et et e e e st e e e ae e e st e e e ebb e e e sabe e e e e annnee s 106
3.9.265 (CONTiGHT)# [0OP-PIrOtECEACTION. ....cciitiieiiiee ettt ettt s e e b e e e sbn e e sabe e e e nnneeeas 106



3.9.26 6 (coNfigif)# [00P-PrOLECE IXMOUE. .....ciii ittt e e ettt e e e e e e e ettt e e e e e e s ntbeeeaeaaeeaansbeneaaeeeannnens 106

3.9, 27 (CONTIGYMAC ...ttt e et e e et e e e s b et e e e s e b b et e e s e st b et e e e anbbree e e e e annneas 107
3.9.27.1(config)#mac addressable aginGlimE ..........ooi i e 107
3.9.27.2(config)#mac addreSsable SALIC...........c.eiiiiiiieiee e 107
3.9.27.3 (configf)# mac addrestable lEArNING...........oooiiii e 108

3.9.28 (CONTIGHT)H MEAIBLYPE ...ttt e ettt e e s s bt e e e e abbr e e e e s sabeeeeeeaa 108

3.9.29 (CONTIGEHE MU ...t e et e e st e e e e e e e e s e st e e e e nbr e e e e e aanbeeeaeeannes 109

3.9.30 (CONTIG)HMONIION SESSION......eeeieiiiiiiiee ettt e e e ekttt e e st e e e ettt e e e s e sabe et e e s abb e e e e e st beeeeeeesnbbeeeeeaanbeeeeeans 109
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3.9.31.2 (config)#mvr name <mvr_Name> ChaNNEL..........ccoiiiiiii e 110
3.9.31.3 (config)#mvr name <mvr_Name=> framMeEIPrity .........c.voirriiiiiiie e 110
3.9.31.4 (config)y#mvr name <mvr_name> frame tag@ed.........ccooriiiiiieeriie e 111
3.9.31.5 (config)y#mvr name <mvr_Name=> igrigIOrESS.......ccourreiiiriierieiees it ee e st ee st ee e e e s s e e e snreeesnreeeanreeeeans 111
3.9.31.6 (config)#mvr name <mvr_name> lagtemberqUEry-iNtEIVAl...........oooviiiiiiie it 112
3.9.31.7 (config)#mVr Name <MVI_NAME> MOUE.........eeiiiriieiiieieeiiee ettt e s sire e e e e e srre e e sennneeenneee s 112
3.9.3L.8 (config)# mvr vlan <v_vlan_liSt>[ Name <mVI_NAMEZ].....coouiiiiiiieiieie et 113
3.9.31.9 (config)#mvr vian <v_vlan_liSt> ChanNEl...........cc.cooiiiiiiiiii e 113
3.9.31.10(config)#mvr vian <v_vlan_liSt> frame Priority.........cocueiiiiiie i 114
3.9.31.11 (config)#mvr vlan <v_vlan_list> frame tagged..........c.eeeiiiiiiiiiee e 114
3.9.31.12(config)#mvr vian <v_vlan_liSt> igrBIdOrESS ... ..ccciuriiiiiiii et e st 114
3.9.31.13(config)#mvr vlan <v_vlan_list> lagtemberquertinterval...........ccoocviiiiiiieiiiiie e 115
3.9.31.14 (config)#mVr vian <V_VIan_liISt> MOGE.........ccueiiiiiiiiiiiee e 116
3.9.31.15 (confighf)# MVIIMMEAIAIEIEAVE. .........oeiiiiiiii ettt 116
3.9.31.16 (CONFIGHTHE MV NBIME. ....eee ettt e et e e bbbt e e b et e s amn et e e aab et e e sabe e e s e bne e e s anneeennees 116
3.9.31.17 (CONFIGHEIE MV VIAN ...ttt e e s r et e s b e e s b b e e e et e e e smn e e e e nnnee s 117
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3.9.33.4 (CONFIGIT)H POIMESECUITEY.....eeeeeitiee ettt ettt ettt et e e s bt e e s s e e e et r e e e eb b e e snneeeeannnee s 119
3.9.33.5 (configif)# POrt-SECUIILY MAXIMUIML......eiiiiiiiiiii ettt ee ettt e e et e e e e s e e e e e nbe e e nnreeesnneeas 120
3.9.33.6 (configif)# POrtSECUIILY VIOIBLION........coviiiiiiiii et e e e e e e 120

3.9.34 (CONTIGYAPIIVIIEGE. ...ttt ettt e e s sttt e e e et e e e e abb b e e e e e nanbeas 121
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3.9.35. 1 (CONTIGHTHE PVIAN.....eeeeee ettt e e s e e et e e e et e e e st e e et e e e annn e e e nnnee 122
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3.9.36.2(config)#00S MaP ASCIEIASSITY ... .ceereieiiiee ettt e e e et e nn e e e snnee s 123
3.9.36.3 (CONTIG)HIOS MAP USCHLOS. ... evteeereieiirie e ettt te sttt e e et e e et e e st e e s s b e e e e st e e e asb et e e sbb et e eaabbe e e nbneeesnneeeabneeenans 124
3.9.36.4 (config)#g0s Map dSCIBGreSSIrANSIALION...........eii ittt 125
3.9.36.5 (config)#g0os map dSCINGreSStrANSIALION........ccoiriiiiiiiee ittt e e e e e e 125
3.9.36.6 (CONTIG)HUOS T BFTESIL....ceiiiiie ittt ettt e e e st e e e sbe e e e sabn e e e annreeeeans 126
3.9.36.7(CONTIG)HUOS (CE UPUALE .....cueeieeieiie ittt ettt se et e bt e e st et e s sane e e e e kbt e e sabb e e e snbneeesnnreeenans 126
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CHAPTER
INTRODUCTIOI

CHAPTER 1. INTRODUCTION

Thank you for purchasing ihproduct from CTC Union. We hope this product is giéing you wanted
and more.Our Product Managers and R&D team have placed a "quality first" motto in our development of
this series of Ethernet switches with the desire of providing a highly stable and reliable product that will
give years of troubldree operation.

In this chapter we will introducbardware features olGSW3424FM In chapter 2, power installation
and bracket installation methods will also be provid&bW3424FMalsooffers a wide range of software
features that can be manageaasing seriaconsole and CLI (command line interface), Telnet, SSH, HTTP
(Web GUI) or SNMP (Simple Network Management ProtaCbBpter4 will detail all of the configuration
settings by using an easy to point and click Web interface which can be accessed frovaitabteaweb
browser.

1.1 Product Description

GSW3424FM is dayer 2+ managedBhernet switches that provides stable and reliable Ethernet
transmissionfor Carrier Ethernet access switch soluti@SW3424FMis designed in standard 1U 48ch
size and ca bemountablein standard 19nch rack.To offer the best flexibility and scalability for network
deployment, GSW3424FM isequipped with 24 SFPbased 100/100Mbps dual speed optical ports4
10/100/1000MbpsRJ45 ports and 4SFP4/10Gbpsdual speed uptik ports

GSW3424FMseriesoptionally incorporate redundantpower modules.The supply derives its power
from either an AC power source and/or DC power souvgben two modules are installed, they provide
for power redundancyFans are located on thear panel of the deviceThe immediate fan condibn can
be observed via FAN LED on the front pamevzia Web management.

1.2 Panels

The front of the GSW3424FMcontainstwo power slots. Builtin power module or modules from
factory are varied based on thdkzd SNDa 2NRSNIX |, 2dz Oy KI @S 2yS 1/
DC power, two AC power supplies or two DC power supphest to power supplie24 SFPbased slots4
RJ45 ports, 4 SFP+ uplink ports, one MGMT (management) portoaedconsole porare provided SFP
based slots aremumbered 1 through 2, from left to right as viewed from the front. Thaevice can be
configured via theMGMT orconsole port. Right next to thpower moduleon the leftis the protective
earth grounding terminallt is Hghly recommended that a stable ground be attached to this device so that
anysurges on power via LAN ports can be properly and safely shunted to ground.

Power Moduls (optionsavailable

AC, DC, 2 AC, 2 DC, AQ+DC Port1~24 Por25~28 Port 02~32
AC DC 100/1000MSFP RJ45 LAN Ports/10GSFP+ MGMTPort
| ry' S
UttUUUUbL‘U UUL‘L:U&IUUB‘U UUJbJUUUUUL‘U
I 7 o i ;- ) ‘
[ 9
O Q D
l i B El 4
Earth Ground i . Reset to DefaulConsolePort
LED Indicators Figure 1. Front Parie Push Button
FanModule
O 5;@ EQ@ /—@ p O
—= j— —= — —r jw— |
— f— | — m— —t J—
— L — L — L
O 1 &o— &— o—— DO

Figure2. Rear Panel
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CHAPTER
INSTALLATIOL!

CHAPTER 2. INSTALLATION

TheGSW3424m is designed to be placed on the flat désg or to be mounted in a standardized 48ch rack
for rackmount placement The switch you purchase should come with ra@bunting bracketsfrom the factory and
these brackets are used for rankounting install&ion.

Besides GSW3424FMis equipped withbuilt-in power andfan modules.Types of pwer modules availablare
AC, DC, AC+DC, two &ttltwo DC power modules. Famghich are not removablare located on the rear panel of
the device If you need to repaifan modules, please contact your sales representatives.

In this section, we will provideecessaryinformation about fiber connections, console connectiopower
connectionandwall-mounting installation Definitions oflLED indicatorare also providé at the end of this section.

2.1 Fiber Connections

The GSW3424FMutilizes SFP modules for fiber transmissions. Each of the fiber ports has an associated status
LED to indicate the presence or absence of fiber link and will also flash when thereriseEtutivity on the portFor
port 1 to port 24, each of SSFP cages may insert any standard SFP module and be configured for 100M or 1000M
operation.For port 5 to port 28, they use 10/100/1000M R4b for service connectioror port 2 to port 32, each @
SFP cages may insert any SFP+ module that suppd@€s Ethernet connectivityHaving SFP+ optidior uplink
connectivity offers customers a wide variety of applications for data center, enterprise wiring closet and service
provider transport.

'] [asaeaep guyegey_gupe [EATATATRuEep gLy gy [spvpuasgugseysyey vy f)

Figure 3. Fiber Connections

2.2 MGMTPort Connection

TheGSW3424FMhasa MGMT (Managementport for in-band management via CP/IP connectivityfhe MGMT
port allows you to access Command Line Interf@@elusing Telnebr Web management over TCP/IP usstgndard
web browsers

When you use the switch for the first time or restore the switch to the factory defaultscgowse R35 cable
to directly connect MGMT port to youmanagement PC. Then, run a Telmmet SSHfacility or web browser to
communicatewith the device over a TCP/IP netwarking the default IP address 10..1. For Telnet connection,pu
to 16 active Telnet sessions can access the Switch concurréithr. you successfully login to the switckiou can
change the IP address to the desimuk (See Chapter 3 & 4 for setting up new IP address)

Y [shel =l RSN RA RS L RV UorououiEes gEououuoony Q

| uﬂuj E

Figure4d. MGMT Port Connection

2.3 Console Port Connection

The GSW3424FMhas an asynchronougderminal console port for local management via a serial termimak
terminal provides managementiar a CLI (Command Line Interface) which will be familiamémy networking
engineers. For most users, the CLI can be used to initially configure TCP/IP access so that further configuration can be
completed via the GUI (Graphical User Interface) and artylwewser.
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Figure5. Console Port Connection

2.3.1 R345 Pin Assignment

ThisRJ45 connector provides an RE2 DCE (data communication equipment) asynchronous serial connection
for local management.

1—| [ 8 Pin | Ref. | Definition Direction
3 RxD | Receive Dat Out towards DTE
6 TxD | Transmit Data In from DTE
4 SG | Signal Ground N/A
CONSOLE
2.3.2 Accessory Cable

This DBIF t&345 cable provides aonnectionfor the R&232. This cablis usethetween theGSW3424FMand
the serial port of terminal.

to PC COM Port

3
‘r|’4|2

1
| DB9 | RJ45 | Ref. Definition Direction
° é é 6 ° 2 3 RxD | Receive Data | Out the devicetowards DTE
? ? ? ? 3 6 TxD Transmit Data| Into the devicefrom DTE
5

lsle 4 | SG | Signal Ground| na

2.4 Electricallnstallation

AC power module is supplied to ti@&SW3424FMthrough a standed IEC C14-Brong receptacle, located on the
front of the module. Any national power cord with IEC C13 line plug may be used to connect AC power to the power
module.

Left: Live line
Right: Neutral line
Middle: Ground

Figure6. IEC (AChower ConnectorPin Assignment

GSW3424FMswitchesalso provieé DC module for power connection. The user must connect the device only to
DC input source that has an input supply voltage fr@8to-60 VDC. If the power you use is not in this range, the
device might not operate properly and there is great possybitiat the device might be damaged.

Left: -V
Right: +V
Middle: Frame Ground

Figure?. TerminalBlock (DC)ower ConnectorPin Assignment
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2.5 Rack Mounting

When installing theack mountbrackes, be sure to correctly align the orientation pidse the screws provided
in the rackmounting kit to securely fasten the brackets.

o4

e
& &

Figurel0. Mounting in Rack
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2.6 LED Indicator& Reset to Default Button

LED ‘ Color ‘ Status Meaning

Green On The switch is active.

ACT Red On Alert
Off The switch does not receive power.
On Power 1 module is working.
PWR 1 Green Off Power 1 module is off.
On Power 2 module is working.
PWR?2 Green Off Power 2 module is off.

Green On Fan is workig normally.

FAN Red On Fan is working abnormally. This indicates Fan alarm status.
Off Fan module is off.
On Port link is up and works in 100Mbps.

Green Blinking Traffic is present.
1~24 Off Port link is down or has no link.

SFP On Port lirk is up and works in 1000Mbps.

Amber Blinking Traffic is present.

Off Port link is down or has no link.

Green On Port link is up and works in 100Mbps.
25~28 Amber On Port link is up and works in 1000Mbps.
RJ45 Green Blinking Traffic is present.

Green/Amber Off Port link is down or has no link.
On Port link is up and works in 1Gbps.
Orange Blinking Traffic is present.
29~32 Off Port link is down or has no link.
SFP+ On Port link is up and works in 10Gbps.
Blue Blinking Traffic is present
Off Port link is down or has no link.
Press and hold the button fof secondsand then releasdo reset
Reset to default button . :
the device to factory default settings.
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CHAPTER 3. INTRODUCTION TO CLI

3.1 Introduction

GSW3424FM,L2+ ManagedEthernet switch, provides a number of configuration/management methodshe
first and very basic is serial console access. This mettaldasalled oubf-band management and @nly available
when a terminalor administrator PQGcan be physically connected toeahocal GSW3424FM Series switch at the
CONSOLE pausing RJ45 to RE2 console cabléAccessing the switch via CONSOLE port allows the user td_lise C
(Command Line Interfagéo manage and configure the devidée outof-band management is relativeliseful when
you lose the network connection to the device.

On the other hand, i I YR YI yI 3SYSyid SyloftSa @&2dz (42 YIylr3aS GKS
address. Using thand management enables you to use Telnet console (CLI) or web browsgrt¢Gldtess the
device. If you planon usingtn YR YI yI 3SYSy Gz @2dz ySSR (2 O2y¥FA3IdaNB (K
accessedia a LAN port.

The out-of-band management via@onsole access, using a command line (CLI), is familiar to metsork
engineers. For engineers that are not comfortable using CLI, this device can also be managed using any standard Web
Browser in a more user friendly 'potand-click’ method. Therefore, in most configuration scenarios, the console will
only be usedo initially configure thelP address, so that the device may be accessed via the other methods which
require working TCP/IP.

After the device has been properly configured for the application and placed into service, a third method of
configuration/managment can be employed using Simple Network Management Protocol (SNMP). The operator will
use SNMP management software to manage and monitor Gi®dV3424FMswitches on a network. This requires
some configuration of the device to allow SNMP management. dlitiad, the network management platform will
need to import and compile the proprietary MIB (management information base) file so that the manager knows
"how" to manage theGSW3424FM

3.2 CONSOLE Operation

Use the provided accessory caltie connect the"CONSOLE" port (3) to the PC terminal communications port
(DB9). Run any terminal emulation program (HyperTerminal, PuTTY, TeraTerm Pro, etc.) and configure the
communication parameters as follows:

Speed: 115,200
Data: 8 bits
Parity: None
Stop bits: 1

Flow control: None

From a cold start, the following screen will be displayed. At the "Username" prompt, ‘adtam’ with no
password

Press ENTER to get started

Username: admin
Password:
#

22



CHAPTER
INTRODUCTIONDCLI

3.3 CLI Modes

The Command Line Interface (CLIjnizinly divided intofour basicmodes these are User modeEXEC mode
Config modeand Config Interface modeAfter entering the username and password, you start from tK&@node
0 LINE Y LJi S R. TheAddrfmanild @vailable idser mode andEXEC mode are limited. For more advanced
configurations, you must enter Config mode Config Interface modeln each mode, a question mark (?) at the
system prompt can be issued to obtain a list of commands available for each command mode. The following table
provides &rief overview ofmodes avadble inthis device.

Mode Prompt Enter Method Exit Method
User mode > enable disable
Enter authorized
EXEC mode # username and Exit, logout
password
Global Config . 9y GSNI aO2y .
Mode (config)# GSNYAYE & End, exit, do logout
Specify interface,
Config Interfae . interface type and .
Mode (configif)# number after End, exit, do logout
(config)#

3.4Quick Keys

There are several useful quick keys you can use when editing command lines.

Keyboard Action
? LaadzS akKé¢ G2 3Siaildble in sha curredt
mode.
Up arrow key To view the previous entered commands.
Down arrow key | To view the previous entered commands.
Tab key To complete an unfinished command.

3.5 Command Syntax

Commands introduced in this user manual are writtexing the coherent symbols and easyunderstand syntax
and style. Although users can issue Help command to complete a desired command in CLI, it is useful to understand
frequently-used symbols and syntax conventions. The following table lists the sgotasentions used in this user
manual together with an example.

Example: (configf-vlan)# ip address { { <address> <netmask> } | { dhcp [ fallback <fallback_address>
<fallback _netmask> [ timeout <fallback timeout>]]}}

Symbol Function Example Explanaton
<> (Angle Enter a value, alphanumeric | <address> <netmask> Enter IP address and subn
bracket) strings or keywords. mask.
[ ] This is an optional parameter.| [ fallback <fallback address> Fallback parameter is an
(Square <fallback_netmask> [ timeout | optional item.
bracket) <falback timeout>1]]
{ }  (Curl A curly bracket has the {{ <address> <netmask> } | At least specify one option
bracket) following two functions: { dhcp [ fallback to complete the command.
1. Ifthere are more than two| <fallback address>
options available, a curly | <fallback_netmask> [ timeout
bracket can be used to <fallback timeout>1]}}
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separate them.

2. The uter curly bracket
means that this is a must
parameter. At leaset one
value should be specified.

| (Vertical Use a vertical bar to separate| { { <address> <netmask> } | Enter IP address or use
bar) options. { dhcp [ fallback DHCP to assign IP addresg
<fallback_address> automatically.
<fallback_netmask> [ timeout
<fallback_timeout>1]}}
3.6 BasicConfigurations

This section introduces users how to change the default IP address to the desired one and save the current
running configurations to startup configurations. For detailed introductions to commands, please see section 3.7, 3.8,

3.9.

3.6.1 @nfiguring IR/4 Address

IP address: 192.168.0. 101
Subnet mask: 255.255.255.0

# config terminal

(config)# interface vlan 1

(configif-vlan)# ip address 192.168.0.101 255.255.255.0
(configif-vlan)# exit

(config)# exit

# show ip interface brief

Vlan Addres Method Status

1192.168.0.101/24

Manual DOWN

3.6.2Enter Config Interface Mode

OYGSNI t 2Nl o0Q&a /2yFA3 LYGSNFLI OS

Y2RSo®

# config terminal
(config)# interface GigabitEthernet 1/3
(configif)#

Note: 1/3 means Ethernet Interface 1, Port 3.

EnterPortto Qa / 2y ¥A3 LYGSNFIOS Y2RSo®

# config terminal
(config)# interface GigabitEthernet 3
(configif)#

Note: 1/1-3 means Ethernet Interface 1, Port 1 to Port 3.

EnterPort+o 3 t 2 Nig Interace moda.y ¥

# config terminal
(config)# interface GigabitEthernet 8,5
(configif)#

Note: 1/1-3,5 means Ethernet Interface 1, Port 1 to Port 3 and Port 5.
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3.6.3 Save Configurations

# copy runningconfig startupconfig
Building configuration..

% Saving 1469 bytes to flash:startognfig
#

3.64 Restart the Device

# reload cold
% Cold reload in progress, please stand by.
#

Copyright (C) 2000, 2001, 2002, 2003, 2004, 2005, 2006, 2007, 2008, 2009
Free Software Foundation, Inc.

RedBoot is fresoftware, covered by the eCos license, derived from the

GNU General Public License. You are welcome to change it and/or distribute
copies of it under certain conditions. Under the license terms, RedBoot's
source code and full license terms must have beee available to you.
Redboot comes with ABSOLUTELY NO WARRANTY.

RedBoot> fi led managed
Image loaded from 0x80040041x80ae54cc
RedBoot> go

Press ENTER to get started

3.65 Load Factory Defaults

Load factory default settings

# reload defaults
% Réading defaults. Please stand by.

Load factory defaults but keep IP settings

# reload defaults keejp
% Reloading defaults, attempting to keep VLAN 1 IP address. Please stand by.

3.6.6 Show System and Software Information

# show version

MEMORY : Total=77679 KBytes, Free=51457 KBytes, Max=51417 KBytes
MAC Address : 00-02-ab-00-00-01
Previous Restart : Cold

System Contact

System Name

System Location

System Time : 201501-01T00:28:35+00:00
System Uptime  : 00:28:39

Active Image
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Image : GSW3424FM.dat (primary)
Version :"V1.002"
Date :2017-12-15T11:18:42+08:00

Alternative Image

Image : GSW3424FM.dat (backup)
Version : "V1.001"
Date :2017-10-23T15:44:44+08:00

3.6.7 Show Running Configurations

# show runningconfig

Building configuration...

username admin privilege 15 password none
!

vian 1

!

!

!

no smtp server

spanningtree mst name 0@2-ab-00-00-01 revision 0
!

interface GigbitEthernet 1/1

no spanningree

!

interface GigabitEthernet 1/2

no spanningree

!

interface GigabitEthernet 1/3

no spanningree

!

interface GigabitEthernet 1/4

no spanningree

!

--more --, next page: Space, continue: g, quit: *C

3.6.8 ShowHistory Commands

# show history
config t
exit
config t
ip arp ex
exit

> show history

config t

interface GigabitEthernet 1/3
exit

interface GigabitEthernet 1/
exit

interface GigabitEthernet 1/8,5,7
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flowcontrol on

exit

show irterface * status
disable

show clock detail
show dotlx

show history

3.69 Help

Help command can be issued in User, Exec, and Global Config mode to get a hint message describing how to use
GakKz2eé O2YYIFyR (G2 3SG KStELI FNBY /[LO®

# help

Help may bee&quested at any point in a command by entering

a question mark ?'. If nothing matches, the help list will

be empty and you must backup until entering a '?* shows the

available options.

Two styles of help are provided:

1. Full help is available when yoreaeady to enter a
command argument (e.g. 'show ?") and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g. 'show pr?'.)

3.6.10 Logait

To close an active terminal session, issuedhe 2 A@miriaad in User or EXEC mode.

(config)# exit
# logout

Press ENTER to get started

# disable
> logout

Press ENTER to get started

3.7 Commands in User Mode

When you successfully logininComif R [ AYS LY GSNFIFOS: &2dz FNE Ay 9-9/ a
'aSNJ Y2RSY AaadsS aRAalofSé O2YYFYR FFGOGSNI I LINPYLIWi® ¢KS

Username: admin
Password:

#

# disable

>

In User mode, only limited commasdre available. These commands are used for clearing statistics, entering
Exec mode and pinging the specified destination. To configure a function, you should enter Config mode or Config
Interface mode.
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3.7.1>clear ip arp

Syntax:> clear ip arp

Exphknation: Clear ARP cache.

3.7.2 > clear lldp statistics

Syntax:> clear lldp statistics

Explanation:Clear LLDP statistics.

3.7.3 >clearstatistics

Syntax:> clear statistics {[ interface ] ( <port_type> [ <v_port_type_list>])}
<port_type>: Secify the interface type.
[ <v_port_type_list>: Specify the ports that you want to clear.

Explanation:Clear statistics of the specified interfaces.

3.7.4 > enable

Syntax:> enable [ <new_priv> ]
[ <new_priv: 815> ]: Choose a privilege level.

Expanation: Enter the EXEC mode.

3.7.5 > exit

Syntax:> exit

Explanation:Return to the previous mode. Issuing this command in User mode will logout the Command Line
Interface.

3.7.6 > help

Syntax:> help

Explanation:Provide help messages.
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3.7.7 >logout

Syntax:> logout

Explanation:Logout the Command Line Interface.

3.7.8 > ping ip

Syntax:> ping ip <v_ip_addr> [ repeat <count> ] [ size <size> ] [ interval <seconds> ]
<v_ip_addr>: Specify IPv4 address that you want to ping.
[ repeat <comt>]: The number of packets that are sent to the destination IP or host.
[ size <size> ]: The size of the packet.

[ interval <seconds> ]: Timeout interval. The ping test is successful only when it receives echo reply from the
destination IP or host whin the time specified here.

Explanation:To carry out ping tests on the specified destination IPv4 address or host.

3.7.9 > ping ipv6

Syntax:> ping ipv6 <v_ipv6_addr> [ repeat <count> ] [ size <size> ] [ interval <seconds> ] [ interface vlanids¥ Jvlan
<v_ipv6_addr>: Specify IPv6 address that you want to ping.
[ repeat <count> ]. The number of packets that are sent to the destination IP or host.
[ size <size> ]: The size of the ping packet.

[ interval <seconds> ]: Timeout interval. The giegt is successful only when it receives echo reply from the
destination IP or host within the time specified here.

[ interface vlan <v_vlan_id>I:
Explanation:To carry out ping tests on the specified destination IPv6 address or host.
3.7.10 show conmands
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3.8 Commands in EXEC Mode

3.8.1#clear access management statistics

Syntax # clear access management statistics

Explanation:Clear access (HTTP, HTTPs, SNMP, Telnet, SSH) management statistics.

3.8.2# clear accestist ace statistics

Syntax:# clear acceshist ace statistics

Explanation:Clear access list entry statistic
3.8.3 # clear dotlx statistics

Syntax:# clear dotlx statistics [ interface ( <port_type> [ <v_port_type list>]) ]
Parameter:
[ interface ( <port_type> [ <v_port_type_list>]) ]: Specify the interface that you want to clear.

Explanation:Clear§ KS & LISOATASR Ay GSNFI O0S&aQ0 R20GmME &adGldAradardaoe

3.84# clear ip arp

Syntax:# clear ip arp

Explanation:Clear ARP cache.

3.85# clear ip dhcp detailed statistics

Syntax:# clear ip dhcp detailed statistics { server | client | snooping | relay | kelpall } [ interface ( <port_type>
[ <in_port_list>]) ]

Explanation:ClearlP DHCP statistics.
Parameter:
{ server | client | snooping | relay | helper | all }: Specify the type of information that you want to clear.

[ interface ( <port_type> [ <irport_list>]) ]: Specify the interface type and port number.
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3.86# clear ip dhcp relay statistics

Syntax:# clear ip dhcp relay statistics

Explanation:Clear IP DHCP Relay statistics.

3.8.7 # clear ip dhcp server binding <ip>

Syntax:# clear ipdhcp server binding <ip>

Explanation:Clear IP DHCP server IP binding information.

3.88# clear ip dhcp server binding { automatic | manual | expired }

Syntax:# clear ip dhcp server binding { automatic | manual | expired }

Explanation:Clear IP DHCS2rver binding information.

3.89# clear ip dhcp server statistics

Syntax:# clear ip dhcp server statistics

Explanation:Clear IP DHCP server binding statisctics.

3.8.10# clear ip dhcp snooping statistics
Syntax:# clear ip dhcp snooping statisi¢ interface ( <port_type> [ <in_port_list>1]) ]
Explanation:Clear IP DHCP Snooping statistics.

3.8.11 # clear ip igmp snooping

Syntax:# clear ip igmp snooping [ vlan <v_vlan_list> ] statistics

Explanation:Clear IP IGMP Snooping statistics.

3.8.12 # clear ip statistics

Syntax:# clear ip statistics [ system ] [ interface vlan <v_vlan_list> ] [ icmp ] [-losgp<type> ]

Explanation:Clear IPv4 statistics for system, interface and ICMP.
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3.8.13 # clear ipv6 mld snooping

Syntax:# clear ipvémld snooping [ vlan <v_vlan_list> ] statistics

Explanation:Clear statistics for IPv6 MLD Snooping.

3.8.14 # clear ipv6 neighbors

Syntax:# clear ipv6 neighbors

Explanation:Clear the table for IPv6 neighbors.

3.8.15 # clear ipv6 statistics

Syntax:# clear ipv6 statistics [ system ] [ interface vlan <v_vlan_list> ] [ icmp ] Fiesgp<type> ]

Explanation:Clear IPv6 statistics for system, interface and ICMP.

3.8.16 # clear lacp statistics

Syntax:# clear lacp statistics

Explanation:Clear LACBtatistics.

3.8.17# clear lldp statistics

Syntax:# clear lldp statistics

Explanation:Clear LLDP statistics.

3.8.18# clear logging

Syntax:# clear logging [ info ] [ warning ] [ error ] [ switch <switch_list> ]

Explanation:Clear specific sygjoevents.

3.8.19# clear mac addrestable

Syntax:# clear mac addrestable

Explanation:Clear MAC address table.
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3.8.20# clear mvr

Syntax:# clear mvr [ vlan <v_vlan_list> | name <mvr_name> ] statistics

Explanation:Clear MVR statistics.

3.8.21 # clear spanningree
Syntax:# clear spanningree { { statistics [ interface ( <port_type> [ <v_port_type_list>]) ]} | { detepiedocols

[ interface ( <port_type> [ <v_port_type_list 1>])1}}

Explanation/ f ST NJ & LISOA TA O TreesiatBiNgF | OSaQ { LI yyAy3

3.8.2 # clear statistics

Syntax:# clear statistics [ interface ] ( <port_type> [ <v_port_type_list>])

Explanation/ £ SI NJ CF ad 9GKSNYSG yRk2NI DAIFOAG 9OGKSNYySG AydSN

3.8.23 # config terminal

Syntax:# config teminal

Explanation:Enter the Global Config mode.

# config t
(config)#

3.8.24 # copy

Syntax# copy { startugconfig | runningconfig | <source_path> } { startugonfig | runningconfig |
<destination_path> } [ syntacheck ]

{ statup-config | runningconfig | <source_path> }: Specify the file type that you want to copy from. This can be
Gald-OZbAd 3¢ D2 Ny AEA NI | ALISOAFAO a2dz2NOS FAES Ay Ffl a

{startupconflg | runnmgconﬂg | <destination_path> }Spemfy the file type that you want to copy to. This can
0S Ga02NHAUAE D2¢NUyA¥A VNI I aLISOATAO RSaAlGAYFGAZ2Y FAES A

Explanation:Save running configurations to startup configurations.

# copy running - config startup - config

Building configuration...

% Saving 15 96 bytes to flash:startup - config
#
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Building configuration...

#

#copy startup -config running - config

% Saving 1596 bytes to flash:startup - config

Explanation:Save runningonfigurations to Flash 201

# copy running
Building configuration...

# dir

Directory of flash:
r- 1970-01- 01 00:00:00
rw 2015 -01- 01 01:56:32
rw 20 15-01- 01 01:56:49

3 files, 3258 bytes total.

% Saving 1487 bytes to flash:201

- config Flash:201

284 default - config
1487 startup - config
1487 201

3.8.5 # delete

Syntax:# delete <path>

Explanation:Delete a file saved in Flash.

Parameters:

<Path : word>: Name of the file in Flash to be deleted.

Example:Delete a file named 201 irlash.

# dir

Directory of flash:
r- 1970-01- 01 00:00:00
rw 2015 -01- 01 01:56:32
rw 2015 -01- 01 01:56:49

3 files, 3258 bytes total.

# delete flash:2 01

# dir

Directory of flash:
r- 1970-01- 01 00:00:00
rw 2015 -01- 01 01:56:32

2 files, 1771 bytes to tal.

284 default - config
1487 startup - config

1487 2 01

284 default - config

1487 startup - config
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3.826# dir

Explanation:Display files in flash.

Example:
# dir
Directory of flash:
r- 1970-01-01 00:00:00 284 default - config
rw 2015 -01-0101:56:32 1487 startup - config
rw 2015 -01- 01 01:56:49 14872 01
3 files, 3258 bytes total.

3.827# disable & # enable

Explanation: Return to user mode or enter exec mode.

# disable
>

>

> enable
#

#

# enable 0
>

3.828 #dot1x

Syntax:# dotlx initialize [ interface ( <port_type> [ <plist>])

©w AYGSNFIOS ¢ fLRNIgielSp o fLIXAEAGH 8 0 B8Y {LISOATE i
interfaces.

<plist>: Specify the ports that apply to this command.

Explanation:To initialize dotlx function in an interface immediately.

3.829# firmware swap

Syntax:# firmware swap

Explanation:Use the other standby firmware image file uploaded to flash.
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3.8.3 # firmware upgrade

Syntax:# firmware upgrade<TFTPServer_path_file : word>
<TFTPServer_path_file : word>: Specify the TFTP server IP address and firmware filename.

Explanation:Upgrade the firmware image.

3.8.3L # ip dhcp retry interface vlan

Syntax:# ip dhcp retry interface vlan <vlan_id>
<vlan_id>: Specify the valid VLAN ID for DHCP query.

Explanation:Restart the DHCP query process.

3.8.3 # ipv6 dhcpclient restart

Syntax:# ipv6 dhcgclient restart [ interface vlan <v_vlan_list> ]
<v_vlan_list>: Specify the VLANSs associated twéHP interface.

Explanation:Restart the IPv6 client service.

3.8.33# more

Syntax:# more <path>
<path>: Specify the filename.

Explanation:Display file in Flash or in TFTP server.

3.8.#A#ping ip

Syntax:# ping ip <v_ip_addr> [ repeat <courit[ size <size> ] [ interval <seconds> ]
Explanation:Ping the specified IP.
Parameters:

<addr>: Specify the IPv4 address or IPv6 address for ping test.
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3.8.3B #ping ipv6

Syntax:#ping ipv6 <v_ipv6_addr> [ repeat <count> ] [ size <size> Jriyaiteseconds> ] [ interface vlan <v_vlan_id> ]
< v_ipv6_addr >: Specify the IPv4 address or IPv6 address for ping test.
Explanation:Ping the specified IPv6 address.
Parameters:
[ repeat <count> [The number of echo packets will be sent.
[ size <gie> ]:The size or length of echo packets.
[ interval <seconds> The time interval between each ping request.

[ interface vlan <v_vlan_id> ]: Specify the VLAN ID.

3.836#reload cold

Syntax:#reload cold

Explanation:Perform a cold reload on the/stem.

3.837#reload defaults

Syntaxi#reload defaults [keefip]
Explanation:Restore the device to factory default settings.
Parameters:

[keepip]: Keep VLAN 1 IP setting.

3.838#send

Syntax:# send { * | <session_list> | console 0 | vtytgvlist> } <message>
Explanation:Send messages to other tty lines.
Parameters:
{* | <session_list> | console 0 | vty <vty_list>}. Choose one of the options.
F Y {LISOATe afFé¢ (2 RSy2GS ff GGe& dzaSNa®
<session_list>: Specify a session number betweand 16.

console 0: This means primary terminal line.
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<vty_list>: Send a message to a virtual terminal.

<message>: Enter a message in 128 characters that you want to send.

3.8.39#terminal editing

Syntax:# terminal editing
Explanation:Enablecommand line editing.

Show: >show terminal
# show terminal

Negation:# no terminal editing

3.8.40 #terminal exectimeout

Syntax:# terminal exedimeout <01440> [<63600>]
Parameters:
<0-1440>: Specify the timeout value in minutes.
[<0-3600>]: Specify the timeout value in seconds.
Explanation:Set up terminal timeout value.

Show: >show terminal
# show terminal

Negation:# no terminal exed¢imeout

3.8.41 #terminal history size

Syntax:# terminal history size <82>
Parameters:

<032>{ LISOAFe (KS OdzZNNByYy(d KAAG2NE
Explanation:Set up terminal history size.

Show: >show terminal
# show terminal

Negation:# no terminal history size
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3.8.42 #terminal length

Syntax: # terminal length <0 or-512>

Parametes:

<0or3pmMHBY {LISOATe GKS fAySa RAaALX I &SR 2y GKS

Qx
(@]
Z
1983
w»

<
<

Explanation:Set up terminal length.

Show: >show terminal
# show terminal

Negation:# no terminal length

3.8.43 #terminal width

Syntax: # terminal width <0 or 4%612>
Parameters:

<0or4p MHBY {LISOAFE G(GKS gARGK RAaLIXIESR 2y (KS &AONBSyo®
Explanation:Set up terminal display width.

Show: >show terminal
# show terminal

Negation:# no terminal width

3.8.44 #no port-security shutdown

Syntax: # no portsecurity shutdown [interface (<port_type>[<v_port_type_list>])]
Explanation: Reopen ports that are shutdown or disabled by Port Security function.
Parameters:

[interface (<port_type>[<v_port_type_list>])]: Specify the port type aod numbers that you want to reopen.

3.845 # veriphy

Syntax: # veriphy [ { interface ( <port_type> [ <v_port_type_list>]) }]
Explanation:Rdzy’ *+SNAt 1 ., u /+F06tS 5AlF3Iy2atdada F2NI mankmnn yR wmD
Parameters:

[interface (<port_type>[<v_paortype_list>])]: Specify the port type and port numbers that you want to run
VeriPHY cable diagnostics.
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3.8.46 show commands

Ly 9ESO Y2RSS aaK2gé O2YYLyRa OLy 68 AadadSR G2 RA&LX
will be introduced if SOGA2Y odd a/ 2YYlIYyRaA AYy [/ 2yFA3I az2RSéd

3.9 Commands in Config Mode
3.9.1aaa

3.9.1.1(config)# aaa accounting
Syntax:(config)#aaa accounting { console | telnet | ssh } tacacs { [ commands <priv_IvI> ][ exec]}}
Explanation:Configure the commandra exec (login) authentication method for the client.
Parameters:
{ console | telnet | ssh }: Specify one of the authentication clients.

{[ commands <priv_Ivi>] [ exec ] }: Use the remote TACACS server for accounting. Enable the accounting of all
commands with a privilege level. Valid level values are 0 to 15. Specify "exec" to enable exec (login) accounting.

Negation:(config)# no aaa accounting { console | telnet | ssh }

Show:# show aaa

3.9.1.2(config)#aaa authentication login

Syntax:(config)#aaa authentication login { console | telnet | ssh | http } {{ local | radius | tacacs } [ { local | radius |
tacacs } [ { local | radius | tacacs } ] ]}

Explanation:Configure the authentication method for the client.
Parameters:
{ console | tehet | ssh | http }: Specify one of the authentication clients.
{{local | radius | tacacs } [ { local | radius | tacacs } [ { local | radius | tacacs } ] ] }: Specify one of the
authentication methods for the specified client. At least one method needsetspecified. Users can specify
three methods at most.
local: Use the local user database on the switch for authentication.

radius: Use remote RADIUS server(s) for authentication.

tacacs:Use remote TACACS+ server(s) for authentication.

NOTEMethodsthat involve remote servers will time out if the remote servers are offline. In this case the next
is tried. Each method is tried and continues until a method either approves or rejects a user. If a remote sen
for primary authenticationit is recommended to configure secondary authentication as 'local'. This will enal
management client to login via the local user database if none of the configured authentication servers are ali

Example:Set the Console client to usemote RADUS server(s) for authentication.
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# config t
(c onfig)#  aaa authentication login console radius

Negation:(config)# no aaa authentication login { console | telnet | ssh | http }

Show:# show aaa

3.9.1.3 (config)# aaa authorization

Syntax:(config)#aaa authorization { console | beet | ssh } tacacs commands <priv_Ivl> [ comfignmands ]
Explanation:Use this command to limit the CLI commands available to a user.
Parameters:

{ console | telnet | ssh }: Specify one of the authentication clients that applies to this rule.

<priv_Ivl> : Use the remote TACACS server for authorization. Authorize all commands with a privilege level. Valid
level values are 0 to 15.

[ configcommands ]: Specify "configpmmands” to authorize configuration commands.
Negation:(config)# no aaa authaation { console | telnet | ssh }

Show:# show aaa

3.9.2 (config)#access management

Syntax:(config)#access management <access_id> <access_vid> <start_addr> [ to <end_addr>]{[web ][ snmp ]
[telnet] | all }

Explanation:Create an access maregent rule.
Parameters:
<access_id:-16>: Specify an ID for this access management entry.
<access_vid3ndicates the VLAN ID for the access management entry.
<start_addr> [ to <end_addr>Ihdicate the stating and endindP address for the accesmnagement entry.
{[web][snmp]][telnet]| all }: Specifyatched hoss can access the switch frowhichinterface.

Example:Allow IP 192.168.0.1 to 192.168.0.10 to access the device via Web, SNMP and Telnet.

# config t
(config)# access management 1 1 192.168.0.1 to 192.168.0.10 all

Negaion: (config)# no access management
(config)# no access management <access_id>
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Show:# show access management [ statistics | <access_id_list> ]

Clear:# clear access management statistics

3.9.3 (config)# accedsst
3.9.3.1(config)#accesdist ace

Syntax:(config)#accesdist ace <Aceld :-256> [ action {deny | filter | permit}] [ dmatype {any| broadcast |
multicast | unicast } ] [frameype {any| arp|etype]ipv4|ipv4-icmplipv4-tcp|ipv4-udplipv6|ipv6 -icmp|ipv6-tcplipve-
udp} ] [ingress {any interface <PORT_TYPE> }] [logging] [neRtcgld : 1256>|last}] [policy <Policyld -B55>] [rate
limiter {<RateLimiterld :-16>|disable}] [redirect {disable| interface <PORT_TYPE>}] [shutdown] [tag
{any|tagged|untagged}] [tagpriority {O-1| 0-3| 2-3| 4-5| 4-7| 6-7| <TagPriority : &/>|any}] [vid {<Vid : 1
4095>|any}]
Explanation:Configure an access control list.
Parameters:

<Aceld : 2256>: Specify access control list ID that applies to this rule.

[ action {deny | filter | permit}]: Specify thaction that applies to this rule.

[ dmactype {any| broadcast | multicast | unicast } ]: Specify destination MAC type that applies to this rule.

[frame-type {any| arp|etypel|ipv4|ipv4-icmplipv4-tcplipv4-udplipvé|ipve-icmplipv6e-tcplipve-udp} ]: Specify
the frame type that applies to this rule.

[ingress {any | interface <PORT_TYPE> }]: Specify the ingress port.

[logging]: Enable logging function.

[mirror]: Enable the function of mirroring frames to destination mirror port.

[next {<Aceld : 1256>|last}]: Insert the current ACE ID before the next ACE ID or put the ACE ID to the last one.
[policy <Policyld :-@55>]: Specify the policy ID.

[rate-limiter {<RateLimiterld :-16>|disable}]: Specify the rate limit ID or disable this function.

[redirect {disble| interface <PORT_TYPE>}]: Redirect frames to a specific port or disable this function.
[shutdown]: Enable shutdown function.

[tag {any|tagged|untagged}]: Specify whether frames should be tagged or untagged.

[tag-priority {0-1] 0-3| 2-3| 4-5| 4-7| 6-7| <TagPriority : &>|any}]: Specify the priority value.

[vid {<Vid : 24095>|any}]: Specify the VLAN ID.

Show:# show accesbst [ interface [ ( <port_type> [ <v_port_type_list>]) ]] [ Hiteiter [ <rate_limiter_list>]][ ace
statistics [ <ae_list>]]

Negation:(config)# no accedsst ace <ace_list>

Clear:# clear accesbst ace statistics
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3.9.3.2(config)#accesdist ace update

Syntax:(config)#accesdist ace update <Aceld :256> [ action {deny | filter | permit}] [ dmatype fany| broadcast |
multicast | unicast } ] [framaype {any| arp|etype|ipv4|ipv4-icmplipv4-tcp|ipv4-udp|ipv6|ipv6 -icmplipve-tcp|ipve-
udp} ] [ingress {any | interface <PORT_TYPE> }] [logging] [éxe{d : 2256>|last}] [policy <Policyld -B55>] [rate
limiter {<RateLimiterld :-16>|disable}] [redirect {disable| interface <PORT_TYPE>}] [shutdown] [tag
{any|tagged|untagged}] [tagpriority {O-1| 0-3| 2-3| 4-5| 4-7| 6-7| <TagPriority : &/>|any}] [vid {<Vid : 1
4095>|any}]
Explanation:Update an access ntrol list.
Parameters:

<Aceld : 2256>: Specify access control list ID that applies to this rule.

[ action {deny | filter | permit}]: Specify the action that applies to this rule.

[ dmactype {any| broadcast | multicast | unicast } ]: Specify destilon MAC type that applies to this rule.

[frame-type {any| arp|etypel|ipv4|ipv4-icmplipva-tcplipv4-udplipv6|ipve-icmplipv6e-tcplipve-udp} ]: Specify
the frame type that applies to this rule.

[ingress {any | interface <PORT_TYPE> }]: Specify the ingréss po

[logging]: Enable logging function.

[mirror]: Enable the function of mirroring frames to destination mirror port.

[next {<Aceld : 1256>|last}]: Insert the current ACE ID before the next ACE ID or put the ACE ID to the last one.
[policy <Policyld 0-255>]: Specify the policy ID.

[rate-limiter {<RateLimiterld :-16>|disable}]: Specify the rate limit ID or disable this function.

[redirect {disable| interface <PORT_TYPE>}]: Redirect frames to a specific port or disable this function.
[shutdown]: Enable shutdown function.

[tag {any|tagged|untagged}]: Specify whether frames should be tagged or untagged.

[tag-priority {O-1] 0-3| 2-3| 4-5| 4-7| 6-7| <TagPriority : &>|any}]: Specify the priority value.

[vid {<Vid : 24095>|any}]: Specify the VINAID.

Show:# show accesBst [ interface [ ( <port_type> [ <v_port_type_list>])]] [ Hitaiter [ <rate_limiter_list>]] [ ace
statistics [ <ace_list>] ]

Negation:(config)# no accedsst ace <ace_list>
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3.9.3.3(config)#accesdist rate-limiter

Syntax:(config)#accesdist ratelimiter [ <rate_limiter_list> ] { pps <pps_rate> | 100pps <pps100_rate> | kpps
<kpps_rate> | 100kbps <kpbs100_rate>}

Explanation:Configure rate limiter that applies to each rate limit ID.
Parameters:
[<ratef AYAGSNYPEt Aadp 6Y {LISOAFEe GKS aNIGS ftAYAG L5¢zX awmn

{ pps <pps_rate> | 100pps <ppsl100_rate> | kpps <kpps_rate> | 100kbps <kpbs100 rate> }: Specify the rate limit
rate.

Show:# show acceshst rate-limiter [<RateLimiterList : 1~16>]

3.9.3.4 (configif)# accesdist action

Syntax:(configif)# accesdist action { permit|deny}
Explanation/ 2y FA3IdzNB | aLISOATAO LRNIQa FOGA2Y 2LiA2Yy®
Parameters:

{ permit|deny}: Permit or deny frames on pexific port.

Show:# show accesbst [ interface [ ( <port_type>[ <v_port_type list>])]]

3.9.3.5 (configif)# accesdist logging

Syntax:(configif)# accesdist logging
Explanation9 y I 6t S | &aLISOATAO LRNIQa f233Ay3a FdzyOliA2y D
Show:# show acesslist [ interface [ ( <port_type>[ <v_port_type list>])]]

Negation:(configif)# no accessist logging

3.9.3.6 (config-if)# accesdist policy

Syntax:(configif)# accesdist policy <policy_id>
Parameters:

<policy_id:6255>: Specify a pialy ID that applies to this specific port.
Explanation:Apply a policy ID to a specific port.

Show:# show accesbst [ interface [ ( <port_type>[ <v_port_type list>])]]
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Negation:(configif)# no accestist policy
3.9.3.7 (configif)# accesdist port-state
Syntax:(configif)# accesdist port-state
Explanation9 y I 6t S | &ALISOAFAO LIRNILIQA LRNI aidldsSo

Negation:(configif)# no accestist port-state

3.9.3.8 (configif)# accesdist rate-limiter

Syntax:(configif)# accesdist rate-limiter <rate_limiter_id>
Parameters:

<rate_limiter_id:116>: Specify a rate limiter ID to a specific port.
Explanation:Apply a rate limiter ID to a specific port.

Negation:(configif)# no accestist ratelimiter

3.9.3.9 (configif)# accesdist shutdown

Syntax:(configif)# accesdist shutdown
Explanation:Shutdown this port when specified rules are matched.

Negation:(configif)# no accestist shutdown

3.9.3.10(configrif)# accessist {redirect}

Syntax:(configif)# accesdist { redirect } mterface { <port_type> <port_type_id> | ( <port_type> [ <port_type_list>]) }
Parameters:
{redirect | portcopy¥ WSRANB OGO GKAA LIR2NIQaA FNIYSa (G2 GKS aLISOAT

interface { <port_type> <port_type_id> | ( <port_type> [ <port_type_list>]) écBpthe redirect or copy port
type and port list.

Explanatonw SRANB Ol G KA A& LI2NIQa FNrYSa (2 G(KS &ALISOAFASR LI NI

Negation:(configif)# no accesdist redirect
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3.9.4 (config)# aggregation
3.9.4.1(config)#aggregationmode

Syntax:(config)#aggregdon mode { [ smac ] [dmac ] [ip ][ port]}
Explanation:Configure aggregation mode.
Parameters:

[smac]: All traffic from the sam8ource MAC addressoutput on the same link in a trunk.

[dmac]: All traffic with the saméDestinationMAC addresgs output on the same link in a trunk.

[ip]: All traffic with the same source and destination IP address is output on the same link in a trunk.

[port]: All traffic with the same source and destination TCP/UDP port nhumber is output on the same link in a
trunk.

Negation:(config)# ncaggregation mode

Show:# show aggregation [mode]

3.9.4.2 (config-if)# aggregation group

Syntax:(configif)# aggregation group <unit>
Explanation:Add this specific interface to the specifiaggregation group.
Parametes:
<unit>: Specify the aggregation group ID.
Negation:(configif)# noaggregation group

Show:# show aggregation [mode]

3.9.5 (config)# banner
3.9.5.1(config)#banner [ motd ] <banner>
Syntax:(config)#banner [ motd ] <banner>
Parameters:
[ motd ]: Type in the message of the day.
Explanation:Configure the message of the day

Negation:(config)# no banner [motd]
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3.9.5.2(config)#banner exec <banner>

Syntax:(config)#banner exec <banner>
Explanation:Display the configured messageeavhsuccessfully entering Exec mode

Negation:(config)# no banner exec

3.9.5.3(config)#banner login <banner>

Syntax:(config)#bannerlogin <banner>
Explanation:Display the configured message when prompted for login ID and password.

Negation:(corfig)# no banner login

3.9.6 (config)#clock
3.9.6.1 (config)# clockummertime <word16> date

Syntax:clock summetime <word16> date [ <start_month_var> <start_date_var> <start_year_var> <start_hour_var>
<end_month_var> <end_date_var> <end_year_vand<hour_var> [ <offset_var>]]

Explanation:Configure daylight saving tim&his is used to set the clock forward or backward according to the
configurations set for a defined Daylight Saving Time durati@ecurring command is used teepeat the
configuration every year.

Parameters:

summertime <word16> Specify a description for this déight setting.

date [ <start_month_var> <start_date var> <start_year_var> <start_hour_var> <end_month_var>
<end_date_var> <end_year_var> <end_hour_var> [ <ofiee> ] |

<start_month_varl-12>; Specify the starting month.
<start_dde_var. 1-31>: Specify the starting day.
<start year var20002097>. Specify the starting year.
<start_hour_varhh:mn®: Specify the time to start.
<end_month_varl-12> Speify the ending month.
<end_dae_var. 1-31> Specify the ending day.
<end_year var20002097> Specify the ending year.
<end_hour_var hh:mm: Specify the time to start.

[ <offset_var 1-1440> ] Specify lhe number of minutes to add during Dayliglavéhg TimeThe allowed
range isl to 1440
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Negation:(config)# no clock summéime
Show:> show clock
> show clock detail

# show clock
# show clock detail

3.9.6.2(config)#clock summetime <word16> recurring

Syntax:(config)#clock summetime <word16> recurring [ <start_week_var> <start_day_var> <start_month_var>
<start_hour_var> <end_week_var> <end_day_var> <end_month_var> <end_hour_var> [ <offset_var>1]]

Explanation:Configure daylight saving timehis is used to set the clock forward @daward according to the
configurations set for a defined Daylight Saving Time durati@ecurring command is used teepeat the
configuration every year.

Parameters:

summertime <word16> Specify a description for this déight setting.

recurring[ <start_week_var> <start_day_var> <start_month_var> <start_hour_var> <end_week_var>
<end_day_var> <end_month_var> <end_hour_var> [ <offset var>]]

<start week_var:5>: Specify the starting week.
<start_dg_var. 1-31>: Specify the starting day.
<stat_month_varl1-12> Specify the starting month.
<start_hour_varhh:mn®: Specify the time to start.
<end_week_var:b>: Specify the ending week.
<end_dg_var. 1-31>: Specify the ending day.
<end_month_var1-12>: Specify the ending month.
<end_hourvar. hh:mm; Specify the time to end.

[ <offset_var 1-1440> ] Specify he number of minutes to add during Daylight Saving Tifhe. allowed
range isl to 1440

Negation:(config)# no clock summéime

Show:# show clock
# show clock detail

3.9.6.3 (config)#clock timezone

Syntax:(config)# clock timezone <word>23-23>[<0-59>]
Explanation:Configure a timezone used in the switch.

Parameters:
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<wordl6>: Specify the name of the timezone.

<-23-23> Hours offset from UTC.

[<0-59>]: Minutes dfset from UTC.
Negation:(config)# no clock timezone

Show:# show clock
# show clock detail

3.9.7 (config)#default
3.9.7.1 (config)#default accesdist rate-limiter
Syntax:(config)#default accesdist rate-limiter [ <rate_limiter_list> ]
Explanation:To default the specified ratémiter ID.
Parameters:
[ <rate_limiter_list 1-16> | Specify a rate limiter ID.

Example:To default ratelimiter 1.

# config t
(config)# default access - list rate - limiter 1

3.9.8 (config)# dotlx

3.9.8.1(config)#dotlx systemauth-control
Syntax:(config)#dotlx systerrauth-control
Explanation:To enable 802.1x service.
ParametersNone.

Example:Enable 802.1x service.

# config t
(config)# dotlx system - auth - control

Negation:(config)# nadotlx systemrauth-control

Show:> show dotlx statusipterface ( <port_type> [ <v_port_type_list>]) ][ brief]
# show dotlx status [ interface ( <port_type> [ <v_port_type_list>]) ][ brief ]
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3.9.8.2(config)#dotlx re-authentication

Syntax:(config)#dot1x reauthentication

Explanation:Set cliefts to be reauthenticated after an interval set in "Rauthenticate” field. Reutentication can be
used to detect if a new device is attached to a switch port.

Example:Enable reauthentication function.

# config t
(config)# dotlx re - authentication

Negation:(config)#no dotlx reauthentication

Show:> show dotlx status [ interface ( <port_type> [ <v_port_type_list>]) ] [ brief]
# show dotlx status [ interface ( <port_type> [ <v_port_type_list>]) ][ brief ]

3.9.8.3(config)#dotlx authentication timer reauthenticate

Syntax:(config)# dotlx authentication timer rauthenticate <33600>

Explanation:Specify the time interval for a connected device to bauthenticated. By default, the rauthenticated
period is set to 3600 seconds. The allowed range 36D0 seconds.

Parameters:
<1-3600>: Specify a rauthentication value between 1 and 3600.

Example:Set reauthentication timer to 100.

# config t
(config)# dotlx authentication timer re - authenticate 100

Negation:(config)# nadotlx authentication timer reauthenticate

3.9.8.4(config)}# dotlx timeout tx-period

Syntax:(config)# dotlx timeout tperiod <v_1 to 65535>

Explanation:Specify the time that the switch waits for a supplicant response during an authentication session before
transmitting a Request Identify EAPOL packet. Byullefiais set to 30 seconds.

Parameters:
<v_1 to_65535>Specify a timeout value between 1 and 65535 (seconds).

Example:Set EAPOL timeout to 30 seconds.
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# config t
(config)# dotlx timeout tx - period 30

Negation:(config)# nodotlx timeout txperiod

3.9.8.5(config)#dotlx authentication timer inactivity

Syntax:(config)# dotlx authentication timer inactivity <1@®00000>

Explanation{ LISOAF¥& (G(KS LISNA2R GKIG A& dzaSR G2 38 2dzi |
based authentication. The gult period is 300 seconds. The allowed range isT@0000 seconds.

Parameters:
<10-1000000>Specify a value between 10 ah@00000(seconds).

Example:Set the aging time to 300 seconds.

# config t
(config)# dotlx authentication timer inactivity 300

Negation:(config)# nadotlx authentication timer inactivity

3.9.8.6 (config)#dotlx timeout quietperiod

Syntax:(config)# dotlx timeout quieperiod <v_10_to_1000000>

Explanation:The time after an EAP Failure indication or RARIHHuUt that a client is not allowed acce&his
setting applies to portsunning Single 802.1X, Multi 802.1X, or M#gSed authenticationBy default, hold time is set
to 10 seconds. The allowed rangd.@- 1000000 seconds

Parameters:

<10-1000000>Specify a value between 10 at@00000(se®mnds).

Example:Set hold time to 30 seconds.

# config t
(config)# dotlx timeout quiet - period 30

Negation:(config)# nadot1x timeout quietperiod
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3.9.8.7 (config)#dotlx feature

Syntax:(config)# dot1x feature { [ guestan ] [ radiusqos ] [ radiusvlan ] }

Explanaton: Enable the specified feature.

Parameters:

{[ guestvlan ] [ radiusgos ] [ radiusvlan ] }:

[guestvlan]: Enable guest VLANGuest VLAN is a special VLAN typically with limited network access.
When checked, the individual ports' ditto settidgtermines whether the port can be moved into Guest
VLAN. When unchecked, the ability to move to the Guest VLAN is disabled on all ports.
[radiusqos]: Bhable RADIUS assigned QoS.
[radiusvlan]: Enable RADIUS VLRADIUSssigned VLAN provides a meémsentrally control the VLAN
on which a successfully authenticated supplicant is placed on the switch. Incoming traffic will be classified to
and switched on the RADIWSsigned VLAN. The RADIUS server must be configured to transmit special
RADIUS attribtes to take advantage of this feature.

Example:Enable guest VLAN service.

# config t
(config)# dotlx feature guest - vlan

Negation:(config)# nadotlx feature { [ guestlan ] [ radiusgos ] [ radiusvlan ] }

3.9.8.8(config)#dotlx guestvlan

Syntax:(config)#dotlx guestvlan <value>
Explanation:Configure a guest VLAN ID.
Parameters:
<value:14095>: Specify the guest VLAN ID. The allowed VLAN ID range is from 1 to 4095.

Negation:(config)# no dotlx guestlan

3.9.8.9(config)#dotlx guestvlan supplicant

Syntax:(config)#dotlx guestvlan supplicant

Explanation:Enable Guest VLAN supplicant functidhe switch remembers if an EAPOL frame has been received on

the port for the lifetime of the port. Once the switch considers whether to enter the Guest YIitAnlI first check if

this option is enabled or disabled/hen enabled, the switch does not maintain the EAPOL packet history and allows
clients that fail authentication to access the guest VLAN, regardless of whether EAPOL packets had been detected on
the interface. Clients that fail authentication can access the guest VLAN.
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Negation:(config)# no dotlx guestlan supplicant

3.9.8.10(config)#dotlx maxrequth-req

Syntax:(config)#dotlx maxreauth-req <value>

Explanation:The maximum number dfmes the switch transmits an EAPOL Request Identity frame witlecatving
aresponse beforadding a port tahe Guest VLAN. The value can only be chamgezh the Guest VLAN option is
globally enabled. ffe ranges 1¢ 255.

Parameters:
<value:1255>:Specify a value between 1 and 255.

Negation:(config)# no dotlx mareauth-req

3.9.8.11(configif)# dotlx port-control

Syntax:(configif)# dotlx portcontrol { forceauthorized | forceunauthorized | auto | single | multi | maebased }
Parameters:

{ force-authorized | forceunauthorized | auto | single | multi | maebased }: Specify one of the authentication
modes on the selected interfaceBhis setting works only when NAS is globally enabled. The following modes are
available:

force-authorized:In this mode, the switch will send one EAPOL Success frame when the port link comes up,
and any client on the port will be allowed network access without authentication.

force unauthorized: In this mode, the switch will send one EAPOL Failure frame titegport link comes
up, and any client on the port will be disallowed network access.

auto (PortBased 802.1X)Fhis mode requires a dotdaware client to be authorized by the authentication
server. Clients that are not dotdaware will be denied access.

single (802.1X)in Single 802.1X, at most one supplicant can get authenticated on the port at a time. Normal
EAPOL frames are used in the communication between the supplicant and the switch. If more than one
supplicant is connected to a port, the oneattcomes first when the port's link comes up will be the first one
considered. If that supplicant doesn't provide valid credentials within a certain amount of time, another
supplicant will get a chance. Once a supplicant is successfully authenticatethairdypplicant will be

allowed access. This is the most secure of all the supported modes. In thisin&d8, &t 2 NI { S OdzNA i
isused to secure a supplicant's MAC address once successfully authenticated.

multi (802.1X):In Multi 802.1X, one or mar supplicants can get authenticated on the same port at the
same time. Each supplicant is authenticated individually and secured in the MAC tablé siSg & t 2 NI
{ SOdzZNAG&¢ Y2Rdz S

macbased: Unlike portbased 802.1X, MARBased authentication do not transt or receive EAPOL frames.

In MAGbased authentication, the switch acts as the supplicant on behalf of clients. The initial frame (any
kind of frame) sent by a client is snooped by the switch, which in turn uses the client's MAC address as both
usernameand password in the subsequent EAP exchange with the RADIUS $hevébyte MAC address

is converted to a string on the following form xx-xx-xx-xxxx", that is, a dash)(is used as separator
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between the lowercased hexadecimal digits. The switofly supports theMD5-Challengeauthentication
method, so the RADIUS server must be configured accordingly.

Example:Set Gigabit Etherntporttn Q& | RYAY &GF 4GS G2 &l dzi2é

# config t
(config)# interface gigabitethernet 1/1 -10
(config -if )# dotlx port - control auto

Negation:(configif)# no dotlx portcontrol

3.9.8.12(config-f)# dotlx guestvlan

Syntax:(configif)# dotlx guestvlan
Explanation:Enable the guest VLAN on the selected interfaces.
ParametersNone.

Example:Enable guest VLAN on porlD.

# config t
(config)# interface gigabitethernet 1/1 -10
(config -if )# dotlx guest -vlan

Negation:(configif}# no dotlx guestlan

3.9.8.13(config-if)# dotlx radius-qos

Syntax:(configif)# dotlx radiusqos
Explanation:Enable RADIUS Assigned QoS on the selected interfaces.
ParametersNone.

Example:Enable RADIUS Assigned QoS on pafi. 1

# config t
(config)# interface gig abitethernet 1/1 -10
(config -if )# dotlxradius - qos

Negation:(configif)# no dotlx radiugjos

3.9.8.14(configif)# dotlx radiusvian

Syntax:(configif)# dotlx radiusvlan

Explanation:Enable RADIUS Assigned VLAN on the selected interfaces.
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Parameters:None.

Example:Enable RADIUSssigned VLAN on porilD.

# config t
(config)# interface gigabitethernet 1/1 -10
(config -if )# dotlxradius -vlan

Negation:(configif)# no dotlx radius/lan

3.9.8.15(config-f)# dotlx re-authenticate

Syntax:(configif)# dotlx reauthenticate

Explanation:Schedules reauthentication to whenever theiepperiod of the port runs out (EAP&lased
authentication). For MA®ased authentication, reauthentication will be attempted immediately. This command only
has effect for successfully authenticated clients on the port and will not cause the clientstesrgmrarily
unauthorized.

Show:> show dotlx statistics { eapol | radius | all } [ interface ( <port_type> [ <v_port_type_list>1]) ]
# show dotlx statistics { eapol | radius | all } [ interface ( <port_type> [ <v_port_type_list>]) ]

3.9.9 (configif)# duplex

Syntax:(configif)# duplex { half | full | auto [ half | full ] }
Explanation/ 2y ¥ A 3dzNB LJ2 NIi Q&4 RdzL)X SE Y2RSo
Parameters:

{ half | full | auto [ half | full ] }: Specify the duplex mode for this specific interface.

Example{ S LJ2 pldk mwi@td auR dz

# config t
(config)# interface gigabitethernet 1/1 -10
(config -if )# duplex auto

Negation:(configif)# no duplex

Show:> show interface ( <port_type> [ <v_port_type_list>]) status
# show interface ( <port_type> [ <v_port_type_list>]) status

3.9.10 (config)# enable
3.9.10.1 (corfig)# enable password

Syntax:(config)# enable password <password>

Explanation:Configure passwortbr Enable mode.
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Parameters:

password <passwordSpecify the enable mode password.

3.9.10.2(config)#enable password level

Syntax:(config)# enabl@assword [level <priv:-15>] <password>
Explanation:Configure enable password and privilege level.
Parameters:
[level <priv: ¥15>]: Specify the privilege level for this password.
<password>Specify a password for Enable mode.

Negation:(config)#no enable password [ level <priv> ]

3.9.10.3 (config)#enable secret

Syntax:(config)# enable secret { 0 | 5 } [ level <privi3> ] <password>

Parameters:
9 n p p YY {LISOATeEe ané (G2 RSy20S dzy S podsedasi(@BS). 8 SONSE i
[level <priv: 315>]: Specify the privilege level for this password.
<password>: Specify the enable mode password.

Explanation:Configure enable secret password and privilege level.

Negation:(config)#no enable secret { [ O | 5 ][Jevel <priv> ]

3.9.11 (configif)# excessiveestart

Syntax:(configif)# excessiveestart

Explanation:Restart backoff algorithm after 16 collisions (No excessagtart means discard frames after 16
collisions.)

Negation:(configif)# noexcessie-restart

Show:> show interface ( <port_type> [ <v_port_type_list>]) status
# show interface ( <port_type> [ <v_port_type_list>]) status
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3.9.12 (config)# fanmode { auto | full | low }

Syntax:(config)#fanmode { auto | full | low }
Explanation:Adjust the fan speed of the device.
Parameters:
auto: The fan speed is adjusted automatically depending on the current temperature of the device.

full: The fan operates in full speed. Check current revolutions of per minutes (RRMjitor > Systen > Power
& Fansection.

low: This mode slows down the fan speed. Check current revolutions of per minutes (RAM)iiar > System
> Power & Farsection.

3.9.13 (configif)# flowcontrol { on | off }

Syntax:(configif)# flowcontrol { on | off }
Exphknation: Enable or disable flow confrol for this specific interface.
Parameters:
{on | off }: Enable or disable flow control.
Negation:(configif)# no flowcontrol

Show: >show interface ( <port_type> [ <v_port_type_list>]) status
# show interfacd <port_type> [ <v_port_type_list>]) status

3.9.14 (configif)# frame-length-check
Syntax:(configif)# frame-length-check

Explanation: Enable Frame Length Check function. This configures if frames with incorrect frame length in the
EtherType/Lengttiield shall be dropped. An Ethernet frame contains a field EtherType which can be used to indicate
the frame payload size (in bytes) for values of 1535 and below. If the EtherType/Length field is above 1535, it indicates
that the field is used as an Ethgpe (indicating which protocol is encapsulated in the payload of the frame). If "frame
length check" is enabled, frames with payload size less than 1536 bytes are dropped, if the EtherType/Length field
doesn't match the actually payload length. If "franemdith check" is disabled, frames are not dropped due to frame
length mismatch. Note: No drop counters count frames dropped due to frame length mismatch.

Negation:(configif)# no framelength-check

Show:# show runningconfig
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3.9.15 (configrif)# green-ethernet
3.9.15.1 (config-f)# green-ethernet energydetect
Syntax:(configif)# greenethernet energydetect
Explanation:Enable power saving function for this specific interface when there is no link partner.
Negation:(configif)# no greenethernet energy-detect

Show:# show greerethernet energydetect [ interface ( <port_type> [ <port_list>1]) ]

3.9.15.2 (config-f)# green-ethernet shortreach

Syntax:(configif)# greenethernet shortreach
Explanation:Enable power saving for ports whickcnnect to link partner with short cahle
Negation:(configif)# no greenethernet shortreach

Show:# show greerethernet shortreach [ interface ( <port_type> [ <port_list>1]) ]

3.9.16 (config)# gvrp

3.9.16.1 (config)#gvrp
Syntax:(config)#gvrp
Explanation:Globally enable GVRP function.
Parameters:None.

Example:Globally enable GVRP function.

# config t
(config)# gvrp
(config)#

Negation:(config)#no gvrp

3.9.16.2 (config)#gvrp maxvlans

Syntax:(config)#gvrp maxvlans <maxvlans>
Explanation: Set up he maximum number of VLANS can be learned via GVRP.
Parameters:

<maxvlans>: Specify the number of VLANSs learned via GVRP.

Example:Set the maximum number of VLANS can be learned via GVRP to 20.
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# config t
(config)# gvrp
(config)# gvrp max - vlans 20

Negation:(corfig)#no gvrp maxvlans <maxvlans>

3.9.16.3 (config)#gvrp time

Syntax:(config)#gvrp time { [ joirtime <jointime> ] [ leavdime <leavetime> ] [ leavall-time <leavealltime> ] }
Explanation:Set up he maximum number of VLANSs can be learned viaFGVR
Parameters:

[ join-time <jointime> ]: Specify the amount of time in units of cesgconds that PDUs are transmitted. The
default value is 20 centieconds. The valid value i52D.

[ leavetime <leavetime> ]: Specify the amount of time in unitgeffit-seconds that the device waits before

RSt SiAy3a GUKS Faaz20Al SR SUNROUIAKNSEt SEAEI ABYESVEAKNBDS

cancelled by the Join message. The default value is 60-sertinds.

NOTESt KS & [-Bx ¥S4 t fIVME WS d SNHENS I § SN YIS yLIF (N’ Sy Sali[ SN S
[leaveallki A YS ¢ f SIF @SHEtGAYSH B8Y {LISOAFe (GKS FYz2dzyi 27
indicates that all registrations are shortly-degistered. Participants will need to rejoim @rder to maintain
registration. The valid value is 1000 to 5000 caetionds. The factory default 1000 cesgiconds.

NOTEt KS & [-BA ¥WSE fIfJ NI YSGSNI Ydza i -G6ASY SENBLYI NS N SHiKS Nd G K S

Negation:(config)#no gvrp time { [ joitime Jointime> ] [ leavetime <leavetime> ] [ leavall-time <leavealltime> ]}

3.9.16.4 (configif)# gvrp

Syntax:(configif)# gvrp
Explanation:Enable GVRP function on the specified interfaces.
Parameters:None.

Example:Enable GVRP function on por3.

# config t

(config)#
(config
(config

interface GigabitEthernet 1/1
- if)# gvrp
- if#

Negation:(configif)# no gvrp
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3.9.17 (config)#hostname

Syntax:(config)#hostname <WORD>

Explanation:Specify a descriptive name for this switch.

Parameters:
<WORD32>8pecify a descriptive name for this devitelicate the hostname for this device. AlphabetsZfaz),
digits (69) and minus sign)(can be used. However, space characters are not allowed. The first character must
be an alphabet character. The first and last character must not be a minus sgyall@led string length is @

255.

ExampleSet the hostname to AccessSW.

# config t
(config)# hostname Access SW
AccessSW(Config)#

Negation:(config)# nchostname

Show:> show version
# show version

3.9.18 (config)# interface
3.9.18.1(config)#interface ( <port_type> [ <plist})
Syntax:(config)#interface ( <port_type> [ <plist>])
Explanation:Enter Config Interface mode for this specific interface.
Parameters:
<port_type> [ <plist> ]: Specify the port type and port number.

Example:Enter Config Interface mode forgabit Ethernet port 1.

# config t

(config)#

(config)# interface GigabitEthernet 1/1
(configif)#

Show:> show interface ( <port_type> [ <in_port_list>]) switchport [ access | trunk | hybrid ]
> show interface ( <port_type> [ <v_port_type_list> ] )atafities
> show interface ( <port_type> [ <v_port_type_list> ]) statistics [ { packets | bytes | errors | discards | filtered |
{ priority [ <priority_ v_0_to_7>]1}}][{up|down}]
> show interface ( <port_type> [ <v_port_type_list>]) status
> show interface ( <port_type> [ <v_port_type_list>]) veriphy
> show interface vlan [ <vlist> ]

# show interface ( <port_type> [ <in_port_list>]) switchport [ access | trunk | hybrid ]
# show interface ( <port_type> [ <v_port_type_list>]) capabilities
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# show interface ( <port_type> [ <v_port_type_list>]) statistics [ { packets | bytes | errors | discards | filtered |
{ priority [ <priority v.0 to 7>]1}}][{up|down}]

# show interface ( <port_type> [ <v_port_type_list>]) status

# show interce ( <port_type> [ <v_port_type_list>]) veriphy

# show interface vlan [ <vlist> ]

Clear:# clear statistics { [ interfacg kport_type> [ <v_port_type_list>})

3.9.18.2 (config)#interface vlan

Syntax:(config)#interface vlan <vlist>
Explanaton: Enter Config Interface VLAN mode for this specific interface.

Example:Enter Config Interface VLAN 1 for port 1.

# config t

(config)#

(config)# interface vian 1
(configif-vlan)#

3.9.19 (config)#ip

3.9.19.1 (config)#ip arp inspection
Syntax:(config)#ip arp inspection
Explanation:Enable ARP inspection function.
Negation:(config)# ndp arp inspection

Show:> show ip arp inspection [ interface ( <port_type> [ <in_port_type_list>]) | vlan <in_vlan_list> ]
# show ip arp inspection [ intxce ( <port_type> [ <in_port_type_list>]) | vlan <in_vlan_list> ]

Clear:# clear ip arp
3.9.19.2 (config)#ip arp inspectiorentry interface

Syntax:(config)#ip arp inspection entry interface <port_type> <in_port_type_id> <vlan_var> <mac_var>vapv4
Explanation:Create ARP static entry.
Parameters:

<port_type> <in_port_type_id>: Specify the port type and port number.

<vlan_var>Specify a configured VLAN ID.

<mac_var>Specify an allowed source MAC address in ARP request packets.

<ipv4_\ar>:Specify an allowed source IP address in ARP request packets.
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Negation: (config)# noip arp inspection entry interface <port_type> <in_port_type_id> <vlan_var> <mac_var>
<ipv4_var>

Show:# show ip arp inspection entry [ dhgmooping | static ] [ ineérface ( <port_type> [ <in_port_type_list>1]) ]

Clear:# clear ip arp

3.9.19.3 (config)#ip arp inspection translate

Syntax:(config)#ip arp inspection translate [ interface <port_type> <in_port_type_id> <vlan_var> <mac_var>
<ipv4_var>]

Explanatio: Translate the dynamic entry to static one.

Parameters:
<port_type> <in_port_type_id>: Specify the port type and port number.
<vlan_var>Specify a configured VLAN ID.
<mac_var>Specify an allowed source MAC address in ARP request packets.
<ipv4 var>:Specify an allowed source IP address in ARP request packets.

Show:# show ip arp inspection entry [ dhgmooping | static ] [ interface ( <port_type> [ <in_port_type_list>]) ]

3.9.19.4 (config)#ip arp inspection vlan

Syntax:(config)#ip amp inspection vlan <in_vlan_list>
Explanation:Specify ARP inspection is enabled on which VLAN.
Parameters:

<in_vlan_list>: Specify a list of VLAN ID to be used for ARP inspection.
Negation:(config)# ndp arp inspection vlan <in_vlan_list>

Show:<show ip arp
# show ip arp

Clear:# clear ip arp

3.9.19.5 (config)#ip arp inspectiorvlan <in_vlan_list> logging

Syntax:(config)#ip arp inspection vlan <in_vlan_list> logging { deny | permit | all }
Explanation:Enable log function.

Parameters:
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{ deny | permit | all }: Specify one of the log types.
Deny:Log denied entries.
Permit: Log permitted entries.
All: Log all entries.
Negation:(config)# ndp arp inspection vlan <in_vlan_list> logging

Show:< show ip arp
# show ip arp

Clear:# clea ip arp

3.9.19.6 (config)# ip dhcp excludedddress

Syntax:(config)# ip dhcp excludealddress <low_ip> [ <high_ip> ]
Parameters:

<low_ip> [ <high_ip>]: Specify the IP address range that will not be used for DHCP IP assignment.
Explanation:Confgure IP addresses that are not used for DHCP IP allocation.

Example:Exclude IP address 1.2.3.4 to 1.2.3.10 from DHCP IP allocation pool..

# config t

(config)# ip dhcp excluded - address 1.2.3.4 1.2.3. 10
(config)# exit

# show ip dhcp excluded - address

Low Address  High Address

01 1234 1.2.3.10

#

Negation:(config)# no ip dhcp excludedidress <low_ip> [ <high_ip>]

Show:# showip dhcp excludeéddress

3.9.19.7 (config)# ip dhcp pool

Syntax:(config)# ip dhcp pool <pool_name>
Parameters:

<pool_name>: Specify the DHCP pool name in 32 characters.
Explanation:Configure the pool name for DHCP IP addresses.

Negation:(config)# no ip dhcp pool <pool_name>
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Show:# show ip dhcp pool

3.9.19.8 (config)#ip dhcp relay

Syntax:(config)# ip dhcp relay
Explanation:Enable DHCP relay function.

Example:Enable DHCP relay function.

# config t
(config)# ip dhcp relay

Negation:(confg)# no ip dhcp relay

Show:> show ip dhcp relay [statistics]
# show ip dhcp relay [statistics]

Clear:# clear ip dhcp relay statistics

3.9.19.9 (config)#ip dhcp relay information option

Syntax:(config)# ip dhcp relay information option

Explanation: Enable DHCP Relay option 82 functionf S| &S y24S GKIFG awStlr& a2RS¢
function is able to take effect.

Example:Enable DHCP Relay option 82 function

# config t
(config)# ip dhcp relay information option

Negation:(config)# no ip dhcp relay inforation option

3.9.19.10 (config)#ip dhcp relay information policy {drop | keep |replace}

Syntax:(config)# ip dhcp relay information policy { drop | keep | replace }
Explanation:SpecifyDHCP Relay information reforwarding policy action.
Parameters:
{ drop | keep | replace }Specify one of the relay information policy options.
drop: Drop the packet when it receives a DHCP message that already contains relay information.

keepYSSL) KS OfASyiQa 51/t AyTF2NXYIGA2Y®

64

Y dzé



CHAPTER
INTRODUCTIONDCLI

replace:Replace (rewrite) the DHt  Of A Sy G LI O1 SG AYyF2NNI GA2Y GAGK (K¢
default setting.

ExampleY SSLJ GKS OfASydiQa 51/t AYyF2NNIGAZ2Y D

#confi gt
(config)# ip dhcp relay information policy keep

Negation:(config)# no ip dhcp relay information policy

3.9.19.11 (config)#ip dhcpserver

Syntax:(config)# ip dhcp server
Explanation:Enable DHCP server functigiobally.

Example:Enable DHCP server function.

# config t
(config)# ip dhcp server

Negation:(config)# no ip dhcp server

Show:> show ip dhcp server
# show ip dhcp seer

3.9.19.12 (config)#ip dhcp snooping

Syntax:(config)# ip dhcp snooping

Explanation:Enable DHCP snooping functigiobally.When DHCP snooping mode operation is enabled, the DHCP
request messages will be forwarded to trusted ports and only aleplyrpackets from trusted ports.

Example:Enable DHCP snooping function.

# config t
(config)# ip dhcp shooping

Negation:(config)# no ip dhcp snooping

Show:> show ip dhcp snooping [ interface ( <port_type> [ <in_port_li3t> ]
# show ip dhcp snooping [ interface ( <port_type> [ <in_port_list>1]) ]
# show ip dhcp snooping table

Clear:# clear ip dhcp snooping statistics [ interface ( <port_type> [ <in_port_list>]) ]
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3.9.19.13 (config)#ip dns proxy

Syntax (config)#p dns proxy

Explanation:Enable DNS (Domain Name System) proxy function.

# config t
(config)# ip dns proxy

Negation:(config)# ndp dns proxy

3.9.19.14 (config)#ip helperaddress

Syntax: (config)# ip helpeaddress <v_ipv4_ucast>
Explanation:Configure DHCP Relay server IPv4 address
Parameters:
<v_ipv4_ucast>Specify DHCP Relay server IPv4 addreééd & A& dzaSR o0& (KS agAiiOKQa

Negation:(config)# no ip helpeaddress

3.9.19.15 (config)#ip http securecertificate

Syntax:(config)#ip http securecertificate { upload <url_file> [ pagdrase <pass_phrase> ] | delete | generate }
Explanation:Upload or generate HTTPs certificate.
Parameters:
{ upload <urlfile> [ pasgphrase <pass_phrase> ] | delete | generate }: Upload a certicate via URL link and
protected by a passphrass if necessary. You can also delete or generate a certificate by issuing "delete" or

"generate" command.

Show:# show ip http server seice status

3.9.19.16 (config)#ip http secureserver

Syntax:(config)#p http secureserver

Explanation:Enablethe HTTPS operation mode. When the current connection is HTTPS and HTTPS mode operation is
disabled, web browser will automatically reditdo an HTTP connection.

Example:Enablethe HTTPS operation mode.

# config t
(config)# ip http secure - server
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Negation:(config)# no ip http securserver

Show:# show ip http server secure status

3.9.19.17 (config)#ip http secureredirect

Syntax:(config)#ip http secureredirect

Explanation: Enablethe HTTPS redirect mode operation. It applies only if HTTPS méHaabled". Automatically
redirects HTTP of web browser to an HTTPS connection when both HTTPS mode and Automatic Redirect are enabled.

Example:Enable HTTPs automatic redirect mode.

# config t
(config)# ip http secure - redirect

Negation:(config)# no ip http securmedirect

Show:# show ip http server secure status

3.9.19.18 (config)#ip igmp hostproxy

Syntax:(config)# ip igmp hogproxy [ leaveproxy ]
Explanation:When enabled, the switchuppresses leave messages unless receik@d the last member port in the
group. IGMP leave proxy suppresses all unnecessary IGMP leave messtgesasuwonrrquerier switch forwards an
IGMP leave packet only whenethast dynamic member port leaves a multicast group.
Parameters:

[leaveproxy]: The parameter is optional. Enable legwrexy function.

Negation:(config)# no ip igmp hosgiroxy [leaveproxy]

Show:# show ip igmp snooping detalil

3.9.19.19 (config)#ip igmp snooping

Syntax:(config)# ip igmp snooping

Explanation: Globally enable IGMP Snooping feature. When enabled, this device will monitor network traffic and
determine which hosts will receive multicast traffic. The switch can passively monisroop on IGMP Query and
Report packets transferred between IP multicast routers and IP multicast service subscribers to identify the multicast
group members. The switch simply monitors the IGMP packets passing through it, picks out the group registration
information and configures the multicast filters accordingly.

Negation:(config)# no ip igmp snooping

Show:# show ip igmp snooping [ vlan <v_vlan_list> ] [ grdatabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detal ]
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Clear:# clear ip igmp snooping [ vlan <v_vlan_list> ] statistics

3.9.19.20 (config)#ip igmp snooping vian

Syntax:(config)# ip igmp snooping vlan <v_vlan_list>
Explanation:Enable IGMP function for specific VLANs
Parameters:

<v_vlan_list>Specify valid IGMP VLANSs.
Negation:(config)# no ip igmp snooping vilan [ <v_vlan_list> ]
Show:# show ip igmp snooping

Clear:# clear ip igmp snooping [ vlan <v_vlan_list> ] statistics

3.9.19.21 (config)#ip igmp ssmrange

Syntax:(config)# ip igmpsmrange <v_ipv4_mcast> <ipv4_prefix_length>

Explanation: SSM (Soure8pecific Multicast) Range allows the S&Mare hosts and routers run the SSM service
model for the groups in the address range.

Parameters:
<v_ipv4_mcast>: Specify valid IPv4 musiiGaddress.
<ipv4_prefix_length>: Specify the prefix length ranging from 4 to 32.

Negation:(config)# no ip igmp ssimange

3.9.19.22 (config)#ip igmp unknownflooding

Syntax:(config)# ip igmp unknowfiooding
Explanation:Set forwarding mode formregistered (nofoined) IP multicast traffic. Select the checkbox to flood traffic.

Negation:(config)# no ip igmp unknowflooding
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3.9.19.23 (config)#ip nameserver

Syntax:(config)#p nameserver [ <order>] { <v_ipv4_ucast> | { <v_ipv6_ucagttefface vlan <v_vlan_id_static> ]}
| dhep [ipv4 | ipv6 ] [ interface vlan <v_vlan_id_dhcp>]}

Explanation:Set up DNS IP address manually or obtain DNS IP address via specific VLAN DHCP server.
Parameters:
[ <order: 63> ]: Indicates the preferenasf DNS server. The default vaule is 0.

{<v_ipv4_ucast> | { <v_ipv6_ucast> [ interface vlan <v_vlan_id_static>]} | dhcp [ ipv4 | ipv6 ] [ interface vlan
<v_vlan_id_dhcp> ] Bpecify one of the options.

<v_ipv4_ucastManually specify unicast IPv4ma server address.
<v_ipv6_ucast> [ interface vlan <v_vlan_id_statid¥dnually specify unicast IPv6 name server address.

dhcp [ ipv4 | ipv6 ] [ interface vlan <v_vlan_id_dhcp€dnfigure DNS IP address via specific VLAN DHCP
server.

Negation:(config)#no ip nameserver [ <order: 0~3> ]

Show:> show ip hameserver
# show ip nameserver

3.9.19.24 (config)#ip route

Syntax:(config)#ip route <v_ipv4_addr> <v_ipv4_netmask> <v_ipv4_gw>
Explanation:Configure a static IP route.
Parameters:

<v_pv4_addr>:Specify IPv4 addreske IP route is the destination IP network or host address of this route.
Valid format is dotted decimal notation

<v_ipv4_netmask>the route mask is a destination IP network or host mask, in number of bits (prefik)etigt
defines how much of a network address that must match, in order to qualify for this route. Only a default route
will have a mask length of O (as it will match anything).

<v_ipv4_gw>This is the IP address of the gateway. Valid format is dottethégmotation. Gateway and
Network must be of the same type.

Example:Add a new ip route with the following settings.

# configt
(config)# ip route 192.168.1.240 255.255.255.0 192.168.1.254

Negation:(config)# no ip route <v_ipv4_addr> <v_ipv4_netmask> <v_ipv4_gw>

Show: >show ip route
# show p route
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3.9.19.25 (config)#ip routing

Syntax:(config)# ip routing
Explanation:Enable IPv4 and IPv6 routing.

Example:Enable IPv4 and IPv6 routing.

# config t
(config)# ip routing

Negation:(config)# nap routing

Show:> show ip route
> show ipv@oute [interface vlan <vlan_list>]
# show ip route
# show ipv6 route [interface vlan<vlan_list>]

# show ip route

127.0.0.1/32 via 127.0.0.1 <UP HOST>
224.0.0.0/4 via 127.0.0.1 <UP>

# show ipv6 route interface vlan 1
:1/128 via ::1 <UP HOST>

3.9.19.26 (config)#ip source binding interface

Syntax:(config)#p source binding interface <port_type> <in_port_type_iddax_var> <ipv4_var> <moavar>
Explanation:Create a static entry.
Parameters:
<port_type> <in_port_type_id>: Specify a port type and port number to which a static entry is bound.
<vlan_var>: SpecifyLAN ID that has been configured.
<ipv4_var>: Spéfy a valid IPv4 address.
<mec_var>: Specifthe MAC addresstor the entered IP address.
Negation:(config)# no ip source binding interface <port_type> <in_port_type_id> <vlan_var> <ipv4_\ec>vermn

Show:# show ip source binding [ dhgmooping | $atic ] [ interface ( <port_type> [ <in_port_type_list>]) ]
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3.9.19.27 (config)#ip ssh

Syntax:(config)# ip ssh
Explanation:Enable SSH mode.

Example:Enable SSH mode.

#conf igt
(config)# ip ssh

Negation:(config)# no ip ssh

Show:# show ipssh

NOTESSH is preferred to Telnet, unless the management network is trusted. Telnet passes authentication crt
in plain text, making those credentials susceptible to packet capture and analysis. SSH provides a secure autl
method. TheSSH inhis deviceuses version 2 of SSH protocol.

3.9.19.28 (config)#ip verify source

Syntax:(config)# ip verify source
Explanation:Enable IP source guard function.
Negation:(config)# no ip verify source

Show:> show ip verify source [ interfad <port_type> [ <in_port_type_list>]) ]
# show ip verify source [ interface ( <port_type> [ <in_port_type_list>]) ]

3.9.19.29 (config)#ip verify source translate

Syntax:(config)#ip verify source translate

Explanation:Translate Dynamic entrige Static ones.

3.9.19.30 (configHif)# ip arp inspection checklan

Syntax:(configif)#ip arp inspection cheeklan
Explanation:Enable check vlan function.

Negation:(configif)# noip arp inspection cheeklan
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3.9.19.31 (configrif)# ip arp ingection logging

Syntax:(configif)#ip arp inspection logging { deny | permit | all }
Explanation:Enable log function on a specific interface.
Parameters:
{deny | permit | all }: Specify one of the log types.
deny:Log denied entries.
permit: Lag permitted entries.
all: Log all entries.

Negation:(configif)# noip arp inspection logging

3.9.19.32 (config-if)# ip arp inspection trust

Syntax:(configif)#ip arp inspection trust
Explanation:Enable trust state on the selected interfaces.

Negation: (configif)# noip arp inspection trust

3.9.19.33 (configif)# ip dhcp snooping trust

Syntax:(configif)#ip dhcp snooping trust
Explanation:Set this interface to DHCP Snooping trusted port.
Negation:(configif)# noip dhcp snooping trust

Show:>show ip dhcp snooping [ interface ( <port_type> [ <in_port_list>]) ]
# show ip dhcp snooping [ interface ( <port_type> [ <in_port_list>]) ]

3.9.19.34 (config-f)# ip igmp snooping filter

Syntax:(configif)#ip igmp snooping filter <profilsmame>
Explanation:Use this command to filter specific multicast traffic on a per port basis.
Parameters:

<profile_name>Specify the configured multicast groups that are denied on a port. When a certain multicast
group is selected on a port, IGMP jo@ports received on a port are dropped.

Negation:(configif)# noip igmp snooping filter
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Show:> show ip igmp snooping [ vlan <v_vlan_list> ] [ grda@abase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfimformation ] ] [ detail ]
# showip igmp snooping [ vlan <v_vlan_list> ] [ gredatabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfinformation ] ] [ detail ]

3.9.19.35 (configHif)# ip igmp snooping immediatdeave

Syntax:(configif)#ip igmp snooping immediatkeave

Explanation:Enable fast leave function on a specific port. When a leave packet is received, the switch immediately
removes it from a multicast service without sending an IGMP gspgzific (GS) query to that interface.

Negation:(configif)# noip igmpsnooping immediatdeave
Show:> show ip igmp snhooping [ vlan <v_vlan_list> ] [ grdatabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

# show ip igmp snooping [ vlan <v_vlan_list> ] [ grdatabase [ interfae ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

3.9.19.36 (configif)# ip igmp snooping maxgroups

Syntax:(configif)# ip igmp snooping magroups <throttling>

Explanation:Specify the maximum number of multicast groupatth port can join at the same time.

Parameters:
<throttling>: This field limits the maximum number of multicast groups that a port can join at the same time.
When the maximum number is reached on a port, any new IGMP join reports will be droppedaBly, de
unlimited is selected. The allowed range can be specified is 1 to 10.

Negation:(configif)# no ip igmp snooping mayoups

Show:> show ip igmp snooping [ vlan <v_vlan_list> ] [ grdatabase [ interface ( <port_type>

[ <v_port_type_list>]) [l sfminformation ] ] [ detail ]

# show ip igmp snooping [ vlan <v_vlan_list> ] [ grdafabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrmformation ] ][ detail ]

3.9.19.37 (configHif)# ip igmp snooping mrouter

Syntax:(configif)#ip igmp snooping mrouter

Explanation:Set this interface to Router porf. IGMP snooping cannot locate the IGMP querier, you can manually
designate a port which is connected to a known IGMP querier (i.e., a multicast router/switch). This interfacenwill th
join all the current multicast groups supported by the attached router/switch to ensure that multicast traffic is passed
to all appropriate interfaces within thswitch.

Negation:(configif)# noip igmp snooping mrouter

Show:>show ip igmp snoopinmrouter [ detail ]

#show ip igmp snooping mrouter [ detail ]
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3.9.19.38 (config-if)# ip verify source

Syntax:(configif)#ip verify source
Explanation:Enable IP Source Guard on this interface
Negation:(configif)# noip verify source

Show:>show p verify source [ interface ( <port_type> [ <in_port_type_list>]) ]
#show ip verify source [ interface ( <port_type> [ <in_port_type_list>]) ]

3.9.19.39 (config-if)# ip verify source limit

Syntax:(configif)# ip verify source limit <@>
Explanaton: Specify the maximum number of dynamic clients that can be learned on a port. The available options are
0, 1, 2.f the port mode is enabled and the maximum numbedghamic clients is equal 0, the switch will only
forward IP packets thadre matchedn static entries for a given port.
Parameters:
<0-2>:Specify the maximum number of dynamic clients that can be learned on a port.

Negation:(configif)# no ip verify source limit

Show:> show ip verify source [ interface ( <port_type> [ <in_portetyjst>1]) ]
# show ip verify source [ interface ( <port_type> [ <in_port_type_list>]) ]

3.9.19.40 (config-if-vlan)# ip address

Syntax:(configif-vlan)#ip address { { <address> <netmask> } | { dhcp [ fallback <fallback_address>
<fallback netmaskptimeout <fallback timeout>]]}}

Explanation:Configure IPv4 address for this VLAN interface.
Parameters:
<address> <netmask>: Specify IPv4 address and subnet mask.

dhcp [ fallback <fallback_address> <fallback_netmask> [ timeout <fallback_timidouise DHCP server to
automatically assign IP address.

fallback <fallback address> <fallback_netmaskpecify Fallback IP address and subnet mask.
timeout <fallback_timeout>:Specify Fallback timeout value.
Negation:(configif-vian)#no ip addres

Show:> show ip interface brief
# show ip interface brief
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3.9.19.41 (configif-vlan)# ip dhcp server

Syntax:(configif-vlan)#ip dhcp server
Explanation:Eanble DHCP server on this specific VLAN.
Negation:(configif-vlan)#no ip dhcp server

Show: >show ip dhcp server
#show ip dhcp server

3.9.19.42 (configif-vlan)# ip igmp snooping

Syntax:(configif-vlan)#ip igmp snooping
Explanation:Eanble IGMP Snooping on this specific VLAN.
Negation:(configif-vian)#no ip igmp snooping

Show:>show ip statistics [ system ] [ interface vlan <v_vlan_list>] [ icmp ] [-losp<type> ]
#show ip statistics [ system ] [ interface vlan <v_vlan_list>] [ icmp ] [-fosgp<type> ]

3.9.19.43 (configrif-vlan)#ip igmp snooping compatibility

Syntax:(configif-vlan)#ip igmp snooping compatibility { auto | v1 | v2|v3}
Explanation:Configure IGMP Snooping version used for this specific VLAN.
Parameters:
{auto | vl | v2 | v3}: Specify one of the IGMP Snooping options.

auto: Compatible with ¥rsion 1, Version 2, and Version 3.

v1: Compatible with IGMP version 1.

v2: Compatible with IGMP version 2.

v3: Compatible with IGMP version 3.

Negation:(configif-vlan)#no ip igmp snooping compatibility
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3.9.19.44 (configif-vlan)#ip igmp 100ping lastmemberquery-interval

Syntax:(configif-vlan)#ip igmp snooping lashemberqueryinterval <ipmc_Imqi>

Explanation:LMQI stands for Last Member Query Interval and is to configure the maximum time to wait for
IGMP/MLD report memberships orreceiver port before removing the port from multicast group membership. The
allowed range is931744 tenths of a second.

Parameters:

<ipmc_Imqi: 831744>: SpecifyMQI (Last Member Query Interval) value.

Negation:(configif-vlan)#no ip igmp snoopintastmemberqueryinterval

3.9.19.45 (configrif-vlan)#ip igmp snooping priority

Syntax:(configif-vlan)#ip igmp snooping priority <cos_priority>

Explanation:Specify the priority for transmitting IGMP/MLD control frames. By default, priority ims®tAllowed
priority values is 07.

Parameters:
<cos_priority: 67>: SpeciffCOS for this specific VLAN. The valid range is 0 to 7.

Negation:(configif-vlan)#no ip igmp snooping priority

3.9.19.46 (configrif-vlan)#ip igmp snooping querier

Syrtax: (configif-vlan)#ip igmp snooping querier { election | address <v_ipv4_ucast> }
Parameters:

{ election | address <v_ipv4_ucast> }: Elect the IGMP Snooping querier or use the specified IPv4 unicast address
as a querier.

Explanation:Elect or pecify IGMP Snooping querier IP address.

Negation:(configif-vian)#no ip igmp snooping querier { election | address }

3.9.19.47 (configif-vlan)#ip igmp snooping quernmnterval

Syntax:(configif-vlan)#ip igmp snhooping querinterval <ipmc_qi>
Explandion: Specify IPMC Query interval value.
Parameters:

<ipmc_qi: 131744>: SpecifiPMC Query interval value. The valid value-i317744.
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Negation:(configif-vlan)#no ip igmp snooping quesynterval

3.9.19.48 (configif-vlan)#ip igmp snooping querRmax-responsetime

Syntax:(configif-vlan)#ip igmp snooping quernaxresponsetime <ipmc_qri>
Explanation:Specify IPMC Query Response time value.
Parameters:

<ipmc_qri>: SpeciffPMC Query Response time value. The valid value3is744.

Negation:(configif-vlan)#no ip igmp snooping quemaxresponsetime

3.9.19.49 (configif-vlan)#ip igmp snooping robustnesgariable

Syntax:(configif-vlan)#ip igmp snooping robustnesariable <ipmc_rv>

Explanation:The robustness variable (RV) allowsinhg for the expected packet loss on a subnet. If a subnet is
susceptible to packet loss, this value can be increased. The RV value must not be zero and should not be one. The
value should be 2 or greater. By default, it is set to 2.

Parameters:

<ipmc_w: 1-:255>: SpeciffPMC Robustness Variable value. Tal@walue is $255.

Negation:(configif-vlan)#no ip igmp snooping robustnesmriable

3.9.19.50 (configif-vlan)#ip igmp snooping unsolicitedeport-interval

Syntax:(configif-vlan)#ip igmpsnooping unsolicitegeport-interval <ipmc_uri>

Explanation:The Unsolicited Report Interval is the amount of time that the upstream interface should transmit
unsolicited IGMP reports when report suppression/proxy reporting is enabled. The allowed cargRlfis 631744
seconds.

Parameters:

<ipmc_uri: 831744>: Specifynsolicited Report Interval value. Thalid value is §31744.

Negation:(configif-vlan)#no ip igmp snooping unsoliciteport-interval
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3.9.19.51 (configrif-vlan)#ipv6 address

Syntax:(configif-vlan)#ipv6 address <subnet>
Explanation:Configure IPv6 address for this VLAN interface.
Parameters:
<subnet>: Specify IPv6 address in X:X:X:X:X88 format.
Negation:(configif-vlan)#no ipv6 address [ <ipv6_subnet> ]
Show > show ip interface brief
>show ipv6 interface [ vlan <v_vlan_list> { brief | statistics } ]

# show ip interface brief
#show ipv6 interface [ vlan <v_vlan_list> { brief | statistics } ]

3.9.19.52 (configif-vlan)#ipv6 address {autoconfig | dhcp | rgid-commit}}

Syntax:(configif-vlan)#ipv6 address {autoconfig | dhcp | rapicommit}

Explanation:Configure how IPv6 address is obtained .

Parameters:
{autoconfig | dhcp | rapidcommit}: Manual configure IPv6 address or use DHCP server to obtdin IP
address. Oranfigure DHCPvV6 to support rapid commit option (DHCPvV6 option 14). When rapid commint is
endabled, the server recognizes the Rapid Commit option in Solicit messages sent from the DHCPv6
client.The server and client then use a tweessage eshange (Solicit and Reply) to configure clients, rather
than the default fourmessage exchange (Solicit, Advertise, Request, and Reply). Theetssage exchange
provides faster client configuration, and is beneficial in environments in which networksdex a heavy
load.

Negation:(configif-vlan)#no ipv6 address {autoconfig | dhcp | rapicommit}

Show:>show ipv6 interface [ vlan <v_vlan_list> { brief | statistics } ]

#show ipv6 dhcglient [ interface vlan <v_vlan_list> ]
#show ipv6 interface [lan <v_vlan_list> { brief | statistics } ]

3.9.19.53 (configif-vlan)#ipv6 mid snooping

Syntax:(configif-vlan)#ipv6 mld snooping
Explanation:Eanble MLD (Multicast Listener Discovery) Snooping on this specific VLAN.
Negation:(configif-vlan)#no ipv6 mld snooping

Show:>show ipv6 statistics [ system ] [ interface vlan <v_vlan_list> ] [ icmp ] piesgp<type> ]
#show ipv6 statistics [ system ] [ interface vlan <v_vlan_list> ] [ icmp ] Fiesgp<type> ]
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3.9.19.54 (configrif-vlan)#ipv6 mldsnooping compatibility

Syntax:(configif-vlan)#ipv6 mld snooping compatibility { auto | v1 | v2}
Explanation:Configure MLD Snooping version used for this specific VLAN.
Parameters:
{auto | vl | v2 | v3}: Specify one of the MLD Snooping options.
auto: Compatible with Version 1, Version 2.
v1: Compatible with MLD version 1.
v2: Compatible with MLD version 2.

Negation:(configif-vian)#no ipv6 mld snooping compatibility

3.9.19.55 (configif-vlan)#ipv6 mld snooping lasthemberquery-interval

Syntax:(configif-vlan)#ipv6 mld snooping lagnemberquery-interval <ipmc_Imgqi>

Explanation.LMQI stands for Last Member Query Interval and is to configure the maximum time to wait for
IGMP/MLD report memberships on a receiver port before remgwhe port from multicast group membership. The
allowed range is©31744 tenths of a second.

Parameters:

<ipmc_Imqi: @1744>: SpecifyMQI (Last Member Query Interval) value.

Negation:(configif-vian)#no ipv6 mld snooping lashemberquery-interval

3.9.19.56 (configrif-vlan)#ipv6 mld snooping priority <cos_priority>

Syntax:(configif-vlan)#ipv6 mld snooping priority <cos_priority>

Explanation:Specify the priority for transmitting IGMP/MLD control frames. By default, priority is set tco@vedll
priority values is 07.

Parameters:
<cos_priority: 67>: SpeciffCOS for this specific VLAN. The valid range is 0 to 7.

Negation:(configif-vlian)#no ipv6 mld snooping priority
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3.9.19.57 (configif-vlan)#ipv6 mld snooping querier election

Syntax: (configif-vlan)#ipv6 mld snooping querier election
Explanation: Enable MLD Snooping querier election function.

Negation:(configif-vlian)#no ipv6 mld snooping querier election

3.9.19.58 (config-if-vlan)#ipv6 mld snooping quennterval <ipnc_qi>

Syntax:(configif-vlan)#ipv6é mld snooping quernterval <ipmc_qi>
Explanation:Specify MLD Query interval value.
Parameters:

<ipmc_qi: 131744>: SpecifiPMC Query interval value. The valid value-81744.

Negation:(configif-vlan)#no ipv6 mid snooping querinterval

3.9.1959 (configif-vlan)#ipv6 mld snooping quenmax-responsetime <ipmc_qri>

Syntax:(configif-vlan)#ipv6 mld snooping quernaxresponsetime <ipmc_qri>
Explanation:Specify MLD Query Response time value.
Parametes:

<ipmc_qri>: SpecifylLD Query Response time value. The valid value3§744.

Negation:(configif-vlan)#no ipv6 mld snooping quemnaxresponsetime

3.9.19.80 (configif-vlan)#ipv6 mid snooping robustnesgariable <ipmc_rv>

Syntax:(configif-vlan)#ipv6 mld snooping robustnesariable <ipmc_rv>

Explanation:The robustness variable (RV) allows tuning for the expected packet loss on a subnet. If a subnet is
susceptible to packet loss, this value can be increased. The RV value must not &edzeiould not be one. The
value should be 2 or greater. By default, it is set to 2.

Parameters:

<ipmc_rv: 1255>: SpeciffPMC Robustness Variable value. Tal@dwalue is 3255.

Negation:(configif-vlan)#no ipv6 mld snooping robustnessiriable
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3.9.19.61 (configrif-vlan)#ipv6 mld snooping unsolicitedeport-interval <ipmc_uri>

Syntax:(configif-vlan)#ipv6 mld snooping unsolicitegeport-interval <ipmc_uri>

Explanation:The Unsolicited Report Interval is the amount of time that the upstra@amerface should transmit
unsolicited IGMP reports when report suppression/proxy reporting is enabled. The allowed range for tBRV#40
seconds.

Parameters:

<ipmc_uri: @31744>: Specifynsolicited Report Interval value. Thalid value is §31744.

Negation:(configif-vlan)#no ipv6 mld snooping unsolicitegport-interval

3.9.20 (config)#ipmc
3.9.20.1 (config)#ipmc profile
Syntax:(config)# ipmc profile
Explanation:Enable IPMC (IP multicast) profile globally.
Negation:(config)#no ipmcprofile

Show: #show ipmc profile

3.9.20.2 (config)#ipmc profile <profile_name>

Syntax:(config)# ipmc profile <profile_name>
Parameters:

<profile_name: word16>Specify the desired profile name in 16 characters. When entered is pressed, the
commard will change to (configpmc-profile)#.

Explanation:Set up an IPMC profile.

Example NBIF S 'y Lta/ LINRFALS yIYSR 32t RLI aa¢£d

# config t
(config)# ipmc profile goldpass
(config - ipmc - profile)#

Negation:(config)# no ipmc profile <profile_name>

Show:# show ipmc profile [ <profile_nam@3* detail ]
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3.9.20.3 (config)#ipmc range

Syntax:(config)# ipmc range <entry_name> { <v_ipv4_mcast> [ <v_ipv4_mcast_1>]| <v_ipv6_mcast>
[ <v_ipv6_mcast_1>1]}

Explanation:Specify the multicast IP range. The available IP range is from @R4289.255.255.255
Parameters:
<entry_name>The name used in specifying the address range.

{ <v_ipv4_mcast> [ <v_ipv4_mcast_1>]| <v_ipv6_mcast> [ <v_ipv6_mcast Spetify the multicast IP range.
The available IP range is from 228.0-239.255.255255

Negation:(config)# no no ipmc range <entry_name>

Show:# show ipmc profile [ <profile_name> ] [ detail ]

3.9.20.4 (configipmc-profile)# default range

Syntax:(configipmc-profile)# default range <entry_name>
Parameters:

<entry_name: word18: Specify an entry name in 16 characters for this IPMC profile.
Explanation:To set default IPMC Profile Rule for a specific IPMC Profile.

Example:To default IPMC Profile Rule (Entry 1) for specific IPMC Profile.

# config t
(config)# ipmc profile goldpass
(config - ipmc - profile)# default range 1

Negation (configipmc-profile)# no range <entry_name>

Show:# show ipmc profile
#show ipmc profile [ <profile_name> ] [ detail ]

3.9.20.5 (configipmc-profile)# description

Syntax:(configipmc-profile)# description <profile_desc>
Parameters:

<profile_descline 64>: Additional éscription for the designated profile in 64 characters.
Explanation:Specify descriptive information for the designated profile.

Example:Provide descriptive information for IPMC profile goldpass.

82



CHAPTER

INTRODUCTIONOCLI
# config t
(config)# ipmc profile goldpass
(config - ipmc - profile)# description 1stcl asscustomer

Negation: (configipmc-profile)# no description

Show:# show ipmc profile
#show ipmc profile [ <profile_name> ] [ detail ]

3.9.20.6 (configipmc-profile)# range

Syntax:(configipmec-profile)# range <entry_name> { permit | deny } [ log ] [ next <nextnent
Parameters:
<entry_name>: Specify an entry name.

{ permit | deny }: Specifghe action taken upon receiving the Join/Report frame that has the group address
matches the address range of the rule.

Permit: Group address matches the range spedfin the rule will be learned.
Deny:Group address matches the range specified in the rule will be dropped.
[ log ]:Log when matching
[ next <next_entry> ]: Specify next entry used in profile
Explanation:To set action of an entry for a specifRMC profile.
Negation:(configipmc-profile)# no range <entry_name>

Show:# show ipmc profile
#show ipmc profile [ <profile_name> ][ detail ]

3.9.21 (config)#ipv6 mld hostproxy
3.9.21.1 (config)#ipv6 mld hostproxy

Syntax:(config)# ipv6 mld hogbroxy

Explanation:Enable IPv6 MLD proxy¢hen MLD proxy is enabled, the switch exchanges MLD messagédhevith
router on its upstream interface, and performs the host portiorited MLD task on the upstream interface as follows:

When queried, it sends uiticast listener reports to the group.

When a host joins a multicast group to which no other host beloihgends unsolicited multicast listener
reports to that group.

When the last host in a particular multicast group leaves, it samdsnsolicited mliicast listener done
report to the altroutersaddress (FF02::2) for MLDv1.

Example:Enable IPv6 MLD Proxy.
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# config t
(config)# ipv6 mid host - proxy
(config)#

Negation:(config)# no ipv6 mld hogiroxy
Show:> show ipv6 mild snooping [ vlan <v_vlan_list> ] [ grdafabas¢ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfimformation ] ] [ detail ]

# show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdafabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfimformation ] ] [ detail ]

3.9.21.2 (config)#ipv6 mld hostproxy leaveproxy

Syntax:(config)# ipv6 mld hogproxy leaveproxy

Explanation:Enable IPv6 MLD leave proXwp prevent multicast router from becoming overloaded with leave
messages, MLD snooping suppresses leave messages unlessdréoeivehe last member port in the group. When
the switch acts as the querier, the leave proxy feature will not function.

Example:Enable IPv6 MLD leave proxy.

# config t
(config)# ipv6 mld host - proxy leave - proxy
(config)#

Negation:(config)# no ipv6 mid hogiroxy leaveproxy

Show:>show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdapabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]
# show ipv6 mid snooping [ vlan <v_vlan_list> ] [ grdatabase [ interface ( <port_type>
[ <v_port_type_ikt>]) ] [ sfrinformation ] ] [ detail ]

3.9.21.3 (config)#ipv6 mld snooping

Syntax:(config)# ipv6 mld snooping

Explanation:Enable MLD Snooping feature globally. When enabled, this device will monitor network traffic and
determine which hosts wdd like to receive multicast traffic. The switch can passively monitor or snoop on MLD
Listener Query and Report packets transferred between IP multicast routers and IP multicast service subscribers to
identify the multicast group members. The switch siynpionitors the IGMP packets passing through it, picks out the
group registration information and configures the multicast filters accordingly.

Example:Enable IPv6 MLD snooping.

# config t
(config)# ipv6 mid shooping
(config)#

Negation:(config)# no ipv6 mld snooping
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Show: > show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdafabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfimformation ] ] [ detail ]
# show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdafabase [ interface ( <port_type>
[ <v_port type_list>]) ] [ sfrinformation ] ] [ detail ]

3.9.21.4 (config)#ipv6 mld snooping vlan

Syntax:(config)# ipv6 mld snooping vlan <v_vlan_list>
Parameters:
<v_vlan_list>: Specify VLAN ID for MLD.
Negation:(config)# no ipv6 mld snooping vlary_vian_list> ]
Show:> show ipv6 mid snooping [ vlan <v_vlan_list> ] [ grdafabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]
> show ipv6 mld snooping mrouter [ detail ]
# show ipv6 mld snooping [ vlan <v_rvldist> ] [ groupdatabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]

# show ipv6 mld snooping mrouter [ detail ]

Clear: #clear ipv6 mld snooping [ vlan <v_vlan_list> ] statistics

3.9.21.5 (config)#ipv6 mld smrange

Syntax:(config)# ipv6 mld ssfrange <v_ipv6_mcast> <ipv6_prefix_length>
Parameters:
<v_ipv6_mcast>: Specify valid IPv6 mluticast address.
<ipv6_prefix_length>: Specify prefix length range from 8 to 128.

Explanation:SpecifySSM (Soure8peific Multicast) RangeTlhis setting allowthe SSMaware hosts and routers run
the SSM service model for the groups in the address range.

Example:Configure MLD SSM with the ff3e::7728/128 settings.

# config t
(config)# ipv6 mid ssm -ran ge ff3e::7728 128

Negation:(config)# no ipv6 mld ssmange

Show:> show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdafabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrmformation ] ][ detail ]
# show ipv6 mld snooping [ vlan <v_vlan_listgioup-database [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrmformation ] ][ detail ]
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3.9.21.6 (config)#ipv6 mld unknownflooding

Syntax:(config)# ipv6 mld unknowfiooding
Explanation:Enable forwarding mode for unregistered (Fotned) IP multicast traffic.

Example:To flood unregistered IPv6 multicast traffic

# config t
(config)# ipv6 mld  unknown - flooding

Negation:(config)# no ipv6 mid unknowfiooding

Show:> show ipv6 mld snooping [ vlan <v_vlan_listgidup-database [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]
> show ipv6 mld snooping mrouter [ detail ]
# show ipv6 mid snooping [ vlan <v_vlan_list> ] [ grdafabase [ interface ( <port_type>

[ <v_port_type_list}) ] [ sfminformation ] ] [ detail ]
# show ipv6 mid snooping mrouter [ detail ]

3.9.21.7 (config)#ipv6 route

Syntax:(configure)# ipv6 route <v_ipv6_subnet> { <v_ipv6_ucast> | interface vlan <v_vlan_id> <v_ipv6_addr> }
Parameters:
<v_ipv6_subne>: Specify IPv6 route address.

{ <v_ipv6_ucast> | interface vlan <v_vlan_id> <v_ipv6_addr> }: Specify one of the options. This could be either
IPv6 next hop unicast address or an interface.

Explanation:Configure a static IPv6 route.
Negation:(config} no ipv6 route <v_ipv6_subnet> { <v_ipv6_ucast> | interface vlan <v_vlan_id> <v_ipv6_addr> }

Show:# show ipv6 route [ interface vlan <v_vlan_list> ]

3.9.21.8 (configrif)# ipv6 mld snooping filter

Syntax:(configif)#ipv6 mld snooping filter <profilename>
Explanation:Use this command to filter specific multicast traffic on a per port basis.
Parameters:

<profile_name>Specify the configured multicast groups that are denied on a port. When a certain multicast
group is selected on a port, IGMPrjoeports received on a port are dropped.

Negation:(configif)# noipvé mld snooping filter
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Show:> show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdafabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfimformation ] ] [ detail ]
# stow ipv6 mld snooping [ vlan <v_vlan_list> ] [ gralgiabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfinformation ] ] [ detail ]

3.9.21.9 (config-f)# ipv6 mld snaping immediateleave

Syntax:(configif)#ipv6 igmp snooping immediateave

Explanation:Enable fast leave function on a specific port. When a leave packet is received, the switch immediately
removes it from a multicast service without sending an IGMP gspgzific (GS) query to that interface.

Negation:(configif)# noipvé mld snooping immediatkeave
Show:> show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdafabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

# show ipv6 mid snooping [ vlan <v_vlan_list> ] [ grdafabasd interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

3.9.21.10 (config-f)# ipvé mld snooping maxgroups
Syntax:(configif)# ip igmp snooping magroups <throttling>
Explanation:Specify the maximum number of multicagoups that a port can join at the same time.
Parameters:
<throttling>: This field limits the maximum number of multicast groups that a port can join at the same time.
When the maximum number is reached on a port, any new IGMP join reports will beadtoBp default,
unlimited is selected. The allowed range can be specified is 1 to 10.
Negation:(configif)# no ipv6 mld snooping maxoups
Show:> show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdafabase [ interface ( <port_type>
[ <v_port_type_ikt>]) ] [ sfrinformation ] ] [ detail ]

# show ipv6 mid snooping [ vlan <v_vlan_list> ] [ grdatabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

3.9.21.11 (config-f)# ipv6 mld snooping mrouter

Syntax:(configif)#ipv6 mld snooping mrouter

Explanation:Set this interface to Router porf. IGMP snooping cannot locate the IGMP querier, you can manually
designate a port which is connected to a known IGMP querier (i.e., a multicast router/switch). &ecmwill then

join all the current multicast groups supported by the attached router/switch to ensure that multicast traffic is passed
to all appropriate interfaces within thewitch.

Negation:(configif)# noipvé mld snooping mrouter
Show:> show iw6 mid snooping [ vlan <v_vlan_list> ] [ gredgtabase [ interface ( <port_type>

[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]
> show ipv6 mld snooping mrouter [ detail ]
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# show ipv6 mld snooping [ vlan <v_vlan_list> ] [ grdafabase [ iterface ( <port_type>
[ <v_port_type_list>]) ] [ sfimformation ] ] [ detail ]
# show ipv6 mld snooping mrouter [ detail ]

3.9.22 (config)#lacp
3.9.2.1 (config)#lacp systerpriority
Syntax:(configure)# lacp systepriority <v_1 to_65535>
Paramaers:
<v_1 to 65535>The priority of the port. The allowed value range is from 1 to 65535.

Explanation:Configure system priority for LACP functidhe lower number means greater priority. This priority value
controls which ports will be active and wh ones will be in a backup role.

Example:Set LACP system priority value to 100.

# config t
(config)# lacp system - priority 100

Negation:(config)# no lacp systefriority <v_1 to 65535>

Show:# show lacp { internal | statistics | stsn-id | neighbour }

3.9.22.2 (configif)# lacp

Syntax:(configif)# lacp
Explanation:Enable LACP on this interface.

Example:Enable LACP on port 1.

# config t

(config)# interface GigabitEthernet 1/1
(config - if)# lacp

(config - if)#

Negation:(configif)# no lacp
Show:# show lacp { internal | statiies | systemid | neighbour }

Clear:# clear lacp statistics

3.9.22.3 (config-if)# lacpkey

Syntax:(configif)# lacp key { <v_1_to_65535> | auto }

Explanation:Configure a LACP key for this interface.
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Parameters:
{<v_1 to 65535> | auto }: SpeclyLACP key for this interfaceK S & dzi2¢ aSdadAy3a asSia
the physical link speed. If you want a uskfined key value, enter a value between 1 and 65%35ts in an
aggregated link group must have the same LACP port Key. Intordéow a port to join an aggregated group,
the port Key must be set to the same value.

Negation:(configif)# no lacp key { <v_1_to_65535> | auto }

Show:# show lacp { internal | statistics | systeid | neighbour }

3.9.22.4 (config-f)# lacp portpriority <v_1_to_65535>

Syntax:(configif)# lacpport-priority <v_1_to_65535>
Explanation:Configure a LACP key for this interface.
Parameters:

<v_1 _to_65535>}: Specify a LACP port priority for this interfdeeloiver number means greater priorityhis
priority value controls which ports will be active and which ones will be in a backup role.

Negation:(configif)# no lacp porpriority <v_1 to 65535>

Show:# show lacp { internal | statistics | systeid | neighbour }

3.9.22.5 (config-f)# lacp role { active | passive }

Syntax:(configif)# lacprole { active | passive }
Explanation:Configure LACP role for this interface.
Parameters:

{ active | passive:{ LISOAF& SAGKSNI a! OGAGSE 2N at | &aAi @Soiating? f S
FYR &SYyRAy3a [!/t O2yGaNRf LI O1Sdad t2NIia GKIG | NB
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R
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control frames. Hence, this allows LACP compliant devices to negotiate the aggregated like so that the group may

be changed dynamically asqwred. In order to add or remove ports from the group, at least one of the

LI NIAOALNI GAy3a RSOAOSE Ydzad aSid G2 a! OGA@S¢E [/t LRNI

Negation:(configif)# no lacp role { active | passive }

Show:# show lacp { internal | statistics | systeid | neighbour}

3.9.22.6 (configrif)# lacp timeout { fast | slow }

Syntax:(configif)# lacptimeout { fast | slow }

Explanation:Configure timeout mode.
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Parameters:

{ fast | slow } TheTimeoutcontrols the period between BPDU transmissidfestwill transmit LACP packets
each second, whil8lowwill wait for 30 seconds before sending a LACP packet.

Negation:(configif)# no lacpgimeout { fast | slow }

Show:# show lacp { internal | statistics | systeid | neighbour }

3.9.23 (config)#line
3.9.23.1 (configiline

Syntax:(configure)# line { <0~16> | console 0 | vty <0~15> }

Explanation9 Yy 1 SNJ 6 KS &LISOATAO fAYySd 2KSY 9y i SNIMAESLINS®E &SRS

Parameters:

{ <0~16> | console 0 | vty <0~15> }: Specify one of the options

<0~16> :List of line numbers.
console 0:Console line connection.
vty <0~15>:VTY lines are the Virtual Terminal lines of the device, used solely to control inbound Telnet
connections. They are virtual, in the sense that they are a function of/adét there is no hardware

associated with them.

Example:Enter Console 0 mode.

# config t
(config)# line console 0
(config - line)#

Show:> show line [ alive ]
# show line [ alive ]

3.9.23.2 (configline)#do

Syntax:(configline)# do <command>
Explanation:To run EXE€Commands.
Parameters:

<command>: Enter the EXEC. command

Example:Show aaa settings.
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# config t

(config)# line console 0
(config -lin e)# do show aaa
console : local

telnet : local

ssh  :local

http : local

(config - line)#

3.9.23.3 (configline)# editing

Syntax:(configline)# editing
Explanation:Enable command line editing.
Negation:(configline)# noediting

Show:> show line [ alive ]
# show line [ alive ]

3.9.23.4 (configline)#end

Syntax:(configline)# end
Explanation:Return to EXEC. mode.

ExampleReturn to EXEC. mode.

# config t

(config)# line console 0
(config - line)# end

#

3.9.23.5 (configline)# exeebanner

Syntax: (configline)# exeebanner
Explanation:Enable the display of EXEC banner.

Example:Enable the display of EXEC banner.

# config t
(config)# line console 0
(config -line)# exec - banner

Negation:(configline)#no exeebanner

Show:> show line [ alive ]
# show line [ alive ]
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3.9.23.6 (configline)# exeetimeout

Syntax:(configline)# exedimeout <min> [ <sec> ]
Parameters:

<min>: Specify timeout in minutes. The allowed range is 0 to 1440. Specify "0" to disable timeout function (CLI
session will never timeout.)

[<sec>]: Spefy timeout in seconds. The allowed range is 0 to 3600.
Negation:(configline)# no exedimeout

Show:> show line [ alive ]
# show line [ alive ]

3.9.23.7 (configline)# exit

Syntax:(configline)# exit
Explanation:Return to Config mode.

Example:Return to Config mode.

# config t

(config)# line console 0
(c onfig - line)# exit
(config)#

3.9.23.8 (configline)# help

Syntax:(configline)# help
Explanation:Show the Help explanation.

Example:Show Help explanation.
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# config t
(config)# line console 0
(config - line)# help
Help may be requested at any point in a command by entering
a question mark '?'. If nothing matches, the help list will
be empty and you must backup until entering a '?' shows the
available options.
Two styles of help are provided:
1. Full help is available when you are ready to enter a
command argument (e.g. 'show ?') and describes each possible
argument.
2. Partial help is provided when an abbreviated argument is e ntered
and you want to know what Parameters  match the input
(e.g. 'show pr?'.)

3.9.23.9 (configline)# history size

Syntax:(configline)# history size <history_size>
Explanation:Control how many history commands are displayed.

Parameters:
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Example:Set history size to 10.

# config t
(config)# line console 0
(config - line)# history size 10

Negation:(configline)# no history size

Show:> show line [ alive ]
# show line [ alive ]

3.9.23.10 (configline)# length

Syntax:(configline)# length <length>
Explanation:Configure the number of lines displayed on the screen.
Parameters:

< Sy3idKpY {LISOATE (GKS ydzYoSNJ 2F tAySa RAaLI L &
pausing.
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ExampleDisplay 20 lines on the screen.
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# config t

(config)# line console 0
(config - line)# length 20
(config - line)#

Negation:(configline)# no length

Show:> show line [ alivg
# show line [ alive ]

3.9.23.11 (configline)# location

Syntax:(configline)# location <location>
Explanation:Configure the descriptive location of this device.
Parameters:
<location>: Location description for the terminal. The characters aticave 32.

Example/ 2y FA3dzNB GKS 20l GA2y aOFLoAySipl éo

# config t
(config)# line console 0
(config - line)# location cabinet5a

(config - line)#

Negation:(configline)# no location

Show:> show line [ alive ]
# show line [ alive ]

3.9.23.12 (configline)# motdbanner

Syntax:(configline)# motdbanner
Explanation: Enable the display of motd (message of the day) banner.

Example:Enable motd banner.

# config t
(config)# line console 0
(config -line)#¥ motd - banner

(config - line)#

Negation:(configline)# no motdbanner

Show:> show line [ alive ]
# show line [ alive ]
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3.9.23.13 (configline)# priviege level

Syntax:(configline)# privilege level <privileged_level>
Explanation:Configure the privilege level for the terminal line.
Parameters:
<privileged_level>: Privilege level for the terminal line. The allowed range is O to 15.

Example:Chamge the privilege level to 5 for vty 1.

# config t
(config)# line wvtyl
(config - line)# privilege level 5

(config - line)#

Negation:(configline)# no privilege level

Show:> show line [ alive ]
# show line [ alive ]

3.9.23.14 (configline)# width

Syntax:(configline)# width <width>
Explanation:Canfigure the width of the terminal line.
Parameters:
FOARUGUKBY {LISOATEe (KS 6ARGK 2F (GKS GSN¥YAYyIlIf tAySd ¢KS

Example:Change of width of vty 1 to 60.

# config t

(config)# line vty 1

(co nfig -line)#  width 60
(config - line)#

Negation:(configline)# no width

Show:> show line [ alive ]
# show line [ alive ]

3.9.24 (config)# lldp
3.9.24.1 (config)#lldp holdtime

Syntax:(config)# lldp holdtime <val>

Explanation:This setting defines how long LLDP frames are considered valid asetlisoucompute the TTL. The
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default is 4.
Parameters:
<val>: Specify the holdtime value. The allowed value is 2 to 10.

Example:Set the holdtime to 5.

# config t
(config)# lIdp holdtime 5

Negation: (config)# no lldp holdtime

3.9.24.2 (config)#lldp reinit

Syntax:(config)# lldp reinit <val>
Explanation:Configure a delay between the shutdown frame and a new LLDP initialization.
Parameters:

<val>: Specify a value between 1 and 4€conds).

Example:Set the LLDP saitiation value to 3.

# config t
(config)# lldp reinit 3

Negation:(config)# no lldp reinit

3.9.24.3 (config)#lldp timer

Syntax:(config)# lldp timer <val>

Explanation:Configure the interval between LLDP frames are sent to its neighbors for updated discovery information.
The default is 8 seconds.

Parameters:
<val>: Specify a value between 5 and 32&#¢nds).

Example:Set the LLDP timer value to 35.

# config t
(config)# lldp timer 35

Negation:(config)# no lldp timer
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3.9.24.4 (config)#lldp transmissiordelay

Syntax:(config)# lldpransmissiondelay <val>
Parameters:
<val>: Specify a value between 1 and 81g&¢nds).

Explanation:Configure a delay between the LLDP frames that contain changed configurations. Tx Delay cannot be
larger than 1/4 of the Tx interval value.

Example Set the LLDP transmission delay value to 2.

# config t
(config)# lldp transmission - delay 2

Negation:(config)# no lldp transmissietelay

3.9.24.5 (config)#lldp med datum

Syntax:(config)# lldp med datum { wgs84 | nad®avd38 | nad83mliw }
Explanation:TheMap Ddum is used for the coordinates givenaioveoptions
Parameters:

{wgs84 | nad83avd88 | nad83mllw }: Specify one of the options.

WGS84(Geographical 3D)World Geodesic System 1984, CRS Code 4327, Prime Meridian Name:
Greenwich.

NAD83/NAVD8&North American Datum 1983, CRS Code 4269, Prime Meridian Name: Greenwich; The
associated vertical datum is the North American Vertical Datum of 1988 (NAVD88). This datum pair is to be
used when referencing locations on land, not near tidal water (whichldvase Datum = NAD83/MLLW).

NAD83/MLLWNorth American Datum 1983, CRS Code 4269, Prime Meridian Name: Greenwich; The
associated vertical datum is Mean Lower Low Water (MLLW). This datum pair is to be used when
referencing locations on water/sea/ocean.

Example:Set the map datum to wgs84.

# config t
(config)# lldp med datum wgs84

Negation:(config)# no lldp med datum
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3.9.24.6 (config)#lldp med fast

Syntax:(config)# lldp med fast <v_1_to_10>

Explanation:Rapid startup and Emergency Call Serkimeation Idenfication Discovery of endpoints is a critically
important aspect of VolP systems in genetaladdition, it is best to advertisenly those pieces of information which
are specifically relevant tparticular endpoint types (for example only advertise tliece networkpolicy to permitted
voice-capable devices), both in order to consetkie limited LLDPU space and to reduce security and system integrity
issues that can come with inappropriate knowledge of the netwamicy. With this in mind LLDFMED dédines an
LLDPMED Fast Start interactidmetween the protocol and the application layers on top of the protonobrder to
achieve these related properties. With Fast start repeat couistiossible to specify the number of times the fast
start transmssion igepeated. The recommended value is 4 times, giving that 4 frabBRs with a 1 second interval
will be transmitted, when a LLDP framéth new information is receivedt should be noted that LLDWED and the
LLDPMED Fast Starhechanism is onlintended to run on links between LLIMEDNetwork Connectivity Devices
and Endpoint Devices, and as such doassapply to links between LAN infrastructure elements, includietyveen
Network Connectivity Devices, or to other types of links.

Parameters:
<v_1_to_10>: Specify a valid value between 1 and 10.

Example:Set the value to 5.

# config t
(config )# Illdp med fast5

Negation:(config)# no lldp med fast

3.9.24.7 (config)#lldp med locationtlv altitude

Syntax:(config)#lldp med locatiortlv altitude { meters | floors } <v_word11>
Explanation:Altitude SHOULD be normalized to withBR2767 to 32767 with a maximum of 4 digits. It is possible to
aSt SOt o0SGeSSy (o2 It GAGdZRS (indetelS afAltibudief defiged by the WIticaRatdINE 0 ©
specified @ KAf ST Gaituoe i BIbrin myr&relglant in buildings which have different fiamfloor
dimensions.
Parameters:
{ meters | floors }: Specify one of the options.

<v_word11>: Specify a ki for the specified option.

Example{ SG GKS It AGdzRS @Ffdz2S (2 aFt22NBR Mnéd

# config t
(config)# lldp med location - tlv altitude floors 10

Negation:(config)# no lldp med locatiotiv altitude
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3.9.24.8 (config)#lldp med locationtlv civicaddr

Syntax: (config)# lldp med locatiotlv civicaddr { country | state | county | city | district | block | street | leading
street-direction | trailing-street-suffix | streetsuffix | houseno | houseno-suffix | landmark | additionadinfo | name
| zip-code | building | apartment | floor | room-number | placetype | postatcommunityname | p-0-box |
additionalcode } <v_string250>
Explanation:Configure civic address information.
Parameters:
{ country | state | county | city | district | block | street |leadingstreet-direction | trailing-street-suffix | street
suffix | houseno | houseno-suffix | landmark | additionalinfo | name | zip-code | building | apartment | floor
| room-number | placetype | postakcommunityname | p-o-box | additionatcode }: $ecify one of the options.
country: The twoletter ISO 3166 country code in capital ASCII lett&sample: DK, DE or US.
state: National subdivisions (state, canton, region, province, prefecture).
county: County, parish, gun (Japan), district.
city: City, township, shi (JapanExample: Copenhagen.
district: City division, borough, city district, ward, chou (Japan).
block: Neighbourhood, block.
street: Street- Example: Poppelve,j.
leadingstreet-direction: Example: N.
trailingsstreet-suffix: Example: SW.
street-suffix: Ave, Platz.
houseno: Specify house number.
houseno-suffix: Example: A, 1/2.
landmark:Landmark or vanity addresg&xample: Columbia University.
additional-info: Example: South Wing.
Name:Example: Flemming Jahn.
zip-code Postal/zip code Example: 2791.
building: Building (structure)Example: Low Library.
apartment: Unit (Apartment, suite)Example: Apt 42.
floor: Example: 4.

room-number. Room humber Example: 450F.

placetype: Example: Office.
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postalcommunity-name: Example: Leonia.
p-o-box: Example: 12345.
additional code:Example: 1320300003.

Example{ SG (GKS O2dzyiNB O2RS (2 4! Yéod

# config t
(config)# lldp med location - tlv civic - addr country UK

Negation:(config)# no lldp med locatietlv civicaddr { country state | county | city | district | block | street |
leadingstreetdirection | trailing-streetsuffix | streetsuffix | houseno | houseno-suffix | landmark | additionafinfo
| name | zip-code | building | apartment | floor | roomnumber | placetype | postatcommunityname | p-0-box |
additionalcode }

3.9.24.9 (config)#lldp med locationtlv elin-addr

Syntax:(config)# lldp med locatiotlv elin-addr <v_word25>
Explanation:Configure a value for Emergency Location Information.
Parameters:

<v_word25>: A value for Emergency Location Information (ELIN).

Example{ SG G(KS SYSNBSyOe t20lFGA2Yy AYTF2NXIGA2Y (G2 aGdpmmé D

# config t
(config)# lldp med location -tlv elin -addr 911

Negation:(config)# no lldp med locatietiv elin-addr

3.9.24.10 (config)#lldp med locationtlv latitude

Syntax:(config)# lldp med locatiotiv latitude { north | south } <v_word8>
Explanation:Configure a value for latitude. Latitude value should be between 0 and 90.
Parameters:

{ north | south }: Specify one of the options, either north or south.

<v_word8>: Specify latitude value for the selected option.

Example:Set the north latitude to 5.

# config t
(config)# lldp med location - tlv latitu de north 5
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Negation:(config)# no lldp med locatiottv latitude

3.9.24.11 (config)#lldp med locationtlv longitude

Syntax:(config)# lldp med locatiotlv longitude { west | east } <v_word9>

Explanation:Configure a value for longitude. Longitude value should be between 0 and 180.

Parameters:
{ west | east }: Specify one of the options, either westast.
<v_word9>: Specify longitude value for the selected option.

Example:Set the west longitude to 90.

# config t
(config)# lldp med location - tlv longitude west 90

Negation:(config)# no lldp med locatiativ longitude

3.9.24.12 (config)#lldp med mediavlan-policy

Syntax:(config)# lldp med medialanpolicy <policy_index> { voice | voisignaling | guesvoicesignaling | guest
voice | softphonevoice | videaconferencing | streamingideo | videosignaling } { tagged <v_vlan_id> | untagged }

[ 12-priority <v_0 to_7>][dscp <v_0_to 63> ]
Explanation:Configure a LLDP MED policy ID for a service.
Parameters:

<policy_index>: Specify a policy ID. The valid range is from 0 to 31.

{ voice | voicesignaling | guest/oicessignaling | guest/oice | softphonevoice | videaconferencing | streaming

video | videosignaling }: Specify one of the services for this policy ID.

9 GF3I3ASR fFOYBtFIYQPYARDE p dzydF33FISR YY {LISOAFe HKSGKSNI G

a VLAN IDmeuld be provided.
[ [2-priority <v_0_to_7> ]. Specify a value for L2 priority. The valid value is from 0 to 7.
[dscp <v_0_to 63> ]: Specify a value for DSCP. The valid value is from 0 to 63.

Example:Create a policy ID 1 for tagged Voice VLAN.

# config t

(config)# lldp med media - vlan - policy 1 voice tagged 100 12 - priority 7 DSCP 63

Negation:(config)# no lldp med mediglan-policy <policies_list>

Show:> show lldp med mediglanpolicy [ <v_0_to_31>]
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# show lldp med medialan-policy [ <v_0_to_31>]

3.9.24.13 (configHif)# lldp cdp-aware
Syntax:(configif)# lldp cdpaware

Explanation:Configures if the interface shall be CDP aware (CDP discovery information is added to the LLDP neighbor
table).

Example:Set interface 1 to CDP aware.

# config t
(config)# interface GigabitEthernet 1/1
(config - if)# lldp cdp - aware

Negation:(configif)# no lldp cdpaware

Show: >show lldp neighbors [ interface ( <port_type> [ <v_port_type_list>1]) ]
# show lldp neighbors [ interface ( <port_type> [ <v_port_type_list>1]) ]

3.9.24.14 (configrif)# lldp med mediavlian policylist
Syntax:(config-if)# lldp med mediavlan policylist <v_range_list>
Explanation:To apply MED Medi®LAN policy of LLDP on this interface.
Parameters:
<v_range_list>: Assign a policy to this interface.
Negation:(configif)# no lldp med mediwlan policylist <v_range_list>

Show:> show Illdp med medialan-policy [ <v_0_to _31>]
# show lldp med medialanpolicy [ <v_0_to 31> ]

3.9.24.15 (configif)# lldp med transmittlv

Syntax:(configif)# lldp med transmitlv [ capabilities ] [ location ] [ netwosfolicy ]
Explanation:To configure LLBDMED TLV Type for specific interface.
Parameters:

[ capabilities ]: Enable transmission of the optional capabilities TLV.

[ location ]: Enable transmission of the optional location TLV.

[ network-policy ]: Enabléransmission of the optional network policy TLV.
Negation:(configif)# no lldp med transmitlv [ capabilities ] [ location ] [ netwosgolicy ]

Show:> show lldp med mediglanpolicy [ <v_0_to_31>]
# show lldp med medialan-policy [ <v_0_to_31>]
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3.9.24.16 (configif)# lldp receive
Syntax:(configif)# lldp receive

Explanation:The switch will analyze LLDP information received from neighbours.
Negation:(configif)# no lldp receive

Show:> show lldp statistics [ interface ( <port_type> [ <v_ptype_list>]) ]
# show lldp statistics [ interface ( <port_type> [ <v_port_type_list>]) ]

3.9.24.17 (configif)# lldp tlv-select

Syntax:(configif)# lldp th+select { managemeraddress | portdescription | systencapabilities | systerdescription
| systemname }

Explanation:To configure LLDMED TLV attributes for specific interface.

Parameters:
{ managementaddress | portdescription | systercapabilities | systerdescription | systermame }: Specify a
LLDP TLV attributeLDRusesseveralattributes to discover neighhwr devices. These attributes contains type,
length, and value descriptions and are referred to TLVs. Details such as port description, system name, system

description, system capabilities, management address can be sent freetvice

Negation:(configif)# no lidp tivselect { managemeraddress | portdescription | systeracapabilities | system
description | systermame }

Show:> show lldp neighbors [ interface ( <port_type> [ <v_port_type_list>]) ]
# show lldp neighborginterface ( <port_type> [ <v_port_type_list>]) ]

3.9.24.18 (configif)# lldp transmit
Syntax:(configif)# lldp transmit

Explanation:To configure LLDP Tx only mode for specific interface
Negation:(configif)# no lldp transmit

Show:# show lldp watistics [ interface ( <port_type> [ <v_port_type_list>]) ]

3.9.25 (config)#logging

3.9.5.1 (config)#logging on
Syntax:(config)# logging on
Explanation:This sets the server mode operation. When the mode of operation is en&mgathe syslognessage
will send out to syslog server (at the server address). The syslog protocol is based on UDP communication and
received on UDP port 514. Syslog server will not send acknowledgments back to the sender since UDP is a
connectionless protocol and it deenot provide acknowledgments. The syslog packet will always send out, even if the

syslog server does not exist. When the mode of operation is disabled, no syslog packets are sent out.

Example:Enable log server operation.
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# config t
( config)# logging on

Negation: (config)# no logging on
Show:# show logging

Clear: # clear logging [ info ] [ warning ] [ error ] [ switch <switch_list> ]

3.9.25.2 (config)#logging host

Syntax:(config)# logging host { <v_ipv4_ucast> | <v_word45> }
Parameters:

{ <hostrame> | <ipv4_ucast> }. Specify one of the options. The hosthame is the domain name of the log server;
while the latter is IPv4 address of the log server.

Explanation:Configure log server address.

Example:Use IPv4 address to configure log server.

# config t
(config)# logging host 192.168.1.253

Negation:(config)# no logging host
Show:# show logging

# show logging <logging_id:4RP94967295>
# show logging [info] [warning] [error]

3.9.%5.3 (config)#logging level

Syntax: (config)# logging level { info | warning | error }
Explanation:Configurewhat kind of messages will send to syslog server
Parameters:
{'info | warning | error }: Specify one of the log message options.
Info: Send information, warnings and ers.
Warning:Send warnings and errors.
Error: Send errors only.

Example:Send error messages to log server.
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# config t
(config)# logging level error

Show:# show logging
# show logging <logging_id:4294967295>
# show logging [info] [warnifjderror]

3.9.26 (config)#loop-protect

3.9.26.1 (config)#loop-protect
Syntax:(config)# loopprotect
Explanation:Enable loop protection function.

Example:Enable loop protection function.

# config t
(config)# loop - protect

Negation:(config)# no loogprotect

Show: #show loopprotect [ interface ( <port_type> [ <plist>1]) ]

3.9.26.2 (config)#loop-protect shutdowntime

Syntax:(config)# loopprotect shutdowntime <t>
Explanation:Configure theperiod for which a port will be kept disabled.
Paramders:

<t: 0-604800>Specify a shutdown time value. Thalid values are from 0 to 604800 seconds. 0 means that a
port is kept disabled until next device restart.

Example:Set the shutdown time value to 180 seconds.

# config t
(config)# loop - protect shutdown - time 180

Negaion: (config)# no loogprotect shutdowntime

Show: #show loopprotect [ interface ( <port_type> [ <plist>1]) ]
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3.9.26.3 (config)#loop-protect transmit-time

Syntax:(config)# loopprotect transmittime <t>
Explanation:Configure he interval betweea each loop protection PDU sent on each port.
Parameters:

<t: 1-:10>:Specify a transmit time value. Thalid values are from 1 to 10 seconds.

Example:Set the transmit time value to 5 seconds.

# config t
(config)# loop - protect transmit -time 5

Negation:(config)# no lop-protect transmittime

Show: #show loopprotect [ interface ( <port_type> [ <plist>1]) ]

3.9.26.4 (config-if)# loop-protect

Syntax:(configif)# loop-protect
Explanation:Enable loop protection function on this interface.
Negation:(configif)# no loop-protect

Show: #show loopprotect [ interface ( <port_type> [ <plist>1]) ]

3.9.26.5 (configrif)# loop-protect action
Syntax:(configif)# loop-protect action { [ shutdown ] [log ]}

Explanation:Configure theaction taken when loops are detext on a port.
Parameters:

{[ shutdown ][ log ] When a loop is detected on a port, the loop protection will immediately take appropriate
FOlAz2yad | OGAaz2ya oAttt 0SS (GF1Sy AyOfdzRS G{KdziR2g6y t 2N.

Negation:(confg-if)# no loopprotect action

Show: #show loopprotect [ interface ( <port_type> [ <plist>1]) ]

3.9.26.6 (configrif)# loop-protect tx-mode
Syntax:(configif)# loop-protect txmode

Explanation:Enable a port to actively generate loop protection PDUs

Negation:(configif)# no loopprotect txmode
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Show: #show loopprotect [ interface ( <port_type> [ <plist>1]) ]

3.9.27 (config)#mac
3.9.27.1 (config)#mac addresgable agingtime
Syntax:(config)# mac addredgsble agingtime <v_0_10_to_10000690
Explanation:Configure the aging time for a learned MAC to be appeared in MAC learning table.
Parameters:

<v_0_10 to_1000000:8pecify an aging time value for MAC address table. &l walues are from 10 to
10000000 3 SO2 Yy RA 0V @ | adgyig@imeéfanétioni 2 RA &l o

Example:Set the aging time to 600 seconds.

#con figt
(config)# mac address - table aging - time 600

Negation:(config)#no mac addrestable agingtime
(config)#no mac addrestable agingtime <v_0_10_to_1000000>

Show:>show mac addrestble [ conf | static | agingtime | { { learning | count } [ interface ( <port_type>
[ <v_port_type_list>])]} ]| {address <v_mac_addr> [ vlan <v_vlan_id>]} | vlan <v_vlan_id_1> | interface
( <port_type> [ <v_port_type_list 1>])]
# show mac addregsble [ conf | static | agingime | { { learning | count } [ interface ( <port_type>
[ <v_port_type list>])]} ]| {address <v_mac_addr> [ vlan <v_vlan_id>]} | vlan <v_vlan_id_1> | interface
(<port_type> [ <v_port_type_list_1>1])
# show mac addregsble agingtime

3.9.27.2 (config)#mac addresdable static

Syntax:(config)# mac addredsble static <v_mac_addr> vlan <v_vlan_id> interface ( <port_type>
[ <v_port_type_list>])

Explanation:Configure the static MAC addressipping table.

Parameters:

pul
puli
Z
&
Q)¢
ax

FOUYLF Oul RRNBY {LISOATFe al!/ | AY GQEEYEEYEEYEEVYEE
vlan <v_vlan_id>: Specify the VLAN ID for this entry.

interface ( <port_type> [ <v_port_type_list> [Jpecify the interface port type and the port number.

Examplel RR | adlFidAO a!/ I RRNB&4d AMMYMMYHHYHHYooYooé¢ (2 al
# config t
(config)# mac address - table static 11:11:22:22:33:33 vlan 1 interface
GigabitEthernet 1/1 -10
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Negation:(config)#no mac addres$able static <v_mac_addr> vlan <v_vlan_id> interface ( <port_type>
[ <v_port_type_list>1])
Show:> show mac addredsble [ conf | static | agingiime | { { learning | count } [ interface ( <port_type>
[ <v_port_type list>])]} | { address <v_mac_addr> [ vlan <v_vlan_id>]}| vlan <v_vlan_id_1> | interface
(<port_type> [ <v_pdrtype_list 1>7)]
# show mac addregsble [ conf | static | agingime | { { learning | count } [ interface ( <port_type>
[ <v_port_type list>])]}|{ address <v_mac_addr> [ vlan <v_vlan_id>]}| vlan <v_vlan_id_1> | interface

( <port_type> [ <v_grt_type_list_1>1])]

Clear:# clear mac addredsble
3.9.27.3 (configif)# mac addresgable learning

Syntax:(config)# mac addregsible learning [ secure ]
Explanation:Set this interface to secure mode.
Parameters:

[secure ]Only static MA SYGNAS& tA&aGSR Ay a{GFrGAO al!/ ¢trofS [/ 2YyF
NOTE Make sure that the link used for managing the switch is added to the Static Mac Table before changing to
secure learning mode, otherwise the management lindssand can only be restored by using another-seaure
port or by connecting to the switch via the serial interface.

Negation:(configif)# no mac addressable learning [ secure ]
Show:> show mac addredsble [ conf | static | agingtime | { { learning | count } [ interface ( <port_type>
[ <v_port_type list>]1)]}|{address <v_mac_addr> [ vlan <v_vlan_id>]}| vlan <v_vlan_id_1> | interface
( <port_type> [ <v_port_type_list_ 1>])]
# show mac addredgsble [ conf | static | agingtime | { { learning | count } [ interface ( <port_type>
[ <v_port_type list>])]}|{address <v_mac_addr> [ vlan <v_vlan_id>]}| vlan <v_vlan_id_1> | interface

( <port_type> [ <v_port_type_list_ 1>])]

Clear:# clear mac addredsble

3.9.28 (config-if)# meda-type

Syntax:(configif)# mediatype { rj45 | sfp | dual }
Explanation:Configure the media type supported for this specific interface.
Parameters:
{rj45 | sfp | dual }:The options are R@5, SFP, or dual (both-B3 & SFP are supported.).

Negaion: (configif)# no mediatype
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3.9.29 (config-if)# mtu

Syntax:(configif)# mtu <max_length>
Explanation:Configure the maximum transmission unit for this specific interface.
Parameters:

<max_length: 15180056>}: Specify the MTU. The range % & to 10056 bytes.
Negation:(configif)# no mtu

Show:# show interface ( <port_type> [ <v_port_type_list>]) status

3.9.30 (config)#monitor session

Syntax:(config)#monitor session <session_number> [ destination { interface ( <port_type> [steli] ) | remote vlan
<drvid> reflectosport <port_type> <rportid> } | source { interface ( <port_type> [ <si_list>]) [ both | rx | tx ] | remote
vlan <srvid> | vlan <source_vlan_list> | cpu [ both | rx | tx]}]
Explanation:Configure which port trdic should be mirrored to.
Parameters:
<session_number <&>: Specify a session number (1 to 5) to this entry.
[ destination { interface ( <port_type> [ <di_list>]) | remote vlan <drvid> refleotot <port_type> <rportid> } |
source { interface €port_type> [ <si_list>]) [ both | rx | tx ] | remote vlan <srvid> | vlan <source_vlan_list> |
cpu [ both | rx | tx ] } ]: Specify the mirroring source.
Negation:(config)# no monitosession <session_number> [ destination { interface ( <port_typdp [ist>]) |

remote vlan <drvid> reflectgport <port_type> <rportid> } | source { interface ( <port_type> [ <si_list>]) [ both | rx |
tx ] | remote vlan <srvid> | vlan <source_vlan_list> | cpu [ both | rx | tx]}]

3.9.31 (config)# mvr

3.9.31.1 (config)# mvr
Syntax:(config)# mvr
Explanation:Enable MVR function.

Example:Enable MVR function.

# config t
(config)# mvr

Negation (config)# no mvr

Show:> show mvr
# show mvr
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3.9.31.2 (config)#mvr name <mvr_name> channel

Syntax:(config)# mv name <mvr_name> channel <profile_name>

Explanation:Configure MVR name and channel.

Parameters:
<mvr_name>: Specify a name for this MVR entry. The allowed characters are 16.
<profile_name>: Specify a channel name for this MVR entry. The allowaealctérs are 16.

Example{ S dzLJ I azw SYdiNE a@ARS2mMé YR AGa O2NNBaLRYyRAYy3

# config t
(config)# mvr name videol channel 1

Negation (config)# no mvr name <mvr_name> channel
Show:> show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ gidaabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]

# show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdagabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]

3.9.31.3 (config)#mvr name <mvr_name> frame priority

Syntax:(config)# mvr name <mvr_name> frame priority <cos_priority>
Explanation:Configurethe priority for transmitting IGMP/MLD control frames for the specified MVR entry.
Parameters:

<mvr_name>: Spdygia name for this MVR entry. The allowed characters are 16.

<cos_priority>: Specify a Cos priority for this MVR entry. The allowed range is from 0 to 7.

Example{ S dzLJ I az*zw SYdNEB a@ARS2mMé YR AGa O2NNBaLRYyRAY3

# config t
(config)# mvr name videol frame priority O

Negation (config)# no mvr name <mvr_name> frame priority

Show:> show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ gidaabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrmformation ] ][ detail ]
# show mvr [ vlan <v_vlafist> | name <mvr_name> ] [ grotgiatabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrmformation ] ] [ detail ]
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3.9.31.4 (config)#mvr name <mvr_name> frame tagged

Syntax:(config)# mvr name <mvr_name> frame tagged
Explanation:Taggel IGMP/MLD frames will be sent.
Parameters:
<mvr_name>: Specify a name for this MVR entry. The allowed characters are 16.

Example{ Si a@ARS2mM¢ a+*xw SYdNEB (2 aSyR (Gl 33SR LDatka[5 FNI

# config t
(config)# mvr name videol frame tag ged

Negation (config)# no mvr name <yn_name> frame tagged
Show:> show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ gidaabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]

# show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdagabase [nterface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]

3.9.31.5 (config)#mvr name <mvr_name> ignypddress

Syntax:(config)# mvr name <mvr_name> igragddress <v_ipv4_ucast>
Explanation:ConfigurelGMP IPv4 addredsr the ecified MVR entry.
Parameters:
<mvr_name>: Specify a name for this MVR entry. The allowed characters are 16.
<v_ipv4_ucast>Specify the IPv4 unicast address as source address used in IP header for IGMP control frames.

Example{ S dzLJ | @aA+RaS 2SwEl NBY Rt Ad O2NNBalLJl2yRAyYy3 LDat | RRNBA3

# config t
(config)# mvr name videol igmp - address 10.1.1.100

Negation (config)# no mvr vlan <mvr_name> igianghdress

Show:> show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ gidaabase [ interface ( <port_type>
[ <v_port type_list>]) ][ sfrinformation ] ] [ detail ]
# show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdagabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrmformation ] ][ detail ]
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3.9.31.6 (config)#mvr name <mvr_name> lagnhember-query-interval

Syntax:(config)# mvr name <mvr_name> lasemberqueryinterval <ipmc_lmqi>

Explanation:Configurethe maximum time to wait for IGMP/MLD report memberships on a receiver port before
removing the port from multicast group membership.

Parameters:
<mvr_name>: Specify a name for this MVR entry. The allowed characters are 16.

<ipmc_Ilmqi>Specify the LMQI (Last Member Query Interval) value. By default, LMQI is set to 5 tenths of a
second (0.5 second). The allowed range is from 0 ##381enths of a second.

Example:Set LMQI value to 600 tenths of a second.

# config t
(config)# mvr name videol last - member- query -interva 1600

Negation (config)# no mvr vlan <mvr_name> lastmberquery-interval
Show:> show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdafabase jnterface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

# show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdafabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

3.9.31.7 (config)#mvr name <mvr_name> mode

Syntax:(config)# mvr name <mvr_name> mode { dynamic | compatible }
Explanation:Configure MVR mode.
Parameters:
<mvr_name>: Specify a name for this MVR entry. The allowed characters are 16.
{ dynamic | compatible }Specify one of the options.
Dynamic:MVR allows dynamic MVR membership reportsoarce ports. (This is the defantiode.)
Compatible:MVR membership reports are forbidden on soupcets.

Example:Set MVR mode to dynamic.

# config t
(config)# mvr name videol mode dynamic

Negation (config)# no mvr name <mvr_name> mode

Show:> show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ gidaabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]
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# show mvr [ vlan <v_vlan_list> | name <mwvame> ] [ grouplatabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfimformation ] ] [ detail ]

3.9.31.8 (config)# mvr vlan <v_vlan_listmame <mvr_name> ]

Syntax:(config)# mvr vlan <v_vlan_list> [ name <mvr_name> ]
Explanation:Configire a MVR VLAN and its corresponding MVR name.
Parameters:
<v_vlan_list>Specify multicast VLAN ID.
[ name <mvr_name> Bpecify a name for this MVR entry. This argument is optional.

Example:Set up MVR VLAN 201 and its corresponding name.

# config t
(config)# mvr vlan 201 videol

Negation (config)# no mvr vlan <v_vlan_list>
Show:> show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ gidaabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]

# show mvr [ vlan <v_vlafist> | name <mvr_name> ] [ grotgatabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]

3.9.31.9 (config)#mvr vlan <v_vlan_list> channel

Syntax:(config)# mvr vlan <v_vlan_list> channel <profile_name>
Explanaton: Configure MVR name and channel.
Parameters:
<v_vlan_list>: Specify MVR VLAN ID for this entry.
<profile_name>: Specify a channel name for this MVR entry. The allowed characters are 16.

Example:Set up Set up MVR VLAN 201 and its corresporatiagnel.

# config t
(config)# mvr vlan 201 channel 1

Negation (config)# no mvr vlan <v_vlan_list> channel

Show:> show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ gidaabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfAimformation ] ][ detail ]
# show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdafabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfAimformation ] ][ detail ]
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3.9.31.10(config)#mvr vlan <v_vlan_list> frame priority

Syntax:(config)# mvr vlan <v_vlan_tlisframe priority <cos_priority>
Explanation:Configurethe priority for transmitting IGMP/MLD control frames for the specified MVR VLAN ID.
Parameters:

<v_vlan_list>: Specify MVR VLAN ID for this entry.

<cos_priority>: Specify a Cos priority foistMVR entry. The allowed range is from 0 to 7.

Example{ SG dzLJ I a+*w *[!b Ham YR AGa O2NNBALRYRAY3I LINRA 2 NA

# config t
(config)# mvr vlan 201 frame priority O

Negation (config)# no mvr vlan <v_vlan_list> frame priority
Show:> show mvr [ vlan <v_vlan_list> fme <mvr_name> ] [ grouglatabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ][ detail ]

# show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdagabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrimformation ] ] [ detail ]

3.9.31.11 (config)#mvr vlan <v_vlan_list> frame tagged

Syntax:(config)# mvr vlan <v_vlan_list> frame tagged
Explanation:Tagged IGMP/MLD frames will be sent.
Parameters:

<v_vlan_list>: Specify MVR VLAN ID for this entry.

Exanple: Set MVR VLAN 201 to send tagged IGMP/MLD frames.

# config t
(config)# mvr vlan 201 frametag ged

Negation (config)# no mvr vlan <v_vlan_list> frame tagged
Show:> show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ gidaabase [ interface ( <port_type>
[ <v_port type_list>]) ] [ sfrinformation ] ] [ detail ]

# show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdagabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrmformation ] ] [ detail ]

3.9.31.12(config)#mvr vlan <v_vlan_list> igmyaddress

Syntax:(config)# mvr vlan <v_vlan_list> igragdress <v_ipv4_ucast>

Explanation:ConfigurelGMP IPv4 addredsr the specified MVR entry.
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Parameters:
<v_vlan_list>: Specify MVR VLAN ID for this entry.
<v_ipv4_ucast>Specify the IPv4 urast address as source address used in IP header for IGMP control frames.

Example{ SG dzLJ I a+w *[!b Ham YR AG&a O2NNB&ALRYRAYy3I LDat

# config t
(config)# mvr vlan 201 igmp - address 10.1.1.100

Negation (config)# no mvr vlan <v_vlan_list> igiagdress
Show:> shav mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ gralgtabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

# show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdafabase [ interface ( <port_type>
[ <v_port_wype_list>]) ][ sfrinformation ] ] [ detail ]

3.9.31.13(config)#mvr vlan <v_vlan_list> lasthemberquery-interval

Syntax:(config)# mvr vlan <v_vlan_list> lasemberqueryinterval <ipmc_Imqi>

Explanation:Configurethe maximum time to wait fofGMP/MLD report memberships on a receiver port before
removing the port from multicast group membership.

Parameters:
<v_vlan_list>: Specify MVR VLAN ID for this entry.

<ipmc_Imqi>Specify the LMQI (Last Member Query Interval) value. By default] is\déX to 5 tenths of a
second (0.5 second). The allowed range is from 0 to 31744 tenths of a second.

Example:Set LMQI value to 600 tenths of a second.

# config t
(config)# mvr vlan 201 last - member- query - interval 600

Negation (config)# no mvr vlan <v_vlan_list> las¢mberquery-interval

Show:> show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ gidaabase [ interface ( <port_type>
[ <v_port_type_list>]) ][ sfrmformation ] ][ detail ]
# show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdagabase [ interface ( <portype>
[ <v_port_type_list>]) ][ sfrmformation ] ] [ detail ]
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3.9.31.14 (config)#mvr vlan <v_vlan_list> mode

Syntax:(config)# mvr vlan <v_vlan_list> mode { dynamic | compatible }
Explanation:Configure MVR mode.
Parameters:
<v_vlan_list>: Smify MVR VLAN ID for this entry.
{ dynamic | compatible }Specify one of the options.
DynamicMVR allows dynamic MVR membership reportsoarce ports. (This is the defauattode))
CompatibleMVR membership reports are forbidden on soupets.

Example:Set MVR mode to dynamic.

# config t
(config)# mvr vlan 201 mode dynamic

Negation (config)# no mvr vlan <v_vlan_list> mode
Show:> show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ gidaiabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

# show mvr [ vlan <v_vlan_list> | name <mvr_name> ] [ grdafabase [ interface ( <port_type>
[ <v_port_type_list>]) ] [ sfAimformation ] ] [ detail ]

3.9.31.15 (configif)# mvrimmediate-leave

Syntax:(configif)# mvr immediae-leave

Explanation:Enable immediate leave functiowhen enabled, the device immediately removes a port from a
multicast stream as soon as it receives leave message for that group. This option only applies to an interface
configured as MVR receivers.

Example:Enable immediate leave function on port 1.

# config t
(config)# interface GigabitEthernet 1/1
(config - if)# mvr immediate - leave

Negation (configif)# no mvr immediate leave

3.9.31.16 (config-f)# mvr name

Syntax:(configif)# mvr name <mvr_name> type { source | receiver }

Explanation:Configure prt role of specific MVR profile for specific interface.
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Parameters:

<mvr_name>: Specify a MVR name. The maximum length of the MVR name string is 16. Both alphabets and
numbers are allowed for use.

{ source | receiver }: Specify MVR port role.
source: MVR source port.
receiver:MVR receiver port.

Negation (configif}# nomvr name <mvr_name> type

3.9.31.17 (configrif)# mvr vlan

Syntax:(configif)# mvr vlan <v_vlan_list> type { source | receiver }
Explanation:Configure port role of a specifidVR VLAN ID for this specific interface.
Parameters:
<v_vlan_list>: MVR Multicast VLAN list
{ source | receiver }: Specify MVR port role.
source:MVR source port.
receiver:MVR receiver port.

Negation (configif)# no mvr immediate leave

3.9.32 (config)#ntp

3.9.32.1 (config)#ntp
Syntax:(config)# ntp
Explanation:Enable NTP function.

Example:Enable NTP function.

# config t
(config)# ntp

Negation:(config)# no ntp

Show:# show ntp status
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Syntax:(config)# ntp server <index_var>gudress { <ipv4_var> | <ipv6_var> | <name_var>}

Explanation/ 2y FA3IdzNB | fAad 2F bet

Parameters:

ASNUSNDRa | RRNBaao

< index_var: B>: Specify the index number of NTP server. The allowed range is from The NTP sgers are
tried in numeric order. If 'Server 1' is unavailable, the NTP client will try to contact 'Server 2'.

{ <ipv4_var> | <ipv6_var> | <name_var> }: Specify one of the three options.

<ipv4_var>1Pv4 address.

<ipv6_var>1Pv6 address is in 128t records represented as eight fields of up to four hexadecimal digits
with a colon separating each field (:). For example, 'fe80::215:c5ff:fe03:4dc7'. The symbol ":' is a special
syntax that can be used as a shorthand way of representing multipbst ifBoups of contiguous zeros; but

it can appear only once.
<name_var>The domain name for NTP server.

Example:Set the NTP server 1 t0 192.168.1.253.

# config t
(config)# ntp server 1 ip - address 192.168.1.253

Negation:(config)# no ntp server <index_var>

Show:# show ntp stats

3.9.33 (config)# portsecurity

3.9.33.1 (config)# portsecurity
Syntax:(config)# portsecurity
Explanation:Enable port security function globally.

Example:Enable port security function globally.

# config t
(config)# port - security

Negation:(config}t no portsecurity

Show: >show portsecurity switch [ interface ( <port_type> [ <v_port_type list>]) ]
# show portsecurity switch [ interface ( <port_type> [ <v_port_type_list>1]) ]
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3.9.33.2 (config)#port-security aging

Syntax:(config)# portsearrity aging

Explanation:Enable port security aging functiolfienabled, secured MAC addresses are subjeagtong as discussed
indAgingil A Y S ¢ O avithvaging Bnabled, a timer is started once the dmubt gets securedVhen the timer
expires, the witch starts looking for frames from thend-host, and if such frames are not seen within the next Aging
Period,the endhost is assumed to be disconnected, and the correspondiagurces are freed on the switch.

Example:Enable port security aging furich.

# config t
(config)# port - security aging

Negation:(config)# no porsecurity aging

Show:> show portsecurity port [ interface ( <port_type> [ <v_port_type_list>1]) ]
# show portsecurity port [ interface ( <port_type> [ <v_port_type_list>])]

3.9.33.3 (config)#port-security aging time

Syntax:(config)# portsecurity aging time <v_10_to_10000000>

Explanation:Configure a desired aging time vallfed ! 3 A ¥rdhbled,/sécured MAC addresses are subjeapiog

as discussethis commandWith aging eabled, a timer is started once the efmbst gets securedVhen the timer
expires, the switch starts looking for frames from #red-host, and if such frames are not seen within the next Aging
Period,the endhost is assumed to be disconnected, and the espondingesources are freed on the switch.
Parameters:

<v_10_to_10000000>: Specify the aging time value. The allowed range is between 10 and 10,000,000 seconds.

Example:Set the aging time value to 1800 seconds.

# config t
(config)# port - security aging time 1800

Negaion: (config)# no porsecurity aging time

Show:> show portsecurity port [ interface ( <port_type> [ <v_port_type_list>]) ]
# show portsecurity port [ interface ( <port_type> [ <v_port_type_list>])]

3.9.33.4 (configif)# port-security

Syntax:(configtif)# port-security
Explanation:Enable the port security function on the selected ports

Example:Enable Gigabit Ethernetportd n Qa L2 NI aSOdz2NAGe@ Fdzy OGA2y d
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# config t
(config)# interface gigabitethernet 1/ 1-10
(config -if )# port - security

Negation:(configtif)# no port-security

Show:> shav port-security switch [ interface ( <port_type> [ <v_port_type_list>]) ]
# show portsecurity switch [ interface ( <port_type> [ <v_port_type list>]) ]

3.9.33.5 (configif)# port-security maximum

Syntax:(configtif)# port-security maximum [ <v_1ot 1024> ]

Explanation:The maximum number of MAC addresses that can be secured on this port. The number cannot exceed

1024. If the limit is exceeded, the corresponding action is taken.
Parameters:
[<v_1 to_1024>]. Specify a value between 1 and 1024.

Example.Limit Gigabit Ethernetport-a n Q& a!/ | RRNS5aasSa OFly oS

# config t
(config)# interface gigabitethernet 1/1 -10
(config -if )# port - security maximum 5

Negation:(configtif)# no portsecurity maximum

Show:> show portsecurity port [ interface ( <port_type> [ <v_port_type_list>]) ]
# showport-security port [ interface ( <port_type> [ <v_port_type_list>])]

3.9.33.6 (configif)# port-security violation

Syntax:(configtif)# port-security violation { protect | trap | trapshutdown | shutdown }
Explanation:If the limit is exceeded, thepecified action will take effect.

Parameters:

{ protect | trap | trap-shutdown | shutdown }: Specify one of the actions taken when the limit is exceeded.

protect: Do not allow more than the specified limit of MAC addresses to access on a porttibdio iac

further taken.

G2 po

trap: If Limit + 1 MAC addressese seen on the port, send an SNMRp. If Aging is disabled, only one
SNMP trap will be sent, but witAging enabled, new SNMP traps will be sent every time the limit is

exceeded.

trap-shutdown: If Limit + 1 MAC addresses is seenonthe o2, 0 K (G KS &G ¢ NI L¥E | YR

described above will beken.
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shutdown: If Limit + 1 MAC addresses is seen on the port, dowin the port. This implies that all secured
MAC addresses will bemoved from the port, and no new addresses will be learned. Eié¢ime link is
physically disconnected and reconnected on the byt disconnecting the cable), the port will remain shut
down. Thereare three ways to r@pen the port:

* Boot the switch

* Disable and reenable Limit Control on the port or the switch

* Click thedReopen button

Example:Send a SNMP trap when the limit is exceeded.

# config t
(config)# interface gigabitethernet 1/1 -10
(config -if )# port - security violation trap

Negation:(configtif)# no port-security violation

Show:> show portsecurity port [ interface ( <port_type> [ <v_port_type_list>]) ]
# show portsecurity port [ interface ( <port_type> [ <v_port_type_list>]) ]

3.9.34 (config)#privilege

Syntax:(config)# privilege { exec | configure | condidan | line | interface | if-vlan| ipmc-profile | snmpshost | stp-
aggr | dheppool | rfc2544profile } level <privilege> <cmd>

Explanation:This command is used to change the privilege level of commands available in Configuration mode.
Parameters:

{ exec | configure | configrlan | line | interface | if-vlan | ipmcprofile | snmpshost | stp-aggr | dhcppool |
rfc2544profile }: Specify the group command that you want to configure.

level <privilege>: Specify the privilege level. The allowed range is 0 to 15.
<cmd>: Initial valid wals and literals of the command to modify, in 128 characters.

ExampleThe following example sets the privilege level to 15 for any Exec mode (user or privileged) command that
start with the letter "v"

# config t
(config)# privilege exe clevel1l 5 host

Negation (config)# nqorivilege { exec | configure | configlan | line | interface | if-vlan | ipmcprofile | snmpshost |
stp-aggr | dheppool | rfc2544profile } level <@15> <cmd>

Show:> show privilege
# show privilege
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3.9.35 (config-if)# pvlan

3.9.35.1 (config-f)# pvlan
Syntax:(configif)# pvlan <pvlan_list>
Explanation:This command is used to configure private VLANs. New Private VLANSs can be added and existing VLANs
can be modified. Private VLANSs are based on the source port mask and there are no connedatiohN$ which
means that VLAN IDs and Private VLAN IDs can be identical. A port must be a member of both a VLAN and a Private
VLAN to be able to forward packets. By default, all ports are VLAN unaware and members of VLAN 1 and Private VLAN
1. A VLAN unawarport can only be a member of one VLAN, but it can be a member of multiple Private VLANS.
Parameters:

<pvlan_list> Specify the private VLAN ID.

Negation:(configif}# no pvlan <pvlan_list>

Show:# show pvlan <pvlan_list>

3.9.35.2 (config-if)# pvan isolation

Syntax:(configif)# pvlan isolation

Explanation:Enable Port Isolation function on this specific interface. Port Isolation is used to prevent communications
between customer ports in a same Private VLAN. The port that is isolated frars atannot forward any unicast,
multicast or broadcast traffic to any other ports in the same PVLAN.

Negation:(configif)# no pvlan isolation

Show:# show pvlan isolation [ interface ( <port_type> [<plist>]) ]

3.9.36 (config)#qgos
3.9.36.1 (config}# gos map cosiscp

Syntax:(config)# qos map cedscp <cos> dpl <dpl> dscp { <dscp_num> | { be | af1l | afl2 | af13 | af21 | af22 | af23
| af31 | af32 | af33 | af4l | af42 | af43 | csl | cs2 | cs3 | cs4 | cs5|cs6|cs7 | ef|va}}

Parameters:

cosdscp <cos>: Map COS to DS@d#icate the Class of Service level. The allowed range is0to 7. A CoS class of 0
has the lowest priority, while 7 has the highest priority.

dpl <dpl>: Specifthe Drop Precedence Levdlhe allowed range is 0 to 7.

dscp { dscp_num> | { be | af1l | af12 | afl3 | af21 | af22 | af23 | af31 | af32 | af33 | af4l | af42 | af43 | csl |
cs2 | cs3|cs4|csh|cs6 |cs7|ef|val}: Specify one of the DSCP values.

<dscp_num: 863>:The allowed number is from 0 to 63.
be: Defalt PHB (DSCP 0) for best effort traffic.
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afll | afl2 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af41l | af42 | af43:Assured Forwarding PHB AF
11 (DSCP 10), 12 (DSCP 12), 13 (DSCP 14), 21 (DSCP 18), 22 (DSCP 20), 23 (DSCP 22), 31 (DSCP 26), 32 (D
28), 33 (DSCP 30), 41 (DSCP 34), 42 (DSCP 36).
csl|cs2|cs3|csd|csh|cs6 | cstlass selector PHB CS1 precedence 1 (DSCP 8), CS2 precedence 2
(DSCP 16), CS3 precedence 3 (DSCP 24), CS4 precedence 4 (DSCP 32), CS5 precedence 5 (DSCP 40), CS6
precedence 6 (DSCP 48), CS7 precedence 7 (DSCP 56).
ef: Expedited Forwarding PHB (DSCP 46).
va: Voice Admit PHB (DSCP 44).
Explanation:Configure the CGBSCP mapping.

ExampleThe following example sets DPL to 4, DSCP to cs4.

# config t
(config)# gos map cosliscp4 dpl4 dscpcséd

Negation (config)# no gos map cakscp <cos> dpl <dpl>
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>])]} | wred | { maps [@s&p] [ dscpngresstranslation ]
[ dscpclassify ] [ cosiscp ] [ dscgegresstranslation ]} storm | { qce [ <qce>1]1}]

3.9.36.2 (config)#qos map dscgelassify

Syntax:(config)# qos map dsegassify { <dscp_num> | { be | af1l | af12 | af13 | af21 | af22 | af23 | af31 | af32 |
af33 | af4l | af42 | af43 | csl | cs2 | cs3 | cs4 | cs5 | cseep7 | ef |val}

Parameters:

dscpclassify { <dscp_num> | { be | af1l | afl2 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af4l | af42 | af43
|csl|cs2|cs3|cs4|cs5|cs6|cs?|ef|val}: Specify one of the DSCP values.

<dscp_num: €63>: The allowed number is from 0 to 63.

be: Default PHB (DSCP 0) for best effort traffic.

afll | afl2 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af41l | af42 | af43:Assured Forwarding PHB AF

11 (DSCP 10), 12 (DSCP 12), 13 (DSCP 14), 21 (D3ZDE}P 20), 23 (DSCP 22), 31 (DSCP 26), 32 (DSCP
28), 33 (DSCP 30), 41 (DSCP 34), 42 (DSCP 36).

csl|cs2|cs3|csd|csh|cs6 | cstTlass selector PHB CS1 precedence 1 (DSCP 8), CS2 precedence 2
(DSCP 16), CS3 precedence 3 (DSCP 24), CS4 mece@SCP 32), CS5 precedence 5 (DSCP 40), CS6
precedence 6 (DSCP 48), CS7 precedence 7 (DSCP 56).

ef: Expedited Forwarding PHB (DSCP 46).

va:Voice Admit PHB (DSCP 44).

Explanation:Configure the DSCP Ingress classification.

ExampleThe following &ample sets DSCP Ingress classification to cs4.
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# config t
(config)# gos map dscitlassifycs4

Negation (config)# no gos map dsapassify { <dscp_num> | { be | afll | af12 | afl3 | af21 | af22 | af23 | af31 |
af32 | af33 | af4l | af42 | af43 | csl | cs2 | cs3 | cs4ds5 | cs6 | cs7 | ef |va}}

Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>])1} | wred | { maps [-@ssp] [ dscpngresstranslation ]
[dscpclassify ] [ coslscp ] [ dscgegresstranslation ]} | storm | { qce [ <qce>1]}]

3.9.36.3 (config)#qos map dscgros

Syntax:(config)# qos map dsegos { <dscp_num> | { be | afll | af12 | af13 | af21 | af22 | af23 | af31 | af32 | af33 |
af4l | af42 | af43 | csl|cs2|cs3|csd|cs5|cs6|cs?|ef|va}} cos <cos>dpl <dpl>

BExplanation: Configure the DSEBased QoS Ingress classification.
Parameters:

dscpcos { <dscp_num> | { be | af1l | af12 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af4l | af42 | af43 |
csl|cs2|cs3|csd4|csh5|cs6|cs?|ef|va}l}: Spedhe of the DSCP values.

<dscp_num: €63>:The allowed number is from 0 to 63.

be: Default PHB (DSCP 0) for best effort traffic.

afll | afl2 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af4l | af42 | af43:Assured Forwarding PHB AF

11 (DSCP 12 (DSCP 12), 13 (DSCP 14), 21 (DSCP 18), 22 (DSCP 20), 23 (DSCP 22), 31 (DSCP 26), 32 (DSC
28), 33 (DSCP 30), 41 (DSCP 34), 42 (DSCP 36).

csl|cs2|cs3|csd|csh|cs6 | cstlass selector PHB CS1 precedence 1 (DSCP 8), CS2 precedence 2

(DSCP 16¥S3 precedence 3 (DSCP 24), CS4 precedence 4 (DSCP 32), CS5 precedence 5 (DSCP 40), CS6
precedence 6 (DSCP 48), CS7 precedence 7 (DSCP 56).

ef: Expedited Forwarding PHB (DSCP 46).

va: Voice Admit PHB (DSCP 44).

cos <cos>Indicate the Class of Servileel. The allowed range is 0 to 7. A CoS class of 0 has the lowest priority,
while 7 has the highest priority.

dpl <dpl>: Specifthe Drop Precedence Levélhe allowed range is 0to 7.

Negation (config)# no qos map dsams { <dscp_num> | { be | 41 | af12 | af13 | af21 | af22 | af23 | af31 | af32 |
af33 | af4l | af42 | af43 | csl|cs2|cs3|cs4|cs5|cs6|cs7 | ef|va}}

Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>])]} | wred | { maps [@sgp] [ dscAngresstranslation ]
[ dscpclassify ] [ cosiscp ] [ dscgegresstranslation ] } | storm | { gce [ <qce>1]1}]

124



CHAPTER
INTRODUCTIONDCLI

3.9.36.4 (config)#qos map dscgegresstranslation

Syntax:(config)# qos map dsepgresstranslation { <dscp_num> | { be | af11 | af12 | afl3 |2f | af22 | af23 | af31
| af32 | af33 | af4l | af42 | af43 | csl | cs2 | cs3 | csd | cs5 | cs6 | cs7 | ef |va}}to{<dscp_num_tr> | { be | afll |
afl2 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af4l | af42 | af43 | csl | cs2 | cs3 | csd | cs®$6 | cs7 | ef |

va}}

Explanation:Configure the DSCP Egress Mapping Table.
Parameters:

dscpegresstranslation { <dscp_num> | { be | afll | afl2 | af13 | af21l | af22 | af23 | af31 | af32 | af33 | af41 |
af42 | af43 | csl|cs2 | cs3 | cs4 | csh|s6 | cs7 | ef | va} }: Specify one of the DSCP values.

<dscp_num: €63>:The allowed number is from 0 to 63.

be: Default PHB (DSCP 0) for best effort traffic.

afll | afl2 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af41 | af42 | af43:Assured~orwarding PHB AF

11 (DSCP 10), 12 (DSCP 12), 13 (DSCP 14), 21 (DSCP 18), 22 (DSCP 20), 23 (DSCP 22), 31 (DSCP 26), 32 (D
28), 33 (DSCP 30), 41 (DSCP 34), 42 (DSCP 36).

csl|cs2|cs3|csd|csh|cs6 | cstClass selector PHB CS1 precedence 1 (BISCB2 precedence 2

(DSCP 16), CS3 precedence 3 (DSCP 24), CS4 precedence 4 (DSCP 32), CS5 precedence 5 (DSCP 40), CS6
precedence 6 (DSCP 48), CS7 precedence 7 (DSCP 56).

ef: Expedited Forwarding PHB (DSCP 46).

va: Voice Admit PHB (DSCP 44).

ExampleThe following example maps cs4 to cs5.

# config t
(config)# gos map dscegresstranslation cs4 to cs5

Negation (config)# no gos map ds@gresstranslation { <dscp_num> | { be | afll | afl2 | afl3 | af21 | af22 | af23 |
af3l | af32 | af33 | af4l | af42 | af43 | csl | cs2 | cs3 | csd 56| cs6 | cs7 | ef | va } } <dpl>

Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>])]} | wred | { maps [@s&p] [ dscpngresstranslation ]
[ dscpclassify ] [ cosiscp ] [ dscgegresstranslation ] } | storm | { gce [ <qce>}]]

3.9.36.5 (config)#qos map dscpngresstranslation

Syntax:(config)# qos map dseipgresstranslation { <dscp_num> | { be | af1l | af12 | af13 | af21 | af22 | af23 | af31
| af32 | af33 | af4l | af42 | af43 | csl | cs2 | cs3 | csd | cs5 | cs6 | cgef | va}}to{<dscp_num_tr>|{ be | af1l |
afl2 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af4l | af42 | af43 | csl | cs2 | cs3 | csd | csh | cs6 | cs7 | ef |

va}}

Explanation:Configure the DSCP Ingress Mapping Table.

Parameters:
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dscpingresstranslation { <dscp_num> | { be | af11 | af12 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af41 |
af42 | af43 | csl|cs2 | cs3|csd|cs5|cs6 | cs7 | ef|val}: Specify one of the DSCP values.

<dscp_num: 863>:The allowed number isom 0 to 63.

be: Default PHB (DSCP 0) for best effort traffic.

afll | afl2 | af13 | af2l | af22 | af23 | af31 | af32 | af33 | af41 | af42 | af43:Assured Forwarding PHB AF
11 (DSCP 10), 12 (DSCP 12), 13 (DSCP 14), 21 (DSCP 18), 22 (DSCP 202) 231([Is&{FP226), 32 (DSCP
28), 33 (DSCP 30), 41 (DSCP 34), 42 (DSCP 36).

csl|cs2|cs3|csd|csh|cs6 | cstTlass selector PHB CS1 precedence 1 (DSCP 8), CS2 precedence 2
(DSCP 16), CS3 precedence 3 (DSCP 24), CS4 precedence 4 (DSCP 32)e6&5 p(EXRCP 40), CS6
precedence 6 (DSCP 48), CS7 precedence 7 (DSCP 56).

ef: Expedited Forwarding PHB (DSCP 46).

va: Voice Admit PHB (DSCP 44).

ExampleThe following example maps cs4 to csb.

# config t
(config)# gos map dscfingresstranslation cs4 to csb

Negation (config)# no qos ap dscpingresstranslation { <dscp_num> | { be | afll | af12 | af13 | af21 | af22 | af23
| af31 | af32 | af33 | af4l | af42 | af43 | csl|cs2 | cs3 | cs4 | cs5|cs6|cs7 | ef|va}}

Show:# show qos

# show qos [ { interface [ ( <port_type> [ <poftp] } | wred | { maps [ dscfzos ] [ dscgngresstranslation ]
[ dscpclassify ] [ cosiscp ] [ dscgegresstranslation ] } | storm | { gqce [ <qce>]1}]

3.9.36.6 (config)#qos gce refresh

Syntax:(config)# qos qce refresh
Explanation:To refresh @E.

ExampleRefresh QCE.

# co nfig t
(config)# gos qce refresh

3.9.36.7 (config)#gos qce update

Syntax:(config)# qos qce { [ update ] } <gce_id> [ { next <qgce_id_next>} | last ] [ interface ( <port_type>

[ <port_list>]) ][ smac { <smac> | <smac_24my } ] [ dmac { <dmac> | unicast | multicast | broadcast | any } ] [ tag
{[type { untagged | tagged |-tagged | stagged | any } ] [ vid { <ot_vid> | any } ] [ pcp { <ot_pcp> | any }] [ dei
{<ot_dei>|any }]}*1][innetag { [ type { untaggedtagged | ctagged | stagged | any }] [ vid { <it_vid> | any } ]

[ pcp { <it_pcp> | any } ] [ dei { <it_dei>|any } ] }*1 ][ fratype { any | { etype [ { <etype_type>|any }]}|{llc
[dsap { <llc_dsap> | any }] [ ssap { <llc_ssap> | any Jitfald <llc_control> | any } ]} | { snap [ { <shap_data> |

any }]}|{ipv4 [proto { <pr4>|tcp | udp | any } ] [ sip { <sip4> | any } ] [dip { <dip4>| any } ] [ dscp { <d<dpd> |

| af1l | af12 | af13 | af21 | af22 | af23 | af31 | af32 | af33 |af4l | af42 | af43 | cs1l | cs2 | cs3 | cs4 | cs5| cs6 | cs7
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|ef|va}|any}][fragment{yes|no|any}][sport{<sp4>|any}][dport{<dp4>]|any}]}|{ipv6 [ proto
{<pr6>|tcp |udp | any } ][ sip { <sip6> | any } ] [ dip { <dip@wy } ] [ dscp { <dscp6> | { be | af1l | af12 | af13 |
af21 | af22 | af23 | af31 | af32 | af33 | af4l | af42 | af43 | csl|cs2 | cs3 | csd | cs5|cs6 | cs7 |ef [va}|any }]
[ sport { <sp6>|any } ][ dport { <dp6>|any}]}}]][ action {g{ceaction_cos> | default } ] [ dpl { <action_dpl> |
default } ] [ pcpdei { <action_pcp> <action_dei> | default } ] [ dscp { <action_dscp_dscp> | { be | afll | af12 | af13 |
af21 | af22 | af23 | af31 | af32 | af33 | af4l | af42 | af43 | cs1| cs2 | cs3ds4 | cs5| cs6 | cs7 | ef [ va } | default } ]
[ policy { <action_policy> | default } ] }*1 ]
Explanation:To update the QCE.
Parameters:
{[ update ] }: Update the QCE.
<qce_id>: Specify the QCE ID.
[ { next <qce_id_next>} | last ]: Put thECE next to the specified one or to the last one.
[ interface ( <port_type> [ <port_list>]) ]: Specify port type and port number that apply to this updated QCE rule.
[ smac { <smac> | <smac_24> | any } ]: Set up the matched SMAC.

[ dmac { <dmac> | usiast | multicast | broadcast | any } ]: Set up the matached DMAC.

[tag { [type { untagged | tagged Hagged | stagged | any } ]: Set up the matched tag type.
©w AR 98 f209P0ARH p lyed Y B8Y {LISOATEe yVMIDiLISOATFAO +L5 2

(@]

w LIOLI & f2G9LIOLIH p Fyed Y B8Y {LISOATFE | ALISOATA t/t 2

® RSA 9 f20¢YRSAH p Ftyeé Y 8 Y 8Y {LISOATe I aLISOATAO 5

[ frametype { any | { etype [ { <etype_type> ha } ]} | {llc [ dsap { <llc_dsap> | any[}skap { <llc_ssap> |

any } ][ control { <llc_control> | any } ] } sfap[ { <snap_data>|any }]} | {ipv4 [ proto { <pr4> | tcp | udp |
any } ][ sip { <sip4>|any }][dip { <dip4> | any }] [ dsegscp4> | { be | afll | afl2 | af13 | af21 | af22 | af23

| af31 | af32 | af33 | af4l | af42 | af43 | csl | cs2 | cs3 | csd | cs5|cs6 | cs7 | ef [va}|any } ][ fragment{yes
| no | any } ] [ sport { <sp4> | any }] [ dport { <dp4> | any } ] }p{6 [ proto { <pr6> | tcp | udp [any } ] [sip

{ <sip6>| any } ] [dip { <dip6> | any } ] [ dscp { <dscp6> | { be | afll | af12 | af13 | af21 | af22 | af23 | af31 |
af32 | af33 | af4l | af42 | af43 | csl | cs2 | cs3 | csd | cs5 | cs6 | cs7 | ef | vadhy }] [ sport{ <sp6>|any}]

[ dport { <dp6> | any } ]} } ]: Specify the frame type that applies to this QCE rule.

any: By default, any is used which means that all types of frames are allowed.

etype: This option can only be used to filter Ethermieformatted packets. (Options: Any, Spedaif@00-ffff

hex; Default: ffff). Note that 800 (IPv4) and 86DD (IPv6) are excluded. A detailed listing of Ethernet protocol
types can be found in RFC 1060. A few of the more common types include 0800 (IRARBDNEB137 (IPX).

llc: LLC refers to Link Logical Control and further provides three options.

dsap: DSAP stands for Destination Service Access Point address. By default, any is used. Specify
GFryeé 2NIAYRAOFGS + @LtdzS 6nEnn G2 nECCO®

ssap:SSAP staid F2NJ { 2dzNOS { SNBAOS 1 00Saa t2AylG I RRNB:
indicate a value (0OXxO00xFF).

control: Control field may contain command, response, or sequence information depending on
whether the LLC frame type is Unnumbered, Sufsery, or Information. By default, any is used.
{LISOATFe aGlyeéé¢ 2NIAYRAOFGS + @LtdzS 6nEnn (2 nECC
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shap: SubNetwork Access Protocol can be distinguished by an OUI and a Protocol ID. (Options for PID: Any,
Specific (0x0Oxffff); Default: Any) If the O hexadecimal 000000, the protocol ID is the Ethernet type
(EtherType) field value for the protocol running on top of SNAP. If the OUI is that of a particular organization,
the protocol ID is a value assigned by that organization to the protocol runminm of SNAP. In other
words, if value of the OUI field is @@-00, then value of the PID will be etherType (0x06&€ff), and if

value of the OUI isother than dmd-00, then valid value of the PID will be any value from 0x0000 to Oxffff.

ipv4:
proto: Lt @dn FNI YS GeL)S AyOftdRSa !'yeées ¢/t !5t hiak
further define Sport (Source port number) and Dport (Destination port number).
sip: Specify source IP type. By default, any is used. Indicatalefated soure IP and submask
format. The address and mask must be in the format x.y.z.w where x, y, z, and w are decimal
numbers between 0 and 255. When the mask is converted to-hit3@inary string and read from
left to right, all bits following the first zero muatso be zero
dscp:By default, any is used. Indicate a DSCP value or a range of DSCP value.
fragment: By default, any is used. Datagrams sometimes may be fragmented to ensure they can pass
through a network device that uses a maximum transferunit<enll G Ky GKS 2NAIAY I f
ipv6:

proto: Lt @c LINRB (G202t AyOfdzRSa !'yeés ¢/t3 !5t hiKSND
further define Sport (Source port number) and Dport (Destination port number).

sip: Specify source IP typ8y default, any is used. You can also indicatededified source IP and
submask format.

dscp:By default, any is used. You can also indicate a DSCP value or a range of DSCP value.

[ action { [ cos { <action_cos> | default Fpecify the classifition action taken on ingress frame if the
LI N} YSGSNAR YIGOK GKS FNIYSQa O2yGaSyide LT F FNIYS YI
the specified QoS class or placed in a queue based on basic classification rules.

[ dpl { <action_gI> | default } ]:If a frame matches the QCE, the drop precedence level will be set to the
specified value or left unchanged.

[ pcp-dei { <action_pcp> <action_dei> | default }f]alframe matches the QCE, the PCP or DEI value will be set to
the specifed one.

[ dscp { <action_dscp_dscp> | { be | af1l | af12 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af4l | af42 |
af43|csl|cs2|cs3|csd|cs5|cs6|cs?|ef|val}]|default}]][ policy { <action_policy> | default } ] }&]: |
frame matches the QCE, the DSCP value will be set to the specified one.

Negation (config)# no gqos qce <qce_id_range>
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>])]} | wred | { maps [@sgp] [ dscAngresstranslation ]
[ dscpclassify ] [ cosiscp ] [ dscgegresstranslation ] } | storm | { gce [ <qce>1]1}]

128



CHAPTER
INTRODUCTIONDCLI

3.9.36.8 (config)#gos storm

Syntax:(config)# gos storm { unicast | multicast | broadcast } <rate> [ fps | kfps | kbps | mbps ]
Explanation:Configure broadcast storiwontrol rate for QoS
Parameters:

{ unicast | multicast | broadcast }: Specify the storm type that you want to configure.

{{ <rate> [ kfps ]} | {1024 kfps } }: Uskafine storm frame rate or set storm rate to 1024 kfps.

ExampleThe following examlp sets broadcast storm control for QoS to 1024 kfps.

# config t
(config)# gosstorm broadcast 1024 kfps

Negation (config)# no gos storm { unicast | multicast | broadcast }

Show:# show qos storm

3.9.36.9 (config)# qos wred queue

Syntax:(config)# gos wregroup <group¥jueue <queue> mith <min_th> mdpl <mdp_1> md{2 <mdp_2> mdiB
<mdp_3>

Explanation:ApplyRED on a particular queue or set up the minimum threshold & drop probability value.
Parameters:

queue <queue>: Specifiie queue number. Queue 0 to 5 can ap@yRandom Early Detection (RED). However,
RED cannot be applied to Queue 6 and 7.

min-th <min_th>:Specify the lowest RED threshold. If the average queue filling level is below this threshold, the
drop probability is zero. This valid value for this fisl@-100.

mdp-1 <mdp_21>Controls the drop probability for the frames marked in drop precedence level 1 when the
average queue filling level is 100%. The valid valuele@

mdp-2 <mdp_2>Controls the drop probability for the frames marked in dropqadence level 2 when the
average queue filling level is 100%. The valid valuele@

mdp-3 <mdp_3>Controls the drop probability for the frames marked in drop precedence level 3 when the
average queue filling level is 100%. The valid valuelis@

Negation (config)# no qos wred queue <queue>

Show:# show qos [ { interface [ ( <port_type> [ <port>]) ]} | wred | { maps [ €sp] [ dscpngresstranslation ]
[ dscpclassify ] [ cosiscp ] [ dscgegresstranslation ] } | storm | { gce [ <qce>}]]
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3.9.36.10 (configif)# qos cos

Syntax:(configif)# qos cos <cos>
Explanation:Configure CoS value on this selecte infterface.
Parameters:
<cos>: Specify COS valugjl
Negation (configif)# no qos cos
Show:# show qos

# show qos [ { imrface [ ( <port_type> [ <port>]) ]} | wred | { maps [ dsms ] [ dscpngresstranslation ]
[ dscpclassify ] [ cosiscp ] [ dscgegresstranslation ] } | storm | { gqce [ <qce>]1}]

3.9.36.11 (config-f)# qos dei

Syntax:(configif)# qos dei <det
Explanation:Configure DED{op Eligible Indicatomalue on this selecte infterface.
Parameters:
<dei>:Specify DEI for untagged frames.
Negation (configif)# no qos dei
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port> }) wred | { maps [ dscpgos ] [ dscgngresstranslation ]
[ dscpclassify ] [ cosiscp ] [ dscgegresstranslation ] } | storm | { gce [ <qce>]1}]

3.9.36.12 (config-f)# qos dpl

Syntax:(configif)# qos dpl <dpl>
Explanation:Configure DPL value ¢his selecte infterface.
Parameters:

<dpl>:Specify the default Drop Precedence Level
Negation (configif)# no qos dpl
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>])]} | wred | { maps [@exp] [ dscpngresstranslation ]
[ dscpclassify ] [ cosiscp ] [ dscgegresstranslation ] } | storm | { gce [ <qce>1]1}]
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3.9.36.13 (configif)# qos dscpclassify

Syntax:(configif)# qos dscpclassify { zero | selected | any }

Explanation:Configure a classification method.

Parameters:

{ zero | selected | any:}Specify a classification method.

zero:Classify if incoming DSCP is 0.
selected:Classify only selected DSCP for which classification is enabled in DSCP Translation table
any: Classify all DSCP.

Negation (confi-if)y# no qos dscyelassify

Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>])]} | wred | { maps [@s&p] [ dscpngresstranslation ]
[ dscpclassify ] [ cosiscp ] [ dscpegresstranslation ] } | storm | { gqce [ <qce>]1}]

3.9.36.14 (configif)# qos dscpemark

Syntax:(configif)# qos dscpremark { rewrite | remap | remapdp }

Explanation:Configure port egress rewriting of DSCP values.

Parameters:

{ rewrite | remap | remapdp } Specify an option.

rewrite: RewriteDSCP field with classified DSCP value.
remap: Frame with DSCP from analyzer is remapped and remarked with the remapped DSCP value.
58LISYyRAY3 2y GKS FTNIYSQa 5t fS@Stsx (KS NBYI LIWSR 5¢{
table, Egress Remap @©Br DP1 field.

remap-dp: Frame with DSCP from analyzer is remapped and remarked with the remapped DSCP value. The
remapped DSCP value is always taken from the DSCP Translation table, Egress Remap DPO field.

Negation (configif)# no gos dscpemark
Shaw: # show qos

# show qos [ { interface [ ( <port_type> [ <port>])]} | wred | { maps [-dsegp] [ dscpngresstranslation ]
[ dscpclassify ] [ cosiscp ] [ dscgegresstranslation ] } | storm | { gce [ <qce>1]1}]

3.9.36.15 (configif)# qos dscgranslate

Syntax:(configif)# qos dscgtranslate

Explanation:Configure DSCP ingress translation of QoS for specific interface.
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Negation (configif}# nogos dscgrranslate
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>]) wyrpd | { maps [ dscggos ] [ dscgngresstranslation ]
[ dscpclassify | [ cosiscp ] [ dscpegresstranslation ] } | storm | { gqce [ <qce>1]1}]

3.9.36.16 (configif)# qos map cosag cos

Syntax:(configif)# qos map cogag cos <cos> dpl <dpl> pepcp> dei <dei>
Explanation:Configure(QoS class, DP level) to (PCP, DEI) Mapping of QoS for specific interface.
Parameters:

cos <cos: g>: Specify a QoS class value.

dpl <dpl:81>: Specify a DPL value (0 or 1).

pcp <pcp: 67>: Specify a PCP @®ify Code Point) value.

dei <dei: @1>: Specify a DEI value (0 or 1).
Negation (configif)# nogos map cosag cos <cos> dpl <dpl>
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>])]} | wred | { maps [@®esp] [ dscpngresstranslation ]
[ dscpclassify ] [ cosiscp ] [ dscgegresstranslation ] } | storm | { gqce [ <qce>]1}]

3.9.36.17 (configif)# qos map tagcos pcp

Syntax:(configif)# qos map tagcos pcp <pcp> dei <dei> cos <cos> dpl <dpl>
Explanation:Configure (PCGRDEI) to (QoS class, DP level) Mapping of QoS for specific interface.
Parameters:

pcp <pcp: &7>: Specify a PCP (Priority Code Point) value.

dei <dei: @1>: Specify a DEI value (0 or 1).

cos <cos: g>: Specify a QoS class value.

dpl <dpl:61>: Speify a DPL value (0 or 1).
Negation (configif)# noqos map tagcos pcp <pcp> dei <dei>
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>])]} | wred | { maps [@ssp] [ dscpngresstranslation ]
[ dscpclassify | [ cosiscp ][ dscpegresstranslation ] } | storm | { gqce [ <qce>]1}]
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3.9.36.18 (config-if)# qos pcp

Syntax:(configif)# qos pcp <pcp>
Explanation:Configure PCP value for specific interface.
Parameters:

pcp <pcp: &7>: Specify a PCP (Priority Code Pomit)e
Negation (configif)# noqos pcp
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>])]} | wred | { maps [@ssp] [ dscpngresstranslation ]
[ dscpclassify ] [ cosiscp ] [ dscgegresstranslation ] } | storm | { gce [ gce>]} ]

3.9.36.19 (config-f)# qos policer

Syntax:(configif)# qos policer <rate> [ fps ] [ flowcontrol ]
Explanation:Configure PCP value for specific interface.
Parameters:

<rate>:Indicate the rate for the policer. By default, 500kbps is ugé¢tk allowed range for kbps and fps is 100 to
1000000. The allowed range for Mbps and kfps is 1 to 3300Mbps.

[ fps ]: Rate is fps. By default, kbps is used.

[ flowcontrol ]: Enable Flow Controlf flow control is enabled and the port is in flow cordtmode, then pause
frames are sent instead of discarding frames

Negation (configif)# noqos policer
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>])]} | wred | { maps [@scp] [ dscpngresstranslation ]
[ dscpclassify ] cosdscp ] [ dscgegresstranslation ] } | storm | { gqce [ <qce>]1}]

3.9.36.20 (config-f)# qos queuepolicer queue

Syntax:(configif)# qos queuepolicer queue <queue> <rate>
Explanation:Configure Ingress Queue Policers Rate of QoS for spatgfitace.
Parameters:

<queue: G7>: Specify a queue or a range.

<rate:100-3300000>: Specify Policer rate in kbps.
Negation (configif)# noqos queuepolicer queue <queue>

Show:# show qos
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# show qos [ { interface [ ( <port_type> [ <port>]) wred | { maps [ dscggos ] [ dscgngresstranslation ]
[ dscpclassify | [ cosiscp ] [ dscpegresstranslation ] } | storm | { gqce [ <qce>]1}]

3.9.36.21 (configif)# qos queueshaper queue

Syntax:(configif)# qos queueshaper queue <queue> <ratg¢excess |
Explanation:Configure Egress Queue Policers Rate of QoS for specific interface.
Parameters:

<queue: G7>:; Specify a queue or a range.

<rate:100-3300000>: Specify Policer rate in kbps.

[ excess ]: Allow all excess bandwidth.
Negation (onfig-if)# nogos queueshaper queue <queue>
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>])]} | wred | { maps [-@ssp] [ dscpngresstranslation ]
[ dscpclassify ] [ cosiscp ] [ dscgegresstranslation ] } | storm | { gcd <qce>1]} ]

3.9.36.22 (config-f)# qos shaper

Syntax:(configif)# qos shaper <rate>
Explanation:Configure Egress Queue Policers Rate of QoS for specific interface.
Parameters:
<rate:100-3300000>: Specify Policer rate in kbps.
Negation (confg-if)# noqos shaper
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>])]} | wred | { maps [@scp] [ dscpngresstranslation ]
[ dscpclassify ] [ cosiscp ] [ dscgegresstranslation ] } | storm | { gce [ <qce>]1}]

3.9.36.23 (configf)# qos tagremark

Syntax:(configif)# qos tagremark { pcp <pcp> dei <dei> | mapped }
Explanation:Configurethe appropriate remarking mode used by this port
Parameters:
{ pcp <pcp> dei <dei> | mappedJpecify a remarking mode.
pcp <pcp> dei <dei>Specify PCP and DEI value.

mapped:Use the mapping of the classified QoS class values and DP levels to PCP/DEI values.
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Negation (configif}# nogos tagremark
Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>]})| wred | { maps [ dscgos ] [ dscpngresstranslation ]
[ dscpclassify | [ cosiscp ] [ dscpegresstranslation ] } | storm | { gqce [ <qce>1]1}]

3.9.36.24 (config-if)# qos trust dscp

Syntax:(configif)# qos trust dscp

Explanation:Enable DSOPlassification of QoS for specific interface.
Negation (configif}# nogos trust dscp

Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>])]} | wred | { maps [-@s&p] [ dscpngresstranslation ]
[ dscpclassify ] [ cosiscp ] [dscpegresstranslation ] } | storm | { gqce [ <qce>]1}]

3.9.36.25 (config-if)# qos trust tag

Syntax:(configif)# qos trust tag

Explanation:Enable VLAN tag Classification of QoS for specific interface.
Negation (configif)# noqos trust tag

Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>])]} | wred | { maps [@ssp] [ dscpngresstranslation ]
[ dscpclassify ] [ cosiscp ] [ dscgegresstranslation ] } | storm | { gce [ <qce>]1}]

3.9.36.26 (configif)# gos wredgroup

Syntax:(configif)# qos wredgroup <wred_group>
Explanation:Assign a WRED group to this interface.

Parameters:
<wred_group>: Specify a WRED group. The valid numbeBis 1
Negation (configif}# no qos wreegroup

Show:# show gos wred

3.9.36.27 (config-f)# gos wrr

Syntax:(configif)# gos wrr <w0> <wl> <w2> <w3> <w4> <w5>
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Explanation:Assign weight for QoS queueing method. WRR stands for Weighted Round Robin and uses default queue
weights. The number of packets serviced during each visitgoeue depends on the percentages you configure for
the queues.

Parameters:
<w0: £100>: Specify weight for queue O.
<wl: £100>: Specify weight for queue 1.
<w2: £100>: Specify weight for queue 2.
<w3: £100>: Specify weight for queue 3.
<w4:1-100>: Specify weight for queue 4.
<w5: £100>: Specify weight for queue 5.

Negation (configif}# noqos wrr

Show:# show qos

# show qos [ { interface [ ( <port_type> [ <port>])]} | wred | { maps [@s&p] [ dscpngresstranslation ]
[ dscpclassify ] [ cosiscp ] [ dscpegresstranslation ] } | storm | { gqce [ <qce>]1}]

3.9.37 (config)#radius-server

3.9.37.1 (config)#radius-server attribute 32
Syntax:(config)# radiusserver attribute 32 <id>
Explanation:Configure Radius attribute23string.
Parameters:

<id>: Specify Radius server identifier. The allowed characters are 1 to 253.

# config t
(config)# rad ius - server attribute 32 cabinet5aSW

Negation:(config)# no radiuserver attribute 32

Show:# shaw radiusserver [statistics]

3.9.37.2 (config)#radius-server attribute 4

Syntax:(config)# radiusserver attribute 4 <ipv4>
Explanation:Configure NAS IPv4 address.

Parameters:

<ipv4>: Specify NAS IPv4 address.
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ExampleSet NAS IPv4 address 10011.1.25.

# config t
(config)# r adius - server attribute 4 100.1.1.25

Negation:(config)# no radiuserver attribute 4

Show:# show radiusserver [statistics]

3.9.37.3 (config)#radius-server attribute 95

Syntax:(config)# radiuserver attribute 95 <ipv6>
Explanation:ConfigureNAS IPv6 address.
Parameters:

<ipv6>: Specify NAS IPv6 address.
Negation:(config)# no radiuserver attribute 95

Show:# show radiusserver [statistics]

3.9.37.4 (config)#radius-server deadtime

Syntax:(config)# radiuserver deadtime <minutes

Explanation:Configure RADIUS server deadtime valdeadtime is the period during which the switch will not send
new requests to a server that has failed to respond to a previous request. This will stop the switch from continually
trying to contact aarver that it has already determined as dead.

Parameters:

<deadtime>: Specify RADIUS server deadtime value. The valid range is 1 to 1440 (minutes).

ExampleSet RADIUS server to 60.

# config t
(config)# r adius - server deadtime 60

Negation:(config)# no radiuserver ccadtime

Show:# show radiusserver [statistics]

3.9.37.5 (config)#radius-server host

Syntax:(config)# radiusserver host <host_name> [ aufort <auth_port> ] [ aceport <acct_port> ] [ timeout
<seconds> ] [ retransmit <retries> | [ key <key> ]

Exganation: This command is used to configure Radius server.
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Parameters:
<host_name>: Specify the hostname or IP address for the radius server. The allowed characters are 1 to 255.
[ auth-port <auth_port> ]: Specify theDP port to be used on the RADIk#Bver for authentication.
[ acctport <acct_port> ]: Specitype UDP port to be used on the RADIUS server for accounting.

[ timeout <seconds> ]: Specify a timeout valli¢gimeout value is specified here, it will replace the global timeout
value. If pu prefer to use the global value, leave this field blank.

[ retransmit <retries> ]: Specify a value for retransmit retfyetransmit value is specified here, it will replace the
global retransmit value. If you prefer to use the global value, leawfigld blank.

[ key <key> ]: Specify a secret kfysecret key is specified here, it will replace the global secret key. If you prefer
to use the global value, leave this field blank.

Negation:(config)# no radiuserver host <host_name> [ auffort <auth_port> ] [ acciport <acct_port> |

Show:# show radiusserver [statistics]

3.9.37.6 (config)#radius-server key

Syntax:(config)# radiuserver key <key>
Explanation:Configure RADIUS server key valltas key is shared between the RADIUS saweitlze switch.
Parameters:

<key>: Specify RADIUS server secret key value. The valid range is 1 to 63.

ExampleSet RADIUS server secret key to 803321

# config t
(config)# r adius - server key 803321

Negation:(config)# no radiuserver key

3.9.37.7 (config)#radius-server retransmit

Syntax:(config)# radiuserver retransmit <retries>

Explanation:Configurethe number of times to retransmit request packets to an authentication server that does not
respond. If the server does not respond after the last retransnseig, the switch considers the authentication server
is dead.

Parameters:

<retries>: Specify RADIUS server retransmit value. The valid range is 1 to 1000.

ExampleSet RADIUS server retransmit value to 5
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#conf igt
(config)# r adius - server retransmit 5

Negation:(config)# no radiusserver retransmit

Show:# show radiusserver [statistics]

3.9.37.8 (config)#radius-server timeout

Syntax:(config)# radiusserver timeout <seconds>

Explanation:Configure he time the switch waits for a reply from an authentication serlsefore it retransmits the
request.

Parameters:
<seconds>: Specify RADIUS server timeout value. The valid range is 1 to 1000.

ExampleSet RADIUS server timeout to 60

# config t
(config)# r adius - server timeout 60

Negation:(config)# no radiuserver timeout

Show:# show radiusserver [statistics]

3.9.38 (config)#rmon
3.9.38.1 (config)#rmon alarm

Syntax:(config)#mon alarm <id> <oid_str> <interval> { absolute | delta } rishrgshold <rising_threshold>
[ <rising_event_id> ] fallinthreshold <falling_thrdsold> [ <falling_event_id>] { [ rising | falling | both ]}

Syntax:(config)# rmon alarm <id> { ifinOctets | ifinUcastPkts | iflnNUcastPkts | ifinDiscards | iflnErrors |
iflnUnknownProtos | ifOutOctets | ifOutUcastPkts | ifOutNUcastPkts | ifOutDiscaiitl@ytErrors } <ifindex>
<interval> { absolute | delta } risiatpreshold <rising_threshold> [ <rising_event_id> ] faltimgeshold
<falling_threshold> [ <falling_event_id>] { [ rising | falling | both ] }

Explanation:Configure RMON alarm setting@MON Alarm configuration defines specific criteria that will generate
response events. It can be set to test data over any specified time interval and can monitor absolute or changing
values. Alarms can also be set to respond to rising or falling thresholds.
Parameters:

<id>:Indicates the index of the entry. The range is from 1 to 65535.

<oid_str>:The object number of the MIB variable to be sampled. Only variables of the type ifEntry.n.n may be

sampled. Possible variables arta@®ctets ifinUcastPktsifinNUcastPktsfOutDiscardsifErrors,
iflnUnknownProtosifOutOctets ifOutUcastPktsfOutNUcastPktifOutDiscardsifOutErrors.
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<interval>:The polling intervalor sampling and comparing the rising and falling threshold. The range is from 1to
2"31(2147483647¥econds

{ absolute | delta }Test for absolute or relative change in the specified variable.

Absolute: The variable is compared to the thresholds at the end of the sampling period.

Delta: The last sample is subtracted from the curreatue and the difference is compared to the thresholds.
risingthreshold <rising_threshold#f the current value is greater than the rising threshold and the last sample
value is less than this threshold, then an alarm will be triggeidtr a rising egnt has been generate@énother
such event will not be generated until the sampled valuefalien below the rising threshold, reaches the falling
threshold, andagain moves back up to the rising threshditie threshold angeis -2147483647 t214748364.

[ <rising_event_id> Indicates the rising index of an event. The range-i65535.

fallingthreshold <falling_threshold3 the current value is less than the fallittgeshold, and the last sample
value was greater than this thresholthen an darm will be generated. After a falling event has begemerated,
another such event will not be generated until the samplatlie has risen above the falling threshold, reaches
the risingthreshold, and again moves back down to the failing threshi®drge:-2147483647 to 2147483647)

[ <falling_event_id> Jndicates the falling index of an event. The range-i§%635.

{ [rising | falling | both ] }:Specify a method that is used to sample the selected variable and calculate the value
to be comparedgainst the thresholds.

rising: Trigger alarm when the first value is larger than the rishmgshold.
falling: Trigger alarm when the first value is less than the falimgshold.

both: Trigger alarm when the first value is larger thhg rising threshold otessthan the falling
threshold

Negation:(config)# no rmon alarm <id>
Show:# show rmon alarm [ <id_list> ]

# show rmon history [ <id_list> ]
# show rmon statistics [ <id_list> ]

3.9.38.2 (config)#rmon event

Syntax:(config)#rmon event <id> [ log ] [ trap <community> ] { [ description <description> ]}
Explanation:Configure RMON Event settings.
Parameters:

<id>: Specify an ID index. The range-i$3535.

[ log ]: When the event is triggered RIMON log entry will be generated.

[ trap <community> ]: A passwoiike community string sent with the trap\lthough the community string can

be set on this configuration page,istrecommended that it be defined on the SNMP trap configuration page
prior to configuring it hereThe allowed characters afe- 127.
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{ [ description <description> ] }: Enter a descriptive comment for this entry.
Negation:(config)# no rmon event <id>

Show:# show rmon alarm [ <id_list> ]
# show rmon history [id_list> ]

3.9.38.3 (config-if)# rmon collection history

Syntax:(configif)# rmon collection history <id> [ buckets <buckets> ][ interval <interval> ]

Explanation:RMON History Configuration is to collect statistics on a physical interface to moatt@ork utilization,
packet types, and errors. A RMON historical record can be used to monitor intermittent problems.

Parameters:
<id>: Specify an ID index. The range-65535.
[ buckets <buckets> ]: The number of buckets requested for this efitiyy allowed range is~65535.

[ interval <interval> Jindicates the polling interval. By default, 1800 seconds is specified. The allowed range is
1~3600 seconds.

Negation:(configif)# no rmon collection history <id>

Show:# show rmon history [ <id_tis ]

3.9.384 (configif)# rmon collection stats

Syntax:(configif)# rmon collection stats <id>
Explanation:Configure RMON Statistics tahlsing this command
Parameters:

<id>: Specify an ID index. The range-65535.
Negation:(config-if)# no rmon collection stats <id>

Show:# show rmon statistics [ <id_list> ]

3.9.39 (config)#sflow

3.9.39.1 (config)#sflow agentip
Syntax:(config)#sflow agentip { ipv4 <v_ipv4_addr> | ipv6 <v_ipv6_addr>}
Explanation:Specify a valid IPwat IPv6 address for sFlow agent.
Parameters:

{ipv4 <v_ipv4_addr> | ipv6 <v_ipv6_addr> }: Specify a valid IPv4 or IPv6 address.
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Negation:(config)# no sflow agerip

Show:# show sflow

3.9.39.2 (config)#sflow collectoraddress

Syntax:(config)#sflow collectoraddress [ <ipv4_var> | <ipv6_var> | <domain_name> ]

Explanation:Specify a valid IP address or hostname for sFlow receiver.

Parameters:
[ <ipv4_var> | <ipv6_var> | <domain_name>Specify IP address or domain name of the sFlow receBath
IPv4 and IPv6 addresses are supported.

Negation:(config)# no sflow collectemddress [ <host_name> ]

Show:# show sflow

3.9.39.3 (config)#sflow collectorport

Syntax:(config)#sflow collectofport <collector_port>
Explanation:Configurethe UDP port on which the sFlow receiver listens to sFlow datagrams.
Parameters:
[<collector_port: 1~65535>Bpecify the UDP port on which the sFlow receiver listens to sFlow datagrams.
Negation:(config)# no sflow collecteport [<collector_port>]

Show:# show sflow

3.9.39.4 (config)#sflow maxdatagram-size

Syntax:(config)#sflow maxdatagramsize <datagram_size>
Explanation:Configure the maximum number of data bytes that can be sent in a single sample datagram.
Parameters:

<datagram_size>Specify the maximum datagram siZéis should be set to a value that avoids fragmentation of
the sFlow datagrams. Valid range is 200 to 1468 bytes with default being 1400 bytes.

Negation:(config)# no sflow magatagramsize

Show:# show sflow
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3.9.39.5 (config)#sflow timeout

Syntax:(config)#sflow timeout <timeout>

Explanation:Configure the number of seconds remaining before sampling stops and the current sFlow owner is
released.

Parameters:
<timeout>: Specify the number of seconds remainibgfore sampling stops and the current sFlow owner is
released. While active, the current time left can be updated with a click on the Reftggin. If locally managed,
the timeout can be changed on the fly without affecting any other settings. Validere@ to 2147483647
seconds.

Negation:(config)# no sflow timeout

Show:# show sflow

3.9.39.6 (configif)# sflow

Syntax:(configif)# sflow
Explanation:Enables flow sampling on this port.
Negation:(configif)# no sflow

Show:# show sflow

3.9.39.7 (configif)# sflow samplingrate

Syntax:(configif)# sflow samplingate [ <sampling_rate> ]
Explanation:Confgiure the statistical sampling rate for packet sampling.
Parameters:
[ <sampling_rate> ]Specify the statistical sampling rate for patsampling. Set to N to sample on average
1/Nth of the packets transmitted/received on the port. Not all sampling rates are achievable. If an unsupported
sampling rate is requested, the switch will automatically adjust it to the closest achievablaill bisreported
back in this field. Valid range is 1 to 4294967295.

Negation:(configif)# no sflow samplingate

Show:# show sflow
# show sflow statistics { receiver | samplers [ interface [ <samplers_list> ] ( <port_type>

[ <v_port_type list>])]}
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3.9.39.8 (configif)# sflow maxsamplingsize

Syntax:(configif)# sflow maxsamplingsize [ <max_sampling_size> ]

Explanation:Confgiure the maximum number of bytes that should be copied from a sampled packet to the sFlow
datagram.

Parameters:
[ <max_sampling_size> Bpecify the maximum number of bytes that should be copied from a sampled packet to
the sFlow datagram. Valid range is 14 to 200 bytes with default being 128 bytes. If the maximum datagram size
does not take into account the maximunedder size, samples may be dropped.

Negation:(configif)# no sflow maxsamplingsize

Show:# show sflow

# show sflow statistics { receiver | samplers [ interface [ <samplers_list> ] ( <port_type>
[ <v_port_type list>]1) ]}

3.9.39.9 (configif)# sflow counterpoll-interval

Syntax:(configif)# sflow countespoll-interval [ <poll_interval> ]
Explanation:Configure the counter polling interval.
Parameters:

[ <poll_interval>] Specify the counter polling interval. This indicates the interikeconds- between counter
poller samples. Valid range is 1 to 3600 seconds.

Negation:(configif)# no sflow countespoll-interval [ <sampler_idx_list> ]
Show:# show sflow

# show sflow statistics { receiver | samplers [ interface [ <samplers_list> F{ tyyme>
[ <v_port_type list>])]1}

3.9.40 (config-if)# shutdown

Syntax:(configif)# shutdown
Explanation:Shutdown this specific interface.
Negation:(configif)# no shutdown

Show:# show interface ( <port_type> [ <v_port_type_list>]) status
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3.9.41 (config)#snmp-server
3.9.41.1 (config)#snmp-server

Syntax:(config)#snmp-server

Explanation:Enable SNMP server service.

Example:Enable SNMP server service.

# config t
(config)# snmp- server

Negation:(config)# nossnmp-server

Show:# show shrp

3.9.41.2 (config)#snmp-server access

Syntax:(configt)#snmp-server access <group_name> model { v1 | v2c | v3 | any } level { auth | noauth | priv } [ read
<view_name> ] [ write <write_name> ]

Explanation:Configure SNMP access settings.
Parameters

<group_name>A string identifying the group name that this entry should belong to. The allowed string length is
1to 32, and the allowed content is ASCII characters from 0x21 to Ox7E.

model { v1 | v2c | v3 | any }tndicates the security model thahis entry should belong to. Possible security
models are:

any: Any security model accepted(v1l|v2c|usm).
v1:Reserved for SNMPv1.

v2c:Reserved for SNMPv2c.

v3: Userbased Security Model (USM) for SNMPv3.

level { auth | noauth | priv }indicates the scurity levelthat this entry should belong to. Possible security models
are:

auth: Authentication and no privacy.
noauth: No authentication and no privacy.
priv: Authentication and privacy.

[ read <view_name> Fhe name of the MIB view defining thiB objects for which this request may request the
current values. The allowed string length is 1 to 32, and the allowed content is ASCII characters from 0x21 to Ox7E.
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[ write <write_name> ]The name of the MIB view defining the MIB objects for whiéh tequest may

potentially set new values. The allowed string length is 1 to 32, and the allowed content is ASCII characters from

0x21 to OX7E.
Negation:(config)#no snmpserver access <group_name> model { v1 | v2c | v3 | any } level { auth | noauthr } pr

Show:# show snmp access [ <group_name>{ v1 | v2c | v3 | any } { auth | noauth | priv } ]

3.9.41.3 (config)#snmp-server community v2c

Syntax:(config)#snmp-server community v2¢c <comm:>[ro | rw ]
Explanation:Configure Read or Write communijring.
Parameters:

<comm >: Indicate a community read or write access stangermit access to the SNMP agent. The allowed
string length is 0 to 255, and the allowed content is the ASCII characters from 0x21 to OX7E.

[ro | rw ]: Indicates whethethe specified community applies to read only access string or read & write access
string.

ExampleSet Write community access string to private123.

# config t
(config)# snmp- server community v2c private124 rw

Negation:(config)# nssnmp-server community v2c

Show:# show snmp

3.9.41.4 (config)#snmp-server community v3

Syntax:(config)#ssnmpserver community v3 <v3_comm> [ <v_ipv4_addr> <v_ipv4_netmask> ]
Explanation:Configure SNMP server community v3 value.
Parameters:

<v3_comm>: Specify SNMPv3 community string.

[ <v_ipv4_ddr> <v_ipv4_netmask> ]: Specify IPv4 address and subnet mask address.
Negation:(config)# nossnmp-server community v3 <word127>

Show:# show snmp
# show snmp community v3

3.9.41.5 (config)#snmp-server contact

Syntax:(config)#snmpsener contact <v_line255>
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Explanation: Configure system contact information.
Parameters:
<v_line255>: Specify system contact informatiorK A & O2dz R 06S | LISNAR2yQa ylYS: S

descriptions. The allowed string length ig B55 and the dbwed content is the ASCII characters fromc326.

Example{ Si aeaidSy O2yil Ol AYyF2NXNYIGA2Y (G2 dal RYAYXIOYSpO2YE

# config t
(config)# snmp- server contact admin@acme.com

Negation:(config)# nossnmp-server contact

3.9.41.6 (config)#snmp-server engined local

Syntax:(configlf snmpserver enginéd local <enginelD>

Explanation:Configure SNMP server v3 Engine ID value.

Parameters:
<enginelD>Indicates the SNMPv3 engine ID. The string must contain an even number (in hexadecimal format)
with number of digits between 10 ar@é#, but alizeros and allF's are not allowed. Changes to the Engine ID will
clear all original local users.

Negation:(config)# nosnmp-server enginedd local

Show:# show snmp

3.9.41.7 (config)#snmp-server host

Syntax:(config)#snmp-server hoskconf_name>
Explanation:Configure SNMP server hostname.
Parameters:

<conf name:word 32 LISOAFTe | Kz2ad ylFrYS®d hyOS a9y GoNiigsnhgs LINS & &
host)#.

ExampleSet SNMP server hostname to RemoteSnmp

# config t
(config)# snmp- server host RemoteSnmp

Negation:(config)#snmpserver host <conf_name>

Show:# show snmp host [ <conf_name> ] [ system ] [ switch ] [ power ] [ interface ] [ aaa ]
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3.9.41.8 (config)#snmp-server location

Syntax:(config)#snmp-server location <v_line255>
Parameters:
<v_line255>: Specify the descriptive location of this devibe. allowed string length is3255.

Example{ SG G(KS t20FGA2y G2 &/ 0AySG ! HHé

# config t
(config)# snmp- server location Cabinet A22

Negation:(config)# nosnmp-server location

3.9.41.9 (config)#snmp-server securityto-group model

Syntax:(configt)#snmp-server securitsto-group model { v1 | v2c | v3 } hame <security_name> group <group_name>
Explanation:Configure SNMPv3 Group settings.
Parameters:

{v1]v2c | v3 }iIndicates the security modehat this entry should belong to.

<security_name>A string identifying the security name that this entry should belong to. The allowed string
length is 1 to 32, and the allowed content is ASCII characters from 0x21 to Ox7E.

<group_name>A string identifing the group name that this entry should belong to. The allowed string
length is 1 to 32, and the allowed content is ASCII characters from 0x21 to Ox7E.

Negation:(config)#no snmpserver securityto-group model { v1 | v2c | v3 } name <security_nhame>

Show: # show snmp securitio-group [ { v1 | v2c | v3 } <security_name> ]

3.9.41.10 (config)#snmp-server trap

Syntax:(config)#snmp-server trap
Explanation:Enable SNMP server trap function.

Example:Enable SNMP server trap function.

# config t
(config)# snmp- server trap

Negation:(config)#no snmp-server trap

Show:# show snmp
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3.9.41.11 (config)#snmp-server user

Syntax:(configt)#snmp-server user <username> engite<enginelD> [ { md5 <md5_passwd> | sha <sha_passwd> }
[ priv { des | aes } <priv_pawd>]]

Explanation:Configure SNMPv3 User settings.
Parameters:

<username: word 323A string identifying the user name that this entry should belong to. The allowed string
length is 1 to 32, and the allowed content is ASCII characters from OX&¥ o

engineid <enginelD>An octet string identifying the engine ID that this entry should belong to. The string must
contain an even number (in hexadecimal format) with number of digits between 10 and 64,-batcdland &ll

'F's are not allowed. TH8NMPv3 architecture uses the Udmrsed Security Model (USM) for message security

and the Viewbased Access Control Model (VACM) for access control. For the USM entry, the usmUserEnginelD
and usmUserName are the entry's keys. In a simple agent, usmUssHEhg always that agent's own
snmpEnginelD value. The value can also take the value of the snmpEnginelD of a remote SNMP engine with
which this user can communicate. In other words, if user engine ID equal system engine ID then it is local user;
otherwise it is a remote user.

{ md5 <md5_passwd> | sha <sha_passwdrdicates the authentication protocol that this entry should belong
to. Possible authentication protocols are:

md5 <md5_passwd>An optional flag to indicate that this user uses MD5 autlieation protocol A string
identifying the authentication password phrase. For MD5 authentication protocol, the allowed string length
is 8 to 32 characters. For SHA authentication protocol, the allowed string length is 8 to 40 characters. The
allowed contat is ASCII characters from 0x21 to OX7E.

sha <sha_passwdAn optional flag to indicate that this user uses SHA authentication protAcsiting
identifying the authentication password phrase. For MD5 authentication protocol, the allowed string length
is 8 to 32 characters. For SHA authentication protocol, the allowed string length is 8 to 40 characters. The
allowed content is ASCII characters from 0x21 to Ox7E.

[ priv { des | aes } <priv_passwd> Irjdicates the privacy protocol that this entry shdidelong to. Possible
privacy protocols are:

DESAn optional flag to indicate that this user uses DES authentication protocol.
AESAnN optional flag to indicate that this user uses AES authentication protocol.

<priv_passwd>A string identifying the fivacy password phrase. The allowed string length is 8 to 32, and
the allowed content is ASCII characters from 0x21 to Ox7E.

Negation:(config)#no snmpserver user <username> engite<enginelD>

Show:#show snmp user [ <username> <enginelD> |

3.9.41.12 (config)#snmp-server version

Syntax:(config)#snmp-server version { v1 | v2c | v3 }
Explanation:Configure SNMP server version.

Parameters:
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{vl|v2c|v3}: Specify which SNMP server version you want to use.

Example:Set SNMP server version ¥3.

# config t
(config)# snmp - server version v3

Negation:(config)# nosnmp-server version

Show:# show snmp

3.9.41.13(config)#snmp-server view

Syntax:(configt)#snmp-server view <view_name> <oid_subtree> { include | exclude }
Explanation:Configure SNMPMV8IB view name.
Parameters:

<view_name>A string identifying the view name that this entry should belong to. The allowed string length
is 1 to 32, and the allowed content is ASCII characters from 0x21 to Ox7E.

<oid_subtree>The OID defining the roaf the subtree to add to the named view. The allowed OID length
is1to 128.

{include | exclude }ndicates the view type that this entry should belong to. Possible view types are:
included: An optional flag to indicate that this view subtree shouldibduded.
excluded:An optional flag to indicate that this view subtree should be excluttedeneral, if a view
entry's view type is 'excluded’, there should be another view entry existing with view type as ‘included’
and it's OID subtree should oveestthe 'excluded' view entry.

Negation:(config)#no snmpserver view <view_name> <oid_subtree>

Show:# show snmp view [ <view_name> <oid_subtree> ]

3.9.41.14 (configrif)# snmpserver hosikconf_name> traps

Syntax:(configif)# snmpserver host <confname> traps [ linkup ] [ linkdown ] [ lidp ]
Explanation:Configure SNMP trap events for the selected interface.
Parameters:

<conf_name: word 32>: Specify the name of the trap.

[N
A
w
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[ linkup ]: Port link up trap.
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[ linkdown ]: Port link down trap.
[lildp ]: LLDP (Link Layer Discovery Protocol).trap

Negation:(configif)# no snmpserver host <conf_name> traps

3.9.41.15 (configsnmpshost)# host <v_ipv6_ucast>

Syntax (configsnmpshost)#host <v_ipv6_ucast> [ <udp_port> ] [ traps | informs ]

Explanation:Indicates the SNMP trap destination address.

Parameters:
<v_ipv6_ucast>: Specify the IPv6 addrésallows a valid IP address in dotted decimal notation ¢xw). Also
allowed is a valid hostname. A valid hostname is a string drawn from the alphaea-@, digits (€9), dot (.)
and dash+). Spaces are not allowed. The first character must be an alpha character, and the first and last

characters cannotéa dot or a dash.

[ <udp_port> Jindicates the SNMP trap destination port. SNMP Agent will send SNMP message via this port, the
port range is 1~65535. The default SNMP trap port is 162.

[ traps | informs ]: Specify one of the options.

Negation:(config-snmpshost)#no host

3.9.41.16 (config-snmpshost)# host <v_ipv4_ucast>

Syntax:(configsnmpshost)#host { <v_ipv4_ucast> | <v_word45> } [ <udp_port>] [ traps | informs ]

Explanation:Configurethe SNMP trap destinatioliPv4address.

Parameters:
{<v_ipv4_ucast> | <v_word45>lhdicates the SNMP trap destination address. It allows a valid IP address in
dotted decimal notation ('x.y.z.w'"). Also allowed is a valid hostname. A valid hostname is a string drawn from the
alphabet (AZ a-z), digits 0-9), dot (.) and dash)( Spaces are not allowed. The first character must be an alpha

character, and the first and last characters cannot be a dot or a dash.

[ <udp_port> Jindicates the SNMP trap destination port. SNMP Agent will send SNMP megstys port, the
port range is 1~65535. The default SNMP trap port is 162.

[ traps | informs ]: Specify one of the options.

Negation:(configsnmpshost)#no host
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3.9.41.17 (config-snmpshost)# version

Syntax:(configsnmpshost)#version { vl [ <vicomm>] | v2 [ <v2_comm> ] | v3 [ probe | enginelD
<v_word10_to 32> ][ <securtyname> ]}

Parameters:

{vl[<vl _comm>]|v2[<v2_comm>]|v3][probe | enginelD <v_word10_to_32>] [ <securtyname> ] }: Specify
one of the SNMP versions.

vl [vl_comm]: Support SNMPv1 and trap community access string vaeerling SNMP trap packet. The
allowed string length is 0 to 255, and the allowed content is ASCII characters from 0x21 to OX7E.

v2 [v2_comm]:Support SNMPv2c and trap community access string whetting SNMP trap packet. The
allowed string length is 0 to 255, and the allowed content is ASCII characters from 0x21 to OX7E.

v3[ probe | enginelD <v_word10 to_ 32> ][ <securtyname:Shpport SNMPv3.

[ probe | enginelD <v_word10_to_32> Jindicates tle SNMP trap probe security engine ¢b SNMP

trap security engine ID. SNMPv3 sends traps and informs use USM for authentication and privacy. A
unique engine ID for these traps and informs is needed. When "Trap Probe Security Engine ID" is
enabled, the I10will be probed automatically. Otherwise, the ID specified in this field is used. The string
must contain an even number (in hexadecimal format) with number of digits between 10 and 64, but
all-zeros and allF's are not allowed.

[ <securtyname> ]indicates the SNMP trap security name. SNMPv3 traps and informs use USM for
authentication and privacy. A unique security name is needed when traps and informs are enabled.

Explanation:Configure SNMP version and its corresponding values.

Example:Support SNNv2c version.

# config t
(config - snmps- host )# version v2 public

Negation:(configsnmpshost)#no version

3.9.41.18 (config:snmpshost)# informs retries

Syntax:(configsnmpshost)#informs retries <retries> timeout <timeout>
Explanation:Configure SNMP trap retry tirmeand timeout.
Parameters:
<retries> Indicates the SNMP trap inform retry times. The allowed range is 0 to 255.
<timeout> Indicates the SNMP trap inform timeout. The allowed range is 0 to 2147.

Negation:(configsnmpshost)# no informs
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3.9.41.19 (config-snmpshost)# shutdown

Syntax:(configsnmpshost)#shutdown
ParametersNone.
Explanation:Disable the SNMP trap mode.

ExampleDisable the SNMP trap mode.

# config t
(config - snmps- host )# shutdown

Negation:(configsnmpshost)# no shutdown

3.9.41.20 (config-snmpshost)# traps

Syntax:(configsnmpshost)#traps [ aaa authentication ] [ system [ coldstart ] [ warmstart ] ] [ switch [ stp][rmon]]
Explanation:Configure SNMP trap events.
Parameters:

[ aaa authentication JAuthentication, Authoization and AccountingA trap will be issued at any authentication
failure.

[ system [ coldstart ] [ warmstart ] The system trap events include the following.
coldstart: The switch has booted from a powered off or due to power cycling (power failure)
warmstart: The switch has been rebooted from an already powered on state.
[ switch [ stp ][ rmon ] Jindicates that the Switch group's traps. Possible traps are:
stp: Enable STP trap.
rmon: Enable RMON trap.

Example:Send a trap notice when amuthentication fails.

# config t
(config - snmps- host )# traps aaa authentication

Negation:(configsnmpshost)#no traps

Show:# show snmp host [ <conf_name> ] [ system ] [ switch ] [ interface ] [ aaa ]
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3.9.4 (config)#spanningtree
3.9.42.1 (config)#spanningtree aggregation

Syntax:(config)# spanningree aggregation

Explanation:Enable aggregation mode of Spanning Tree

# config t
(config)# spanning - tree aggregation
(config - stp - aggn#

Show:# show spannindree

3.9.42.2 (config-stp-aggr)#spanningtree

Syntax:(configstp-aggr)# spanningree
Explanation:Enable Spanning Tree under aggregation mode
Negation:(configstp-aggr)# no spanningee

Show:# show spanningdree

3.9.42.3 (configstp-aggr)#spanningtree auto-edge

Syntax:(configstp-aggr)# spanningree auto-edge

Explanation:Enable auto edge functiohVhen enabled, a port is automatically determined to be at the edge of the
network when it receives no BPDUSs.

Negation:(configstp-aggr)# no spanningee auto-edge

Show:# show spannindree

3.9.42.4 (configstp-aggr)#spanningtree bpduguard

Syntax:(configstp-aggr)# spanningree bpduguard

Explanation:Enable BPDU guard functiorhis feature protects ports from receiving BPDUsalt prevent loops by
shutting downa port when a BPDU is reeeidinstead of putting it into the spanning tree discarding stdfenabled,
the port will disable itself upon receiving valid BPDU's.

Negation:(configstp-aggr)# no spanningee bpduguard

Show:# show spannindree
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3.9.42.5 (configstp-aggr)#spanning-tree edge

Syntax:(configstp-aggr)# spanningree edge
ExplanatonL ¥ 'y Ay GiSNFIFOS Aa |GdlFOKSR (2 SyR y2RSasz é&2dz Oty
Negation:(configstp-aggr)# no spanningee edge

Show:# show spannindree

3.9.42.6 (configstp-aggr)#spanningtree link-type

Syntax:(configstp-aggr)# spanningree link-type { pointto-point | shared | auto }
Explanation:Configure the link type attached to an interface.
Parameters:
{ pointto-point | shared | auto }: Select the link type attacheal &n interface.
point-to-point; It is a pointto-point connection.
shared:lt is a shared medium connection

auto: The switch automatically determines whether the interface is attached to a goipbint link or
shared medium.

Negation:(configstp-aggr)# no spanningree link-type

Show:# show spanningree

3.9.42.7 (configstp-aggr)#spanningtree mst <instance> cost

Syntax:(configstp-aggr)# spanninfree mst <instance> cost { <cost> | auto }
Explanation/ 2y FA3dzNE a{¢L leyR AGaQ LI GK O2aid @ f dz
Parameters:

mst<instance:Mp BY {LISOAFE a{¢ AyaildlyOS ydzyospnld {RSEEFRI&EN &
15.

cost { <cost> | auto }: Specify a Path cost value that is used to determine the best path between devices. Valid
values ae 1 to 200000000L ¥ &k dzi2¢ Y2RS Aa &aLISOAFASRE (GKS aeadsSy
mode to decide the path cosPlease note that path cost takes precedence over port priority.

Negation:(configstp-aggr)# no spanningee mst <instancerost

Show:# show spannindree
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3.9.42.8 (configstp-aggr)#spanningtree mst <instance> pospriority

Syntax:(configstp-aggr)# spanningree mst <instance> potpriority <prio>
Explanation/ 2y FA3IdzNB a{¢L FyR A04aQ LE2NI LINA2NARAGE D
Parameters:

mst<instance: M p HY {LISOAFE a{¢ AyaidlyOS ydzyospnld {RSEEFRI&N &
15.

port-priority <prio>: Specify a port priority value
Negation:(configstp-aggr)# no spanningfee mst <instance> popriority

Show:# showspanningtree

3.9.42.9 (configstp-aggr)#spanningtree restrictedrole

Syntax:(configstp-aggr)# spanningree restrictedrole

Explanation:Enable restricted role functiof enabled, this causes the port not to be selectedRoot Port for the
CISTor any MSTI, even if it has the best spanrineg priority.

Negation:(configstp-aggr)# no spanningee restrictedrole

Show:# show spannindree

3.9.42.10 (configstp-aggr)#spanningtree restrictedtcn

Syntax:(configstp-aggr)# spanningree restrictedtcn

Explanation:Enable restricted TCN functioifienabled, this causes the port not to propagageeived topology
change notifications and topology changes to otperts.

Negation:(configstp-aggr)# no spanningee restrictedtcn

Show:# show spannindree

3.9.42.11 (config)#spanningtree edge bpdtfilter

Syntax:(config)# spanningree edge bpdtfilter

Explanation:Enable edge BPDU filtering functidre purpose of Port BPDU Filtering is to prevent the switch from
sending BPDU fra@s on ports that are connected to end devices.

Example:Enable edge BPDU filtering function.

# config t
(config)# spanning - tree edge bpdu - filter
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Negation:(config)# no spanningee edge bpdtfilter

Show:# show spannindree

3.9.42.12 (config)#spanningtree edge bpdeguard

Syntax:(config)# spanningree edge bpdeguard

Explanation:Enable edge BPDU guard functidtge ports generally connect directly to PC, file servers or printers.
Therefore, edge ports are configured to allow rapid transition. Under normal situstexdge ports should not receive
configuration BPDUs. However, if they do, this probably is due to malicious attacks-settimgs. When edge ports
receive configuration BPDUs, they will be automatically set to-edge ports and start a new spanning dre
calculation process.

BPDU Guard is therefore used to prevent the device from suffering malicious attacks. With this function enabled,
when edge ports receive configuration BPDUs, STP disables those affected edge ports. After a period of recovery time,
those disabled ports are ractivated.

Example:Enable edge BPDU guard function.

# config t
(conf ig)# spanning -tree edge bpdu - guard

Negation:(config)# no spanningee edge bpdeguard

Show:# show spannindree

3.9.42.13 (config)#spanningtree mode

Syntax:(config)# spnningtree mode { stp | rstp | mstp }
Parameters:

{ stp | rstp | mstp }: Specify one of the STP protocol versions.
Explanation:Configure the desired STP protocol version.

Example:Set the spanning tree mode to MSTP.

# config t
(config)# spanning - tree mode mstp

Negation: (config)# no spanningee mode

Show:# show spannindree
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3.9.42.14 (config)#spanningtree mst<instance> priority <prio>

Syntax:(config)# spanningree mst <instance> priority <prio>
Parameters:

<instance: 07>: Specify aninstance b1 ¢ Y S| y-a ¢/ Y SR pF.qa{ ¢L m

<prio: 661440>: Specify a priority value.
Explanation:Specifyan appropriate priority for a MSTI instance. Bridge priority is used in selecting the root device,
root port, and designated port. The device with thighest priority becomes the root device. However, if all devices
have the same priority, the device with the lowest MAC address will then become the root device. Note that lower
numeric values indicate higher priority. The bridge priority plus the MSTdnine number, concatenated with the 6

byte MAC address of the switch forms a Bridge Identifier.

Example:Map MST Instance 1 to priority 61440.

# config t
(config)# spanning - tree mst 1 priority 61440

Negation:(config)# no spannintgee mst <instance> priority

Show:# show spaning-tree

3.9.42.15 (config)#spanningtree mst<instance> vlan <v_vlan_list>

Syntax:(config)# spanningree mst <instance> vlan <v_vlan_list>
Parameters:
<instance:or BY { LISOATEe |y Ayaildt & OBSILYB® a{néL YSlya /L{¢cd am

<v_vlan_list>Specify a list of VLANSs for the specified MST instance. Separate VLANs with a comma and use
hyphen to denote a range of VLANs. (Example: 2;5(B0

Explanation:Specify VLANs mapped to a certain MSTI. Both a single VLAN and a range of VLANSs are allowed.

Example:Map MST Instance 1 to VLAN 90 and VLANIDG1

# config t
(config)# spanning - tree mst 1 vlan 90,101 - 105

Negation:(config)# no spanninggee mst <instance> vlan
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3.9.42.16 (config)#spanningtree mst forwardtime

Syntax:(config)# spanningree mst forwardtime <fwdtime>
Parameters:
<fwdtime: 430>: Specify forward delay value between 4 and 30 (seconds).

Explanation:Fort STP bridges, the Forward Delay is the time spent in each Listening and Learning state before the
Forwarding state is entered. This delay occunemwa new bridge comes onto a network.

Example:Set the forward delay to 15 seconds.

# config t
(config)# spanning - tree mst forward - time 15

Negation:(config)# no spanningee mst forwardtime

Show:# show spannindree

3.9.42.17 (config)#spanningtree mst maxage

Syntax:(config)# spanningree mst maxage <maxage> [ forwattime <fwdtime> ]
Parameters:
<maxage: 810>: Specify the max age value. The valid range is from 6 to 40.
[ forward-time <fwdtime> ]: Fort STP bridges, the Forward Delay is the time spent inigtatirlg and Learning
state before the Forwarding state is entered. This delay occurs when a new bridge comes onto a network. Valid
values are 80 seconds.
Explanation: If another switch in the spanning tree does not send out a hello packet for a pefiditne, it is
considered to be disconnected. Valid values are 6 to 40 seconds, and Max Age values must be smaller than or equal to

(Forward Delayt)*2.

Example:Set the max age to 20 seconds.

# c onfig t
(config)# spanning -tree mstmax - age 20

Negation:(config)# no sparing-tree mst maxage

Show:# show spanningdree
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3.9.42.18 (config)#spanningtree mst maxhops

Syntax:(config)# spanningree mst maxhops <maxhops>
Parameters:
<maxhops>: Specify the maximum hop count value. The valid range is from 6 to 40.
Exdanation: The maximum number of hops allowed for MST region before a BPDU is discarded. Each bridge
decrements the hop count by one before passing on the BPDU. When the hop count reaches zero, the BPDU is

discarded. The default hop count is 20. The allovaete is €40.

Example:Set the maximum hop count to 20.

# config t
(config)# spanning -tree mstmax - hops 20

Negation:(config)# no spanningee mst maxhops

Show:# show spanningdree

3.9.42.19 (config)#spanningtree mst name

Syntax:(config)# spanningree mst name<name> revision <v_0_to_65535>
Parameters:
YEYS fylFYSHY {LISOATFE | YEYS F2N) GKAA af{¢Ld . & RSTI dz
is 32 characters. In order to share spanning trees for MSTI, bridges must have the same configaragand
revision value.
revision <v_0_to_65535>: Specify a revision number for this MSTI. The allowed rag@sE35.
Explanation:Configure a name and revision number for this MSTI.

Negation:(config)# no spanningee mst name

Show:# show s@nningtree

3.9.42.20 (config)#spanningtree recovery interval

Syntax:(config)# spanningree recovery interval <interval>
Parameters:

<interval>: The time that has to pass before a port in the edisabled state can be enabled. The allowed range
is 30¢ 86400 (seconds).

Explanation:When enabled, a port that is in the errdisabled state can automatically be enabled after a certain time.
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Example:Set the spanning tree recovery interval to 50.

# config t
(config)# spanning - tree recovery interval 50

Negation:(configy no spanningdree recovery interval

Show:# show spanningdree

3.9.42.21 (config)#spanningtree transmit hold-count

Syntax:(config)# spanningree transmit holdcount <holdcount>
Parameters:
<holdcount:210>: Specify the transmit holtbunt. Theallowed transmit hold count is 1 to 10.
Explanation:The number of BPDU sent by a bridge port per second. When exceeded, transmission of the next BPDU
will be delayed. By default, it is set to 6. The allowed transmit hold count is 1 to 10. Please ndteteasing this
value might have a significant impact on CPU utilization and decreasing this value might slow down convergence. It is

recommended to remain Transmit Hold Count to the default setting.

Example:Set the spanning tree transmit hetmbunt to 6.

# config t
(config)# spanning - tree transmit hold - count 6

Negation:(config)# no spanningee transmit holdcount

Show:# show spanningree

3.9.42.22 (configif)# spanningtree

Syntax:(configif)# spanningiree
Explanation:Enable Spanning Tree on this interface
Negaion: (configif}# no spannindree

Show:# show spannindree

3.9.42.23 (configif)# spanningtree auto-edge

Syntax:(configif)# spanningree auto-edge

Explanation:Enable auto edge function on this interfadhen enabled, a port is automaticathetermined to be at
the edge of the network when it receives no BPDUs.

Negation:(configif)# no spannindree auto-edge
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Show:# show spanningdree

3.9.42.24 (configif)# spanningtree bpduguard

Syntax:(configif)# spanningree bpduguard

Explanaton: Enable BPDU guard function on this interfatleis feature protects ports from receiving BPDUsalit
prevent loops by shutting dowaport when a BPDU is receivetstead of putting it into the spanning tree discarding
state.If enabled, the port wi disable itself upon receiving valid BPDU's.

Negation:(configif)# no spanningree bpduguard

Show:# show spannindree

3.9.42.25 (configif)# spanningtree edge

Syntax:(configif)# spanningree edge
Explanation:If an interface is attachedt8 Y R Y2 RS&s @2dz Oy asSi Ad (2 4a9R3IS¢®
Negation:(configif)# no spanningree edge

Show:# show spanningdree

3.9.42.26 (configif)# spanningtree link-type

Syntax:(configif)# spanningree linktype { pointto-point | shared | auto }
Explanation:Configure the link type attached to an interface.
Parameters:
{ pointto-point | shared | auto }: Select the link type attached to an interface.
point-to-point: It is a pointto-point connection.
shared:lt is a shared medium connection

auto: The svitch automatically determines whether the interface is attached to a ptoApoint link or
shared medium.

Negation:(configif)# no spanningdree link-type

Show:# show spannindree
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3.9.42.27 (configif)# spanningtree mst <instance> cost

Syntax:(configif)# spanningree mst <instance> cost { <cost> | auto }
Explanation/ 2y FA3dzNBE a{¢L YR AGaQ LI GK O2aid @ f dzSo
Parameters:

mst<instance:Mp HY {LISOAFE a{¢ AyaidlyOS ydzyospnld {RSEEFRI&N &
15.

cost {<cost> | auto }: Specify a Path cost value that is used to determine the best path between devices. Valid
values arel to 200000000L ¥ &k dzi2¢ Y2RS Aa &aLISOAFASRTI (GKS aeadSy
mode to decide the path cosRlease nte that path cost takes precedence over port priority.

Negation:(configif)# no spanningree mst <instance> cost

Show:# show spannindree

3.9.42.28 (configif)# spanningtree mst <instance> pospriority

Syntax:(configif)# spanningree mst <intance> portpriority <prio>
Explanation/ 2y FA3dzNE a{¢L FyR AGaQ LR2NI LINA2NARAGE D
Parameters:

mst<instance:Mp BY {LISOATFE a{¢ AyaildlyOS ydzyospnld {RSEEFRIi&N &
15.

port-priority <prio>: Specify a port prioyitvalue
Negation:(configif)# no spannindgree mst <instance> pospriority

Show:# show spanningree

3.9.42.29 (configif)# spanningtree restrictedrole

Syntax:(configif)# spanningtree restrictedrole

Explanation:Enable restricted role funidn. If enabled, this causes the port not to be selecésdRoot Port for the
CIST or any MSTI, even if it has the best spanréegriority.

Negation:(configif)# no spanningdree restrictedrole

Show:# show spannindree
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3.9.42.30 (configif)# spanning-tree restrictedtcn

Syntax:(configif)# spanningree restrictedtcn

Explanation:Enable restricted TCN functioifienabled, this causes the port not to propagateeived topology
change notifications and topology changes to otperts.

Negdion: (configif)# no spanningree restrictedtcn

Show:# show spanningdree

3.9.43 (config-if)# speed
Syntax:(configif)# speed { 10g| 1000 | 100 | 10 |auto {[10][100][1000]}}

Explanation:Configure port speed for this specific interface
Negation:(configif}# no speed

Show:# show interface ( <port_type> [ <v_port_type_list>]) status

3.9.44 (config-if)# switchport

3.9.44.1 (configrif)# switchport access vian

Syntax:(configif)# switchport access vlan <pvid>
Explanation:Configure access VLAN ID for this interface.
Parameters:

<pvid>: Indicate the access VLAN ID (PVID) for this interface.

Example{ SG G(KS AyGSNFI OS mQa | 00Saa +[!b L5 (G2 wmno

# config t

(config)# interface GigabitEt hernet 1/1
(config - if)# switchport access vlan 10

(config - if)#

Negation:(configif)# no switchport access vlan

Show # show vlan status
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3.9.44.2 (config-f)# switchport forbidden vian

Syntax:(configif)# switchport forbidden vlan { add | remove } <vlan_list>
Explanation:Add or remove a port from the forbidden VLAN list.
Parameters:
{'add | remove }: Add or maove this specific interface from the forbidden VLAN list.
<vlan_list>: Specify the VLAN ID.
Negation:(configif)# no switchport access vlan

Show:> show switchport forbidden [ { vlan <vid> } | { name <name> } ]
# show switchport forbidden [ { vlan < } | { name <name>} ]

3.9.44.3 (configif)# switchport hybrid acceptabldrame-type

Syntax:(configif)# switchport hybrid acceptablrame-type { all | tagged | untagged }

Explanation:Configure the accepted frame types. Available options inctudef t ¢ o1 OOSLIG | £t FNI YS
2yfe GlF33aISR FTNIYS&0ZI adzy il TrAiSpARrameter afeSVLEN iryréds procdsgingl1fing S R
port only accepts tagged frames, untagged frames received on the port are disc&yddfaul, frame type is set to

All.

Parameters:

dzy G 33SR YY {LISOATFTE GKS TNIYS GeLsS

9 Fff p dGF33ISR
¥ 0 3SR¢ o0FOOSLII 2yte GF33ISR FTNIXYSaovx adzyil

NI ySaos adl 3
Negaton: (configif)# no switchport hybrid acceptableame-type

Show:# show vlan status

3.9.44.4 (configrif)# switchport hybrid allowed vlan

Syntax:(configif)# switchport hybrid allowed vlan { all | none | [ add | remove | except ] <vlan_list>}
Explaration: Configure allowed VLANs when this interface is in hybrid mode.
Parameters:
{all | none | [ add | remove | except ] <vlan_list> }: Specify one of the options.
all: All VLANSs.
none:No VLANS.

add: Add VLANSs to the current list.
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remove:Remae VLANS from the current list
except:All VLANs except the following specified in <vlan_list>.
<vlan_list>:Specify the VLAN list.

Negation:(configif)# no switchport hybrid allowed vian

Show:# show vlan status

3.9.44.5 (configrif)# switchport hylrid egresstag

Syntax:(configif)# switchport hybrid egrestag { none | all [ excephative | }
Explanation:Determines egress tagging of a port.
Parameters:
{none | all [ excepnative ] }:Determines egress tagging of a port.
none: All VLANsre untagged.
all: All VLANSs are tagged
all [exceptnative]: All VLANs except the configured PVID will be tagged.
Negation:(configif)# no switchport hybrid egredsg

Show:# show vlan status

3.9.44.6 (configrif)# switchport hybrid ingresdiltering

Syntax:(configif)# switchport hybrid ingresSltering

Explanation:Enable ingress filtering function on this specific interfd€éngress Filtering is enabled and the ingress
port is not a member of a VLAN, the frame from the ingress portéadisd. By default, ingress filtering is disabled.

Negation:(configif)# no switchport hybrid ingresfitering

Show:# show vlan status

3.9.44.7 (configrif)# switchport hybrid native vian

Syntax:(configif)# switchport hybrid native vlan <pvid>

Explanation: Configures the VLAN identifier Hybrid modé€or the port. The allowed values are frahthrough4095
The default value is.

Parameters:

<pvid>:Specify the port VLAN ID for this specific interface.
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Negation:(configif)# no switchport lybrid native vlan

Show:# show vlan status

3.9.44.8 (configrif)# switchport hybrid porttype

CHAPTER
INTRODUCTIONDCLI

Syntax:(configif)# switchport hybrid portype { unaware | eport | s-port | s-customport }

Explanation:Configures theort typein Hybrid moddor the part.

Parameters:

{ unaware | eport | s-port | s-customlLJ2 NIi Y'Y

egress action is described in the following table.

¢ KSNB

I NB ¥F2dzNJ L2 NI

GdeLsa

Action
Port Type

Ingress Action

Egress Action

Unaware

When a tagged frame is received on a port,

1. |If the tagged frame with TPID=0x8100,
becomes a doubkag frame and g
forwarded.

2. If the TPID of tagged frame is not 0x81
(ex. 0x88A8), it will be discarded.

When an untagged frame is received on a pq
a tag (PVID) is attached and then forwarded.

The TPID of frame transmitted k
Unaware port vill be set to 0x8100
The final status of the frame afte
egressing are also affected by egre
rule.

Gport

When a tagged frame is received on a port,

1. If a taged frame with TIPID=0x8100, it
forwarded.

2. If the TPID of tagged frame is not 0x81
(ex. 0x88AB8), it will be discarded.

When an untagged frame is received on a pq
a tag (PVID) is attaed and then forwarded.

The TPID of frame transmitted by
port will be set to 0x8100.

Sport

When a tagged frame is received on a port,

1. If a tagged frame with TPID=0x88AS, it
forwarded.

2. If the TPID of tagged frame is not 0x88
(ex. 0x8810), it will be discarded.

When an untagged frame is received on a pq
a tag (PVID) is attached and then forwarded.

The TPID of frame transmitted by
port will be sé¢ to Ox88A8

Scustom port

When a tagged frame is received on a port,

1. If a tagged frame with TPID=0x88A8, it
forwarded.

2. If the TPID of tagged frame is not 0X&3
(ex. 0x8810), it will be discarded.

When an untagged frame is received on a p(

atag (PVID) is attached and then forwarded.

The TIPID of frame transmitted by
customport will be set to an self
customized value, which can be s
by the user using the column ¢
Ethertype for Custom-gorts.

Negation:(configif)# no switchport hybrid portype

Show:# show vlan status
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3.9.44.9 (config-f)# switchport mode

Syntax:(configif)# switchport mode { access | trunk | hybrid }
Explanation:ConfigureVLAN mode for this specific interface.
Parameters:

{ access | trunk | hybrid }Specify the VLAN mode.
Negation:(configif)# no switchport mode

Show:# show vlan status

3.9.44.10 (config-if)# switchport trunk allowed vlan

Syntax:(configif)# swichport trunk allowed vlan { all | none | [ add | remove | except ] <vlan_list> }
Explanation:Configure allowed VLANs when this interface is in trunk mode.
Parameters:
{all | none | [ add | remove | except ] <vlan_list> }: Specify one of the options.
all: All VLANSs.
none:No VLANS.
add: Add VLANS to the current list.
remove: Remove VLANS from the current list
except:All VLANs except the following specified in <vlan_list>.
<vlan_list>:Specify the VLAN list.
Negation:(configif)# no switchprt trunk allowed vian

Show:# show vlan status

3.9.44.11 (config-f)# switchport trunk native vian

Syntax:(configif)# switchport trunk native vlan <pvid>
Explanation:Configure native VLAN ID in trunk mode for this specific interface.
Parameters:

<pvid>:Specify the port VLAN ID for this specific interface.
Negation:(configif)# no switchport trunk native vlan

Show:# show runningconfig
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3.9.44.12 (config-f)# switchport trunk vlan tag native

Syntax:(configif)# switchport trunk vlan tagative
Explanation:Configurethis specific interfacéo tag native VLAN traffic.

Negation:(configif)# no switchport trunk vlan tag native

3.9.44.13 (configrif)# switchport vlan ipsubnet id

Syntax:(configif)# switchport vlan ipsubnet id <vce_idxipv4> vlan <vid>
Explanation:IP Subnebased VLAN configuration is to map untagged ingress frames to a specific VLAN if the source
address is found in the IP subretVLAN mapping table. When IP subbeased VLAN classification is enabled, the
sourceaddress of untagged ingress frames are checked against the IP goBvieAN mapping table. If an entry is
found for that subnet, these frames are assigned to the VLAN indicated in the entry. If no IP subnet is matched, the
untagged frames are classifieda 0 Sf 2y I3Ay 3 (G2 GKS NBOSAGAYy3I LIERNIQa *[!b
Parameters:

<vce_id: 1128>: Specify index of the entry. Valid range~i$28.

<ipv4>: Specify IP address and subnet mask. The format is xx.xx.xx.xx/mm.mm.mm.mm.

<vid>: Indicate the VLAN ID.

Negatian: (configif)# no switchport vlan igsubnet id <vce_id_list>

Show:# show vlan ipsubnet [ id <subnet_id> ]

3.9.44.14 (configHif)# switchport vlan mac

Syntax:(configif)# switchport vlan mac <mac_addr> vlan <vid>

Explanation: This command is to setp VLANs based on source MAC addresses. When ingress untagged frames are
received by a port, source MAC address is processed to decide which VLAN these untagged frames belong. When
source MAC addresses does not match the rules created, untagged framesiaieA 3y SR (2 (G(KS NBOSA |
VLAN ID (PVID).

Parameters:

<mac_addr>: Indicate the source MAC address. Please note that the source MAC address can only map to one
VLAN ID.

vlan <vid>: Map this MAC address to the associated VLAN ID.
Negation (configif)# no switchport vlan mac <mac_addr> vlan <vid>

Show:# show vlan mac [ address <mac_addr> ]
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3.9.44.15 (configrif)# switchport vlan protocol group

Syntax:(configif)# switchport vlan protocol group <grp_id> vlan <vid>
Explanation:Configuire VLAN protocol group for this specific interface.
Parameters:

<grp_id: word 16>: Indicate the descriptive name for this entry. This field only allows 16 alphabet charazters (a
A-Z) or integers (@).

<vid>: Specify the VLAN ID that applies ts thie.
Negation:(configif)# no switchport vlan protocol group <grp_id> vlan <vid>

Show:# show vlan protocol [ eth2 { <etype> | arp | ip | ipx | at } ] [ shap { <oui> {1822 | snap8021h } <pid>] [ lic
<dsap> <ssap> |

3.9.44.16 (configHif)# switchport voice vlan discoverprotocol

Syntax:(configif)# switchport voice vlan discoveprotocol { oui | lldp | both }

Explanation:Configurea method for detecting VolIP traffic. By default, OUI is used.

Parameters:
oui: Traffic from VolP devices tetected by the Organizationally Unique Identifier (OUI) of the source MAC
address. OUI numbers are assigned to manufacturers and form the first three octets of a device MAC address.
MAC address OUI numbers must be configured in the Telephony OUIltlsttsbe switch recognizes the traffic

as being from a VolP device.

fftRLI)Y &8 [[5t 0L999 ynuomlov (2 RAAO0O2OSNI +2Lt RSOAO
the system capability TLV is turned on or not.

both: Use both OUI tdb and LLDP to detect VolIP traffic on a port.
Negation:(configif)# no switchport voice vlan discovepyotocol

Show:# show voice vlan [ oui <oui> | interface ( <port_type> [ <port_list>]) ]

3.9.44.17 (config-if)# switchport voice vlan mode

Syntax (configif)# switchport voice vlan mode { auto | force | disable }
Explanation:Configure Voice VLAN mode on a per port basis.
Parameters:

auto: Enable the Voice VLAN auto detection mode. When voice (VolP) traffic is detected on a port, the port wil
be added as a tagged member to the Voice VLAN. When Auto mode is selected, you need to further decide a

YSGK2R T2NJ RSGSOGAYT 924208 GNITTAO Ay a5Aa020SNE t NP
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force: Enable Voice VLAN feature on a particular.port
disabled: Disable Voice VLAN feature on a particular port.
Negation:(configif)# no switchport voice vlan mode

Show:# show voice vlan [ oui <oui> | interface ( <port_type> [ <port_list>]) ]

3.9.44.18 (config-f)# switchport voice vlan security

Syntax:(configif)# switchport voice vlan security

Explanation:Enable security filtering feature on a per port basis. When enabled, amy/otf packets received on a
port with Voice VLAN ID will be discarded. VolIP traffic is identified by source MUkE€sses configured in the
telephony OUI list or through LLDP which is used to discover VoIP devices attached to the switch.

Negation:(configif)# no switchport voice vlan security

Show:# show voice vlan [ oui <oui> | interface ( <port_type> [ <past>Ii ) ]

3.9.45 (config)#tacacsserver
3.9.45.1 (config)#tacacsserver timeout
Syntax:(config)#tacacsserver timeout <seconds>
Explanation:The time the switch waits for a reply from a TACACS+ server before it retransmits the request.
Parameters:
<seconds:11000>: Specify a value for timeout. The allowed timeout range is between 1 and 1000.
Negation:(config)# naacacsserver timeout

Show:# show tacacserver

3.9.45.2 (config)#tacacsserver deadtime

Syntax:(config)#tacacsserver deadime <minutes>

Explanation:Deadtime is the period during which the switch will not send new requests to a server that has failed to
respond to a previous request. This will stop the switch from continually trying to contact a server that it has already
determined as dead.

Parameters:

<minutes:11440>: Specify a value for taceserver deadtimeThe allowed deadtime range is betweemol1440
minutes.

Negation:(config)# naacacsserver deadtime
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Show:# show tacacserver

3.9.45.3 (config)#tacacsserver key

Syntax:(config)#tacacsserver key <key>
Explanation:Specify the secret key up to 63 characters. This is shared between a TACACS+ sever and the switch.
Parameters:
<key:163>: Specify a shared secret key value.
Negation:(config)# naacacsserver key

Show:# show tacacserver

3.9.45.4 (config)#tacacsserver host

Syntax:(config)#tacacsserver host <host_name> [ port <port> ] [ timeout <seconds> ] [ key <key> ]
Explanation:Configure radius server settings.
Parameters:

<host name>: Specify a hostname or IP address for the TACACS+ server.

[ port <port> ]: Specify the TCP port number to be used on a TACACS+ server for authentication.

[ timeout <seconds> ]: If timeout value is specified here, it will replace the global tivatué. If you prefer to
use the global value, leave this field blank.

[ key <key> ]: If secret key is specified here, it will replace the global secret key. If you prefer to use the global
value, leave this field blank.

Negation:(config)# no tacacserver host <host_name> [ port <port> ]

Show:# show tacacserver

3.9.46 (config)# udld
3.9.46.1 (config)#udld

Syntax:(config)# udld { aggressive | enable | message timerval <v_interval> }

Explanation:Configure all ports to UDLD aggressive modeamal mode and set up message interval. UDLD
(Unidirectional Link Detection) protocol can monitor the physical configuration of the links between devices and ports
that support UDLDUDLDcanperform tasks that autenegotiation cannot perform, such agigcting the identities of
neighbors and shutting down misconnected ports. When you enable bothragotiation and UDLD, Layer 1 and

Layer 2 detections work together to prevent physical and logical unidirectional connections and the malfunctioning of
other protocols. UDLD works by exchanging protocol packets between the neighboring devices. In order for UDLD to
work, both devices on the link must support UDLD and have it enabled on respective ports.

Parameters:
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{ aggressive | enable | message tiArgerval <v_interval> }: Specify one of the options:

aggressiveSet all ports to Aggressive mode.aggressive mode, if the link state of the port is determined to
be bidirectional and the UDLD information times out while the link on the port is stillLD tries to re
establish the state of the port. If not successful, the port is put into the errdisable state.

enable:Set all ports to Normal modén normal mode, if the link state of the port was determined to be bi
directional and the UDLD inforrian times out, no action is taken by UDLD. The port state for UDLD is
marked as undetermined. The port behaves according to its STP state.

message timenterval <v_interval> Specify message interval value. The valid interval range98 7

seconds. Agmof UDLD information happens when the port that runs UDLD does not receive UDLD packets
from the neighbor port for duration of hold time. The hold time for the port is dictated by the remote port

and depends on the message interval at the remote side.shbeter the message interval, the shorter the

hold time and the faster the detection.

Negation:(config)# no udld { aggressive | enable }

Show:# show udld [ interface ( <port_type> [ <plist>]) ]

3.9.46.2 (configrif)# udld port

Syntax:(configif)# udld port [ aggressive ] [ message tihimterval <v_interval> ]

Explanation:Configure the specified ports to UDLD aggressive mode or normal mode and set up message interval.
UDLD (Unidirectional Link Detection) protocol can monitor the physical coatiiguiof the links between devices and
ports that support UDLIJDLDcanperform tasks that autsegotiation cannot perform, such as detecting the

identities of neighbors and shutting down misconnected ports. When you enable botmagtatiation and UDLD,

Layer 1 and Layer 2 detections work together to prevent physical and logical unidirectional connections and the
malfunctioning of other protocols. UDLD works by exchanging protocol packets between the neighboring devices. In
order for UDLD to work, bothadices on the link must support UDLD and have it enabled on respective ports.

Parameters:
[ aggressive JSet the specified ports to Aggressive molteaggressive mode, if the link state of the port is
determined to be bidirectional and the UDLD infmation times out while the link on the port is still up, UDLD
tries to re-establish the state of the port. If not successful, the port is put into the errdisable state.
[ message timdnterval <v_interval>] Specify message interval value. The validriral range is #90 seconds.
Aging of UDLD information happens when the port that runs UDLD does not receive UDLD packets from the
neighbor port for duration of hold time. The hold time for the port is dictated by the remote port and depends on
the messge interval at the remote side. The shorter the message interval, the shorter the hold time and the
faster the detection.

Negation:(config)# no udld port

Show:# show udld [ interface ( <port_type> [ <plist>]) ]
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3.9.47 (config)#upnp

3.9.47.1 (onfig)# upnp
Syntax:(config)# upnp
Explanation:Enable upnp operation.

Example:Enable upnp operation

# config t
(config)# upnp
(config)#

Negation:(config)#no upnp

Show:# show upnp

3.9.47.2 (config)#upnp advertisingduration

Syntax:(config)# upnpdvertisingduration <v_100 to_86400>
Parameters:

<v_100_to_86400>: Specify the advertising duration. The allowed range is 100 to 86400 (seconds).
Explanation:This defines how often an UPnP advertisement is sent. The duration is carried in Simigle Biscover
Protocol (SSDP) packets which informs a control point how often it should receive a SSDP advertisement message
from the switch. By default, the advertising duration is set to 100 seconds. However, due to the unreliable nature of

UDP, it is reommended to set to the shorter duration since the shorter the duration, the fresher is UPnP status.

Example:Set the upnp advertising duration to 150 seconds.

# config t
(config)# upnp advertising - duration 150

Negation:(config)#no upnp advertisingluration

Show:# show gpnp

3.9.47.3 (config)#upnp ttl

Syntax:(config)# upnp ttl <v_1_to_255>
Parameters:
<v_1 to_255>: Specify the ttl (time to live) value. The allowed range is 1 to 255.

Explanation: TTL (Time to live) is used to configure how many steps an UPnP iseivemt can travel before it
disappears.

Example:Set the upnp ttl value to 10.
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# config t
(config)# upnp ttl 10

Negation:(config)#no upnp ttl

Show:# show upnp

3.9.48 (config)#username
3.9.48.1 (config)#username<username>privilege<priv>password egpted

Syntax:(config)# username <username> privilege <priv> password encrypted <encry_password>

Explanation:By default, there is only one user, ‘admin’, assigned the highest privilege level ds&3his command
to configure a new user account.

Parameters:
username <username: word31>: Specify a new username. The allowed characters are 31.

privilege <priv: @15>: Specify the privilege level for this new user accoliné allowed range is 1 to 15. If the
privilege level value is 15, it can accesgalups, i.e. that is granted the fully control of the device. But other
valuesneed to refer to each group privilege level. User's privilege should be same or greater than the group
privilege level to have the access of that group. By default settingt groups privilege level 5 has the readly
access and privilege level 10 has the reaite access. And the system maintenance (software upload, factory
defaults and etc.) need user privilege level 15. Generally, the privilege level 15 can be useddmisistrator
account, privilege level 10 for a standard user account and privilege level 5 for a guest account.

password encrypted <encry _passworéd4>: Specify the encrypted password for this new user account. The
ENCRYPTED (hidden) user passwarticéthe ENCRYPTED password will be decoded by system internally. You
cannot directly use it as same as the Plain Text and it is not huezatable text normally.

Example:Create the new user account with the following settings.

# config t
(config)# username misdjack privilege 15 password encrypte d jack30125

Negation:(config)# no username <username>

Show:> show users
# show users

3.9.48.2 (config)#usernamecusername>privilege<priv>password none

Syntax:(config)# username <username> privilege <priv> password none

Explanation:By default, there is wly one user, 'admin’, assigned the highest privilege level ofJ$8.this command
to configure a new user account without password

Parameters:
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username <username: word31>: Specify a new username. The allowed characters are 31.

privilege <priv: @15>:Specify the privilege level for this new user accodihie allowed range is 1 to 15. If the
privilege level value is 15, it can access all groups, i.e. that is granted the fully control of the device. But other
valuesneed to refer to each group privilegevel. User's privilege should be same or greater than the group
privilege level to have the access of that group. By default setting, most groups privilege level 5 hastdyead
access and privilege level 10 has the reaite access. And the systemaintenance (software upload, factory
defaults and etc.) need user privilege level 15. Generally, the privilege level 15 can be used for an administrator
account, privilege level 10 for a standard user account and privilege level 5 for a guest account.

password none: No password for this user account.

Example:Create the new user account with the following settings.

# config t
(config)# username misdjack privilege 15 password none

Negation:(config)# no username <username>

Show:> show users
# show users

3.9.48.3 (config)#usernamecusename>privilege<priv>password unencrypted

Syntax:(config)# username <username> privilege <priv> password unencrypted <password>

Explanation:By default, there is only one user, 'admin’, assigned the highest privilege level déd3his command
to configure a new user account with unencrypted password.

Parameters:
username <username: word31>: Specify a new username. The allowed characters are 31.

privilege <priv: @15>: Specify the privilege level for this new user accoliné allowed range is 1 ttb. If the
privilege level value is 15, it can access all groups, i.e. that is granted the fully control of the device. But other
values need to refer to each group privilege level. User's privilege should be same or greater than the group
privilege leveto have the access of that group. By default setting, most groups privilege level 5 has thenhgad
access and privilege level 10 has the reaite access. And the system maintenance (software upload, factory
defaults and etc.) need user privilege l1€¥&. Generally, the privilege level 15 can be used for an administrator
account, privilege level 10 for a standard user account and privilege level 5 for a guest account.

password unencrypted <password: line31>: Specify the unencrypted password fose¢higccount. The
UNENCRYPTED (Plain Text) user password. Any printable characters including space is accepted.

Example:Create the new user account with the following settings.

# config t
(config)# username misdjack privilege 15 password unencrypted jack30125

Negation:(config)# no username <username>

Show: > show users
# show users
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3.9.49 (config)#vlan
3.9.49.1 (config)#vlan

Syntax:(config)# vlan <vlist>
Explanation:Configure allowed VLANS.

Parameters:
FOfAAGDBY ¢KAA aK2ga (GKS Fff2gSR | O0S&a Y2(RSM @t 2¢NiA3A  Ady
Y2RSa FINB YSYOSNR 2F Iff +[!ba aLISOATASR Ay a!ff26SR
allowed access VLANSs can be entered by specifying the individual VLAN ID separated by comma. If you want to
specify a rang, separate it by a dash. For example, 1, 5,1:03200. Once Enter is pressed, the prompt changes
to (configvlan)#

Example: Add VID 1,5,10,%25,100 to the allowed VLAN list.

# config t
(config)# vlan 1,510,12 - 15,100
(config - vian)#

Negation:(config)# no vlan { { ethertypecsistom-port } | <vlan_list>}

3.9.49.2 (config)#vlan ethertype scustomport

Syntax:(config)# vlan ethertype-sustomport <etype>
Explanation:Configureether type used for customerorts.
Parameters:

ethertype scustomport <etype>: Specify ber type used for customerorts. The valid range is 0x0600 to
Oxffff.

Example: Set ether type for customergort to 0x88a8.

# config t
(config)# vlan ethertyp e s - custom - port 0x88a8

Negation:(config)# no vlan { { ethertypeaistomport } | <vlan_list>}

3.9.49.3 (config)#vlan protocol

Syntax:(config)# vlan protocol { { eth2 { <etype> | arp | ip | ipx | at } } | { snhap { <oui>{1042 | snap8021h }
<pid>} | { llc <dsap> <ssap> } } group <grp_id>

Explanation: The network devices required to support multiple protocofmnot beeasily grouped into a common

VLAN. This may require natandarddevices to pass traffic between different VLANSs in order to encompa#izeall
devices participating in a specific protocol. This kind of configurat&prives users of the basiebefits of VLANS,
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including security and easccessibility.

To avoid these problems, you can configure this switch with protbaskdVLANs that divide the physical network
into logical VLAN groups for eaobquired protocol. When a frame is receivedaport, its VLANnembership can
then be determined based on the protocol type beuged by the inbound packets.

Parameters:

protocol { { eth2 { <etype> | arp | ip | ipx | at} } | { snap { <oui> | 042 | snap8021h } <pid>} | { lic <dsap>
<ssap¥ YY ¢KSNB FINBE GKNBS TNIXYS GeLlSa F@rAatlrofS F2N as
field will need to be changed accordingly.

eth2 (Ethernet):Ether Type (etype) value. By default, it is set to 0x0800. The range allowed is @0600
Oxffff.

SNAP:This includes OUI (Organizationally Unique Identifier) and PID (Protocol ID) values.

QUI: A value in the format of xxx-xx where each pair (xx) in the string is a hexadecimal value in the
ranges of OxXO@Mxff.

PID:If the OUI is heedecimal 000000, the protocol ID is the Ethernet type field value for the protocol
running on top of SNAP. If the OUI is that of a particular organization, the protocol ID is a value
assigned by that organization to the protocol running on top of SNABthker words, if value of the

QU field is 0@0-00, then value of the PID will be etherType (0x06Q€ff), and if value of the OUI is
other than 0000-00, then valid value of the PID will be any value from 0x0000 to Oxffff.

LLC (Logical Link Controljhis includes DSAP (Destination Service Access Point) and SSAP (Source
Service Access Point) values. By default, the value is 0xff. Valid range is 0x00 to Oxff.

group <grp_id>indicate the descriptive name for this entry. This field only allows 16 alglaiaracters (a
z; AZ) or integers (@).

Example: Set VLAN protocol to eth2 0x88a8.

# config t
(config)# vlan protocol eth2 0x88a8 group al2

Negation:(config)# no vlan protocol { { eth2 { <etype> | arp | ip | ipx | at } } | { snap { <oui>-[LG42 | snap8021h }
<pid>} | {llc <dsap> <ssap>} } group <grp_id>

Show:# show vlan protocol [ eth2 { <etype> | arp | ip | ipx | at } ] [ snap { <oui> {182 | snap8021h } <pid>] [ lic
<dsap> <ssap> |

3.950 (config)#voice vian

3.950.1 (config)#voice vlan
Syntax:(config# voice vlan
Explanation:Enable voice vlan for voice traffic.
Negation:(config)# novoice vlan

Show:# show voice vlan [ oui <oui> | interface ( <port_type> [ <port_list>]) ]
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3.9.50.2 (config)#voice vlan agingtime

Syntax:(config)# voice vlaagingtime <aging_time>
Explanation:Set voice vlan secure learning aging time.
Parameters:
<AgingTime : :20000000>: Specify voice vlan learning aging time. The allowed rang&@9Q0000.
Negation:(config)# no voice vlan agiigne

Show:# showvoice vlan [ oui <oui> | interface ( <port_type> [ <port_list>1]) ]

3.9.50.3 (config)#voice vlan class

Syntax:(config)# voice vlan class { <traffic_class> | low | normal | medium | high }
Explanation:Set voice vlan secure learning aging time.
Pamameters:
{ <traffic_class> | low | normal | medium | high }: Specify voice vlan class value or prioritize voice vlan.
<traffic_class: &/>: Specify voice vlan class value. The valid value is 0~7.
Negation:(config)# no voice vlan class

Show:# show wice vlan [ oui <oui> | interface ( <port_type> [ <port_list>]) ]

3.9.50.4 (config)#voice vlan oui <oui> [ description <description> ]

Syntax:(config)# voice vlan oui <oui> [ description <description> ]
Explanation:Set voice vlan secure learningiag time.
Parameters:

<oui>: Specify OUI value.

[ description <description> ]: Enter the description for this OUI.
Negation:(config)# no voice vlan oui <oui>

Show:# show voice vlan [ oui <oui> | interface ( <port_type> [ <port_list>]) ]
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3.9.50.5 (config)#voice vlan vid

Syntax:(config)# voice vlan vid <vid>
Explanation:Set voice VLAN ID.
Parameters:

<vid>: Specify voice VLAN ID.
Negation:(config)# no voice vlan vid

Show:# show voice vlan [ oui <oui> | interface ( <port_type> [ <plist>]) ]

3.951 (config)#web privilege group

Syntax:(config)# web privilege group <group_name> IdjetonfigRoPriv <configRoPriv> ] [ configRwPriv
<configRwPriv> ] [ statusRoPriv <statusRoPriv> ] [ statusRwPriv <statusRwPriv>] }*1

Parameters:
group <group_name>This name identifies the privilege grougalid words are 'Aggregation' 'DHCP' 'Debug’
'Dhcp_Client' 'Diagnostics' 'ETH_LINK_OAM' 'IP2"IPMC_Snooping' 'LACP' 'LLDP' 'Loop_Protect' 'MAC_Table' 'MEP"
'MVR' 'Maintenance' 'NTP"Ports'iPate_ VLANS' 'QoS' 'Security' 'Spanning_Tree' 'System' 'Timer' 'UPnP' 'VCL'
'VLAN_Translation' 'VLANS' 'Voice_VLAN'.

level { [ configRoPriv <configRoPriv> ] [ configRwPriv <configRwPriv> ] [ statusRoPriv <statusRoPriv> ]
[ statusRwPriv <statusRwPriv> 1}Every group has an authorization Privilege level for the following sub groups:

configRoPrigconfiguration reaegonly): The privilege level is 1 to 15.
configRwPriconfiguration/execute readrite): The privilege level is 1 to 15.
statusRoPriystatus/statistics reaebnly): The privilege level is 1 to 15.
statusRwPristatus/statistics reaewrite): The privilege level is 1 to 15.
User Privilege should be the same or greater than the authorization Privilege level to have access to that group.

Explanation: Assign Aggregation group tonfigRwPriconfiguration/excute readvrite) level 15.

# config t
(config)# web privilege group aggregation level configRwPriv 15

Negation:(config)# noweb privilege group <group_name> level

Show:> show web privilege groupgroup_name> level
# show welprivilege group<group_name> level
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CHAPTER 4. WEB OPERATION & CONFIGURATION

GSW3424FM provides a wide range of basic and advanced management functions ¢hathelp network
engineers to design and implement their own netwotlhe user can manageSW3424FMvia the console port or
using Web interface. For the firilne users who want to use the Web interface, it is very important to khow to
connect the device correctly so as to successfully access the device.

4.1 Web Management Interfac&€€onnecton & Login

GSW3424FMprovides one MGMT port on the front panel for accessing Web Management via IP connectivity.
For the first time user, connect one end of4&]cable to theGSW3424FMand the other end of Rd5 cable to your
management PC. Then, opdmetweb browser such as IE, Firefox, etc ammlit the default IPaddress10.1.1.1 Then,
a standard login prompt will appear depending on the type of browser used. The example below is with Firefox
browser.

Windows Security ==

The server 10.1.1.10 is asking for your user name and password. The server
reports that it is from GSW-3424FM.

Warning: Your user name and password will be sent using basic
authentication on a connection that isn't secu

[ admin |

er

Enter he factory default usernaméadminé with éno password. After successfully entering the web based
management, the Port State page will appear.

‘& Configuration
— Monitor
& System
— Ports
- State
= SFP
= Traffic Overview
= QoS Statistics
- QCL Status
= Detailed Statistics
@ DHCP
@ Security
@ Aggregation
= Loop Protection
© Spanning Tree
& MVR
@ IPMC
S LLDP
= MAC Table
@ VLANs
= sFlow
* UDLD
‘& Diagnostics
® Maintenance

Auto-refresh Refresh

Web Home Page
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4.2 lcons & Buttons

This switchprovidessomebasic and frequentiused functions agcons on the top of Web management page.
Youcan use these icons for a quick help or logout.

4.2.1 Port Status

The initial pagewhen logged indisplays a graphical overview of the port statusdtiioptical ports.For port 1 to
port 28, the "Yellow colored portindicates aconnection with a sped of 100MT g KSNBI axX GKS AaDNBSy
indicatesa connection with a speed of 100Mor port D to port 32, the "Orangé colored portindicates a connection
with a speed of 100M; whereas, the'Blué' colored port indicatsa connection speed dfoG

Thestatusdisplay can be reached by using the left side menu, and retulhaioitor>Ports>State

4.2.2 Refresh

To update the screen, click the "Refresh" button. For automatic updating of the screen, ther&fugsh" tick
box may be ticked. The seme will be auto refreshed every 3 seconds.

Auto-refresh [ | Refresh

Unless connected directly on a local LAN, we recommend not using theeftégh function as it does generate
a bit of traffic.

4.2.3 Help System

Theswitcheshave an online "help" system to aid the engiglewhen setting the parameters of the device. Each
functional setting page is accompanied by a specific "help"” for that functional page. The user can display this help
"pop up" at any time by clicking the "help" icon.

©,

4.2.4Logout

After completing cafiguration, we recommend logging out of the web GUI. This is easily accomplished by
clicking the logout icon.

After clicking the logout icon, a confirmation screen will be displayed. Click "OK" to finish logging out or click
"Cancel" to return to theveb configuration GUI.
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Do you want to log out the web site?

OK l ’ Cancel

For the remainder of this section, each menu item will be explained one by one, in order as they descend down
the menu screen, starting with the "System" menu.

4.3 Configuration

This section offers explanatiofier both basicand advancednanagemenfunctionsavailablein GSW3424FM
They are introduced below individually in separate-seitions.

4.3.1 System

The configuratios under the "System" menu include device settings such as IP address, time server, etc.

4.3.1.1 Systeminformation Configuration

The configuration information entered here will beported in the standard SNMP MIB2 for 'sysContact' (OID
1.3.6.1.2.1.1.4), 'sysName' (OID 1.3.6.1.2.1.1.5) and 'sysLocation' (OID 1.3.6.1.2.1.1.6). Remember taXclick2ti8¢
button after entering the configuration information.

System Information Configuration

System Contact [RERFWCE oo
System Name AecessSW
System Location [elit=g:vi]

Sawe || Reset

System Contacttndicatethe descriptiveD2 y G F OG AYF2NX I GA2y d ¢KA&a O2dZ R 0S5 |
descriptions. The allowed string length ig 255 and the allowed content the ASCII characters from 82.26.

System Nameltndicate the hostname for this device. AlphabetsZ(/az), digits (89) and minus sigrnt)can be used.
However, space characters are not allowed. The first character must be an alphabet characfiest @hd last
character must not be a minus sign. The allowed string lengtig B55.

System Locationtndicate the location of this device. The allowed string lengthqi2955.
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4.3.1.2 Fan

FAN Cc-ntrc-l

FAN Mode

Full speed
Low speed

FAN Mode:Thisdrop-down menu adjustéan speed of the évice.
Auto: The fan speed iadjusted automatically depending on the current temperature of the device.

Full SpeedThe fan operates in full speed. Checkrentrevolutions of per minutes (RPM) Monitor > System >
Power & Farsection.

Low SpeedThis mode slows dowrhie fan speedCheck current revolutions of per minutes (RPMMionitor >
System > Power & Fasection.

4.3.1.3 System IP

Setup the IP configuration, interface and routes

IP Configuration

Mo Dornain Mame LI
Mo DNS server |
| NS Server 1 BEIEERC =1
m Mo DNS server LI
m Mo DNS server ;l
[ OnsProw i

IP Interfaces

DHCPw4.
Delete | VLAN Enable | Fallback Current Address Rupld Current Address
L ease Cnmmlt Lease
192 168.0.1
Add Interface
IP Routes

-mm- Mask Length -m- Next Hop VLAN
Delete | |

Save | Reset

IP_Configuration

Domain Name This setting controls thBNS name resolution done by the switch. The following modes are supported:
No Domain Name:No DNS server will be used.
ConfiguredDomain NameExplicitly provide the IP address of the DNS Server in dotted decimal notation.

From any DHCP interfaceshefirst DNS server offered from a DHCP lease to a EBdd@Bed interface wilbe
used.

From this DHCP interfaceSpecify from which DH@mabled interface a provided DNS server should be
preferred.
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Mode: This pull-down menu configures whether the IP steshould act as a Host or a Router. In Host mode, IP traffic
between interfaces will not be routed. In Router mode traffic is routed between all interfaces. When configuring this
device for multiple VLANS, the Router mode should be chosen. Router mdaedsfault mode.

DNS ServerThis setting controls the DNS name resolution done by the swiichre are four servers available for
configuration, and the index of the server presents the preference (less index has higher priority) in doing DNS name
resoltion. The following modes are supported:

No DNS servelNo DNS server will be used.

Configured IPv4Explicitly provide the valid IPv4 unicast address of the DNS Server in dotted decimal notation.
Make sure the configured DNS server could be reachalie Yia PING) for activating DNS service.

Configured IPv6Explicitly provide the valid IPv6 unicast (except linklocal) address of the DNS Blakesure
the configured DNS server could be reachable (e.g. via PING6) for activating DNS service.

From aay DHCPV4 interface3he first DNS server offered from a DHCPv4 lease to a DiGaéd interface
will be used.

From this DHCPv4 interfac8pecify from which DHCPe#abled interface a provided DNS server should be
preferred.

From any DHCP\fiterfaces The first DNS server offered from a DHCPV6 lease to a Did@G&ed interface
will be used.

From this DHCPV6 interfac8pecify from which DHCPRe&abled interface a provided DNS server should be
preferred.

DNS ProxyWhen DNS proxy is enal, the system will relay DNS requests to the currently configured DNS server,
and reply as a DNS resolver to the client devices on the network.

IP Interface

Click "Add Interface" to add a new IP interface. A maximum of 8 interfaces is supported

VLAN:This is the VLAN associated with the IP interface. Only ports in this VLAN will be able to access the IP interface.

This field is only available for input when creating a new interface.

DHCWR4 Enable When this checkbox is enabled, the system will qpnie the IPv4 address and mask of the interface
using the DHCP protocol. The DHCP client will announce the configured System Name as hostname to provide DNS
lookup.

Fallback:The number of seconds for trying to obtain a DHCP lease. After this periodgxpitonfigured IPv4 address
will be used as IPv4 interface address. A value of zero disables fallback mechanism. The DHCP will keep retrying until a
valid lease is obtained when fallback is disabled. Valid value is from 0 to 4294967295.

IPv4 Current Lese: For DHCP interfaces with an active lease, this column shows the current interface address, as

provided by the DHCP server.

IPv4 AddressThe IPv4 address of the interface is entered in dotted decimal notation. If DHCP is enabled, this field is
not used. The field may also be left blank if IPv4 operation on the interface is not desired.
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IPv4 MaskLength The IPv4 network mask is entered by a number of bits (prefix length). Valid values are between 0
and 30 bits for a IPv4 address. If DHCP is enabiésd field is not used. The field may also be left blank if IPv4
operation on the interface is not desired.

DHCPv6 Enabl&Vhen this checkbox is enabled, the system will configure thé deldress and mask of the interface
using the DHCP protocaol.

Rapd Commit:If this option is enabled, the DHCPvV6 client terminates the waiting process as soon as a Reply message
with a Rapid Commit option is received. This option is only manageable when DHCPV6 client is enabled.

IPV6 Current LeaseFor DHCP interfacasith an active lease, this column shows the current interface address, as
provided by the DHCP server.

IPv6 AddressA IPv6 address is a 1-B& record represented as eight fields of up to four hexadecimal digits with a
colon separating each field (:)ofFexample, fe80::215:c5ff:fe03:4dc7. The symbol :: is a special syntax that can be
used as a shorthand way of representing multipleblt6groups of contiguous zeros; but it can appear only once. It can
also represent a legally valid IPv4 address. Fomgig, ::192.1.2.34. The field may be left blank if IPv6 operation on
the interface is not desired.

IPv6 MaskLength The IPv6 network mask is entered by a number of bits (prefix length). Valid values are between 1
and 128 bits for an IPv6 address. Thédfimay be left blank if IPv6 operation on the interface is not desired.

IP Routes

Route Network:The IP route is the destination IP network or host address of this route. Valid format is dotted decimal
notation or a valid IPv6 notation. A default routan use the value 0.0.0.0 or for IPv6 use the :: notation.

Route Mask:The route mask is a destination IP network or host mask, in number of bits (prefix length). It defines how
much of a network address that must match, in order to qualify for this routdid values are between 0 and 32 bits
respectively 128 for IPv6 routes. Only a default route will have a mask length of O (as it will match anything).

Gateway: This is the IP address of the gateway. Valid format is dotted decimal notation or a waichdftion.
Gateway and Network must be of the same type.

Next Hop VLAN (Only for IPv6)he VLAN ID of the specific IPv6 interface associated with the gateway. The given VID
ranging from 1 to 4095 will be effective only when the corresponding IPv@&aateis valid. If the IPv6 gateway

address is lirkocal, it must specify the next hop VLAN for the gateway. If the IPv6 gateway address is-loaglink

the device will ignore the next hop VLAN for the gateway.

4.3.1.4 System NTP
Setup the Network Tim Protocol configuration, to synchronifieK A & RIGcKth @6varktime.

NTP Configuration

Enabled v
LELTETR N | 59.124.196.83

Server 2 JpteEi NN

Server 3 QEla Rl

Server 4

Server 5

Save || Feset

Mode: Configure the NTP mode operation. Possible modes are:
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Enabled:Enable NTP client mode operation.
Disabled:Disable NTP client mode operation.

Server #Enter thelPv4 or IPv6 address of an NTP server. IPv6 address isfiit 1#@8ords represented as eight fields

of up to four hexadecimal digits with a colon separating each field (:). For example, 'fe80::215:c5ff:fe03:4dc7'. The
symbol " is a special syntax thedn be used as a shorthand way of representing multipkeii§roups of contiguous

zeros; but it can appear only once. NTP servers can also be represented by a legally valid IPv4 address. For example,
':192.1.2.34'. The NTP servers are tried in numerder. If 'Server 1' is unavailable, the NTP client will try to contact

'Server 2'.

4.3.1.5 System Time

Setup the device time.

Time Zone Configuration

Time Zone Configuration
Time Zone (GMT-05:00) Bastern Tirae (US and Canada) v
Acronym EST ( 0-16 characters )

Daylight Saving Time Configuration

Daylight Saving Time Mode
Daylight Saving Time Q=T

Start Time settings

Minutes

Minutes

Offset settings

- 1440) Minutes

Save || Feset

The setting example above is for Eastern Standard Time in the United States. Daylight savings time starts on the
second Sunaly in March at 2:00AM. Daylight savings ends on the first Sunday in November at 2:00AM. The daylight
savings time offset is 60 minutes (1 hour).

Time Zone Configuration

Time Zonelists various Time Zones worldwi&elect appropriate Time Zone from tieop down and click Save to
set.

Acronym: Set the acronym of the time zone.

Daylight Saving Time Configuration
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Daylight Saving TimeThis is used to set the clock forward or backward according to the configurations set below for a
defined Daylight &/ing Time duration. SeledDisabl€ to disable the Daylight Saving Time configuration. Select
oRecurring and configure the Daylight Saving Time duration to repeat the configuration every year. @ébeet
Recurring and configure the Daylight Saving Einhuration for single time configuration. (DefaidDisabled)
Recurring& Non-RecurringConfigurations:

Start time settings Select the starting week, day, month, year, hours, and minutes.

End time settingsSelect he ending week, day, montleay, hours, and minutes.

Offset settings Enter the number of minutes to add during Daylight Saving Tihe.allowed range ik to 1440

4.3.1.6 System Log Configuration

Configure System Log on this page.
System Log Configuration

Server Mode:This sets the server mode opéin. When the mode of operation is enabled, the syslog message will
send out to syslog server (at the server address). The syslog protocol is based on UDP communication and received on
UDP port 514. Syslog server will not send acknowledgments back setiger since UDP is a connectionless protocol

and it does not provide acknowledgments. The syslog packet will always send out, even if the syslog server does not
exist. When the mode of operation is disabled, no syslog packets are sent out.

Server AddressThis sets the IPv4 host address of syslog server. If the switch psdid® feature, it also can be a
host name.

Syslog LevelThis sets what kind of messages will send to syslog server. Possible levels are:
Info: Send information, warnings and ers.
Warning:Send warnings and errors.

Error: Send errors only.
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4.3.2 Power Saving

EEE is a power saving option that reduces the power usage when there is low or no traffic utilization. EEE was
developed through the IEEE802.3az task force ofribtitute of Electrical and Electronic Engineers (IEEE).

EEE works by powering down circuits when there is no traffic. When a port gets data to be transmitted all circuits are
powered up. The time it takes to power up the circuits is called wakeup time dé&fault wakeup time is 17 us for

1Gbit links and 30 us for other link speeds. EEE devices must agree upon the value of the wakeup time in order to
make sure that both the receiving and transmitting device has all circuits powered up when traffic mitteadsThe

devices can exchange wakeup time information using the LLDP (Link Layer Discovery Protocol) protocol.

EEE works for ports in autegotiation mode, where the port is negotiated to either 1G or 100 Mbit full duplex mode.

For ports that are not EEcapable the corresponding EEE checkboxes are grayed out and thus impossible to enable
EEE for.

When a port is powered down for saving power, outgoing traffic is stored in a buffer until the port is powered up
again. Because there are some overhead imitug the port down and up, more power can be saved if the traffic can

be buffered up until a large burst of traffic can be transmitted. Buffering traffic will give some latency in the traffic. Fo
traffic that should not be held back, urgent queues mayabsigned to reduce latency yet still result in overall power
saving.

4.3.2.1 Configuration
Configure EEE (EnefBfficient Ethernet) as well as Ethernet power savings.

Port Power Savings Configuration

Port Cenfiguration

Port | ActiPHY | PerfectReach

19

FOGAtNQMAL ] , n g2NJa o6& f26SNRAYy 3T {KS TheportSdNgovdeugfol shottl2 NIi

moment in order to determine if an Ethernet cable is inserted. For ports with no cable connection, the PHY remains
powered down to save energy.

¢

t SNFSOGWSNIDEAGwWSEF OKun Aa Fy2iKSNI L2 ¢ S NBs Byldétdrmyiring tieScalftel y A & Y

length and lowering the Ethernet transmit power for ports with short cables.
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4.3.3 Ports

This page displays current port configurations and allows some configuration here.

Port Configuration Refresh
[ FowComt | PC | Marimum| Gxcossve | Fome
Description Dupiex — Frame Collision Length
-mmmmmm
v = v
1 Down Auto v x x 10240
2 . Down Auto v X x 07| 10240
3 @® Down Auto v X X 07| 10240
4 @® Down Auto v X x 07| 10240
5 @® Down Auto v X X 07| 10240
3 @® Down Auto v X x 07| 10240
7 @® Down Auto v X X 07| 10240
3 @® Down Auto v X x 07| 10240
9 @® Down Auto v X X 07| 10240
10 @® Down Auto v X x 07| 10240
1 @® Down Auto v X X 07| 10240
12 @® Down Auto v X x 07| 10240
13 @® Down Auto v X X 07| 10240
14 @® Down Auto v X x 07| 10240
15 @® Down Auto v X X 07| 10240
16 @® Down Auto v X x 07| 10240
17 @® Down Auto v X X 07| 10240
12 @® Down Auto v X x 07| 10240
19 @® Down Auto v X X 07| 10240
20 @® Down Auto v X x 07| 10240
21 @® Down Auto v X X 07| 10240
22 @® Down Auto v X x 07| 10240
23 @® Down Auto v X X 07| 10240
24 @® Down Auto ¥ = ‘ ‘ X x 07| 10240
25 @ Dom Auto e v @ © x X o7 10240 Discard v
ZE @® Down Auto e B @ W @ X X 07 10240 Discard ¥
27 @® Down Auto VB B @ ® @ X X 07 10240 Discard ¥
i @® Down Auto e B @ W @ X X 07 10240 Discard ¥
29 @ Dom DGbps FOX__ v x x o7 10240
20 @® Do DGbps FOX__ v X i o7 10240
31 @ Dom DGbps FOX__ v x x o7 10240
2 @® Do DGbps FOX__ v v X i3 o7 10240
e v @ v @ X x o7 10240 Discard v

3 167X Auto

Save || Reset

Port: The number of each port.

Description:Specify an alternate and descriptive name for a given [Byrtconvention, this is the node's fullpalified
domain name. A domain name is a text string drawn from the alphabgt %), digits (€9), minus sign-J. No space
characters are permitted gsart of a name. The allowed string length is 0 to 40.

Link: The current link state for each port is displayed graphically. Green indicates the link is up and red indicates that it
is down.

Current SpeedThis column provides the current link speed angléx mode (Auto, 100Mbps FDX, 1Gbps FDX) of
each port.

Configured SpeedThis pull down selects any available link speed for the given switch port. Only speeds supported by

the specific port are shown.
| Disabled

100Mbps FDX
| 1Gbps FDX

Possiblefiber port settings are:
Disabled Disables the switch port operation.
Auto - Port auto negotiating speed with the link partner, selecting the highest speed that is compatible with
the link partner and negotiating the duplex mode.
100Mbps FDXForces the port to 100Mbps full duplex mode.
1Gbps FDX Forces the port to 1Gbps full duplex
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Disabled

10Mbps HDX

10Mbps FDX

100Mbps HDX
100Mbps FDX
1Gbps FDOX

Possiblecopperport settings are:
Disabled Disables the switch port operation.
Auto nego- Port auto negotiating speed with the link partner, selecting the highest speed that is compatible
with the linkpartner.
10Mbps HDXForces the port to 10Mbps half duplex mode.
10Mbps FDXForces the port to 10Mbps full duplex mode.
100Mbps HDXForces the port to 100Mbps half duplex mode.
100Mbps FDXorces the port to 100Mbps full duplex mode.
1Gbps FDX¥orceshe port to 1Gbps full duplex.

Disabled
1Gbps FDX
10Gbps FDX

Possible uplink port settings are:
Disabled Disables the switch port operation.
1Gbps FDXorces the port to 1Gbps full duplex.
10Gbps FDXorces the port to QGbps full duplex.

Flow Control:The Current Rx columimdicates whether pause frames on the port are obeyed, and the Current Tx
column indicates whether pause frames on the port are transmitted. The Rx and Tx settings are determined by the
result of the last AuteNegotiation. Check the configured column teeud®w control. This setting is also related to the
setting for Configured Link Speed.

PFCWhen PFC (802.1Qbb Priority Flow Control) is enabled on a port then flow control on a priority level is
enabled. Through the Priority field, range (one or morepriorities can be configuredor example:0-3,7'

which equals '0,1,2,3,7'. PFC is not supported through auto negotiation. PFC and Flowcontrol cannot both
be enabled on the same port.

Maximum Frame SizeEnter the maximum frame size allowed for the ®hiport, including FCS. This switch supports
up to 9600 byte packets.

Excessive Collision Modéerhis setting configures the port transmit collision behavior to either "Discard" (Discard
frame after 16 collisionsdefault) or to "Restart" (Restart bacKaflgorithm after 16 collisions).

Frame Length ChecKhis setting onfigures if frames with incorrect frame length in the EtherType/Length
field shall be dropped. An Ethernet frame contains a field EtherType which can be used to indicate the
frame payloa size (in bytes) for values of 1535 and below. If the EtherType/Length field is above 1535, it
indicates that the field is used as an EtherType (indicating which protocol is encapsulated in the payload of
the frame). If "frame length check" is enabledrfres with payload size less than 1536 bytes are dropped, if
the EtherType/Length field doesn't match the actually payload length. If "frame length check" is disabled,
frames are not dropped due to frame length mismatch. Note: No drop counters count frémopged due

to frame length mismatch
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4.3.4DHCP
The configuratios under the 'DHCP menu includeDHCP Server, DHCP Snooping and DHCP Relay

— DHCP
= Senver

= Mode

= Excluded IP
= Pool

= Snooping

= Relay

4.3.4.1 Server
43.4.1.1 Mode

DHCP Server Mode Configuration

Global Mode

LGl | Disbiot v |

VLAN Mode

Delete | VLAN Range | Mode

Add VLAN Range

Save || Reset

Global Mode

Mode: Enable or disablDHCP server mode. When enabled, thégide can act as a DHCP server prodide IP

address to clientthat request for one

VLAN Mode

/ tA01 a@!'RR x=[!b wlky3daS¢ G2 ONBIFGS I ySg SyiNRo®

VLAN RangeEnterthe VLAN Range in which DHCP server is enabled or disabled. The starting VLAIN ID must be
smaller than or equal to the ending VLAN ID. If there is only one VLAN ID, then it can be entered either in starting or
ending VLAN ID field.

Mode: Indicates the operation mode per VLAN.

Enabled:Enable DHCP server per VLAN.

Disabled:Disable DHCP sar per VLAN.

NOTEI{f you would like to disable DHCP serveanexisting VLAN range, then follow the steps below.
1. 'RR 2yS G!RR z[!Db wly3aS¢ SyiaNERo®

2. Enter the VLAN range that you want to disable.

3. / K22aS8S G5Aalof SR¢ Y2RSo

4. | £t A01 a{l @S¢ (2 ILIWXe&e GKS OKIy3aSo
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4.3.4.1.2Excluded IP
DHCP Server Excluded IP Configuration

Excluded IP Address

Delete IP Range
Delete e

Add TP Fange

Save || Resst

/ £ A01 a! Rdsetlup IP pobl yadgs. ¢

IP RangeEnter the starting and endg IP address that are not allocated to DHCP clients. The starting IP address must
be smaller or equal to the ending IP address. If there is améyexcluded IP address, it can be entered either in
starting or ending IP address field. The total Excluded IP address ranges can be supported is 16.

4.3.4.1.3Pool

DHCP Server Pool Configuration

Pool Setting

Subnet 5
Delete Name Type IP Mask Lease Time

Delete - - - 1 days 0 hours 0 minutes

Add New Pool

Save || Feset

/I tA01 ! RR bS¢g t22f¢ e maxitngm éntrigs Supporfedaple (2 (GKS fAal®

Name:Enter the pool nhame for this entrAll printable characters are supported except white space. Click on the pool
name after save to configure its detailed settings.

Type:Display whicltype the pool is. The displayed options include Networ{ R | 264 (Ada LRFA &L | @ SRT A
field hasnot been defined yet.

IP: Display network number of the DHCP address phoké 6A & RA & LI I @ SR AG YSIya GKAA

Subnet MaskDisplay subnet mask of the DHCP addres§ pdodL R ad RAaLJX I @SR Ad YSIya K.
defined yet.

Lease TimeDisplay the lease time of the configured pool.

Click on the pool name to configure its detailed settings.
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DHCP Pool Configuration

Pool

tame I

Setting

Subnet Mask

Lease Time

Domain Name

Broadcast Address

Default Router

DNS Server

NTP Server

days (0-365)
hours (0-23)
minutes (0-59)

Name:Select the pool name that you want to configurerfr the pulidown menu.

Setting

Pool NameDisplay the pool name for this configured entry.

Type:Select the pool type.

IP: Specify the network IP of the DHCP address pool.

Network: The pool defines a pool of IP addresses to service more than one DHCP client.

Host: The pool services for a specific OMClient identified by client identifier or hardware address.

Subnet MaskSpecify subnet mask of the DHCP address pool.

Lease TimeSpecify lease time that client needs to send requests to the DHE@Rrer for renewed IP address. If all
GdKS

|.
Domain Name Specify the domain name that a client use when resolving hostname via DNS.
Broadcast Address; LIS OA F &

Default Router{ LISOA F& |

NS

nQazx

GKSy Al

YSIya

iKS

fAad

27T

ONRIF ROl &

Lt

tSha

I RR

I &RNB & a

S GAYS Aa

NBaasSa

DNS ServerSpecify a list of Domain Name System name servers available to the client.

NTP ServerSpecify a list of IP addresses indicating NTP servers availabéedlent.

Ay dzaS

T2NJ NP dzii SN&

AYTFAYAGSO®

2y
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NetBios Node TypeSelectNetBIOS node type option to allow Netbios over TCP/IP clients which are configurable to
be configured as described in RFC 1001/1002.

NetBIOS Scopépecify the NetBIOS over TCP/IP scope parameter for the cligneé@fied in RFC 1001/1002.
NetBIOS Name Servebpecify a list of NBNS name servers listed in order of preference.

NIS Domain NameSpecify the name of the client's NIS domain.

NIS ServerSoecify a list of IP addresses indicating NIS servers alaitathe client.

Client Identifier. Specify client's unique identifier to be used when the pool is the type of host.

Hardware AddressSpecify client's hardwar@MAC) address to be used when the pool is the type of host.

Client Name Specify the nam of client to be used when the pool is the type of host.

Vendor1~8 Class ldentifier Specify to be used by DHCP client to optionally identify the vendor type and
configuration of a DHCP client. DHCP server will deliver the corresponding option 48 splecmation to the client

that sends option 60 vendor class identifier.

Vendor 1~8 Specific Information Specify vendor specific information according to option 60 vendor class identifier.

4.3.4.2 DHCPsnooping

DHCP Snooping allows the switch totect a network frombeingattacked by other devices or rogue DHCP servers.
When DHCP Snooping is enabled on the switch, it can filter IP traffic on insecure (untrusted) ports that the source
addresses cannot be identified by DHCP Snooping. The addesssgsed to connected clients on insecure ports can

be carefully controlled by either using the dynamic binding registered with DHCP Snooping or using the static binding
configured with IP Source Guard.
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DHCP Snooping Configuration

Snooping Mode QIMEETE RS

Port Mode Configuration

Port Mode
<=

Trusted
Trusted
Trusted
Trusted
Trusted
Trusted
Trusted
Trusted
9 | Trusted
10 Trusted
11 | Trusted
12 | Trusted
13 | Trusted
14 | Trusted
15 | Trusted
16 | Trusted
17 Trusted
18 Trusted
19 Trusted
20 | Trusted
21 | Trusted
22 | Trusted

23 | Trusted
P4 | Trictad

CoO = @ e W R =y

LRI R R R R R R R N R R R R R R R R R R R R R R R

DHCP Snooping Configuration

Snooping ModeEnale or disable DHCP Snooping function globs¥igen DHCP snooping mode operation is enabled,
the DHCP request messadesm trusted portswill be processea@nd only allow reply packets from trusted ports.

Port Mode Configuration

Port: Port number. "Par*" rules apply to all ports.

Mode:{ St SOG GKS 5/ 1t {y22LAy3 LEZ2NI Y2RSo® t2NlGa Oty o6S5 a

Trusted: Devices under your administrative network can be set to Trusted sources. DHCP requests from Trusted
ports are procesd.

Untrusted: Host ports (connecting to customer devices) are treated as Untrusted solEE3P Snooping filters
out invalid DHCP messages from Untrusted sources.

4.3.4.3 Relay Configuration
DHCP Relay Configuration
Relay Mode Disabled Ea|
Relay Server 0.0.00
-

DHCP Relay Configuration
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Relay Mode:Enable or disabléhe DHCP relay functionWhen enabled, the agent forwards and transfers DHCP
messages between the clients and server they are not in the same subnet domain. The DHCP broadcast message will
not be flooded for security considerations.

Relay ServerEnter DHt & SNISNJ Lt | RRNX&aa GKFG Aa dzaSR o0& GKS agaii

Relay Information Mode: Enable or disable DHCP Relay option 82 function. Pleasdinitr G &a¢wSf | & a2 RSé
enabled before this function is able to take effect.

Relay Information Paty: Select Relay Information policy for DHCP client that includes option 82 information.

ReplacewSLJ I OS GKS 51/t OtASyd LI OISO AyTF2NNIGAZ2Y GAGK
setting.

KeepY SSLJ GKS Ot ASyidQa 51/t AYF2NNIGA2Yy O

Drop: Drop the packet when it receives a DHCP message that already contains relay information.

4.3.5 Security

Under the security heading are three major icons, switch, network/Ashé

ate Limiters
Control List

spection
Configuration
onfiguration
ble
c Table
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4.3.5.1 Switch
4.3.5.1.1 Users

This page provides an overvi@iithe current users. Currently the only way to login as another user on the web server
is to close and reopen the browser.

Users Configuration

User Name | Privilege Level
admin 15

Add Mew User

By default, there is only one user, 'admin’, assigned the highest privilege level of 15.

Click the entries in User Name colunmedit the existing usersh NJ Of A O1 GKS a!
user entry.

¢
¢
o
w
=™
ax
w
p
o

Add User
Add User

User Settings

User Name

Password

Password (again) L 1 1 1 ]
Privilege Level

Sawe || Reset || Cancel

User NameEnter the new user name.
PasswordEnter the password for this user account.
Password (again)Retype the password for this user account.

Privilege LevelSelect the appropriate privilege level for this user accolihe allowed range is 1 to 15. If the privilege

level value is 15, it can access all groups, i.e. that is granted the fully control of the device. But otheneadlito

refer to each group privilege level. User's privilege should be same or greater than the group privilege level to have
the access of that group. By default setting, most groups privilege level 5 has themlyadccess and privilege level

10 has the reagdvrite access. And the system maintenance (software upload, factory defaults and etc.) need user
privilege level 15. Generally, the privilege level 15 can be used for an administrator account, privilege level 10 for a
standard user account and privilege level bdaoyuest account.
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4.3.5.1.2 Privilege Levels

This page provides an overview of the privilege levels.

Privilege Level Configuration

Group Name Configuration Conl'lgurationlExecu isti
Read-only Read/write Read-only
5 v 10 5 v

Aggregation 0
Debug 5y 57 5y 5
DHCP 5 v 10 5 v 0
DHCPV6_Client 5 v 0 5 v o
Diagnoslics 5 v 10 5 v 0
P 5 v 0 5 v A
IPMC_Snooping 5 v 10 5 v 0
JSON_RPC 5 v 107 5 v 0
JSON_RPC_Nofification 5 v 0 5 v 0
LACP 5 v 0 5 v A
LLDP 5 v 10 5 v 0
Laop_Protect 5 v 0 5 v o
MAC_Table 5 v 10 5 v 0
Maintenance 5y 5 15 v 5
MVR 5 v 10 5 v 0
NTP 5 v 107 5 v 0
Ports 5 v 10 [ 0
Private_VLANs 5 v 0 5 v o
Qos 5 v 10 5 v 0
Rirror 5 v 107 5 v 0
Security 5 v 10 5 v 0
sFlow 5 v 107 5 v 0
Spanning_Tree 5 v 10 5 v 0
System 5 v o 1 0
UDLD 5 v 10 5 v 0
UPnP 5 v 0 5 v A
veL 5 v 10 5 v 0

Group Name This name identifieshe privilege group. In most cases, a privilege level group consists of a single
module (e.g. LACP, RSTP or Qaf)alfew of them contains more than one. The following description defines these
privilege level groups in details:

System:Contact, Name, Location, Timezone, Daylight Saving Time, Log.

Security: Authentication, System Access Management, Port (contBiotlx port, MAC based and the MAC
Address Limit), ACL, HTTPS, SSH, ARP Inspection, IP source guard.

IP: Everything except 'ping'.
Diagnostics:ping'.

Maintenance:CLi System Reboot, System Restore Default, System Password, Configuration Save,afionfigur
Load and Firmware Load. Walisers, Privilege Levels and everything in Maintenance.

Debug:Only present in CLI.
Privilege LevelsEvery group has an authorization Privilege level for the following sub groups:
configuration readonly
configuratbn/execute readwrite
status/statistics reaebnly
status/statistics reaewrite (e.g. for clearing of statistics)

User Privilege should libe same or greater than the authorization Privilege level to have access to that group.
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4.3.5.1.3 Auth Method

This page allows you to configure how usesre authenticated whenthey log into the switch via one of the
management client interfaces.
Authentication Method Configuration

Client

console | local
telnet local
ssh local
http local

4 a4«

a|cfa|B

console | no v 0

telnet no v 0

ssh no v 0

console | no M

telnet no v

ssh no v

Save || Reset

Authentication Method Configuration

Client: The management client for which the configuration below applies.
Methods: Method can be set to one of the following values:
no: Authentication is disabled and login is not possible.
local: Use the local user database on the switch for authentication.
radius:Use remote RADIUS server(s) for authentication.

tacacs+Use emote TACACS+ server(s) for authentication.

Note: Methods that involve remote servers will time out if the remote servers are offline. In this case the next
is tried. Each method is tried from left to right and continues until a method either egpmar rejects a user. |
remote server is used for primary authentication it is recommended to configure secondary authentication &
This will enable the management client to login via the local user database if none of the configured aattba
servers are alive.

Command Authentication Method Configuration

Client: The management client for which the configuration below applies.
Methods: Method can be set to one of the following values:

no: Authentication is disabled and login is rgmissible.

local: Use the local user database on the switch for authentication.

radius:Use remote RADIUS server(s) for authentication.
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tacacs+Use remote TACACS+ server(s) for authentication.
Cmd LvlAuthorize all commands with a privilege level ld@gthan or equal to this level.

Cfg cmd-Authorize configuration commands.

Accounting Method Configuration

Client: The management client for which the configuration below applies.
Methods: Method can be set to one of the following values:
no: Authertication is disabled and login is not possible.
local: Use the local user database on the switch for authentication.
radius:Use remote RADIUS server(s) for authentication.
tacacs+Use remote TACACS+ server(s) for authentication.
Cmd LvlAuthorize dlcommands with a privilege level higher than or equal to this level.

ExecEnable Exec (login) accounting.

4.3.5.1.4 SSH

Configure SSH on this page.
S5H Configuration

IGGN | Enabled v

Bave || Reset

Mode: Indicates the SSH mode operation. Possible modes are:
Enabled:Enable SSH mode operati®y default, SSH mode operation is enabled.

Disabled:Disable SSH mode operation.

NOTESSH is preferred to Telnet, unless the management network is trusted. Telnet passes authentication cre
in plain text, making those credentials susceptiblpdoket capture and analysis. SSH provides a secure authent
method. The SSH tinis devicauses version 2 of SSH protocol.
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4.35.1.5HTTPS
Configure HTTPS on this page.

' HTTPS Configuration
Disabled v
Automatic Redirect [IBEELIEG)
Certificate Maintain JEE] v
Certificate Status Switch secure HTTP certificate is presented

Save | Reset

Mode: Indicates the HTTPS operation mode. When the current connectldhi®S and HTTPS mode operation is
disabled, web browser will automatically redirect to an HTTP connection. Possible modes are:

Enabled:Enable HTTPS mode operation.

Disabled:Disable HTTPS mode operation.
Automatic Redirect: Indicates the HTTPS reelit mode operation. It applies only if HTTPS mode "Enabled"” is selected.
Automatically redirects HTTP of web browser to an HTTPS connection when both HTTPS mode and Automatic Redirect
are enabled. Possible modes are:

Enabled:Enable HTTPS redirect neodperation.

Disabled:Disable HTTPS redirect mode operation.
Certificate Maintain:Select a way to either upload or generate a certificate.

Certificate Pass Phras€onfigure private key pass phrase. The allowed string length is 0 to 60.

Cettificate File: Indicates a way (either Web Browser or URL) to upload a certificate file.

Private Key Fileindicates a private key file for uploading.

4.3.5.1.6 Access Management Configuration

Configure the access management table on this pagenfd@mum number of entries is 16. If the application's type
matches any one of the access management entries, it will be allowed access to the switch.

Access Management Configuration

[\OGES | Enabled v

Delete | VLAN ID Start IP Address End IP Address HTTP/HTTPS | SNMP | TELNET/SSH
Delete 1 192,168,049 192.168.04%9
Add Mew Entey
Save || Reset
/]t A0] G(KS 4!'RR bS¢ 9yiNBE odzitizy G2 AyasSNI I yS3Sé SyiNe

Mode: Indicates the access mag@ment mode operation. Possible modes are:
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VLAN ID Indicates the VLAN ID for the access management entry.

Start IP addressindicates the startP address for the access management entry.

End IP addressindicates the end IP address for the access management entry.

HTTP/HTTPSCheckedndicates that thematchedhost can access theviich from HTTP/HTTPS interface.

SNMP Checkedridicatesthat the matchedhost can access the switch from SNMP.

TELNET/SSHndicates that thanatchedhost can access the switch from TELNET/SSH interface.

/£ A O‘[ 0KS

next save

/£ A O‘[ 0KS

/£ A O‘[ 0KS
4.3.5.1.7SNMP

G5St SiS¢ -insatigd @rry orséletthélddeckbax $o rdmows & saded entturing the

4.3.5.1.7.1SNMP System Configuration

Configure SNMP on this page.

SNMP System Configuration

Version

Read Community

Write Community

Engine ID

Save || Reset

GGAy3a 2N OKIFy3aSao

ax
w
[N

al @S

&

NBadgz2N OKIFy3aSR aSidAay3a

Enabled

SMNMFE vie

pklic:

private

BO00CT7ES01 PHO0000]

Mode: Indicates the SNMP mode operation. Possible modes are:

Enabled:Enable SNMP mode operation.

Disabled:Disable SNMP mode operation.

Version Indicates the SNMP supported version. Possible versions are:

SNMP v1Set SNMP supported version 1.

SNMP v2cSd SNMP supported version 2c.

SNMP v3Set SNMP supported version 3.
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Read Community Indicates the community read access string to permit accedst&NMP agent. The allowed string
length is 0 to 255, and the allowed content is the ASCII charactersdix21 to OX7E

Write Community Indicates the community write access string to permit accesthéoSNMP agent. The allowed
string length is 0 to 255, and the allowed content is the ASCII charactersOk@into OX7E These two fields are
applicable aly for SNMP version v1 or v2c. If SNMP version is v3, the community string will be associated with
SNMPv3 communities tablSNMPvJrovides more flexibility to configure security name than a SNMPv1 or SNMPv2c
community string. In addition to communityrgig, a particular range of source addresses can be used to restrict
source subnet.

Engine IDIndicates the SNMPv3 engine ID. The string must contain an even ny{imldeexadecimal format) with
number of digits between 10 and 64, but-aéiros and allF's are not allowed. Chang¢o the Engine ID will clear all
original local users.

4.3.5.1.7.2 SNMP Trap Configuration
Configure SNMP trap on this page.

Trap Configuration

Global Settings

Mode

Trap Destination Configurations

Delete | Name | Enable | Version | Destination Address | Destination Port

Add Mew Entey

Save || Reset

Global Settings

Mode: Globally enable or disable trap function.

I £t A01 GKS atoRdert bSSIMP teay antNE® ¢

SNMPTrap Configuration
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' SNMP Trap Configuration

Trap Config Name

Disabled v
Trap Version SHMEF w2e v
Trap Community Fublic
Trap Destination Address
Trap Destination Port 162
Trap Inform Mode Disabled v

Trap Inform Timeout (seconds) QK

Trap Inform Retry Times 5
Trap Probe Security Engine ID [QsEEs
Trap Security Engine 1D

Trap Security Name Mene

SNMP Trap Event

[J* Clwarm Start [CIcold Start
Linkup ®

(NTCHETEN [+ Link down @)
LLDP ®none O specific O all switches

[[J* ] Authentication Fail

Switch || CIRMON

e (U specific O all switches
none (U specific () all switches

| Save || Reset

Trap Config Namdndicates a descriptive name for this SNMP trap entry.
Trap Mode: Indicates the SNMP trap mode operation.
Enabled:Enable SNMP trap mode operation.
Disabled:Disable SNMP trap mecbperation.
Trap Version:Indicates the SNMP trap supported version. Possible versions are:
SNMP v1Set SNMP trap supported version 1.
SNMP v2cSet SNMP trap supported version 2c.
SNMP v3Set SNMP trap supported version 3.

Trap Community:Indicates the community access string when sending SNMP trap packet. The allowed string length is
0 to 255, and the allowed content is ASCII characters w21 to Ox7E

Trap Destination Addresstndicates the SNMP trap destination address. It allowdid ¥ address in dotted decimal
notation ('x.y.z.w'). Also allowed is a valid hostname. A valid hostname is a string drawn from the alpkalset A
digits (09), dot (.) and dash); Spaces are not allowed. The first character must be an alphaatbgrand the first
and last characters cannot be a dot or a dash.

Trap Destination port:Indicates the SNMP trap destination port. SNMP Agent will send SNMP message via this port,
the port range is 1~65535. The default SNMP trap port is 162.

Trap Infeom Mode: Indicates the SNMP trap inform mode operation. Possible modes are:
Enabled:Enable SNMP trap inform mode operation.
Disabled:Disable SNMP trap inform mode operation.

Trap Inform Timeout (seconds)indicates the SNMP trap inform timeout. Thkowed range is 0 to 2147.
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Trap Inform Retry TimesIndicates the SNMP trap inform retry times. The allowed range is O to 255.

Trap Probe Security Engine IIndicates the SNMP trap probe security engine ID mode of operation. Possible values
are:

Enabled:Enable SNMP trap probe security engine ID mode of operation.

Disabled:Disable SNMP trap probe security engine ID mode of operation.
Trap Security Engine IDindicates the SNMP trap security engine ID. SNMPv3 sends traps and inferidSMsfo
authentication and privacy. A unique engine ID for these traps and informs is needed. When "Trap Probe Security
Engine ID" is enabled, the ID will be probed automatically. Otherwise, the ID specified in this field is used. The string
must contain an evenumber (in hexadecimal format) with number of digits between 10 and 64, betelbs and all
'F's are not allowed.
Trap Security Name Indicates the SNMP trap security name. SNMPv3 traps and inforeridSid for authentication

and privacy. A unique sedty name is needed when traps and informs are enabled.

SNMP Trap Event

SNMP Trap Event

LI [ 1+ [1Warm Start [Cold Start
Link up ® none O specific O all switches
ILELELE [ [+ Link down @ none O specific O all switches
LLDP ®none O specific O all switches
[[J* [[] Authentication Fail
Switch  EEgEEN CIRMON

System: The system trap events include the following.

Warm Start:The switch has been rebooted from an already powered on state.

Cold StartThe switch has booted from a povesl off or due to power cycling (power failure).
Interface: Indicates the Interface group's traps. Possible traps are:

Link Up:none/specific/all ports Link up trap.

Link Down:none/specific/all ports Link down trap.

LLDPnone/specific/all ports LLD@.ink Layer Discovery Protocol) trap.

When the "specific" radio button is selected, a popup graphic with port checkboxes allows selection specific ports.
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| Port | Link up | Link down [ LLDP

Save || Resel

AAA: Authentication, Authorization and Accounting; A trap will be issued at any authentidaiiare.
Switch: Indicates that the Switch group's traps. Possible traps are:

STPSelect the checkbox ton@bleSTP trapClear to disable STP trap.

RMON:Select the checkbox tcn@ableRMONtrap. Clear to disable RMON trap.

After completing all therp settings, click the "Save" button.

4.3.5.1.7.3SNMPv3 Community Configuration

Configure SNMPv3 community table on this page. The entry index key is Community.

SNMPv3 Community Configuration

Delete | Community Source IP Source Mask
O public 0.00.0 0000
[l private 0.00.0 0,000

Add New Entey Save || Reset

Delete: Check to delete the entry. It will be deleted during the next save.

Communily: Indicates the community access string to permit access to SNMPv3 agent. The allowed string length is 1
to 32, and the allowed content is ASCII characters fd@@1 to Ox7EThe community string will be treated as security
name and map a SNMPv1 or SNiE®egommunity stringThis string is case sensitive.

Source IP Indicates the SNMP access source address. A particular range of source addresses can be used to restrict
source subnet when combined with source mask.

Source Mask Indicates the SNMP acaesource address mask.
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4.3.5.1.7.4SNMPv3 User Configuration
Configure SNMPv3 user table on this page. The entry index keys are Engine ID and User Name.
SNMPv3 User Configuration
Security Authentication | Authentication | Privacy Privacy

Level Protocol Password Protocol | Password
O 800007e5017f000001  default_user MoAuth, MoPriv MNone Naone Mone MNone

Engine ID

Add Mewr Entey Save Reset

Engine ID An octet string identifying the engine ID that this entry should belong to. Thegstmiust contain an even
number(in hexadecimal format) with number of digits between 10 and 64, bireaths and allF's are not allowed.

The SNMPv3 architecture uses the Ubkased Security Model (USM) for message security and the-hased Access

Contol Model (VACM) for access control. For the USM entry, the usmUserEnginelD and usmUserName are the entry's
keys. In a simple agent, usmUserEnginelD is always that agent's own snmpEnginelD value. The value can also take the
value of the snmpEnginelD of emnote SNMP engine with which this user can communicate. In other words, if user

engine ID equal system engine ID then it is local user; otherwisaliemote user.

User Name A string identifying the user name that this entry should belong to. Tloevadl string length is 1 to 32,
and the allowed content is ASCII characters fx81 to Ox7E

Security Level Indicates the security model that this entry should belong to. Possible security models are:
NoAuth, NoPriviINo authentication and no privacy
Auth, NoPriv:Authentication and no privacy.
Auth, Priv:Authentication and privacy.

The value of security level cannot be modified if entry already exists. That means it must first be ensured that the
value is set correctly.

Authentication Protocol Indicates the authentication protocol that this entry should belong to. Possible
authentication protocols are:

None:No authentication protocol.
MD?5: An optional flag to indicate that this user uses MD5 authentication protocol.
SHA:AN optional fag to indicate that this user uses SHA authentication protocol.

The value of security level cannot be modified if entry already exists. That ntaaast firstbe ensured that the
value is set correctly.

Authentication Password:A string identifyinghie authentication password phrase. For MD5 authentication protocol,
the allowed string length is 8 to 3haracters For SHA authentication protocol, the allowed string length is 8 to 40
characters The allowed content is ASCII characters fix®1 to OX7E

Privacy Protocal Indicates the privacy protocol that this entry should belong to. Possible privacy protocols are:

None:No privacy protocol.

DESAn optional flag to indicate that this user uses DES authentication protocol.
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AESAnN optional flaga® indicate that this user uses AES authentication protocol.

Privacy PasswordA string identifying the privacy password phrase. The allowed string length is 8 to 32, and the
allowed content is ASCII characters fror21 to OX7E

I tAO01 GKS &é¢ RRdzbBDY 9 NAYyaSNI | ySg SyidNe (2 GKS trado

/I £tA01 GKS a5Sft SiSé¢ -insatied@rry orsélettthdddeckbek $o rdmovg & smfed entry during the
next save.

I ftA01 GKS a{l @S¢ odzidz2y G2 al @S asStiay3aa 2N OKIy3aSao

I £t A01 GKS & veSteréchahged sazfingso/the default settings.

4.3.5.1.75 SNMPv3GroupConfiguration
Configure SNMPv3 group table on this page. The entry index keys are Security Model and Security Name.

SNMPv3 Group Configuration

Delete | Security Model | Security Name Group Name
O vi public defanlt_ro_gronp
] vl private default_rw_eroup
O v2c public defanlt_ro_group
] v2c private defanlt_rw_zronp
O usm default_user default_rw_zronp
Add New Entry Sawve || Reset

Security Model: Indicates the security model that this &n should belong to. Possible security models are:
v1: Reserved for SNMPv1.
v2c:Reserved for SNMPv2c.
usm: Userbased Security Model (USM) for SNMPv3.

Security Name:A string identifying the security name that this entry should belong to. Thevadl string length is 1
to 32, and the allowed content is ASCII characters from 0x21 to OX7E.

Group Name:A string identifying the group name that this entry should belong to. The allowed string length is 1 to 32,
and the allowed content is ASCII cheteas from 0x21 to Ox7E.

4.3.5.1.7.6 SNMPv3 View Configuration
Configure SNMPv3 view table on this page. The entry index keys are View Name and OID Subtree.

SNMPv3 View Configuration

Delete | View Name | View Type | OID Subtree
O default_view | incloded v A

Add Mew Brtry Save Eeset
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View Name: A string identifying the view name that this entry should belong to. The alletrédy length is 1 to 32,
and the allowed content is ASCII characters from 0x21 to Ox7E.

View Type: Indicates the view type that this entry should belong to. Possible view types are:
included: An optional flag to indicate that this view subtree shobklincluded.
excluded:An optional flag to indicate that this view subtree should be excluttedeneral, if a view entry's view
type is 'excluded’, there should be another view entry existing with view type as ‘'included' and it's OID subtree
should ovestep the 'excluded' view entry.

OID Subtree:The OID defining the root of the subtree to add to the named view. The allowed OID length is 1 to 128.

The allowed string content is digital number or an asterisk(*).

4.3.5.1.7.7 SNMPv3 Access Configuration

Configure SNMPv3 access table on this page. The entry index keys are Group Name, Security Model and Security Level.

SNMPv3 Access Configuration

Delete | Group Name | Security Model | Security Level | Read View Name | Write View Name
O default_ro_group any NoAuth, NoPriv default_view v Mene v
O default_rw_group any NoAuth, MoPriv default_view v default_view v

Add Mew Entey Save || Reset

Delete: Check to delete the entry. It will be deleted during the next save.

Group Name:A string identifying the group name thatithentry should belong to. The allowed string length is 1 to 32,
and the allowed content is ASCII characters fx81 to Ox7E

Security Model: Indicates the security model that this entry should belong to. Possible security models are:
any: Any secuty model accepted(vl|v2c|usm).
v1:Reserved for SNMPv1.
v2c:Reserved for SNMPv2c.
usm:Userbased Security Model (USK&r SNMPv3
Security Level Indicates the securitievelthat this entry should belong to. Possible security models are:
NoAuth, NoPriv:No authentication and no privacy.
Auth, NoPriv:Authentication and no privacy.
Auth, Priv:Authentication and privacy.

Read View Name The name of the MIB view defining the MIB objects for which this request may request the current
values. Thallowed string length is 1 to 32, and the allowed content is ASCII character®x¥dmo Ox7E

Write View Name The name of the MIB view defining the MIB objects for which this request may potentially set new
values. The allowed string length is 13®, and the allowed content is ASCII characters a1 to Ox7E
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4.3.5.1.8RMON
4.3.5.1.8.1RMON Statistics Configuration
Configure RMON Statistics table on this page. The entry index key is ID.

RMON Statistics Configuration

Delete Data Source

Delete 1361212211 0

Add MNew Entry Save || Reset

Delete Check to delete the entry. It will be deéet during the next save.
ID: Indicates the index of the entry. The range is from 1 to 65535.

Data Source Indicates the port ID which wants to be monitored.

4.3.5.1.8.2 RMON History Configuration

RMON History Configuration is to collect statisbosa physical interface to monitor network utilization, packet types,
and errors. A RMON historical record can be used to monitor intermittent problems.

RMON History Configuration

Buckets
Granted

Data Source Buckets

Delete 1361212211, ] 1800 50

Add New Entey Save || Reset
ID: Indicatesthe index of the entry. The range is from 1 to 65535.
Data Source:Indicatesthe port ID which wants to be monitored.
Interval: Indicates the polling interval. By default, 1800 seconds is specified. The allowed ran@@0Iseconds.
Buckets: The number of buckets requested for this entry. By default, 50 is specified. Thedllange is 1 3600.
Buckets GrantedThe number of buckets granted.
/I tA01 GKS ' RR bS¢ 9y(iNRe¢ odzilz2y G2 AyaSNIL | yS¢ SyidNE

/£t AO0] GK
next save

G5St SiSé -insaitad@rary oséletthdldbecikbax $o rdmowvg & saded enthyring the

w

I fA01 GKS a{l @S¢ odzidz2y G2 al @S aStiay3aa 2N OKIy3aSao
K

ax

/I tA01 GKS awSasSité¢ odzidizy G2 NBad2NB OKIy3aSR aSidiuay3aa i

4.3.5.1.83 RMON Alarm Configuration

RMON Alarm configuration defiespecific criteria that will geneta response events. It can be set to test data over
any specified time interval and can monitor absolute or changing vallaens can also be set to respond to rising or
falling thresholds.
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RMON Alarm Configuration
. Rising Falling Falling
Ll Inzr AL Threshold Threshold | Index
Delete 30/ 136121221 00 |Deta v 0 | RisingOrFalling v 0 0 0 0
Add New Entey Save Reset

ID: Indicates the index of the entry. The range is from 1363b.

Interval: The polling intervalor sampling and comparing the rising and falling threshold. The range is frog*31o
seconds

Variable:The object number of the MIB variable to be sampled. Only variables of the type ifEntry.n.n may be sampled.
Possible variables ataOctets,InUcastPkts, InNUcastPkts, InDiscards, InErrors, InUnknownRouatti3ctets,
OutUcastPkts, OutNUcastPkts, OutDiscards, OutErrorQat@Len.
Sample TypeTest for absolute or relative change in the specified variable.
Absolute: The variable is compared to the thresholds at the end of the sampling period.

Delta: The last sample is subtracted from the current value and the difference is compared to the thresholds.

Value:The statistic value during the last sampling pdri

Startup Alarm:Select a method that is used to sample the selected variable and calculate the value to be compared
against the thresholds.

Rising or FallingTrigger alarm when the first value is larger thhg rising threshold olessthan the fdling
threshold

Rising: Trigger alarm when the first value is larger than the risirgshold.

Falling:Trigger alarm when the first value is less than the fatimgshold.
Rising Thresholdif the current value is greater than the rising thine¢d and the last sample value is less than this
threshold, then an alarm will be triggereéfter a rising event has been generatatother such event will not be
generated until the sampled value hfalen below the rising threshold, reaches the falitnreshold, anggain
moves back up to the rising thresholthe threshold angeis-2147483647 t®2147483647
Rising IndexIndicates the rising index of an event. The range-i63535.
Falling Thresholdtf the current value is less than the fallittgeshold, and the last sample value was greater than this
threshold,then an alarm will be generated. After a falling event has gmmerated, another such event will not be
generated until the sampledalue has risen above the falling threshold, reattee risinghreshold, and again moves
back down to the failing thresholdRange:2147483647 to 2147483647)
Falling Indexindicates the falling index of an event. The range-i§3535.
JtA01 (GKS a!'RR bS6 9yiGNBEé ivdzidG2y G2 AyYaSNI I yS$s SyidNe

/| tA01 GKS a5St SiS¢ -inseded @riry osélektthdlddecikb@x $o rdmovg & saved enttyring the
next save.
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4.3.5.1.84 RMON Event Configuration

RMON Event Configuration page is used to set an action taken when an alarm is triggered.

RMON Event Configuration
Delete ID Desc Type Community Event Last Time
Delete none v puklic 0

Add MNew Entey Save || Reset

Delete: Check to delete the entry. It will be deleted during the next save.
ID: Specify an ID index. The ranig 1- 65535.
Desc:Enter a descriptive comment for this entry.
Type:Select an event type that will take when an alarm is triggered.
None:No event is generated.
Log:When the event is triggered, a RMON log entry will be generated.
snmptrap: Serdsa trap message to all configured trap managers.
logandtrap:Logs an event and sends a trap message.
Community:A passwordlike community string sent with the trapAlthough the community string can be set on this
configuration page, its recommendd that it be defined on the SNMP trap configuration pager to configuring it

here.The allowed characters afie- 127.

Event Last TimeThe value of sysUpTime when an event was last generated for this entry.

4.3.5.2 Network

Port Security Limit Coruf can restrict the number of users that can access the svittha SR 2y dzaSNARAQ a!
and VLAN ID@n a per port basis. Once the number of users that wants to access the switch stceespecified
number, aselectedaction will be taken immediately.

4.3.5.2.1 Limit Control
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Port Security Limit Control Configuration

System Configuration

Mode Disabled v
Aging Enabled [l
Aging Period 360 seconds

Port Configuration

Port Mode Limit Action State | Re-open

e v 4 v

1 | Disabled « 4 HMone Disabled Feopen
2 | Disabled v 4 HMone Disabled Feopen
3 | Disabled w 4 Mone: Disabled Feopen
4 | Disabled v 4 HNone Disabled Feopen
5 | Disabled v 4 Mome Disabled Feopen
6 |Disabled v 4 HMone Disabled Feopen
7 |Disabled w 4 HMone Disabled Feopen
8 | Disabled v 4 Mone: Disabled Recpen
9 | Disabled v 4 HMone Disabled Feopen
10 Disabled v q HMone Disabled Feopen
11 | Disablsd v 4 Mone: Disabled Eeopen
12 Disabled v 4 HNone Disabled Feopen
13 | Disablsd « 4 Mone Disabled Recpen
14 Disabled + 4 HMone Disabled Fecpen
15 | Disabled « 4 HMone Disabled Feopen
16 Disabled v 4 Mone: Disabled Eeopen

System Configuration

Mode: Enable or disable port security limit control globallfyglobally disabled, other modules may still use the
underlying functionality, but limit checks and corresponding actions are disabled.

Aging Enabled: If enabled, secured MAC addresses are subjeeigiog as discussed under Aging Peridith aging
enabled, a timer is started once the ehost gets securedWhen the timer expires, the switch starts looking for
frames from theend-host, andf such frames are not seen within the next Aging Pettioe endhost is assumed to be
disconnected, and the correspondingsources are freed on the switch.

Aging Periodif Aging Enabled is checked, then the aging peceml be set up with the desidevalue. By default, the
aging period is set to 3600 seconds. The alloveedjeis 10- 10,000,000 second

Port Configuration

Port: Display he port numberd t 2 NIi F é NMzf Sa FLILJX & G2 Fff LRNIaAD

Mode: Enable or disable port security limit control on a pertpbasis. To make limit control function work, port
security limit control needs to be enabled globally and on a port.

Limit: The maximum number of MAC addresses that can be secured on this port. The number cannot exceed 1024. If
the limit is exceeded, thcorresponding action is taken.

Action: If the limit is exceeded, the selected action will take effect.
None:Do not allow more than the specified limit of MAC addresses to access on a port. No action istékeher

Trap:If Limit + 1 MAC addressease seen on the port, send an SNMfp. If Aging is disabled, only one SNMP
trap will be sent, but withAging enabled, new SNMP traps will be sent every time the lireitdeeded.

Shutdown:If Limit + 1 MAC addresses is seen on the port, dowtn theport. This implies that all secured MAC
addresses will beemoved from the port, and no new addresses will be learned. Hivére link is physically
disconnected and reconnected on the pdhy disconnecting the cable), the port will remain shut down.réhe
are three ways to re@pen the port:

* Boot the switch

* Disable and renable Limit Control on the port or the switch
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* Click thedReopen button

Trap & Shutdownf Limit + 1 MAC addresses is seenonthe o2 1 K (G KS G¢ NI LX¥ | yR GKS
described above will baken.

State: Display the current state of the port from the port security limit control's point of vighe displayed state
might be one of the following:

Disabled:Limit control is either globally disabled or disabled oroa.p
Ready:The limit is not reached yet.
Limit ReachedThe limit is reached o@ port. Thisstate can only be shown if Action is set to None or Trap.

Shutdown: The port is shut down by the Limit Contrlodule. This state can only be shown if Actisrset to
Shutdown ofTrap & Shutdown.

Reopen Button: If a port is shut down by this module, you may reopen itchgking this button, which will only be
enabled if this is the case. Fother methods, refer to Shutdown in the Action sectidiote that clicking the Reopen
button causes the page to be refreshe, norcommitted changes will be lost.

4.3.5.2.2NAS

Network Access Server configuration is use€ulthe networking environment thatwants to authenticate clients

(supplicants) before they caaccess resources on the protected netwofla effectively control access to unknown
clients,802.1Xdefined by IEEE providesport-basedauthenticationprocedure thatcan preventunauthorized access
to a network by requiring users to first submit crediets for authentication purposes.

A switch interconnecting clients and radius serwgually acts as an authenticator and useEAPOL (Extensible
Authentication Protocol over LANS) to exchange authentication protocol messages with clients and a reBPid& RA

Fdz KSYy GAOFGAZ2Y &SNBSN) (2 OGSNAFEe dzaSNJ ARSydGAde IyR dzaS
configurationseither on the system or on a per port basifo configure backend server, please go to RADIUS
configuration page.

Network Access Server Configuration

System Configuration

Disahled v
Reauthentication Enabled O
Reauthentication Period 3600 seconds
EAPOL Timeout 30 seconds
Aging Period 300 seconds
Hold Time

10 seconds
RADIUS-Assigned QoS Enabled O
RADIUS-Assigned VLAN Enabled O
Guest VLAN Enabled |
Guest VLAN ID 1
2

RADIUS-Assigned | RADIUS-Assigned Guest

QoS Enabled VLAN Enabled | VLAN Enabled | Fort State

Admin State

v
1 |Force Authorized W Globally Disabled | Reauthenticais || Reinitialize
2 Foree Authorized Globally Disabled = Reauthenficate || Reinitialize
3 | Fore Authorized v Globally Disabled | Reauthenticare || Renitialine
4 Fore Authorized Globally Disabled = Reauthenficale || Reinitialize
5 | Fore Authorized v Globally Disabled | Reauthenticare || Reinitialine
6 | Foree Avthorzed v Globally Disabled = Reauthenficale || Reinitialize
7 |Force Authorized v Globallv Disabled | Reauthenticate || Remitialize

System Configuration
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Mode: Enable 802.1X and MAs2ased authentication globally on the switdhglobally disabled, all ports are
allowed to forward frames.

Reauthentication Enabled:Selectthe checkbox to set clients to be -pthenticated after an inteval set in
"Reauthentication Period" field. Rautentication can be used to detect if a new device is attached to a switch port.

Reauthentication PeriodSpecify the time interval for a connected device to beaunthenticated. By default, the re
authenticated period is set to 3600 seconds. The allowed range 36Q0 seconds.

EAPOL TimeoutSpecify the time that the switch waits for a supplicant response during an authentication session
before transmitting a Request Identify EAPOL packet. By deitaislset to 30 seconds. The allowed range 163535
seconds.

Aging PeriodSpecify the period that is used to age out a cligatiowed access to the switch via 802.1X and MAC
based authentication. The default period is 300 seconds. The allowed imf§el1000000 seconds.

Hold Time: The time after an EAP Failure indication or RAGIH&OuUt that a client is not allowed access. This setting
applies to portgunning Single 802.1X, Multi 802.1X, or M#gSed authenticationBy default, hold time iset to 10
seconds. The allowed rangeli@-1000000 seconds

RadiusAssigned QoS Enable8electthe checkbox to globally enable RADIUS assigned QoS.

RadiusAssigned VLAN EnableRADIUSssigned VLAN provides a means to centrally control the VLANioh avh
successfully authenticated supplicant is placed on the switch. Incoming traffic will be classified to and switched on the
RADIUSssigned VLAN. The RADIUS server must be configured to transmit special RADIUS attributes to take
advantage of this feate.

The "RADIU&ssigned VLAN Enabled" checkbox provides a quick way to globally enable/disable-sodt)S
assigned VLAN functionality. When checked, the individual ports' ditto setting determine whether Re&sBidpted
VLAN is enabled on that port. \&h unchecked, RADIW8rver assigned VLAN is disabled on all ports.

Guest VLAN Enable& Guest VLAN is a special VLAN typically with limited network a¥¢ken.checked, the
individual ports' ditto setting determines whether the port can be moved inte$s VLAN. When unchecked, the
ability to move to the Guest VLAN is disabled on all ports.

GuestVLANIDEKA & [ !b L5 A& FdzyOlAzylt 2yteée 6gKSy DdzSaid z[!b
ID is set to if a port is moved into the Gu®4$tAN. The range i§4095.

Max. Reauth. CountThe maximum number dfimes the switch transmits an EAPOL Request Identity frame without
receiving aesponse beforadding a port tahe Guest VLAN. The value can only be chamgezh the Guest VLAN
option isglobally enabled. fie rangeis 1¢255.

Allow Guest VLAN if EAPOL Se&he switch remembers if an EAPOL frame has been received on the port forthe life
time of the port. Once the switch considers whether to enter the Guest VLAN, it will first chkiskdption is enabled

or disabled. If disabled (unchecked; default), the switch will only enter the Guest VLAN if an EAPOL frame has not been
received on the port for the liféime of the port. If enabled (checked), the switch will consider entering thesGu

VLAN even if an EAPOL frame has been received on the port for thienéfef the port. The value can only be
changed if the Guest VLAN optiorgleballyenabled.

Port Configuration

Port: The @ NIi Yy dzYo SNX» at 2NI fFé NYz Sa FLIJe G2 Fff LBR2NIao

Admin State: Select the authentication mode on a port. This setting works only when NAS is globally enabled. The
following modes are available:
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Force AuthorizedIn this mode, the switch will send one EAPOL Success frame when the port link comes up, and
any clent on the port will be allowed network access without authentication.

Force Unauthorizedin this mode, the switch will send one EAPOL Failure frame when the port link comes up,
and any client on the port will be disallowed network access.

Port-Based 82.1X:This mode requires a dotdaware client to be authorized by the authentication server.
Clients that are not dotkaware will be denied access.

Single 802.1XIn Single 802.1X, at most one supplicant can get authenticated on the port at a timealNorm

EAPOL frames are used in the communication between the supplicant and the switch. If more than one

supplicant is connected to a port, the one that comes first when the port's link comes up will be the first one
considered. If that supplicant doesn't pride valid credentials within a certain amount of time, another

supplicant will get a chance. Once a supplicant is successfully authenticated, only that supplicant will be allowed
access. This is the most secure of all the supported modes. In this th&de,dt 2 NIi { SOdee@dtd @ ¢ Y2 R0
secure a supplicant's MAC address once successfully authenticated.

Multi 802.1X:In Multi 802.1X, one or more supplicants can get authenticated on the same port at theAsqme time.
Each supplicant is authenticated indivally and secured in the MAC table usindk S at 2 NI { SOdzNR G & ¢

MAGhbased Auth.: Unlike portbased 802.1X, MARRased authentication do not transmit or receive EAPOL
frames In MAGbased authentication, the switch acts as the supplicant on behalierits. The initial frame (any
kind of frame) sent by a client is snooped by the switch, which in turn uses the client's MAC address as both
username and password in the subsequent EAP exchange with the RADIUSTseréfryte MAC address is
convertedto a string on the following form "eoexxxx-xx-xx", that is, a dash)(is used as separator between the
lower-cased hexadecimal digits. The switch only supportdMB®-Challengeauthentication method, so the
RADIUS server must be configured accorging|

RADIUSAssigned QoS Enable@®electthe checkbox to enable RADHASsigned QoS on a port.
RadiusAssigned VLAN Enable8electthe checkbox to enable RADH4Ssigned VLAN on a port.
Guest VLAN Enable&electhe checkbox to enable Guest VLAN orod.p

Port State:Display the current state of the port from 802.1X authentication point of view. The possible states are as
follows:

Globally Disabled802.1X and MA®Gased authentication are globally disabled.
Link Down:802.1X and MA®Gased autheritation are enabled but there is no link on a port.
Authorized: The port is forced in authorized mode and the supplicant is successfully authorized.

Unauthorized:The port is forced in unauthorized mode and the supplicant is not successfully authoyiztee b
RADIUS server.

X Auth/Y Unauth:The port is in a muksupplicant mode. X clients are authorized and Y are unauthorized.

Restart: Restart client authentication using one of the methatiscribed below. Note that the restart buttons are

only enable wheni KS agA i O0OKQA | dziKSy GA Ol GA2y Coffigsatioh)zandine goat's £ £ & S
Admin State is an EAP®ased or MACBaseadode. Clicking these buttons will not cause settings changetien

page to take effect.

Reauthenticate Schelules reauthentication to whenever thguiet-period of the port runs out (EAP@iased
authentication). FOMAGbased authentication, reauthentication will be attemptedmediately. The button only
has effect for successfuluthenticated clients on the pband will not cause the clients et temporarily
unauthorized.
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Reinitialize This forces theeinitialization of the clients on the port arttiereby a reauthentication immediately.
The clients will transfer tthe unauthorized state while the reauthénation is in progress.

4.3.5.2.3 ACL
ACL is a sequential list established to allow or deny users to access information or perform tasks on the network. In
this switch, users can establish rules applied to port numbers to permit or deny actiondrit rase limit.

4.3.5.2.3.1Ports

ACL Ports Configuration

Port | Policy ID | Action | Rate Limiter ID | Port Redirect i Shutdown State

Disabled
0 (< v <> v Port 1 <> v < MR MR
Port2 ~
Disabled
1 0 [Permit ¥ Disabled v Port 1 Disabled v | |Disabled v | |Disabled ¥ | |Enabled v 0
Port2 ~
Disabled
2 0| Permit ¥ Disabled v Port 1 Disabled ¥ Disabled ¥ | Disabled ¥ | |Enabled ¥ 0
Port2 =
Disabled
3 0 [Permit ¥ Disabled v Port 1 Disabled v | |Disabled v | |Disabled ¥ | |Enabled v 0
Port2 ~
Disabled
4 0| Permit ¥ Disabled v Port 1 Disabled ¥ Disabled ¥ | Disabled ¥ | |Enabled ¥ 0
Port2 =
Disabled
5 0 |Permit v Disabled v Port 1 Disabled v Disabled ¥ | |Disabled ¥ | |Enabled v 0
Port2 ~
Disabled
6 Q) |Permit ¥ Disabled v Port 1 Disabled v | |Disabled v | | Disabled v | |Enabled v 0
Port2 ~
Disabled
7 0 |Permit v Disabled v Port 1 Disabled v Disabled ¥ | |Disabled ¥ | |Enabled v 0
Port2 ~
Disabled
8 Q) |Permit ¥ Disabled v Port 1 Disabled v | |Disabled v | | Disabled v | |Enabled v 0
Port2 ~
Disabled
0 |Permit ¥ Disabled v Port 1 Disabled ¥ Disabled ¥ Disabled ¥ | |Enabled v 0
Port2 =
Disabled
10 0 |Permit ¥ Disabled v Port 1 Disabled ¥ | |Disabled ¥ | | Disabled ¥ | |Enabled v 0
Port2 ~
Disabled
" 0 |Permit ¥ Disabled v Port 1 Disabled ¥ Disabled ¥ Disabled ¥ | |Enabled v 0

Port: The port number.

Policy Id:Assign an ACL policy ID to a particular pérport can only use one policy ID; however, a policy ID can apply
to many ports.The default ID is 0. The allowed ranged2%b.

Adion: Permit or deny a frame based on whether it matches a rule defined in the assigned policy.

Rate Limiter ID{ St SOG I NI 4GS €tAYAGSNI L5 G2 lLWXe G2 | LRNIO®
configuration page.

Port Redirect:Select gort to which matching frames are redirected.

Mirror: Enable or disable mirroring feature. When enabled, a copy of matched frames will be mirrored to the
RSalGAyFGA2y LIE2NI &LISOATA A&based portt mikrdvigBsétdby this2ost@Edr Artkpdrtti A 2 y |
mirroring seton the general Mirror Configuration page are implementedependently. To use A@lased mirroring,

enable the Mirrorparameter on the ACL Ports Configuration page. Then open the Mionfiguration page, set the

Gt 2NI Nu22 W& NNRSE RRE2G NKISGH NBY] dzINBIRZ | yR £ S JS GKS daz2RS¢

Logging:Enable logging of matched frames to the system log. To view log entries, go to System menu and then click
GKS a{eadSYy [23 LYyTFT2NN¥IGA2YE 2LWNA2Yy O

Shutdown:This fiedl is to decide whether to shut down a port when matched frames are seen or not.
State:Select a port state.
Enabled:To reopen a port.

Disabled:To close a port.
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Counters:The number of frames that have matched the rules defined in the selectécypol

4.3.5.2.3.2Rate Limiters

ACL Rate Limiter Configuration

Rate Limiter ID | Rate (pps)

+
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—
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[

[

[ e R o R & L Y R
=

—

[}
—

—

|

=
—

o
—

m
=

Save Reset

Rate Limiter IDDisplay every rate limiter ID.

Rate: Specify the threshold above which packets are dropped. The allowed valueg32'@6J00 pps or 1, 100, 200,
onnXwmnkbpsn nn

Unit: Select the unit of measure usaurate.

4.3.5.2.3.3 Access Control List

Access Control List is to establish filtering rules for an ACL doligy particular port or for all ports. Rules applied to a
port take effect immediately.

Access Control List Configuration Autorefresh [ Refresh | Clear | Remowe 411

Ingress Port | Policy / Bitmask | Frame Type | Action | Rate Limiter | Port Redirect | Mirror | Counter

1 Any Any Permit Disabled Disabled Disabled 0 @+.0

Ingress PortThe ingress port of the acce ¢ 1 NB £ Sy (i habapply {o Slip&t© dr setedt & dgaicular port.
Policy BitmaskThe policy number and bitmask of the ACE.

Frame Type:The type of frame that matches to this rule.

Action: Display the action type, either to permit or deny.

Rate Limiter:Display rate limiter is enabled or disabled when matched frames are found.

Port RedirectDisplay port redirect is enabled or disabled.
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Mirror: Display mirror function is enabled or disabled.
Counter:Display he numberof frames that hag matched any of the rules defined for this ACL.

Click the plus sign to add a new ACE entry.

ACE Configuration
Ingress Port JFAI v Action Permit v
Policy Filter Qe v Rate Limiter [EEUcEL=Y
Frame Type Qg v Logging Disabled v
Shutdown Disabled
Counter 0
MAC Parameters VLAN Parameters
DMAC Filter m VLAN ID Filter QS

Tag Priority Any v

Save || Reset || Cancel

ACE Configuration

Ingress Port{ St SOU G(KS AyaNXBaa LRNI 2F GKS | 00Saa 02y iNRt Sy

particular pat.

Policy Filter:{f St SOiG GKS LRt Aoea
J &

& TFAf
G{LISOAFAOE (2 TFTAEtGSN LSOA

l.j
AO LRtAOd gAGK GKAA '/ 90

Frame TypeSelect a frame type to match. Available frame types includg A&thernet, ARP, IPv4. By default, any
frame type is used.

Action: Selectthe action type, either to permit or deny.

Rate Limiter:Enable or disable the rate limiteshen matched frames are found.
LoggingEnable or disable logging when a frame is rhatt

Shutdown:Enable or disable shutdown a port when a frame is matched.

Counter:Display the number of frames that have matched any of the rules defined for this ACL.

MAC Parameter

SMAC Filter¢ K G @ LIS

S 2 dzNDS a'! I IRy &R f shutce A afldbei$sesdor séledt
G{ LISOAFAOE G2 RS & S S

T / U2
FA 2dz2NDOS a!/ FTRRNBaad ¢KAa aSaiday

N

a

y

DMAC FilterThe type of destination MAC address.
Any:To allow all types of destination MAfddresses
MC:Multicast MAC address

BC:Broadcast MAC address
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UC:Unicast MAC address

Specific:Use this to seltlefine a destination MAC addresghis option is only available when you select Ethernet
frame type.

VLAN Parameters

VLAN ID FilterSéect the VLAN ID filter for this ACE.
Any:b2 [ !b L5 FAEGSNIAA ALISOAFASR® 052y Qi OF NBO
Specific:Specify a VLAN ID. A frame with the specified VLAN ID matches this ACE rule.

Tag Priority:Select the User Priority value found in the VLAN tag to mtistrule.

Ethernet Type Parameter

{StSO0 G9UGKSNYySié¢ FTNIXYS GelLlSs KSy 9GKSNYySidi ¢eLlS Lk

Ethernet Type Parameters

EtherType Filter m

NI Y

Ether Type FilterThis option can only be used to filter Ethernefaimatted packets{ St SOG & { LISOA TA O¢

Ether Type value.

ARP Peameter
{StSOG a!wté FNFXrYS GeLlSs GKSy 9GKSNYySi ¢eL)S LI NFYS

ARP Parameters

ARP/RARP
Request/Reply

ARP Sender MAC Match

RARP Target MAC Maich
Sender IP Filter

Target IP Filter

IP/Ethernet Length

€| €| €| <

Ethernet

ARP/RARPSpecify the type of ARP packet.
Any:No ARP/RARP opcode flag is specified
ARP:The frame must have ARP/RARP opcode set to ARP,
RARPThe frame must have ARP/RARP alacset to RARP
Other: The frame has unknown ARP/RARP opcode flag
Request/Reply Specify whether the packet is an ARP request, reply, or either type.

Any. No ARP/RARP opcode flagecified
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Request Theframe must have ARP Request or RARP Reqpestle flag set

Reply Theframe must have ARP Reply or RARP Ryuigde flagset.

Sender IP Filtef LISOAF& GKS &aSyRSNRa Lt |

¢
¢
Z
&
Qax
Qx
s

Any:No sender IP filter is specified.

Host: Specify the sender IP address.

Network: Specify the sender IP addremsd sender IP mask
Target IP FilterSpecify the destination IP address.

Any: No target IP filter is specified.

Host: Specify the target IP address.

Network: Specify the target IP address and target IP mask.

ARPSenderSMAC Match{ St SO

tS
Aa yzﬁ Sumlf G2
a!/ | RRNBaaod {é

 dicare ¢hat the SHA {Sender Hardware Address) field in the ARP/RARP frame
a2dz2NOS a!/ FRRNBaao {StSOG amé G2 AYR
t SO0 alyeé G2 AYRAOFGS | YFGOK FyR y2i

RARP Target MAC Matcit St SOG ané (G2 AYRAOFGS GKIG GKS ¢1 ! 6¢I NBS
Aa y2G Sldzrtf G2 a2dz2NOS a!/ | RRNBaaod {StSOG ame G2 AYyR
a!/ | RRNBaao {ict &$maich and nbadmatch2z Ay
IP/Ethernet Lengthf St SOG ané¢ G2 AYRAOFGS GKIG 1 [ b 61 FNRgINB ! RF
Slidzl f 2 90KSNYySG o6nEc0 YR GKS t NR(G202f | RR&NBaHN[] Sy 3i
(Hardware Address Length) field in the ARP/RARP frame is equal to Ethernet (0x6) and the Protocol Address Length
FAStR A& Sldz t G2 Lt@n 6nEn0od {StSOG alyeé (2 AYyRAOIGS

IP:{ St SOG4 ané¢ G2 AyRA@Nm& ﬁmBaRtmwuamammuWRNsmm Ws Aa y?2
R LA % e 2

{
AY
Ethernet:{ St SOG ané¢ G2 AYRAOIFGS G KI (RARR fidiRasis néiSequil RoREMEReti(1).{ LI O
{St SO0 amé¢ (G2 AYRAOFGS GKFG 1FNRgFNB ! RRNBaa { LI OS FAS
not a match.

2f ! RRN’aa {LIOS Aa Sldzt G2 Lt onl

IP Parameters
{StSO0 aLt@né FNIYS GeLlSs &KSy (GKS F2fft26Ay3 Lt LI NFYS
IP Parameters

IP Protocol Filter

IP Fragment

IP Option
SIP Filter
DIP Filter

IP Protocol Filter{ St SOG a! y@é3x &L/ atéX a! 5t &3 -down/nersuor IR Ribtacdl K S NE
filtering.
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(0p))

IPTTL{ St Zedddii 2

a YRAOL
82 AYRAOFGS i e

A i GKFd GKS ¢¢[ FAESR Ay NonZem KSI RS
i KI .2 2

z Oy |If aStSOoli aryeé¢ G2 RSy20GS

o
ax

IP Fragment{ S Br@&i (B2 aryvalu@ dresd R Sy 2 (P$4dranie&kwhére the MF bit is setthe FRAG
OFFSET field is greater than zero must mgtisentryPNad R Sy 2 (P$4dranie& whére the MF bit is set or the
FRAG OFFS#Ald is greater than zero must not match this entry

~n L

IPOption{ LISOATFE (KS 2LJiA2ya TFiyacéadaldnhya2FeayEXwindzts Bla{ S
where the options flags set must match thisentdy ¢ b2¢ RSy 20Sa GKF{d t@n FN}IYSa 6K
not match this entry

NJ ¢ T2 milicate aizddific Lt T

SIPFilter{ St SO0 a! yeészs al2ate¢z 2NJ a 2
aSt SOGSR: &2dz ySSR (2

b

K2ad Lt FRRNXaad LT abSdig2N] ¢ A
SIP AddressSpecify a source IP address.
SIP MaskSpecify a source subnet mask.

DIP Filter{ St SO0 a! ye é¢x & INDaRISa0 A2NJ GARS/( A2ANJEA fFHi2SNAY I LT Gl 2

ALISOAFTAO K2ad Lt |RRNBaaod LT abSiGe2N)l¢ Aa aSt SOGSRxI &2
DIP AddressSpecify a destination IP address.

DIP MaskSpecify a dstination subnet mask.

IPv6 Parameters

IPv6 Parameters

Next Header Filter [giFSzy W
SIP Filter Any
Hop Limit Any w

v

Save || Reset || Cancel

Next Header FilterSelect next header filter option. Available options include ICMP, UDP, TCP, Other.

SIPFiter{ St SOG4 | &a2dz2NOS Lt FAEfGSNY a! yeé RSy n@rSedfdefingBIB | y &
filter.

HopLimit{ St SOG a!yeé¢ G2 +tt26 +Fye @FfdsSa Ay (KAa FASEtRO {
T SNR Ydzaid y2i4d 68 FotS (2 YIGOK GKA& SyiNEBdhanmetomdsBy 2 iS4
be able to match this entry.
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4.3.5.2.4 IP Source Guard
4.3.5.2.4.1 Configuration

IP Source Guard Configuration

Mode

Tranzlate dynamic to static

Port Mode Configuration
* ol == v
1 | Disabled v || Unlimited v
2 | Disabled V|| Unlimited. v
3 | Disakled v || Unlimited v
4 | Disabled v || Unlimited. v
5 | Disakled || Unlimited v
6 | Disaled v | Unlimited v
7 | Disakled v || Unlimited v
8 | Disakled v | Unlimited v
9 | Disakled v || Unlimited v
10 | Disabled v | Unlimited v
11 | Disabled v || Unlimited v
12 | Disabled | Unlimited v
13 |Disabled v || Unlimited v
14 | Disabled v | Unlimited v
15 | Disabled v || Unlimited v
AR | Thizakled w1 T Inlivaited w

IP Source Guard Configuration

Mode: Enable or disable IP source guard globally.

Translate dynamic to staticClick this button to translate dynamic ergs to static ones.

Port Mode Configuration

Port:¢ KS L2 NI ydzYoSNIX dat 2NI fFé NHzZ Sa FLLJXeée G2 Fff LRNIao

Mode: Enable or disable IP source guard on a pBlease note that to make IP source guard work, both global mode
and port mode must be enabled.

Max Dynamic ClientsSelect the maximum number of dynamic clients that can be learned on a port. The available
options are 0, 1, 2, unlimitedf the port mode is enabled and the maximum numbedghamic clients is equal 0, the
switch will only forward IP pkets thatare matched in static entries for a given port.

4.3.5.2.4.2Static Table
Static IP Source Guard Table

Delete Port VLAN ID IP Address MAC address

Delete 1 v
Add New Entry

Save |  Reset

Port: Select a port to which a static entry is bound.
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VLAN IDEnter VLAN ID that has been configured.
IP AddressEnter a valid IP address.

MAC AddressEnter a alid MAC address.

/| £tA01 GKS a!RR bS¢ 9yiNRE odzildzy G2 AyaSNI |y SydaNe G2

Selectli KS 458t SGS¢ OKS O duing thenext shiB.Y 2 & GKS Sy iNe

I ftA01 GKS a{l @S¢ odzidiz2y G2 al @S asStiay3aa 2N OKIy3aSao

/ £tA0] GKS awSaSie todefailtdefingd & prélddusly @mMiured setiingsh y 3 a

4.3.5.2.5ARP inspection
4.3.5.2.5.1Port Configuration

ARP Inspection Configuration

L LY | Disabled

Translate dynamic to static

Port Mode Configuration

Port | Mode | Check VLAN | Log Type
e v <> v <>
Disabled ¥ Disabled ¥ None
Disabled * Disabled ¥ None
Disabled ¥ Disabled ¥ None
Disabled ¥ Disabled ¥ None
Disabled ¥ Disabled ¥ None
Disabled ¥ Disabled ¥ None
Disabled ¥ Disabled ¥ None
Disabled ¥ Disabled ¥ None
Disabled * Disabled ¥ None
10 |Disabled ¥ Disabled ¥ None
11 |Disabled ¥ Disabled ¥ None
12 |Disabled * Disabled ¥ None
13 |Disabled ¥ Disabled ¥ None
14 |Disabled ¥ Disabled ¥ None
15 |Disabled * Disabled ¥ None
16 | Disabled v Disabled ¥ None
17 |Disabled ¥ Disabled ¥ None
18 |Disabled * Disabled ¥ None
19 |Disabled * Disabled ¥ None
20 |Disabled ¥ Disabled ¥ None
21 |Disabled ¥ Disabled ¥ None

@ - ® o B W M=

w

a4 4 4| a|a a a|a 4 a a|a] a a|a a a|a/|a a 4«

ARP Inspection Configuration

Mode: Enable or disable ARP inspection function globally.

Port Mode Configuration

Port: The port numberdt 2 NIi fF & Nz Sa& LI & (2 ff LR2NIao

Mode: Enable or disable ARP Inspection on a port. Please note that to make ARP inspection work, both global mode
and port mode must be enabled.

Check VLANENnable or disable check VLAN operation.
Log Type:There are far log types available.

None Log nothing.
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Deny:Log denied entries.
Permit: Log permitted entries.

All: Log all entries.

4.3.5.2.5.2VLAN Configuration
VLAN Mode Configuration

Start from VLAN |1 with | 20 entries per page.

Delete | VLAN ID | Log Type
Delete Mene v

Add MNew Entey

Save | Reset

VLAN IDSpecify ARP Inspection is enabled on which VLANS. First, you have to enabl¢ se¢tipg on Port mode
configuration web page. Only when both Global Mode and Port Mode on a given port are enabled, ARP Inspection is
enabled on this given port. Second, you can specify which VLAN will be inspected on VLAN mode configuration web
page. Tl log type also can be configured on per VLAN setting.
Log Type:There are four log types available.

None:Log nothing.

Deny:Log denied entries.

Permit: Log permitted entries.

All: Log all entries.
/] tA01 GKS a! RR bS¢g 9nflonteabled dzii2y (2 AYyaASNIL Fy Sy
Seleci KS 5SSt SGS¢ OKSO] dungthelnextstiB.Y2 S G KS Sy i NE
I £t A01 GKS a{ I @S éconfiglmédisétyhgsibrchadgesdS y Sot @

I ftAO01 GKS awSaSidé odzit2y G2 NBad2NB afgsiAy3daa G2 RSTI d

ax

4.3.5.2.53 Static Table
Static ARP Inspection Table

Delete Port VLAN ID MAC Address IP Address
Delete 1 v

Add Mew Entry

Save || Reset

Port: Select a port to which a static entry is bound.

VLAN IDSpecify a configured VLAN ID.
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MAC AddressSpecify an allowed source MAC address in ARP request packets.

IP AddressSpecify an allowed source IP addres&RP request packets.

I fA01 GKS a!'RR bS¢ 9YyUiNBEé odzid2y G2 AyaSNL +Fy SyanNr (2
Selecti KS 4558t SGS¢ OKS O] dugngthelhextstwB.Y2 S G KS Sy NE

I £t A01 GKS a{ @S éconfiglmédisétyhgsibrchadgesdS y Sof @

/ £ A 01 (K 8on toweStéreSsétingsaoddefault settings or previously configured settings.

4.3.5.2.5.4Dynamic Table Configuration

Dynamic ARP Inspection Table Autorefresh [| | Refresh || b | o

Start from | Port 1 v, VLAN |1 . MAC address | 00-00-00-00-00-00 | and IP address |0.000 with |20 | entries per page.

Port | VLAN ID | MAC Address | IP Address | Translate to static
Mo more entries

Save || Reset

Port: The port number of this entry.

VLAN IDVLAN ID in which the ARP traffic is permitted.
MAC AddressUser MAC address ofithentry.

IP Addresstser IP address of this entry.

Translate to staticClick the buttorto translate the dynamic entry to static one.

43.5.3AAA
4.3.5.3.1RADIUZ onfiguration

RADIUS Server Configuration

Global Configuration

Timeout 5 seconds
Retransmit 3 times

Deadtime 0 minutes

NAS-IP-Address
NAS-IPv6-Address
NA S-ldentifier

Server Configuration

Delete | Hostname | Auth Port | Acct Port | Timeout | Retransmit | Key

Add Mewr Server

Save || Reset
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Global Configuration

Timeout: The time the switch waits for a replsom an authentication server before it retransmits the request.

Retransmit: Specify the number of times to retransmit request packets to an authentication server that does not
respond. If the server does not respond after the last retransmit is seatswitch considers the authentication server
is dead.

Deadtime: Deadtimeis the period during which the switch will not send new requests to a server that has failed to
respond to a previous request. This will stop the switch from continually tryingritacba server that it has already
determined as deadSetting the Deadtime to a value greater than 0 (zero) will enable this feature, but only if more
than one server has been configure@ihe allowed dedtime range is betweef to 1440minutes.

Key:Spedy the secret key up tosbcharacters. This is shared between the RADIUS sever and the switch.

NASIP-Address:The IPv4 addressused as attribute 4 in RADIUS Acel@ssjuest packets. If this field is left blank, the
IP address of the outgoing interfateused.

NASIPv6Address:The IPv6 addressused as attribute 95 in RADIUS Aceaesguest packets. If this field is left blank,
the IP address of the outgoing interface is used.

NAS Identifier:The identifier, up t®56 characters long, is used adrdtute 32 in RADIUS AcceRequest packets. If
this field is left blank, the NAi8entifier is not included in the packet.

Sever Configuration

Hostname:The hostnamer IP addresfor the RADIUServer.
Auth Port: The UDP port to be used on the RAD$e&er for authentication.
Acct Port:The UDP port to be used on the RADIUS server for accounting.

Timeout: If timeout value is specified here, it will replace the global timeout vdfugu prefer to use the global value,
leawe this field blank.

Retransmit: If retransmit value is specified here, it will replace the global retransmit value. If you prefer to use the
global value, leave this field blank.

Key:If secret key is specified here, it will replace the global secret key. If you prefer tbeuggobal value, leave this
field blank.
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43.5.32TACACS+

TACACS+ Server Configuration

Global Configuration

Timeout 5 seconds

0 minutes

Server Configuration

Delete Hostname Port | Timeout Key
Delete 49

Add Mew Server

Save || Reset

Global Configuration

Timeout: The time the switch waits for a reply fromf&ACACSserver before it retransmits the request.

Deadtime: Deadtime is the period during which the switch will rs®nd new requests to a server that has failed to
respond to a previous request. This will stop the switch from continually trying to contact a server that it has already
determined as dead. Setting the Deadtime to a value greater than 0 (zero) will ethigbfeature, but only if more

than one server has been configured. The allowedtiege range is betweef to 1440minutes

Key:Specify the secret key up to 63 characters. This is shared bem&&CACSever and the switch.

Server Configuration

Hostname:The hostname or IP address for a TACACS+ server.
Port: The TCP port number to be used on a TACACS+ server for authentication.

Timeout: If timeout value is specified here, it will replace the global timeout value. If you prefer to use the )|
leave this field blank.

Key:If secret key is specified here, it will replace the global secret key. If you prefer to use the global value, leave this
field blank.

4.3.6 Aggregation

Compared with adding cost to install extra cables to increaserédundancy and link speed, link aggregation is a
relatively inexpensive way to set up a higlreed backbone network that transfers much more data than any one
single port or device can delivdrink aggregation uses multiple ports in parallel to incrahselink speed. And there

FNB g2 GeliSa 2F | I3INBIFGA2Y GKFG FINB | @FAflFotST yIYSt

Under theAggregatiorheading arewo major iconsstatic and LACP

= Aggregation

= Static
= ACP
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4.3.6.1 Static

Aggregation Mode Configuration

Hash Code Contributors
[Source MAC Address v
[Destination MAC Address
IP Address v
[TCP/UDP Port Number v

Aggregation Group Configuration

Port Members

GrouplD| 1 [ 2 ]3] 415 6] 7 88 0/ H]RIBIMIBI6ITIBIOINIAN2]B]A]5]26 [ z7]a]A]0]3H]52]3

Normal 0 . . . 0 . . . . 0 . . . 0 . . . 0 . . . . 0 . . . 0 . . . . 0 .
1

R NN

9
10
1
12
13
14
15
16

Save || Reset

Aggregation Mode Configuration

Source MAC Addresgill traffic from the sameSource MAC address output on the same link in a trunk.
Destination MAC Addres&ll traffic with the saméestinationMAC addresss output on the same link in a trunk.
IP AddressAll traffic with the same source and destination Rlgess is output on the same link in a trunk.

TCP/UDP Port NumbeAll traffic with the same source and destination TCP/UDP port number is output on the same
link in a trunk.

Aggregation Group Configuration

Group ID:Trunk ID numberd b 2 N I £ ¢ at WoSafgyegatiai I used6 aggregation groups are available for use.
Each group contains at least 28dinks (ports). Please note thaaeh port can only be used once in Group I6L~

Port Members:Select ports to belong to a certain trunk.
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4.3.6.2LACP

The Switch supports dynamic Link Aggregation Control Protocol (LACP) which is specified in IEEE 802.3ad. Static
trunks have to be manually configured at both ends of the link. In other words, LACP configured ports can
automatically negotiate &runked link with LACP configured ports on another devices. You can configure any number

of ports on the Switch as LACP, as long as they are not already configured as part of a static trunk. If ports on other
devices are also configured as LACP, the Switdithe other devices will negotiate a trunk link between them.

‘LACP Port Configuration

Port | LACP Enabled Key Role Timeout | Prio
] < v < v e || 28

1 O oo v Acive v |Fast v | 3278
2 O Ao v Acive v | Fast v | 32768
3 O Ao v Active v Fast v 32768
4 O Ao v Active v Fast v 32768
5 O Ao v Active v| (Fast v | 3278
6 1 Ao v Active v| Rt v | 3278
7 O oo v Active v |Fast v | 32768
8 O Ao v Acive v |Fast v | 32768
9 O Ao v Acive v |Fast v | 32768
10 O Ao v Active v Fast v 32768
" O Ao v Active v Fast v 32768
12 | Ao v Aetive v|  Fast v | 3278
13 O oo v Acive v |Fast v | 32768
14 O oo v Acive v | Fast v | 32768
15 O Ao v Acive v |Fast v | 32768
16 ] Ao v Active v| Fast v | 327
17 O Ao v Active v Fast v 32768
18 O Ao v Active v Fast v 32768
19 O Ao v Active v| (Fast v | 3278
20 O Aot v Acive v | Fast v | 32768

Port: The port number.
LACP Enablednable LACP on a switch port.

Key:¢ KS &l dzizé &aSaiAay3a asia GKS 1S8@ Fa FLLWNRBLNARIGS o8& @
defined key value. The allowed key value range is 1~69388s in an aggregated link group must have the same
LACP port Key. In order to allow a port to join an aggregated group, the port Key must be set to the same value.

Role: The user can seleciteer & ! OQlGdr@S¢aaiA @S¢ NRtS RSWSYRAYy3I 2y GKS RSQJ,
sending LACP control packets.

t2NI& GKIFEG INB RSaA3aIyrGdSR Fa a! OGA@dSe INB FoftS G2 LINE
compliant devices to mgptiate the aggregated like so that the group may be changed dynamically as required. In
2NRSNJ G2 FRR 2NJ NBY2@S LBRNIHA& FTNRBY GKS 3ANRdzZIE +d fSEad

t LAOR2 vy (i N2 f

On the other hand, LACP ports that are settte | a aA @S¢ Ol yy2d &S [ 1/
2 SYyR 2F (GKS O

Syrot SR RS@OAOSaE (2 F2N¥ | [!/t 3INERIzLIE

w P

y
y
Timeout: TheTimeoutcontrols the period between BPDU transmissidrestwill tranamit LACP packets each second,

while Slowwill wait for 30 seconds before sending a LACP packet.

Prio: The priority of the port. The lower number means greater priority. This priority value controls which ports will be
active and which ones will be in adsaip role.
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4.3.7 Loop Protection

Loops sometimes occur in a network due to improper connecting, hardware problem or faulty protocol settings. When
loops are seen in a switched network, they consume switch resources and thus downgrade switch perfotrnapce
Protection feature is provided in this switch and candmabledglobally or on a per port basis/sing loop protection
enables the switcho automatially detect loops on a network. Once loops are detected, ports received the loop
protection packeform the switch can be shut down or loopped events can be logged.

Loop Protection Configuration

Global Configuration
Enable Loop Protection

Transmission Time seconds
Shutdown Time seconds

Port | Enable Action Tx Mode

e W v

1 Shutdown Fort v |Enable

2 Shutdown Fort v | Enable

3 Shutdown Fort v |Enable

4 Shutdown Port v Enable w

5 Shutdown Port v |Enable w

6 Shutdown Port v Enable

7 Shutdown Port v |Enable w

8 Shutdown Port v Enable

9 Shutdown Port v |Enakle

10 Shutdown Port v Enakle w

1 Shutdown Port v |Enakle

12 Shutdown Port v Enakle w

13 Shutdown Port v |Enakle

14 Shutdewn Port v Buble

15 Shutdown Port v |Enakle w

General Settings

Enable Loop ProtectiorEnable or disable loop protection function.

Transmission TimeThe interval between each loop protection PDU sent on each port. Valid vahee$ to 10
seconds.

Shutdown TimeThe period for which a port will be kept disabled. Valid values are 0 to 604800 seconds. 0 means that
a port is kept disabled until next device restart.

Port Configuration

Port:ListKS ydzYoSNJ 2F S ORGLRNA® bBtIRINBE f2 Fff LE2NIao

Enabled yF 6t S 2NJ RAalotS GKS a8t SOGSR LRNIAQ 2213 LINRPGSOGA

[axtN

Action: Whena loop is detectedon a port the loop protection will immediately take appropriate actions. Actioiils
beti I { Sy Ay Of dzRS: aq {(KKdiRR gy 2 (RINMIY 2 B¥R [ 2 3¢

Shutdown PortAloopRS G SOG SR LI NI A& aKdziR2gy F2NJ I LISNAR2R 27F |
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VVVVVVVV

Shutdown Port and LogA loopRS G SOG SR LR NI Aa &dKdziR2éy F2NJ I LISNA2R
and te event is logged.

Log OnlyThe event is logged and the port remains enable.

Tx Mode:Enable or disable a port tactively generate loop protection PDUs or to passively look for looped PDUs.

4.3.8 Spanning Tree

For ®me networking serviceslwayson connectionsare requiredto ensurethatend user® 2y f Ay S NBf I G4 SR
are not interrupted due to unexpected disconnections these circumstances, uttiple active paths between

network nodesare establishedo preventdisconnections from happend. However, multiple pathinterconnected

with each other have high tendency tocause bridge loopthat make networks unstable and in worst cases make
networks unusable. For exampline MAC address table used by the switch or bridge can fail, sinceatine MAC

addresses (and hence the same network hosts) are seen on multiple ports. Second, a broadcast storm occurs. This is
caused by broadcast packets being forwarded in an endless loop between switches. A broadcast storm can consume
all available CPU seurces and bandwidth.

To solve problems causing by bridge loogsmmning tree allows a network design to include redundant links to
provide automatic backup paths if an active link fails, without the danger of bridge loops, or the need for manually
enabling/disabling these backup links.

The Spanning Tree Protocol (STP), defined in the IEEE St&@@atd can create a spanning tree within a mesh
network of connected laye? bridges (typically Ethernet switches) and disable the links which are nobfoiduat tree,
leaving a single active path between any two network nodes.

To provide faster spanning tree convergence after a topology change, an evolution of the Spanning Tree Protocol
oRapid Spanning Tree Protocol (R$TiBntroduced by IEEE 802.1RSTP is a refinement of STP; therefore, it shares
most of its basic operation characteristics. This essentially creates a cascading effect away from the root bridge where
each designated bridge proposes to its neighbors to determine if it can make atrapgition. This is one of the

major elements which allows RSTP to achieve faster convergence times than STP.

The other extension of RSTRIEEE 802.18lultiple Spanning Tree protocol (MSTRat allows different VLANS to

travel along separate instance$ spanning tree. Unlike STP and RSTP, MSTP eliminates the needs for having different
STP for each VLAN. Therefore, in a large networking environment that employs many VLANs, MSTP can be more useful
than legacy STP.

Spanning Tree
Bridge Setlings
MSTI Mapping

MSTI Priorities
CIST Ports
MSTI Ports
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4.3.8.1 Bridge Settings

STP Bridge Configuration

Protocol Version
Bridge Priority v
Forward Delay

Maximum Hop Count

Transmit Hold Count

Advanced Settings

Edge Port BPDU Filtering
Edge Port BPDU Guard

oog

Port Error Recovery

Port Error Recovery Timeout

Save || Reset

Basic $ttings

Protocol Versionf{ St SOG GKS FLIINBLINAIFGS &LIyyAy3d GNBES LINR(G202f ¢

FYR Gaf{c¢téo

Bridge Priority:Each switch has a relative priority and cost that is used to decide what the shortest path is tedforwa

a packet. The lowest cost path (lowest numeric value) has a higher priority and is always used unless it is down. If you
have multiple bridges and interfaces then you need to adjust the priorities to achieve optimized performance. For
MSTP operation, ik is the priority of the CIST. Otherwise, this is the priority of the STP/RSTP bridge.

Forward Delayfort STP bridges, the Forward Delay is the time spent in each Listening and Learning state before the
Forwarding state is enteredlhis delay occurs wihea new bridge comes onto a network. Valid values a0 4
seconds.

Max Age:lf another switch in the spanning tree does not send out a hello packet for a period of time, it is considered
to be disconnected. Valid values are 6 to 40 seconds, and Maxaligesvnust be smaller than or equal to (Forward
Delayl)*2.

Maximum Hop CountThe maximum number of hops allowed for MST region before a BPDU is disdaadbdridge
decrements the hopcount by one before passing on the BPDU. When the hop count reashes the BPDU is
discarded.The default hop count is 20. The allowed range496

Transmit Hold CountThe number of BPDU sehy a bridge poriper second. When exceeded, transmission of the

next BPDU will be delayed. By default, it is set to 6. Tlevad transmit hold count is 1 to 1®lease note that
increasing this value might have a significant impact on CPU utilization and decreasing this value might slow down
convergence. It is recommended to remain Transmit Hold Count to the default setting.

Advanced Settings

Edge Port BPDU Filteringhe purpose of Port BPDU Filtering is to prevent the switch from sending BPDU frames on
ports that areconnected to end devices.

Edge Port BPDU GuarBdge ports generally connect directly to PC, file sereemprinters. Therefore, edge ports are
configured to allow rapid transition. Under normal situations, edge ports should not receive configuration BPDUSs.
However, if they do, this probably is due to malicious attacks orsetitngs. When edge ports reeel configuration
BPDUs, they will be automatically set to reage ports and start a new spanning tree calculation process.
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BPDU Guard is therefore used to prevent the device from suffering malicious attacks. With this function enabled,
when edge portseceive configuration BPDUSTP disables those affected edge ports. Adtperiod ofrecovery time,
those disabled ports are factivated.

Port Error RecoveryWhen enabled, a port that is in the errdisabled state can automatically be enabled after a
certain time.

Port Error Recovery TimeouThe time that has to pass before a port in the erdisabled state can be enabled. The
allowed range is 3Q 86400 seconds.

4.3.8.2 MSTI Mapping

Add VLANs separated by spaces or comma.
Unmapped VLANs are mapped to the CIST. (The default bridge instance).

Configuration Identification

Configuration Name 00-01-c1-00-00-00

Configuration Revision 4]

MSTI VLANs Mapped

MSTI1

MSTI2

MSTI3

MSTI4

MSTIS

MSTIB

MSTIT

Configuration Identification

Configuration Name:Thenamef 2 NJ 6 KA & a{¢L® . & RSTlLdA G GKS agiioOKQa
32 characters. In order to share spanning trees for MSTI, bridges must have the same configuration name and revision
value.

Configuration RevisionThe revision number fahis MSTI. The allowed range ig 65535.

MSTI Mapping

MSTI:MSTI instance number.

VLAN Mapped:Specify VLANs mapped to a certain M8bth a single VLAN and a range of VLANs are allowed.
Separate VLANs with a comma and use hyphen to denote a m@ing&ANs. (Example: 2,5;20) Leave the field
empty for unused MSTI.
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4.3.8.3 MSTI Priorities

MSTI Configuration

WMSTI Priority Configuration
MSTI | Priority

< v
CIST | 3278 v
MSTI1 | 32763 v
MSTI2 | 32768 v
MSTI3 | 52768 ~
MSTI4 | 32788 v
MSTIs | 32768 v
MSTI6 | 32768 v
MSTIT | 3278 v

Save || Reset
MSTISA&LX & a{¢L AyadlyOS ydzyoSNW» aqaf{¢L Fé& LINA2Z2NRGE NIz

Priority: Select an appropriate priority for each MSTI instaBrdgepriority is used in selecting the root device, root

port, and designated port. The device with the highest priority becomes the root device. However, if all devices have
the same priority, the device with the lowest MAC address will then become the raiteleNote that lower numeric
values indicate higher priority. The bridge priority plus the MSTI instance number, concatenated withytteeNBAC
address of the switch forms a Bridge Identifier.

4.3.8.4CIST Ports

STP CIST Port Configuration

CIST Aggregated Port Configuration

Priority | Admin Edge | Auto Edge BPDU Guard Pc:;’it:t"'

Ao v 128 v Non-Edge v O O O Fored Troe v
Priority | Admin Edge | Auto Edge |—~ooricted | gpny Guard P‘:;;:“‘

< v o v < v O O ] < v

1 Auts v 128 w NowEdge v O O | Anto v
2 Ao v 123 w NowEdge v O O O Auto v
3 Auty v 128 w NewEdge v O O | Auto v
4 Autn v 128 w NemeEdge v O (] ] Auto v
5 P 128 v Nen-Edge ] 1 ] Auto v
6 Ao v 128~ Nen-BEdge v O O O Auto v
7 Auts v 128 w NowEdge v O O | Anto v
8 Ao v 123 w NowEdge v O O O Auto v
9 Auty v 128 w NewEdge v O O | Auto v
10 Ao v 128w MNen-Edge v O O O Auto v
" Ao v 128 v MNen-Bdge v ] | ] Ao v
12 Anfo v 128 v Nen-Edge ] [m] ] Auto v
13 Ao v 128~ Nen-BEdge v O [l O Auto v
14 Ao v 128 ~ Men-Edge v O O ] Anto v

CIST Aggregated Port Configuration

Port: The port number.

STP EnabledEnable STP function

Path Costt I G K O2ad A& dzaSR (2 RSGSN¥YAYS (GKS o0Sad LIFGK oS
y U

automatically detects the speed and duplex mode to decide the path foStf SOF ADE DS ANF e&2dz 4|
defined value. Valid values aré to 200000000PIease note that path cost takprecedence over port priority.
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Priority: Select port priority.
AdminEdgeL ¥ 'y AYUGSNFIFIOS Aa GdFOKSR (2 SyR y2RSasx &2dz Oty

Auto EdgeSelectthe checkbox to enable this featur&/hen enableda portis automatically determined to be at the
edge of the network when it receives no BPDUSs.

Restricted Rolelf enabled, this causes the port not to be selectedRoot Port fortte CIST or any MSTI, even if it has
the best spanningree priority.

Restricted TCNf enabled, this causes the port not to propagageeived topology change notifications and topology
changes to otheports.

BPDU GuardThis feature protects ports fra receiving BPDUs.dan prevent loops by shutting dovaport when a
BPDU is receivddstead of putting it into the spanning tree discarding statenabled, the port will disable itself
upon receiving valid BPDU's.

Point-to-Point: Select the link tge attached to an interface.

Auto: The switch automatically determines whether the interface is attached to a fioipbint link or shared
medium.

Forced Truelt is a pointto-point connection.

Forced Falsédt is a shared medium connection.

4.3.8.5MSTI Ports

MSTI Port Configuration

METL ||| Get

—~
(0p)
(s
O
.

ALISOAFTAO a{¢L GKIG @2dz glyild G2 O2yF¥A3Idz2NB I yR
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MST1 MSTI Port Configuration

MSTI Agaregated Ports Configuration

Port Path Cost Priority
- Auo v 128 v
Port Path Cost Priority
< v o v

1 Ao v 128«

2 |Aue v 128«

3 |Aue 128

4 |Aue v 128 w

5 |Amo v 128w

6 |Auo W 128 w

7 Auo W 128w

8 |Aue v 128«

9 |Aue v 128«

10 | Ane 128«
" Awe v 128
12 Ao v 128
13 Ao v 128w
14 |Ano v 128w
15 Awo W 128w
1R L v 178 v

Port: The port number.

Path Costt i K O2ai Aa dzaASR (2 RSGSNX¥YAYyS G(KS o6Said LIGK oS
automatically de§ Ot a G(KS aLISSR |yR RdzLJ SE Y2RS (G2 RSOARS -GKS LJ
defined value. Valid values atd¢o 200000000Please note that path cost take precedence over port priority.

Priority: Select port priority.

4.3.9 IPMC Profile

The 'IPMC Profiléincludesthe following two sub menus.

= IPMC Profile
= Profile Table

= Address Entry

4.3.9.1 Profile Table

IPMC Profile Configurations

Global Profile Mode iy

IPMC Profile Table Setting

Delete | Profile Name Profile Description Rule
[]  goldpass for all channels L YO

Add New [PMC Profile

Save || Reset

IPMC Profile Configuration

Global Profile Mode:Enable or disable IPMC Profile feature globally.
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IPMC Profile Table Setting

Profile Name:Enter a name forthtis profile.

Profile DescriptionEnter a brief description for this profile.

Clickthe "Add New IPMC Profile" to insert a new entry to the table.
Selectthe "Delete" checkbox to delete an entry.

Clickthe "e" button to edit this profile's detailed séhgs.

IPMC Profile [goldpass] Rule Settings (In Precedence Order)

Profile Name & Index | Entry Name | Address Range | Action Log

goldpass 1 - v ~ |Deny |v| |Disalle %

Add Last Rule

Commit || Reset
Profile Name & IndexDisplay the profile name and index.

Entry Name:The name used in specifying the address range. Only the existing profile address entries are selectable in
the drop-down menu.

Address RangeSpecify the multicast IP rangehe available IP range is from 228.0-23.255.255.255

Action: Select the action taken upon receiving the Join/Report frame that has the group address matches the address
range of the rule.

Permit: Group address matches the range specified in the will be learned.

Deny:Group address matches the range specified in the rule will be dropped.

Log: Select the logging preference receiving the Join/Report frame that has the group address matches the address
range of the rule.

Enable:Correspondingniformation of the group address, that matches the range specified in the rule, will be logged.
Disable:Corresponding information of the group address, that matches the range specified in the rule, will not be logged.

You can manage rules and the copesding precedence order by using the following buttons:

@: Insert a new rule before the current entry of rule.
@: Delete the current entry of rule.

: Moves the current entry of rule up in the list.
@: Moves the current entry of rule down in the list.
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4.3.9.2 Address Entry
IPMC Profile Address Configuration

Mavigate Address Entry Setting in IPMC Profile by |20 entries per page.

Delete | Entry Name Start Address End Address
[} el 24001 236001
Delete

Add New Address (Range) Enty

Save || Reset

Entry NameEnter a name which is used for indexing the address entry table.

Start AddressEnter the starting IPv4 or IPv6 multicast addressd in this address range
End Addess:Enter the ending IPv4 or IPv6 multicast addnessd in this address range
Clickthe "Add new Address (Range) Entry" button to insert a new entry.

Selectthe "Delete” checkbox to delete an entdyringthe next save

4.3.10 MVR

Multicast VLAN Rgstration (MVR)protocol allowsmedia serves to transmit multicast stream in a single multicast
VLAN Qients that receive multicast VLAN strearoanreside in different VLANS hey carnoin or leave the multicast
group simply by sending the IGMP JoinLelave message to a receiver pdimat belongs to one of the multicast
groups can receive multicast stream from the media server.

MVR further isolatesisers who are not intended to receive multicast traffic and hence prowddéa security by VLAN
segregaton that allowsonly multicast traffic into other VLANSs to which teebscribers belong. Even though common
multicast streams are passeashto different VLAN groups from the MVR VLAN, users in different SBEEQ or
private VLANs cannot exchange any infation (except throughupperlevel routing services).

MVR Configurations

MVR Mode JJIsicEl IRy

VLAN Interface Setting (Role [I:Inactive / S:Source / R:Receiver])

Delete | MVR VID gging
Delete 0000/ Dynamic v| [Tagged v 0 ECYE
Pot 1 2 3 4 5 6 7 8 910111213 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33

Role NI R TH [0 AT R AT AT R B AR RN R AR N NR AR AR AR NNNNER

Add New MVR VLAN

Interface Channel Profile

Immediate Leave Setting
d < v

1 Disabled ¥
2 Disabled ¥
3 Disabled ¥
4 Disabled ¥
5 Disabled ¥
6 Disabled ¥
7 Disabled ¥
8 Disabled ¥
9 Disabled ¥
10 Disabled ¥
" Disabled ¥
12 Disabled ¥
13 Disabled ¥
14 Disabled ¥
15 Disabled ¥
16 Disabled ¥

MVR Configurations

MVR Mode:Enable or disable MVR featuigdobally on this deviceAny multicast data from source ports will be sent
to associated receiver ports registered in the table. By defaMVR feature is turned off.
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VLAN Interface Setting

MVR ID:Specify multicast VLAN ID. Please note that MVR source ports are not recommended to be used as
management VLAN port8VR source ports should lenfigured as members of the MVR VLAN, but MAdRiver
ports should not be manually configured as members of this VLAN.

MVR Name:Optionally specify a usatefined name for this multicast VLAN. The maximum length of the MVR name
string is 32. Both alphabets and numbers are allowed for use.

IGMP Adiress:Specify the IPvdnicastaddress as source address used in IP header for IGMP control frames.
Mode: Two MVR operation modes are provided.
Dynamic:MVR allows dynamic MVR membership reportsoarce ports. (This is the defantiode.)
Compatide: MVR membership reports are forbidden on soupcets.
TaggingSpecify whether IGMP/MLD control frames will be sent tagged with MVR VID or untagged.

Priority: Specify the priority for transmitting IGMP/MLD control frames. By default, priority im<@tAllowed priority
values is 07.

LLQILLQI stands fdrastListener Query Interval and is to configure the maximum time to wait for IGMP/MLD report

memberships on a receiver port before removing the port from multicast group membership. By defaDitis set to
5 tenths of a secon{D.5 second)The dlowed range is @ 31744 tenths of a second.

Interface Channel ProfileSelect an IPMC profile from the dralown menu.Clickthe ® button to view a summary
about the selected IPMC profile settings.

Port Role:Clickthe Port Role symbol to change the role status.
Inactive (1):By default, all ports are set to inactive. Inactive ports do not participate in MVR operations.
Source (S)Set a port (uplink ports) to source port. Source ports will receive and send multicast data. Subscribers
can not directly be connected to source ports. Please also note that source ports cannot be management ports at
the same time.
Receiver(R): Set a port to receiver port. Client or subscriber ports are configured to receiver ports so that they

can issue IGMP/MLD messages to receive multicast data.

Immediate Leave Setting

Port: The portnumber.& t 2 Ndile appiesto all ports.

Immediate Leave:Enable for disable immediate leave functioWhen enabledthe device immediately removes a
port from a multicast stream as soon as it receives leave message for that group. This option only applies to an
interface configured as MVR receivers.
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4.3.111PMC

¢tKS aLta/é¢ YSydz AyOfdzRS&a LDat {y22LAYy3 YR a[5 {y22LAY
detailed configurations.

= IPMC

r:nnﬂ_gur:atinn
M Configuration
= Port Filtering Profile

4.3.11.1 IGMP Snooping

The Internet Group Management Protocol (IGMP) is a communications protocol usechtgenthe membership of
Internet Protocol multicast groups. IGMP is used by IP hosts and adjacent multicast routers to establish multicast
group memberships. It can be used more efficiently when supporting activities, such as, online streaming video and
gaming.

IGMP Snooping is the process of listening to IGMP traffic. IGMP snooping, as implied by the name, is a feature that
Fff2pga GKS agAiGOK G2 afAradasSy Ayé 2y GKS LDat O2y@SNEAEI G
that IGMP packet sent in a multicast network.

When IGMP snooping is enabled in a switch, it analyses all the IGMP packets between hosts connected to the switch
and multicast routers in the network. When a switch receives an IGMP report for a given multicast grouphfostn a

the switch adds the host's port number to the multicast list for that group. When the switch hears an IGMP Leave, it
removes the host's port from the table entry.

IGMP snooping can reduce multicast traffic from streaming and other bandwidth iagehBi applications more
effectively. A switch using IGMP snooping will only forward multicast traffic to the hosts in that traffic. This reduction
of multicast traffic reduces the packet processing at the switch (at the cost of needing additional mentaydie

the multicast tables) and also decreases the workload at the end hosts since their network cards (or operating system)
will not receive and filter all the multicast traffic generated in the network.
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4.3.11.1.1 Basic Configuration

IGMP Snooping Configuration

Global Configuration
Snooping Enabled ]
Unregistered IPMCv4 Flooding Enabled

IGMP 55M Range 232,000 /8
Leave Proxy Enabled O
Proxy Enabled ]

Port Related Configuration

Port | Router Port | Fast Leave | Throttling

<

unlimnited
unlimited
unlimited
unlimited
unlimited
unlimnited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited

[== RN TR T S TUR N

R
e O i -1

Ogo0oooooooogoogogoog
gooooooogoogoogodod

||| € | €| €| €|C|€|€)| € €|«

-
=

Global Configration

Snooping EnabledSelectthe checkbox to globally enable IGMP Snooping featwWhen enabled, this device will
monitor network traffic and determine which hosts will receive multicast trafftce switch can passively monitor or
snoop on IGMP Qugrand Report packets transferred between IP multicast routers and IP multicast service
subscribers to identify the multicast group members. The switch simply monitors the IGMP packets passing through it,
picks out the group registration information and diures the multicast filters accordingly.

Unregistered IPMCv4 Flooding Enablegkt forwarding mode for unregistered (njmtined) IP multicast trafficSelect
the checkbox to flood traffic.

IGMP SSM Rang&8SM (Soure8pecific Multicast) Range allowsetSSMaware hosts and routers run the SSM service
model for the groups in the address range.

Leave Proxy Enable@uppresses leave messages unless recdieet the last member port in the group. IGMP leave

proxy suppresses all unnecessary IGMP leavesages sdhat a nonquerier switch forwards an IGMP leave packet

only when thelast dynamic member port leaves a multicast group.

Proxy Enable®? KSy Syl 6f SRX (KS agAiOK LISNF2N¥a fA1S aLDat {y?2
Forum TRLO1, Aoril 2006).

Port Related Configuration

Port: Theport number.

Router Port:Tick the checkbox on a given port to assign it as a router fd(EBMP snooping cannot locate the IGMP
querier, you can manually designate a port which is connected to a knl@WiP querier (i.e., a multicast
router/switch). This interface will then join all the current multicast groups supported by the attached router/switch
to ensure that multicast traffic is passed to all appropriate interfaces withirsthiech.
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Fast Leave:Enable fast leave function if the checkbox is ticked. When a leave packet is received, the switch
immediately removes it from a multicast servieghout sending an IGMP groegpecific (GS) query to that interface.

Throttling: This field limits the masmum number of multicast groups that a port can join at the same time. When the

maximum number is reached on a port, any new IGMP join reports will be dropped. By default, unlimited is selected.
Other allowed options are 4 10

4.3.11.1.2 VLAN Configuttion

IGMP Snooping VLAN Configuration

Start from VLAN |1 with |20 | entries per page.

Delete | VLAN ID | Snooping Enabled | Querier Election | Querier Address | Compatibility RV | Ql (sec) | QRI (0.1 sec) | LLQI (0.1 sec) | URI (sec)
Delete (| 0000 | IGMP-Anio v |0 w 2 125 100 10 1

Add Mew IGMP VLAN

Save || Reset

This page is used to configure IGMP Snooping for an interface.
ClickiKS a! RR bS¢ LDat =[!bé¢ odzitdz2zy G2 FRR I ySg SyiNRo®
VLAN IDSpecify VLAN ID for IGMP snooping.

Snooping EnabledSelectthe checkbox to enable snooping featune an interfacebasis When enabled, the switch

will monitor network traffic on the specified interface to determine which hosts want to receive multicast sen¥ices.
LDat &ay22LAy3 A& SylotSR 3Jt2o0lffte& | yR | yiGMP¥rnodmgBria®dS Qa L
interface will take precedence. When disabled, snooping can still be configured on an interface. However, settings will
only take effect until IGMP snooping is enabled globally.

Querier ElectionEnable to join querier election in the VLAN. &dhdisabled, it will act as an IGMP rguerier.

Querier AddressSpecify the IPvdnicastsource address used in IP header for IGMP querier election. When the field
is not specified, the switch uses the first available IPv4 management address of therfié&ce associated with this
VLAN.

Compatibility: This configures how hosts and routers take actions within a network depending on IGMP version

aSt SOGSR® | @I Af | @fdfl 22 i MXORNDISRE LOab®&MeE S GaC2NOSR LDat ¢
IGMRAuULto is used.

PRI:Select the priority of interface. This field indicates the IGMP control frame priority level generated by the system
which is used to prioritize different classes of traffic. The allowed range is 0 (best effort) to 7 (highestjaldy, d
interface priority value is set to 0.

RV:The robustness variable (RV) allows tuning for the expected packet loss on a subnet. If a subnet is susceptible t
packet loss, this value can be increased. The RV value must not be zero and shouldmatTee value should be 2
or greater. By default, it is set to 2.

QI (sec)The Query Interval is the interval between IGMP General Query messages sent by the Querier. The default
Querier Interval is 125 seconds.

QRI: The Query Response Interval is theximum amount of time that the IGMP router waits to receive a response to

a General Query message. The QRI applies when the switch is acting as the querier and is used to inform other devices
of the maximum time this system waits for a response to genguafries. By default, RQI is set to 10 seconds. The
allowed range is 1Q 31744 tenths of a second.
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LLQI:The Last Listener Query Intensdts the intervalthat waits for a response to a grotgpecific or grougmnd
source specific query message.

URI: The Unsolicited Report Intervad the amount of time that the upstream interface should transmit unsolicited
IGMP reports when report suppression/proxy reporting is enabled. By default, URI is set to 1 second. The allowed
range for URI is 81744 seconds.

4.3.11.1.3 Port Filtering Profile

The Port Filtering Configuration page is to filter specific multicast traffic on a per port basis. Before you select a
filtering profile for filtering purposes, you must set up profiles in IPMC Profile page.

IGMP Snooping Port Filtering Profile Configuration

1 & - v
2 &
3 &
4 &
5 &
6 &
T &
8 &
9 &
10 &
ne
12 &
13 &
14 &
15 M
16 &
17
18 &
19 &
20 &
21 &
22 &
3 &
24 &
25 &

M EIESESEd RS I Ed RS RS R4 Ed R R Ed EA R RS RS RS RS RS KA R

Port: The port number

Filtering Profile:Select the configured multicast groups that are denied on a port. When a certain multicast group is
selected on a port, IGMP join reports received on a port are dropped.

#: Clickthe summary button to view details of ¢hselected IPMC profile.

4.3.11.2 MLD Snooping

Multicast Listener Discovery (MLD) snoopisignilar tol GMP snooping for IPyéperates on IPvéor multicast traffic

In other words, MLD snooping configures ports to limit or control IPv6 multicastctredfithat multicast traffic is
forwarded to ports (or users) who want to receive it. In this way, MLD snooping can reduce the flooding of IPV6
multicast packets in the specified VLAREase note that IGMP Snooping and MLD Snooping are independent of each
other. They camoth be enabled and function at the same time.
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4.3.11.2.1Basic Configuration

MLD Snooping Configuration

Global Configuration
Snooping Enabled O
Unregistered IPMCv6 Flooding Enabled
MLD SSM Range f3e: 1%
Leave Proxy Enabled O
Proxy Enabled J

Port Related Configuration

. . v
unlimited v
unlirited v
unlimited v
unlimited v
unlirited v
unlimited v
unlimited v
unlirited v
unlimited v
unlimited v
unlirited v
unlimited v
unlimited v
unlirited v
unlimited v
unlimited v

@ o~ e B oW N =

n R LSS w

Oooooooooooooooaon
goooogogogooooopoogd

=

Global Configuration

Snooping EnabledSelectthe checkbox to globally enable MLD Snooping feature. When enabled, this device will
monitor network traffic ad determine which hostsvould like toreceive multicast traffic. The switch can passively
monitor or snoop onMLD ListenerQuery and Report packets transferred between IP multicast routers and IP
multicast service subscribers to identify the multicastigranembers. The switch simply monitors the IGMP packets
passing through it, picks out the group registration information and configures the multicast filters accordingly.

Unregistered IPMG& Flooding EnabledSet forwarding mode for unregistered (njmtined) IP multicast trafficSelect
the checkbox to flood traffic.

MLD SSM RangeSSM (Sourc8pecific Multicast) Range allows the S8Nare hosts and routers run the SSM service
model for the groups in the address range.

Leave Proxy Enabledio prevent miticast router from becoming overloaded with leave messages, MLD snooping
suppresses leave messages unless received from the last member port in the group. When the switchthects as
querier, the leave proxy feature will néinction.

Proxy EnabledWhenMLD proxy is enabled, the switch exchanges MLD messagethwitbuter on its upstream
interface, and performs the host portion tife MLD task on the upstream interface as follows:

When queried, it sends multicast listener reports to the group.

When ahost joins a multicast group to which no other host belorigsends unsolicited multicast listener
reports to that group.

When the last host in a particular multicast group leaves, it semdsnsolicited multicast listener done
report to the allroutersaddress (FF02::2) for MLDv1.

Port Related Configuration

Port: Theport number.

Router Port:Tick the checkbox on a given port to assign it as a router [idl_.Dsnooping cannot locate th&ILD
guerier, you can manually designate a port which is emted to a knowrMLDquerier (i.e., a multicast
router/switch). This interface will then join all the current multicast groups supported by the attached router/switch
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to ensure that multicast traffic is passed to all appropriate interfaces withirsthiech.

Fast LeaveEnable fast leave function if the checkbox is ticked. When a leave packet is received, the switch
immediately removes it from a multicast service without sendindLdgroup-specific (GS) query to that interface.

Throttling: This field iimits the maximum number of multicast groups that a port can join at the same time. When the

maximum number is reached on a port, any nelDjoin reports will be dropped. By default, unlimited is selected.
Otherallowedoptions arel ¢ 10.

4.3.11.2.2VLAN Configuration

MLD Snooping VLAN Configuration

Start from VLAN |1 with |20 | entries per page.
Delete | VLAN ID | Snooping Enabled | Querier Election | Compatibility RV | Ql (sec) | QRI (0.1 sec) | LLQI (0.1 sec) | URI (sec)
Delete ] MLD-Auto |0 w 2 125 100 10 1
Add New MLD VLAN
Save | Reset

This page is used to configure MLD Snooping for an interface.
VLAN IDSpecify VLAN ID for MLD snooping.

Snooping EnabledSelectthe checkbox to enable snooping feature on an interface basis. When enabled, the switch
will monitor network traffic on the specified interface to determine which hosts want to receive multicast services.

Querier Election:Enable to join querier election in the VLAWhen enabled, the switch can serve as the MLDv2
querier in the bidding process with otheompeting multicast routers or switches. Once it becomes querier, it will be
responsible for asking hosts periodically if they want to receive multicast tréiffien disabled, it will act as an IGMP
non-querier.

Compatibility: This configures how hostand routers take actions within a network depending BH.D version

aSt SOGSR® ! g MEDH @i ¢ Z LBk RCReRAD STRNSMDSIR ¢ © . eMLBAIMD Is dgedi =

PRI:Select the priority of interface. This field indicates #i&Dcontrol frame priority level generated by the system
which is used to prioritize different classes of traffic. The allowed range is 0 (best effort) to 7 (highest). By default,
interface priority value is set to 0.

RV:The robustness variable (RV) allows tuning far ¢éixpected packet loss on a subnet. If a subnet is susceptible to
packet loss, this value can be increased. The RV value must not be zero and should not be one. The value should be 2
or greater. By default, it is set to Zhe allowed range is-255.

QI (sec):The Query Interval is the interval between IGMP General Query messages sent by the Querier. The default
Querier Interval is 125 secondkhe allowed interval range is¢I255 seconds.

QRI: The Query Response Interval is the maximum amount of tiraethe IGMP router waits to receive a response to

a General Query message. The QRI applies when the switch is acting as the querier and is used to inform other devices
of the maximum time this system waits for a response to general queries. By def@ults Bet to 10 seconds. The
allowed range is 1Q 31744 tenths of a second.

LLQI:The Last Listener Query Interval sets the interval that waits for a response to a-gpecific or grougand-
source specific query message.
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URI: The Unsolicited Repomhierval is the amount of time that the upstream interface should transmit unsolicited
IGMP reports when report suppression/proxy reporting is enabled. By default, URI is set to 1 second. The allowed
range for URI is €81744 seconds.

Clicki KS &a! RB B$d ba[ o0dzidz2y (G2 FTRR I yS¢é SyiNRO®

4.3.11.2.3 Port Filtering Profile

The Port Filtering Configuration page is to filter specific multicast traffic on a per port basis. Before you select a
filtering profile for filtering purposes, you must set up prddiie IPMC Profile page.

MLD Snooping Port Filtering Profile Configuration

1 & -
2 &
3 a
4 &
5 &
6 &
Te
§ &
9 s
10 &
n -
12 &
13 &
14 &
15 &
16 &
7 &
16 &
19 &
20 &
21 &
22 &
23 &
24 &
25 &

clefc|e]e|c|efc|e]|efc|elfc|c|c|ec|c|c|ec|c|e|e|c|«

Port: List the number of each port.

Filtering Profile:Select the configured multicast groups that are denied on a port. When a certain multicast group is
selected on a port, MLD join reports received on a port are dropped.

#: Clickthe summary button to view details of the selected IPMC profile.

4.3.12 LLDP

LLDRLink Layer Discovery Protoralins over data link layer which is used for network devices to send information
about themselves to other directly connected deviaasthe network. By using LLDP, two devices running different
network layer protocols can learn information about each other. A set of attribuésrred to TLVsre used to
discover neighbor devices Details such as port description, system name, systescription, system capabilities,
management address can be sent and received ondinéce

¢CKS G[[5té YSydz O2yilAysa GKS TFT2tt26Ay3 ado YSydwao {S5t$S

- LLDP

= LLDF
= LLDP-MED
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4.3.12.1 LLDRConfiguration
LLQP Conﬁgurat?on

LLDP Parameters

Tx Interval [Els] seconds
Tx Hold 4 times
Tx Delay |j] seconds

Tx Reinit ] seconds

LLDP Port Configuration

Optional TLVs
Pm mqmm Sys Capa | Wgnt Addr
" [ 7

E=3 [v] |
Enahled
Enabled
Enabled
Enahled
Enabled
Enahled
Enabled
Enabled
Enahled
Enakled
Enahled
Enabled
Enabled
Enahled
Enabled

[«
(4]

@~ @ o AW M o

Eo R o

|l C|CC|C|C|C|C|C|€ €< €  €|<C| <
CEONUEEONOEROR 9
NN UEEONOEEOR 9

OOoooooooooooood
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LLDP Paramets

Tx Interval:Specify the interval between LLDP frames are sent to its neighbors for updated discovery inforfrtation.
valid values are 532768 seconds. The default is 30 seconds.

Tx Hold:This setting defines how long LLDP frames are consideriedaral is used to compute the TTL. Valid range is
2~10 times. The default is 4.

Tx Delay:Specify a delay between the LLDP frames that contain changed configurations. Tx Delay cannot be larger
than 1/4 of the Tx interval value. The valid values ar81192 seconds.

Tx Reinit:Specify a delay between the shutdown frame and a new LLDP initialization. The valid valueslére 1
seconds.

LLDP Port Configuration

Port: Theportnumber® &t 2 NIi fFé aSddAay3aa LIJXe G2 Fff LBR2NIao
Mode: Slectthe appropriate LDP mode.

Disabled:LLDP information will not be sent and LLDP information received from neighbours will be dropped.

Enabled: LLDP information will be sent and LLDP information received from neighbours will be analyzed.

Rx Only:The switch will analyzeLDP information received from neighbours.

Tx Only:The switch will send out LLDP information but will drop LLDP information received from neighbours.
CDP Aware:CDP aware operation is used to decode incoming CDP (Cisco Discovery Protocol)ffemdeled, CDP
TLVs that can be mapped into a corresponding fielthénLLDP neighbors table are decoded, all others are discarded.

CDPTLVs are mapped into LLDP neighbors table as shown below:

Optional TLVsLLDRusesseveralattributes to discover neighhg devices. These attributes contains type, length, and
value descriptions and are referred to TLVs. Details such as port description, system name, system description, system
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capabilities, management address can be sent fromdbisce Uncheck the boxes they are not appropriate to be
known by other neighbour devices.

4.3.12.2 LLDPMED

LLDP for Media Endpoint Devices (LIMHD) is an extension to LLDP that operates between endpoint devices such as
IP phones and network devices such as switches. It fspalyi provides support for voice over IP (VolP) applications
and provides additional TLVs for capabilities discovery, network policy, Power over Ethernet, inventory management
and location information.

LLDP-MED Configuration

Fast Start Repeat Count

e

Transmit TLVs
= Fl Fl

GigabitEthernet 1/1
GigabitEthernat 1/2
GigabitEthernet 1/3
GigabitEthernat 1/4
GigabitEthernet 1/5
GigabitEthernat 1/6
GigabitEthernet 177
GigabitEthernst 1/
GigabitEthernet 1/9
GigabitEthernet 1/10
GigabitEthernet 1/11
GigabitEthernet 1/12
GigabitEthernet 1113
GigabitEthernet 1/14
GigabitEthernet 1/15
GigabitEthernet 1116
2.5GigabitEthernet 1/1
2.5GigabitEthernet 1/2
2 5GigabitEthernet 1/3
2.5GigabitEthernet 1/4
2 5GigabitEthernet 1/5
2.5GigabitEthernet 1/6
2 5GigabitEthernet 1/7
2.5GigabitEthernet 1/8
GigabitEthemet 1/17
GigabitEthernet 1/18
GigabitEthernet 1/19
GigabitEthernet 1/20
10GigabitEthernet 1/1
10GigabitEthernet 1/2
10GigabitEthernet 1/3
10GigabitEthernet 1/4
GigabitEthernet 1/21

S S O S U Y Y N N SN B N N B S S N OO VN O OV NI NNV

NN ANSAARASNAR AN ERER S0 ®EE®
AN AAN AN RACNVNARAAANONEARNESESERES SRR R S E

Coordinates Location

Civic Address Location

Country code

City district Block (Neighborhood)
Leading street direction Trailing street suffix
Steet [Fovens. | [ouse e sume

Landmark

Place type

Postal community name .0. Additional code

Emergency Call Service

Policies

Add New Policy

Fast Start Repeat Count

Fast Start RepeaCount: Rapid startup and Emergency Call Serlimeation Identification Discovery of endpoints is a
critically important aspect of VolP systems in generhd. addition, it is best to advertisenly those pieces of
information which are specifically releviato particular endpoint types (for example only advertise the voice network
policy to permitted voicecapable devices), both in order to consethe limited LLDPU space and to reduce security
and system integrityssues that can come with inappropriatedwledge of the networkpolicy. With this in mind
LLDPMED defines an LLENPED Fast Start interactidmetween the protocol and the application layers on top of the
protocol,in order to achieve these related properties. With Fast start repeat couspitssible to specify the number
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of times the fast start transmissioniispeated. The recommended value is 4 times, giving that 4 frabi@s with a 1
second interval will be transmitted, when a LLDP framith new information is receivedt should be notd that
LLDRMED and the LLDK®ED Fast Stamnechanism is only intended to run on links between L-MBE® Network
Connectivity Devices and Endpoint Devices, and as suchndbepply to links between LAN infrastructure elements,
includingbetween Network Conectivity Devices, or to other types of links.

Transmit TLVs

Seleavhich LLDMMED information that shall be transmitted to the neighbors. When the checkbox is
checked the information is included in the frame transmitted to the neighbor.

Coordinates Location

Latitude: LatitudeSHOULD be normalized to withirB0 degrees with a maximum of 4 digits. It is possible to specify
the direction to eithemorth of the equator orSouthof the equator.

Longitude: LongitudeSHOULD be normalized to withiAlBO degrees with a maximum of 4 digits. It is possible to
specify the direction to eitheEastof the prime meridian oWestof the prime meridian.

Altitude: Altitude SHOULD be normalized to withB2767 to 32767 with a maximum of 4 digits. It is possiblgeiect
between two altitude types (floors or meters).

Meters: Representing meters of Altitude defined by the vertical datum specified.

Floors:Representing altitude in a form more relevant in buildings which have differentftefioor dimensions.

Analtitude = 0.0 is meaningful even outside a building, and represents ground level at the given latitude and

longitude. Inside a building, 0.0 represents the floor level associated with ground level at the main entrance.
Map Datum:TheMap Datumis used fo the coordinates given in these options:

WGS84(Geographical 3D)World Geodesic System 1984, CRS Code 4327, Prime Meridian Name: Greenwich.

NAD83/NAVD88North American Datum 1983, CRS Code 4269, Prime Meridian Name: Greenwich; The

associated vertidadatum is the North American Vertical Datum of 1988 (NAVDS88). This datum pair is to be used

when referencing locations on land, not near tidal water (which would use Datum = NAD83/MLLW).

NAD83/MLLWNorth American Datum 1983, CRS Code 4269, Prime Mehliene: Greenwich; The associated

vertical datum is Mean Lower Low Water (MLLW). This datum pair is to be used when referencing locations on
water/sea/ocean.

Civic Address Location

IETF Geopriv Civic Address based Location Configuration InformaticnA@ivess LCI).

Country CodeThe twoletter ISO 3166 country code in capital ASCII lettéssample: DK, DE or US.
State:National subdivisions (state, canton, region, province, prefecture).

County:County, parish, gun (Japan), district.

City: City,township, shi (Japan)Example: Copenhagen.

City District:City division, borough, city district, ward, chou (Japan).
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Block (Neighbourhood)Neighbourhood, block.

Street: Street- Example: Poppelvej.

Leadingstreet direction: Example: N.

Trailing steet suffix: Example: SW.

Street suffix:Example:Ave, Platz.

House no.Example: 21.

House no. suffixExample: A, 1/2.

Landmark:Landmark or vanity addres&Example: Columbia University.
Additional location info:Example: South Wing.

Name:Name (lesidence and office occupantlExample: Flemming Jahn.
Zip code:Postal/zip code Example: 2791.

Building:Building (structure)Example: Low Library.

Apartment: Unit (Apartment, suite)Example: Apt 42.

Floor:Example: 4.

Room no.:Room number Exanple: 450F.

Place typeExample: Office.

Postal community nameExample: Leonia.

P.O. BoxExample: 12345.

Additional code:Example: 1320300003.

Emergency Call Service

Emergency Call ServicEmergency Call Service (e.g. E911 and others), sucliimsdey TIA or NENA.

Policies
Policy ID:Specify the ID for this policy.

Application Type:¢ KS | LILJX AOF GA2y (eLlSa AyOftdzRS ax2A0S¢x ax2AiA0S
G{2FGLIK2YyS +2A0S8S¢3 G+ARS2 {RYFISNBYYAFEELET a{ GNBIF YAYyTE S

Tag:Tag indicating whether the specified application type isukingd i F 33SR¢ 2NJ 'y dadzy il 33SR¢
VLAN ID:Specify the VLAN ID for the port.

L2 Priority:Specify one of eight priority levels-{) as defined by 802.12004.
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DSCP:Secify one of 64 code point values€3) as defined in IETF RFC 2474.

4.3.13 MAC Table

MAC Address Table Configuration

Aging Configuration

Disable Automatic Aging
Aging Time 300 seconds|

MAC Table Learning

Static MAC Table Configuration

Port Members
VLAN MA(

C
Delete | * 0" | agdress | 1| 2| 3| 4| 56|78 |9 |10 1) 1213 141516 |17 |18 | 19|20 | 21 | 22|23 |24 |25 |26 (27 |28 | 29303 32|33

Add New Static Entry

Save || Reset

Aging Configuration

Disable Automatic Agind-earned MAC addresses will appear in the table permanently.

Aging Time:Set up the aging time for karned MAC tobe appeared in MAC learning tabl€he allowed range
is10to 1000000seconds.

MAC Learning Table

MAC Learning Tabléhree options are available on each port.

Auto: On a given port, learning is automatically done once unknown SMAC is received.

Disable: Disable MAC learning function.

Securehyt & adlrdA0 a!/ SYyiNASa tAadSR Ay a{dFrdAO a'/ ¢l o0

NOTE Make sure that the link used for managing the switch is added to the Static Mac Table beforeghangi
secure learning mode, otherwise the management link is lost and can only be restored by using anetkeeursn
port or by connecting to the switch via the serial interface.

Static MAC Table Configuration

Static MAC Table Configuratiofthis talbe is used to manually set up static MAC entries. The total entries that can be
entered are 64.

Delete:Delete this MAC address entry.
VLAN IDSpecify the VLAN ID for this entry.

Port Members:Check or uncheck the porti.the incoming packet has ¢hsame destination MAC address as the
one specified in VID, it will be forwarded to tbleeckedport directly.
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IEEE 802.1Q VLANiIrtual Local Area Netwoyks a popular and cosffectively way to segment your networking
deployment bylogicallygrouping devices with similar attributes irrespective of thaysical connections/LAN also

segment the network into different broadcast domains so that packets are forwarded to ports within the VLAN that

they belongUsingVLAN providesthe following main benefits:

VLANSs provide extra securitypevices that frequently communicate with each other are grouped into the same
VLAN. If devices in a VLAN want to communicate with devices in a different VLAN, the traffic must go through a
routing deviceor Layer 3 switcimg device

VLANSs help control trafficTraditionally, when networks are not segmented into VLANS, congestion can be easily

caused by broadcast traffic that is directed to all devices. To minimizeptissibility of broadcast traffic
damaging the entire networkVLANsan help group devices that communicate frequently with other in the same
VLAN sas to divide the entire network into several broadcast domains.

VLANs makechanges of devices orelocation more easilyiIn traditional netwaks, when moving a device
geographically to a new location (for example, move a device in floor 2 to floor 4), the network administrator may
need to change the IP or even subnet of the network or requireatding. However, by using VLANS, the original IP
settings can remain the same andceabling can be reduced to minimal.

Global VLAN Configuration

Allowed Access VLANs
Ethertype for Custom S-ports

1
28A8

Port VLAN Configuration

Port | Mode \.lr:'L:r:;
® | v 1

1 Aness v 1

2 Aoz v 1

3 |Aomss v 1

4 Aoz v 1

5 |Acess v 1

6 | Acess v 1

T |Acess v 1

8 | Ages v 1

9 | Agess v 1

10 Acess v 1
M Access v 1
12 Acess v 1
13 Ancess v 1
14 Acess v 1
16 Arcess v 1
16 Acoess v 1
17 | Access v 1

Global VLAN Configuration

Port Type

=3
C-Fort
C-Fort
C-Fort
C-Fort
C-Port
C-Port
C-Port
C-Port
C-Port
C-Port
C-Port
C-Port
C-Port
C-Port
C-Fort
C-Port
C-Port

Allowed Access VLANS: K A a

Ports in other modes are members of&al[ ! b &

Ingress
Filtering
v

SRR ERNERNERERERRR

aKz2ga

fd

Tagged and Untagzed
Tagged and Untagzed
Tagged and Untagzed
Tagged and Untagzed
Tagged and Untagged
Tagged and Untagged
Tagged and Untagged
Tagzed and Untagzed
Tagzed and Untagzed
Tagzed and Untagzed
Tagzed and Untagzed
Tagzed and Untagzed
Tagged and Untagzed
Tagged and Untagzed
Tagzed and Untazzed
Tagzed and Untazzed
Tagzed and Untazzed

Ingress
Acceptance

iKS

ALSOATASR Ay

Egress
Tagging
L= L
Untag Port VLAN
Untag Port VLAN
Untag Port VLAMN
Untag Port VLAN
Tntag Port WVLAN
Tntag Port WVLAN
Tntag Port WVLAN
Tntag Poct WVLAN
Tntag Poct WVLAN
Tntag Pt VLA
Tntag Pt VLA
Tntag Pt VLA
Tntag Poct VLA
Tntag Poct VLA
Tntag Port VLA
Tntag Poct WLAN
Tntag Poct WLAN

Itf26SR

Allowed

Forbidden

VLANs VLANs
FOO0Saa [ !
Gl tt26SR

ba
+

® ¢KAA
[l baé

a
FAL

More allowed access VLANs can be entered by specifying the individual VLAN ID separated by comma. If you want to
specify a range, separate it by a dash. For example, 1, 3215, 100

Ethertype for Custom 9orts: Specify ether type used for customeperts.

Port VLAN Configuration
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Port:[ A4 GKS ydzYoSNJ 2F SIOK LIRNI® at 2Nl fpé¢ aSaddAay3aa | LILX

Mode: The port mode (default is Access) determines the fundamdm¢havior of the port in question. A port can be
in one of three modes as described beldhenever a particular mode is selected, the remaining fields in that row
will be either grayed out or made changeable depending on the mode in que&raged oufields show the value
that the port will get when the mode is applied.

AccessAccess ports are normally used to connect to end stations. Dynamic features like Voice VLAN may add the
port to more VLANS behind the scenes. Access ports have the follolanacteristics:

Member of exactly one VLAN, the Port VLAN (a.k.a. Access VLAN), which by default is 1

Accepts untagged andt@gged frames

Discards all frames that are not classified to the Access VLAN

On egress all frames classified to the Accesd\N\ArA transmitted untagged. Other (dynamically added
VLANS) are transmitted tagged

Trunk Trunk ports can carry traffic on multiple VLANs simultaneously, and are normally used to connect to other
switches. Trunk ports have the following characteristics:

By default, a trunk port is member of all VLAM€(95.

The VLANS that a trunk port is member of may be limited by the ugelof t 2 6 SR +[ ! b &£ @
Frames classified to a VLAN that the port is not a member of are discarded

By default, all frames but frametassified to the Port VLAN (a.k.a. Native VLAN) get tagged on egress.
Frames classified to the Port VLAN do not g&tdged on egress

Egress tagging can be changed to tag all frames, in which case only tagged frames are accepted on
ingress

Hybrid: Hybrid ports resemble trunk ports in many ways, but adds additional port configuration features. In
addition to the characteristics described for trunk ports, hybrid ports have these abilities:

Can be configured to be VLAN tag unawé&kag aware Stag avare, or Scustomtag aware
Ingress filtering can be controlled
Ingress acceptance of frames and configuration of egress tagging can be configured independently

B

Port VLANConfigures the VLAN identifier for the port. The allowed values are frimough 4095 The default value
is1.

The Port VLAN is called an "Access VLAN" for ports in Access mode and Native VLAN for ports in Trunk or Hybrid mode.

z A~

NI  ¢pesLIS T A ¢

Port Type:2 KSy @&2dz aSt SO0 al @8oNARE Y2RS:zT t 2
& FyR S3aNBaa | OiAazy

FSFAflFoftSd 91 OK LIRNI GeLlSqQa Ay3aNBa
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Action

Port Type Ingress Action Egress Action

When a tagged frame is received on a port, | The TPID of frame transmitted |

3. If the tagged frame with TPID=0x8100, Unaware port will be set to 0x810(

becomes a doubltag frame and is The final status of the frame afte

forwarded. egressing are also affected legress

If the TPID of tagged frame is not 0x81 rule.

(ex. 0x88A8), it will be discarded.

When an untagged frame is received on a pg

a tag (PVID) is attached and then forwarded.

When a tagged frame is received on a port, | The TPID of frame transmitted by

3. If a tagged frame with TIPID=0x8100, if port will be set to 0x8100.
forwarded.

Gport 4. If the TPID of tagged frame is not 0x81
(ex. 0x88A8), it will be discarded.

When an untagged frame is received on a pq

a tag (PVID) is attached and then forwarded.

When a tagged frame is received on a port, | The TPID of frame transmitted by

3. If a taggedframe with TPID=0x88A8, it | port will be set to 0x88A8
forwarded.

Sport 4. |If the TPID of tagged frame is not 0x88
(ex. 0x8810), it will be discarded.

When an untagged frame is received on a p(

a tag (PVID) is attached@then forwarded.

When a tagged frame is received on a port, | The TIPID of frame transmitted by

3. If a tagged frame with TPID=0x88A8, i customport will be set to an self

Unaware 4

forwarded. customized value, which can be g
Scustom port | 4. If the TPID of tagged frame is not 0x88| by the user using the column ¢
(ex. 0x8810), it will be discarded. Ethertype for Custom-Sorts.

When an untagged frame is received on a p(
a tag (PVID) is attached and then forwarded.

Ingress Filteringif Ingress Filterings enabled and the ingress port is not a member of a VLAN, the frame from the
ingress port is discarded. By default, ingress filtering is disabled.

Ingress AcceptanceSelect the acceptable ingress traffic type on a port.
Tagged and Untaggedoth taggel and untagged ingregmcketsare acceptable on a port.
Tagged OnlyOnly tagged ingress packets are acceptable on a pmtagged packets will be dropped.
Untagged OnlyOnly untagged ingress packets are acceptable on a pagged packets will ldropped.
Egress Tagginghe action taken when packets are sent out from a port.

Untag Port VLANEFrames that carry PVID will be removed when leaving from a port. Frames with tags other than
PVID will be transmitted with the carried tags.

Tag All:Franes are transmitted with a tag
Untag All:Frames are transmitted without a tag. This option is only available for ports in Hybrid mode.

Allowed VLANPorts in Trunk and Hybrid mode may control which VLANSs they are allowed to become members of.
Access prts can only be member of one VLAN, the Access VB#Niefault, a Trunk or Hybrid port will become
member of all VLANS, and is therefore sel$4095

Forbidden VLANA port may be configured to never be member of one or more VLANSs. This is pasticidafll

when dynamic VLAN protocols like MVRP and GVRP must be prevented from dynamically adding ports fohéLANSs.
trick is to mark such VLANSs as forbidden on the port in question. By default, the field is left blank, which means that
the port may becora a member of all possible VLANS.
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4.3.15Private VLANS

¢CKS Gt NARGIFGS +[! b&d¢ YSydz O2yidlAya (KS F2ff 2isdefaledadzo Y
settings.

— Private VLANs
= PYLAN Membership

= Port Isolation

4.3.15.1 PVLAN Membership

Private VLAN Membership Configuration Auto-refresh Refresh

Port Members
Deee [V |+ 12 ]3] a5 ]e v e ]om]n]alolulelalualelalalalalsalslslalalalalnn>
1 ¢ @ WY W W MY YW WYY W WY WYY W W WYY

Add New Private VLAN

Save | Reset

This page is used to configure private VLANsw Private VLANs can be added here and existing VLANs can be
modified. Private VLANSs are based on the source port mask and there are no connections to VLANs which means that
VLAN IDs and Private VLAN IDs can be identical. A port must be a membdr af\loAN and a Private VLAN to be

able to forward packets. By default, all ports are VLAN unaware and members of VLAN 1 and Private VLAN 1. A VLAN
unaware port can only be a member of one VLAN, but it can be a member of multiple Private VLANS.

PVLAN IDSpecify the PVLAN ID. Valid values arelflto

Port Members:Selectthe checkbox, if you would like a port to belong to a certain Private VLAN. Uncheck the
checkbox to remove a port from a Private VLAN.

Delete:Delete this VLAN membership entry.
Add Nev VLANCIick the button once to add a new VLAN entry.
Savex [ ! b YSYOSNEKALI OKlIy3aSa gAftt 6S ar @SR FyR ySg +[! ba

Reset/ f AO1 dawSaSié¢ odziGzy G2 OtSFNIFft dzyal @SR [ ! b &aSidi,

4.3.15.2 Port Isolaton

Port Isolation Configuration Auto-refresh Refresh

Fnﬂnﬂnﬂnumlﬂmmmmmmmmmmmmmmmma

Save || Reset

Private VLAN is used to group ports together so as to prevent communications within FRdrAlNolation is used to
prevent communications between customer ports in a same Private VIA&l.port that is isolated from others
cannot forward any unicasmulticast or broadcast traffic to any other ports in the same PVLAN.

Port Number:Selectthe checkbox if you ward port or portsto beisolated from other ports.

4.3.16 VCL
¢CKS ax/[ ¢ YSydz O2yiGlAya (GKS F2tt26Ay3 &adzo YSydao
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= MAC-basedV

= Protocol t
= Group to VLAN

o

4.3.16.1 MAGbasedVIAN

MACbased VLAN configuration page is to set up VLANs based on source MAC addresses. When ingress untagged
frames are received by a port, source MAC address is processed to decide which VLAN these untagged frames belong.
When source MAC addresses doesinoY | 4t OK (G KS NXzf S&a ONBIFGSRI dzy il 33SR FNJ

native VLAN ID (PVID).

Auto-refresh Refresh

MAC-based VLAN Membership Configuration
Port Members

MAC
et geeo | " [+ [2 3 [« [ [e e el mlalalolulelululalolalalnlnlalsslalalsl»ln]2]s
present

Currently no entries

Add New Entry

MAC Addresslindicatethe sourceMAC addressPlease note that the source MAC address can only map to one VLAN
ID.

VLAN IDMap this MAC address the associated VLAN ID.
Port Members: Ports that belong to this VLAN.
Save/ Kl y3dsSa ¢gAfft 0SS al @SR FyR ySgte SyGdSNBR NMzZ S&a | NB

JtA0] G!'RR bS6 9OyiNBEé (2 ONBL

[N
w

ySs NUzZ So

5SSt SGSY /tA01 a5S9.50S¢ (2 NBY20S {(KAa SyidN

4.3.16.2 Protocoktbased VLAN

The network devices required to support multiple protocols cannoeasily grouped into a common VLAN. This may
require nonstandard devices to pass traffic between different VLANs in order to encompasthalldevices
participating in a specific protocol. This kind of configurato@prives users of the basic benefits of VLANS, including
security and easgccessibility.

To avoid these problems, you can configure this switch with protbaskdVLANs that divide the physil network
into logical VLAN groups for eaocbquired protocol. When a frame is received at a port, its Viodddhbership can
then be determined based on the protocol type beimged by the inbound packets.

4.3.16.2.1 Protocol to Group

Protocol to Group Mapping Table

Delete | Frame Type Value Group Name
Delete Ethemet v Etype: 0x 080

Add New Entry

Save || Feset
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Protocol to Group Mapping Table

Delete | Frame Type Value Group Name
Dielete SHAP v OUI= 0x¢ 0O-E0-2E | PID: Osg 0000

Add New Entry

Save || Reset

Protocol to Group Mapping Table

Delete | Frame Type Value Group Name
Dielete L ke DSAP: 0xFF SSAP: 0x FF

Add Mew Entry

Save || Reset
Frame Tpe: There are three frame types available &election;i KSaS | NB a9GKSNYySiéz a{b!t
field will change accordingly.

Value: This field specifically indicates the protocol type. This value field varies depending on the frame type you
selected.

Ethernet Ether Type (etype) value. By default, it is set to 0x0800. The range allowed is 0x0600 to Oxffff.
SNAP This includes OUI (Organizationally Unique Identifiad PID (Protocol ID) values.

QUI: A value in the format of xxxxx where each pair (xx) in the string is a hexadecimal value in the ranges
of OXOQO0xff.

PID: If the OUI is hexadecimal 000000, the protocol ID is the Ethernet type field value for the protocol
running on top of SNAP. If the OUI is that of a particular orgéiniz, the protocol ID is a value assigned by
that organization to the protocol running on top of SNAP. In other words, if value of the OUI fieldG<000

then value of the PID will be etherType (Ox0&B@fff), and if value of the OUI is other than-00-00, then

valid value of the PID will be any value from 0x0000 to Oxffff.

LLC (Logical Link Controlhis includes DSAP (Destination Service Access Point) and SSAP (Source Service Access
Point) values. By default, the value is 0xff. Valid range i8 x0xff.

Group Nameindicate the descriptive nhame for this entry. This field only allowslpfabetcharacters(a-z; AZ) or
integers (69).

4.3.16.2.2Group to VLAN

Group Name to VLAN mapping Table Auto-refresh Refresh

boen | §® V™| < [2 |3 14 [s e v e o]l wa]ulululululelnlnnnlnsnala]slalx]n>]

Currently no entries present in the switch |

Add New Entry

Save || Reset

Group Name:Indicate the descriptive name for this entry. This field only allé&salphabet characters {8 AZ) or
integers (69).

VLAN IDIndicate the VLAN ID.

Port Members:Assign ports to this rule.
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Clicki KS a! RR bSs 9yGiNBE odzicizy G2 AYASNI F ySs SYyGNE @2

Clicki KS a5Sf SiiS¢ 0 dzi ingeyfed érgryonsdectthecBeckbox yo $embve a saved enthyring the
next save

4.3.16.3 1P Subnebased VLAN

IP Subnebased VLAN configuration is to map untagged ingress frames to a specific VLAN if the source address is
found in the IP subneto-VLAN mapping tde. When IP subnédiased VLAN classification is enabled, the source
address ofuntagged ingress frames are checked against the IP sabA@t AN mapping table. If an entry is found for

that subnet, these frames are assigned to the VLAN indicated in ttrg. éhno IP subnet is matched, the untagged
FNIYSE INB OftlFraaiAFASR +ta o0St2y3aay3a (2 GKS NBOSAQAYy3 LR

IP Subnet-based VLAN Membership Configuration Auto-refresh Refresh
Port Members

[ Mask
D04 | ress | g |8 | ] 210 [ 4] s el le o]l 0 u]ss | w]w 0] =] 2 u]s]n]an]a]0] 2]

Currently no entries present |

Add New Entry

Save || Reset

VCE IDIndex of the entry. Valid range is236.

IP Addresslindicate the IP address for this rule.

Mask Lengthindicate the néwork mask length.

VLAN IDindicate the VLAN ID

Port Members:Assign ports to this rule.

ClickiKS a!RR bSg 9yiGNR¢ odzit2y G2 AyasSNI | ySg SyiaNer G2

Clicki KS &a5Sft S(S¢ 0 dzi iingeyled érgry od8extthetSeckbox yo Setnbve saved entryduring the
next save

4.3.17Voice VLAN

Nowadays, in the enterprise network, VolP devices are commonly deployed to save operational cost due to its easy
to-setup feature and convenience. However, while deploying VolP devices, it is recoeuntrat VolP traffic is
separated from data traffic. By isolating traffic, VolP traffic can be assigned to have the highest priority while
forwarding so that higher voice quality can be achieved without encountering situations like excessive packet delays,
packet loss, and jitters. Moreover,

This switch provides Voice VLAN feature that enables voice traffic to be forwarded on the voice VLAN. The user can
also overwrite traffic priority by assigning higher traffic class value to voice traffic. Voice traffibe detected on a
L2NI o6& dzaAy3d [[5t 6L999 ynudmlI o0 (2 RAZAO2GSNI 2Lt
(Organizationally Unique Identifier). When voice packets are detected on a port, the switch automatically assigns the
port as a tgged member of the Voice VLAN and forward packets based on configurations set in Voice VLAN
configuration page.

The Voice VLAN section provides that following two sub menus:

Voice VLAN
= Configuration
=oul
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4.3.17.1 Configuration

Voice VLAN Configuration

Disakled ha
1000

Aging Time [gEi=asl seconds
Traffic Class [liziT:0] ~

Port Configuration

Port | Mode | Security | Discovery Protocol

* e v v v
Disabled v | Disabled | OUI
Disabled v | Disabled v QUL
Disabled v | Disabled v QUL
Disabled v | Disabled | OUI
Disabled v  Disabled ~| OUI
Disabled v | Disabled v QUL
Disabled v | Disabled | OUI
Disabled v Disabled ~| OUI
Disabled v | Disabled | OUI
10 | Disabled v Disabled v | QUL
Disabled v  Disabled ~| OUI
12 |Disabled v | Disabled v | OUI
13 | Disabled v | Disabled v OUL
14 |Disabled v | Disakled v OUI

L - T I SR U

M RS R RS R RS RS RS RS KA ESIEAIES

Voice VLAN Configuration

Mode: Enable or disabl¥oice VLAN function on this switch.

VLAN IDAssign a VLAN ID to this Voice VLAN. Only one Voice VLAN is supported on the switch. By default, VLAN 1000
is set. The allowed range is 4095.

Note:

1. The Voice VLAN cannot be the same as management VDRIMMAN, or the native VLAN assigned to any p

2. MSTP must be disabled before the Voice VLAN is enabled or the Voice VLAN port mode is set to Auto or Forced.
This prevents the spanning treebds ingress filMoeeVLAN.om drop

Aging Time:The time after which a port is removed from the Voice VLAN when VolIP traffic is no longer received on
the port. By default, the aging time is set to 86400 seconds. The allowed aging time 18,000,000 seconds.

Traffic ClassSelet the traffic class value which defines a service priority for traffic on the Voice VLAN. The priority of

any received VoIP packet is overwritten with the new traffic class when the Voice VLAN feature is active on a port. By
default, 7 (Highest priorityis used. The allowed range is 0 (LowesT)(Highest).

Port Configuration

Port:¢ KS L2 NI ydzYoSNXP a! ff¢ NHzZ Sa FLWIXe G2 tf LRNIao
Mode: Select whether a particular is enabled with VVoice VLAN feature or not. There are three options available:
Disabkd: Disable Voice VLAN feature on a particular port.

Auto: Enable the Voice VLAN auto detection mode. When voice (VolIP) traffic is detected on a port, the port will
be added as a tagged member to the Voice VLAN. When Auto mode is selected, you netiebtal&aide a

YSGK2R FT2NJ RSGSOGAYT 924208 GNITTAO Ay a5Aa020SNE t NP
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Security:Enable or disable security filtering feature on a per port basis. When enadmgdnhonVolP packets received
on a port with Voice VLAN ID will be discarded. VolP traffic is identified by source MAC addresses configured in the

telephony OUI list or through LLDP which is used to discover VolP devices attached to the switch.

Discovey Protocol:Select a method for detecting VolP traffic. By default, OUl is used.

OUI: Traffic from VoIP devices is detected by the Organizationally Unique Identifier (OUI) of the source MAC

address. OUI numbers are assigned to manufacturers and formriighree octets of a device MAC address.

MAC address OUI numbers must be configured in the Telephony OUI list so that the switch recognizes the traffic

as being from a VolP device.

LLDPUse LLDP (IEEE 802.1ab) to discover VolIP devices attached tb@ pdr [ 5 t
in the system capability TLV is turned on or not.

Both: Use both OUI table and LLDP to detect VolP traffic on a port.

4.3.17.20UI

Telephony OUI{ LISOA F &

hexadecimal digit)

Voice VLAN OUI Table

Telephony OUI

00-01-e3
00-03-6b
00-0fe2

00-60-b9
00-d0-1e
00-e0-75
00-e0-bb

oooogooo

Description

Siemens AG phones

Cisco phones

H3C phones

Philips and NEC AG phones
Pingtel phones

Polycom phones

JCom phones

Add New Entry

Save | | Reset

e 2 dzNJ

+2Lt

Description:Specify a descriptive comments or information to this entry.

It A0

It A0

next save.

It A0

It A0

i

KS

4! RR bSy¢

9y i NEB ¢

o]

OKSOla G4KId

i K

A § LINzéxREFEREOIBE B AKSE

dzid2y G2 AyaSNI

vS86 SyidnNE

G5St SiS¢ -insatiwténgryyor sélect tieBhekisdSto lemoyeSaddved eduning the

3a

-y 3SR

2NJ OKIFIy3aSao

aStdAry3a
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4.3.18Q0S

Network traffic isalwaysunpredidable and the only basic assurance that can be offerethésbest effort traffic
delivery. To overcome this challenge, Quality of Service (QoS) is applied throughout the network. This ensures that
network traffic is prioritized according to specified erinand receives preferential treatmesit

QoS enables you to assign various grades of network service to different types of traffic, such -asedialtivideo,
protocokspecific, time critical, and filbackup traffic.To ®t up the priority of packetsn this svitch, 32 G2 at 2 NJ
It aaAFTAOIGARZY e LI 23S

CKS av2{¢ YSydz O2yiGlAya GKS F2ft2¢Ay3I adzo YSydzaod

— QoS
= Port Classification
= Port Policing
= Queue Policing
= Port Scheduler
Port Shaping

= Port Tag Remarking
= Port DSCP

= DSCP-Based QoS

= DSCP Translation

= DSCP Classification
= QoS Control List

= Storm Control

4.318.1 Ingress
4.3.18.1.1 Port Classification

QoS Ingress Port Classification

Port | CoS | DPL | PCP | DEI | Tag Class. | DSCP Based | WRED Group

flaxw o>V v o < v
ov| ov [ov| [Dv Disabled 1

ol oo]o|e|oo]oeloooaloa ofao|a| oo ols|o|o alo] o
R R R R R R R R R R R N L n ey ey
ol o|o]o|o|oo] oo|oo oo ola oo|o|o| oo alo|a|o] al[o] o
AR I I s
ol oleleea e oeaaaaae o= e === o] =
AR IR I I I s

1
1
1
1
1
1
1
1
1
1
1
1
1
1
Ty
1
1
1
1
1
1
1
1
1
1
1
1
1

Portt[ Add 2F (GKS ydzyoSNI 2F SI OK LER2NIo® Gt 2NI Fé NHzZ Sa oAt
CoSindicate theClass of Service level. A CoS class of 0 has the lowest priority. By Default, 0 is used.

DPL:Select the default Drop Precedence Level.

PCPSelect the appropriate value for the default Priority Code Point (or User Priority) for untagged frames.

DEl:<lect the appropriate value for the default Drop Eligible Indicator for untagged frames.
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Tag Classthis field displays classification mode for tagged frames on this port:
Disabled:Use the default QoS class and DP level for tagged frames.
Enabled:Us the mapped versions of PCP and DEI for tagged frames.

DSCP Base&elect the checkbox to enable DSCP based QoS (Ingress Port).

WRED Grouprhis setting controls WRED group membership.

4.3.18.1.2 Port Shaping

QoS Ingress Port Shapers

Port | Enabled Rate Unit Burst Size
* r | 500 |<:> vl Id

500 [k ¢] fa

500 |iws =] o
500 [k ¢] fa
50 fips ¥ fa
500 [k v] fa

1 A
2 r [ 50 ks ] f
3 r [ 50 [k 2] fa
4 r [ O i
5 r [ 50 [k 7] fa
B r [ s [k ] fa
7 r [ s [k 7] fa
B r [ 50 [k ] f4
5 r [ 50 ks ] 4
10 mS | 500 s 2] o
11 A 500 Juws 2] o
12 m S | 500 |ups 2] o
13 A 500 |ups 2] o
14 r f 50 kb @] f4
15 r [ 50 [k @] fa

ro

=

DRl

=

Enabled:Select the checkbox to enalpert shaping function on a port.

Rate:Indicate the rate for the port shaping. By default, 500kbps is used. The allowed range for kbps and fps is 100 to
1000000. The allowed range for Mbps and kfps is 1 to 3300Mbps.

Unit: Select the unit of measure fohé port shaping.

Burst Sizeindicate in bits (or bytes) per burst how much traffic can be sent within a given unit of time to not create
scheduling concerns.
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4.2.18.1.3Port Palicing

QoS Ingress Port Policers

Port | Enable Rate Unit | Flow Control
: 500/ <> v
1 500 [kbps ¥
2 500 |kbps ¥
3 500 [kbps v
1 500 Kbps v
5 500 [kbps v
6 500 [kbps ¥
7 500 [kbps ¥
8 500 [kbps ¥
9 500 [Kbps v
10 500, |kbps v
11 500/ | kbps ¥
12 500/ kbps ¥
13 500/  kbps ¥
14 500, |kbps ¥
15 500
16 500/  kbps ¥
17 500/  kbps ¥
18 500/ kbps ¥
19 500, |kbps ¥
20 500, |kbps v
21 500/ | kbps ¥
22 500/  kbps ¥
23 500/  kbps ¥
24 500, |kbps ¥
25 500 |kbps v
26 500/  kbps ¥
27 500/ | kbps ¥
28 5000 ' kbos ¥

¢CKAA LI 3IS ft2a dzaSNAR G2 asSié SIFEOK LRNIQa tft26SR o0l yR
Pot: ¢ KS LI2NI ydzYoSNXY at2NI fpé aSadday3aa |LXe G2 FEf LI2NI
Enabled:Select the checkbox to enable port policing function on a port.

Rate: Indicate the rate for the policer. By default, 500kbps is used. The allowed range for kbps and fps is 100 to
1000000.The allowed range for Mbps and kfps is 1 to 3300Mbps.

Unit: Select the unit of measure for the policer.

Flow Control:If flow control is enabled and the port is in flow control mode, then pause frames are sent instead of
discarding frames.

4.3.18.1.4Queue Policing

QoS Ingress Queue Policers

Port | Queue 0 | Queue 1 | Queue 2 | Queue 3 | Queue 4 | Queue 5 | Queue 6 | Queue 7
| Enable | Enable | Enable | Enable | Enable | Enable | Enable | Enable

Port¢ KS LI2NI ydzZY6oSNIP at 2NI fé¢ aStaAiy3aa FLLX & G2 Fff L2 NI
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Queue 0-7 EnableSelect the appropriate checkboxes to enable queue policing function on switch ports.
When enabled, the following image will appear:

QoS Ingress Queue Policers

Queuel:l Queue 1 Queus? | Queue 3 | Queue 4 | Queue 5 | Queus b Queue 7
E | Rate Enable Enable Erlahle Erlable Enable Enahle Enahle

* 5m|<> Il‘

1 [ 5[ =] r r r r r r
2 W[ s =] 0 r r r - r r
3 W[ o[k ST r r r r r r
4 | so0fkkps =] T I I I r r r
s | s00fkes 2| r r r - - -
6 M| s00[kkps | T I I I r r r
el I = r r r r r r
8 W[ sk =] r r r r r r
9 M|  so0fktps =] 0 I I i r r r
0 M| swfkes =T r r r r r r
1 W[ o[ 2| T I I i r r r
12 B[ 0[] r r r r r r
13 W[ o[ =] r r r r r r
14 W[ ks 2| T I I I r r r
15 F|  smfkes =] T r r r r r r
18 M| 500kes AT I I I r r r
17 B[ 0 = - r r - r r
18 W[ o[ =] r r r r r r
19 M| 00|khes o] T I I i r r r
2 P swfkes =| T r r r r r r
A el I i r [ [ r - r
2 W[ 0@ = r r r r r r
23 W[ o[ =] T r r r r r r
24 | 00[kbes -] T I I I r r r
2 W[ swfxes 2| r r r r r r
o8 M smlides =11 I I I I

Rate: Indicate the ratefor the ingress queue policer. By default, 500kbps is used. Allowed range for kbps is 100 to
1000000. Allowed range for Mbps is 1 to 3300Mbps.

Unit: Select he unit of measure for the ingress queue policer.
Save:Save the current running configuratiors memory.

Reset:Clear all selected settings.
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4.3.18.2 Egress
4.3.18.2.1 Port Scheduler

QoS Egress Port Schedulers

Weight
- rt - _q
° (Q0lQila2/Q3Q4las a6 lar

Strict Priority

Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
7 Strict Priority -
8 Strict Priority -
9 Strict Priority -
0 Strict Priority -
1 Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -
Strict Priority -

[T TSIRYN N

SIEN A S~

(SIS ==

I

o
i

o

31 (8 13 18 1N IR 1

1

Port: Click the port to set up detailed settings for port scheduler.
Mode: Display scheduler mode selected.

Weight: Display the weight in percentage assigrned)0¢ Q5.

QoS Egress Port Scheduler and Shapers Port 1 Potl =

Scheduler Mode ISh'ictPriority 'I

Queue Shaper Port Shaper

Enable | Rate | Unit | Excess Enable | Rate | Unit

aol~(s
o} r: oo [ o =
at](s

] N T2
azl-(s
:l-(r)lvlkbm d =
a3f~(S

0 O [N E =
a]-(3)

I [0 Ikbl:e e

S

O |58 |ka6 'l [
as=(s

I J500 [ E = \

arpe(s
B r: | P

I [500 Kbps x

—0N—-A-4n >
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QoS Egress Port Scheduler and Shapers Port 1 IPortl vl

Scheduler Mode [T -IENE

Queue Shaper Queue Scheduler Port Shaper

Enable | Rate | Unit | Excess Weight | Percent Enable | Rate | Unit

aol+(3
. o [EEE = [tz 1?%/
ai]-&
o [EEE = [7 17 0
S
E-Q]me A = (777 17w W ?
ARG R
o [EEE = [ 17w R R
- | P s
o [EEE = iz 1?%\ (M
as}+(3
o [EEE = 7] 17% T

Qs S
r: oo e = - \
Q?}-( }

S
- [0 BNl =

This page allows you to set up the Schedulers and Shapers for a specific port.

Scheduler ModeThe device offers two modes to handle queues.

Strict mode:This gives egress queues with higher priority to be transmittedde&tre lower priority queues are

serviced.

Weight mode: Deficit Weighted Roun®Robin (DWRR) queuing which specifies a scheduling weight for each
queue. (Options: Strict, Weighted; Default: Strict) DWRR services the queues in a manner similar to WRR, but

YySEG 1[dzSdzS Aa &ASNBAOSR 2yfte 6KSy (KS ljdSdSasa

transmitted.

Queue Shaper/Port Shaper/Queue Shaper

Enable:Select the checkbox to enable queue shaper on a certain queue for this selected port.

5STAO0)

Rate:Indicate the rate for the queue shaper. By default, 500kbps is used. Allowed range for kbps is 100 to 1000000.

Allowed range for Mbps is 1 to 13200Mbps.
Unit: Select he unit of measure for the queue shaper.

ExcessSelect the checkbox to allow exssebandwidth.

Queue Schedule

Queue SchedulenVhen Scheduler Mode is set to Weighted, the user needs to indicate a relative weight for each
gueue. DWRR uses a predefined relative weight for each queue that determines the percentage of service time the

switch services each queue before moving on to the next queue. This prevents theofibiae blocking that can

occur with strict priority queuing.

Weight: Assign a weight to each queue. This weight sets the frequency at which each queue is polledderasetvi

subsequently affects the response time software applications assigned a specific priority value.

Percent:The weight as a percentage for this queue.
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Port Shaper

Enable:Select the checkbox to enable Port shaper.

Rate:Indicate the rate for PorEhaper. By default, 500kbps is used. Allowed range for kbps is 100 to 1000000. Allowed
range for Mbps is 1 to 13200Mbps.

Unit: Select the rate of measure

4.3.18.2.2 Port Shaping

QoS$ Egress Port Shapers

Shapers
Port

15 10 [08 I~ 1 e 4 1o 13

v (==

[

=

LEEERBRRBRREE N

¢tKA&d RAALIX I &@a SIFIOK LRNIQa 1jdzSdzS aKI LISNI I yR LIR2NI &KLk LISN

Clicktl L2 NI ydzYoSNJ 2 Y2RAFTE& 2NJ NBaSi [dzSdzS akKFLISNI I yR
explanation on each configuration option.

4.3.18.2.3Port Tag Remarking

QoS Egress Port Tag Remarking Port 2

Tag Remarking Mode

Save || Reset || Cancel

QoS Egress Port Tag Remarking Port 2

Tag Remarking Mode |Ji=cigls

PCPIDEI Configuration

Default PCP IO 'l
Default DEI IO 'l

Save || Reset || Cancel
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QoS Egress Port Tag Remarking Port 2

Tag Remarking Mode |J3ERE=lERS

(QoS class, DP level) to (PCP, DEI}) Mapping

QoS class | DP level | PCP DEI

0 0 [ = =
D 1 [ ER =
1 o [o = =
2 1 [ E[l =
4 0 [ Eo =
; N ||
; S
; N
B 0 & o =
; N
7 1 7 H =

Tag Remarking ModeSelect the appropriate remarking mode usedtbig port.

ClassifiedUse classified PCP/DEI values.

Default: Use default PCP/DEI values (Default PCP:0; Default DEI.0).

Mapped: Use the mapping of the classified QoS class values and DP levels to PCP/DEI values.
QoS clagDP level Show the mappig options for QoS clasalues and DP levels (drop precedence).

PCPRemarks matching egress frames with the speciadrity Code Point (or User Priority) value. (Rangg: 0
Default: 0)

DEI Remarks matching egress frames with the specified Bligible Indicator. (Range:1, Default: 0)
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4.3.18.3 Port DSCP

QoS Port DSCP Cenfiguration
Port Ingress Egress
Rewrite
- <> v | v
1 Disable v | |Disable v
2 Disable v | |Disable v
3 Disable ¥ Disable v
4 Disable v | |Disable v
5 Disable v | |Disable v
6 Disable v | |Disable v
T Disable v | |Disable v
8 Disable v | |Disable v
9 Disable v | |Disable v
10 Disable ¥ Disable v
1 Disable v | |Disable v
12 Disable v | |Disable v
13 Disable ¥ Disable v
14 Disable v | |Disable v
15 Disable v | |Disable v
16 Disable ¥ Disable v
17 Disable v | |Disable v
18 Disable v | |Disable v
19 Disable v | |Disable v
20 Disable v | |Disable ¥
21 Disable v | |Disable v
22 Disable v | |Disable v
23 Disable ¥ Disable v
24 Disable v | |Disable v
25 Disable v |Disable v
26 Disable ¥ Disable v
27 Disable v | |Disable v
28 Disable v | |Disable v

Port: Theporty dzY 6 SNX» &t 2NI fFé aSaGidAay3aa |LXe G2 Fff LER2NIao

Ingress TranslateSelecthe checkbox to enable ingress translation of DSCP values based on the selected classification
method.

Ingress Classify{Belect the appropriate classification method:
Disable:No ingress DSCP classification is performed.
DSCP=(CClassify if incoming DSCP is 0.
Selected:Classify only selected DSCP for which classification is enabled in DSG#Edrdabkle
All: Classify all DSCP.
Egress RewriteConfigure port egress rewriting of DSCP values.
Disable:Egress rewriting is disabled.
Enable:Enable egress rewriting is enabled but with remapping.

Remap:DSCP from analyzer is remapped andids remarked with remapped DSCP value.
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4.3.18.4 DSCHased Qodgress Classification

DSCP-Based QoS Ingress Classification

DSCP | Trust | QoS Class | DPL

[l < v o v
0 (BE) ] 0w 0w
1 | 0 v 0w
2 O 0w IS
3 | 0 v 0w
4 O 0w 0w
5 | 0w 0w
6 [} 0w 0w
7 | 0 v 0w
8 (CS1) O 0w 0 v
9 | 0w 0w
10 aF) [ 0w 0w
1 ] 0w 0w
12/F12) O 0 v 0w
13 ] 0w 0w
14AaF3 O 0 v 0w
15 ] 0w 0w
16 (CS2) O 0w 0w
17 (] 0w 0w
18 AF21) O 0w 0w
19 (] 0 v 0w
20AF22) O 0w 0w
21 (] 0w 0w
22 (aF23) [ 0w 0w
23 | 0 v 0w
24 (C83) O 0w IS
25 | 0w 0w
26 (AF31) [ 0w 0w
27 (| 0w 0w

DSCPDSCP value in ingress packet. DSCP range is from 0 to 63.

Trust: Selectthe checkbox to indicate that DSCP value is trusted. Only trusted DSCP valueppes to a specific
QoS class and drop precedence level (DPL). Frames with untrusted DSCP values are treatd? fezsmes

QoS ClassSelect the QoS class to the corresponding DSCP value for ingress processing. By default, 0 is used. Allowed
range is0 to 7.

DPL:Select the drop precedence level to the corresponding DSCP value for ingress processing. By default, 0 is used.
¢ KS @I tHasth® higher érop priority.
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4.3.18.5 DSCP Translation

DSCP Translation
DSCP Ingress Egress
Remap
- = v O = v
0(BE) OFE v ] OFE v
1 1 v | 1 v
2 2 v O 2 v
3 3 v ] 3 v
4 4 v O 4 v
5 H v ] 5 v
6 & v ] [ v
7 7 v 1 7 v
8(CS1) BICSl) v O BICSD v
9 9 v 1 9 v
10 (AF11) | LO(AFID v O 10(AF11) v
1 11 v | 11 v
12 (AF12) | 12(AF1D) v m} 12 (AF12) »
13 13 v O 13 v
14 (AF13) | L4 (AF13) v [} 14 (AF13) v
15 15 v O 15 v
16(CS2) |16(C8) v [} 16050 v
17 17 v O 17 v
18 (AF21) |13 (AF21) v O 18 (4F21) v
19 19 v ] 1% v
20 (AF22)  D(AFZ) v O 0(aF2) v
21 2 v [l 2 v
22 (AF23)  22(AF2Y) v O 22 (AF2) v

DSCPDSCP value in ingress packet. DSCP range i fioms3.
Ingress TranslateEnable Ingress Translation of DSCP values based on the specified classification method.
Ingress ClassiffEnable classification at ingress side as defined in the QoS port DSCP Configuration Table.

Egress RemajEnable egresseemap based on the specified classification method.

4.3.18.6 DSCP Classification

DSCP Classification

QoS Class DSCP

*

Ead W
0 0 (BE) v
1 0 (BE) v
2 0 (BE) v
3 0 (BE) v
4 0 (BE) v
5 0 (BE) h
6 0 (BE) h
7 0 (BE) M
Save || Reset

Map DSCP values to QoS class and DPL value.
QoS Classt.ist of actual QoS class values.

DSCPSelect the DSCP value to map QoS class and DPL BDSIG®. value select fora fvéll map to all QoS class and
DPL value.
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4.3.18.7 QoS Control List

Quality of Service control list is used to establish policies for handling ingress packets based on frame type, MAC
address, VID, PCP, DEI values. Once a QCE is mappedttdraffio matching the first entry in the QoS Control List is
assigned to the QoS class, drop precedence level, and DSCP value defined by that entry. Traffic not matching any of
the QCEs are classified to the default QoS Class for the port.

~
QoS Control List Configuration

QCE | Port | DMAC | SMAC | CoS | DPL [ DSCP |

®0

1 All Any Any Any Any Any  Any Any 0 Default  Default OO

This pagealisplays rules created in QoS control list (QEly. The maximum number of QCL is 256 on this de@tiek
the plus sigr@to insert a new QCL to the list.

QCE#Display Quality Control Entry index.

Port: Display the port number that uses this QCL.

DMAC:Destination MAC address. Possible values are Any, Broadcast, Multicast, Unicast.

SMACSource MAC address.

Tag Type¢t KS @+t dz2§ 2F GFr3 FASEtR OlFly o6S a!yar3aasSRéEs ac¢l 33ISRE
VID:Display VLAN ID-4095)

PCPDisplay PCP value.

DEI:Displyy DEI value.

Frame TypeDisplay the frame type to look for in incoming frames. Possible frame types are Any, Ethernet, LLC SNAP,
IPv4, IPv6.

Action: Display the classification action taken on ingress frames when the configured parameters are mattteed in
FNI YSQa O2yGSydaed LT F FNIYS YFHGIOKSa GKS v/[X GKS ¥F2ff2

(oS If a frame matches the QCL, it will be put in the queue corresponding to the specified QoS class.
DPL:The drop precedence level will be set to the specifiedeal
DSCPThe DSCP value will be set to the specified value.

You can modify each QCE (QoS Control Entry) in the table using the following buttons:
@: Insert a new QCE beforedlturrent row.

@: Edit the QCE entry.

@: Move the QCE up the list.

@: Move the QCE down the list.

@: Delete the QCE.

@: The lavest plus sign add a new entry at the bottom of the QCE listings.

once® is clickedn display pagethe following page will appear.
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QCE Configuration

Default ¥
Default v
Default ¥
Default v

Inner Tag__ 1003
Inner ViD__ |10

Frame Type [0S

Save || Reset || Cancel

QCE Configuration

Port Members:Select ports that use this rule.

Key Parameters

SMAC:SSelect source MAC addre$s2 LIS® . & RSTFlLdz G Fyeé A& dzaSRo {StSOiG «a
bytes of the MAC address or OUI).

DMAC Type{ St SOG RSadGAylrdA2y a!/ FRRNBaa dGdeLlSe .& RSTFIdz G2
Ga/ ¢ TFT2RIXYdAZ iRO&. / ¢ F2NJ oNRI ROI

Tag:Select VLAN tag type (Tag or Untag). By default, any type is used.

VID:Select VID preference. @ RSFl dzf 6§ Fyeé L5 A& dzASRO® {St SO0 a{LISO
v/ [ SyidNEB® h NyolSduld iBeito maw h drgéSaf BIDs o this QCL entry.

PCP:Select a PCP valgeither specific value or a range of values are providBg)default, any is used.

DEI: Select a DEI value. By default, any is used.

Inner Tag:Select dnner Tagralue. By default, any is used.

Inner VID:Select dnner VID (VLAN IDalue. By default, any is used.

Inner PCPSelect dnner PCP (802.1p priority levgBlue. By default, any is used.

Inner DEISelect dnner DEI (Drop Eligible Indicateglue. By dfault, any is used.

Frame Type:The frame types can be selected are listed below.
Any: By default, any is used which means that all types of frames are allowed.
Ethernet: This option can only be used to filter Ethernet Il formatted packets (Optimg: Specific 600-fff hex;
Default: ffff). Note that 800 (IPv4) and 86DD (IPv6) are excluded. A detailed listing of Ethernet protocol types can
be found in RFC 1060. A few of the more common types include 0800 (IP), 0806 (ARP), 8137 (IPX).

LLCLLGQefers to Link Logical Control and further provides three options.

SSAPSSAP stands for Source Service Access Point address. By default, any is used. Select specific to indicate
a value (0x00 OxFF).
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DSAP:DSAP stands for Destination Service Accesd Bddress. By default, any is used. Select specific to
indicate a value (0x00 to OXFF).

Control: Control field may contain command, response, or sequence information depending on whether the
LLC frame type is Unnumbered, Supervisory, or Information. Byulleany is used. Select specific to
indicate a value (0x00 to OXFF).

SNAP:SubNetwork Access Protocol can be distinguished by an OUI and a Protocol ID. (Options for PID: Any,
Specific (Ox0Oxffff); Default: Any) If the OUI is hexadecimal 000000,ptidocol ID is the Ethernet type
(EtherType) field value for the protocol running on top of SNAP. If the OUI is that of a particular organization,
the protocol ID is a value assigned by that organization to the protocol running on top of SNAP. In other
words, if value of the OUI field is @@-00, then value of the PID will be etherType (0x06&€ff), and if

value of the OUI isother than @@-00, then valid value of the PID will be any value from 0x0000 to Oxffff.

IPv4:
Protocol: IPv4 frame type indgRS& !'yeéx ¢/ t3X ! 5t3 hiaKSN® L ac¢/
further define Sport (Source port number) and Dport (Destination port number).
Source IP{ St SOG a2dzNOS Lt (elLlsS® .& RSTI dzf Gdefingdy & A a
source IP and submask format. The address and mask must be in the format x.y.z.w where X, v, z,
and w are decimal numbers between 0 and 255. When the mask is converted téia tdBary
string and read from left to right, all bits following the first zero maiso be zero
IP FragmentBy default, any is used. Datagrams sometimes may be fragmented to ensure they can
LI aa GKNRdAzZAK | ySGg2N] RSOAOS GKIG dzasSa || YFEAY
size.
DSCPBYy default, any is used. Seléc{ LISOAFAO¢ (G2 AYRAOFGS |+ 5{/t @
range of DSCP value.

IPV6:

Protocol:Lt @c LINRP (G202t AyOfdzRRSa !yeésx ¢/tZ !5t hdKSN
to further define Sport (Source port number) and Dport (regtfon port number).

SIP(32LSB) St SOG a2dzNDS Lt G(GeLlsSe . & RSTI dz-défbedr y& A&
source IP and submask format.

DSCP: @8 RSTFl dzZ G ye Aa dzaSRe® { St SO0 af LISiedar O
range of DSCP value.

Action Parameters

{LISOATFEe GKS OflFaaAFAOFLGA2y |OGA2y Gl 1Sy 2y Ay3aNBaa
include the following:

oS If a frame matches the QCE, it will be put in the queaesponding to the specifie@S class.
DPLIf a frame matches the QCE, the drop precedence level will be set to the selected value or left unchanged.

DSCPIf a frame matches the QCE, the DSCP value will be set to the selected one.
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4.3.18.8 Starm Control

Storm Control is used to keep a network from downgraded performance or a complete halt by setting up a threshold
for traffic like broadcast, unicast and multicastWhen a device on the network is malfunctioning or application
programs are not ell designed or properly configured, storms may ocand will degrade network performancer

even cause a complete halt. The network can be protected from storms by setting a threshsjebéifiedtraffic on

the device Anyspecifiedpackets exceedinghe specified threshold will then be dropped.

Global Storm Policer Configuration

Frame Type | Enable Rate Unit

Unicast 10 [fps v
Multicast 10 [fps v
Broadcast 10 [fps +

Enable:Enable Unicast storm, Multicast storm or Broadcast storm protection.
Rate (pps)Select the packet threshold. The packets received exceed the selected value will be dropped.

Unit: Select the unitdr each frame type.

P P 500 [<> v
1 500 [kbps ¥ 500 [kbps ¥ 500 [kbps ¥
2 500 [kbps ¥ 500 [kbps ¥ 500 [kbps ¥
3 500 [kbps v 500 [kbps v 500 [kbps v
4 500 [kbps + 500 [kbps + 500 [kbps +
5 500 [kbps + 500 [kbps + 500 [kbps +
3 500 [kbps ¥ 500 [kbps ¥ 500 [kbps ¥
7 500 [kbps v 500 [kbps v 500 [kbps v
8 500 [kbps + 500 [kbps + 500 [kbps +
9 500 [kbps + 500 [kbps + 500 [kbps +
10 500 [kbps ¥ 500 [kbps ¥ 500 [kbps ¥
11 500 [kbps v 500 [kbps v 500 [kbps v
12 500 [kbps + 500 [kbps + 500 [kbps +
13 500 [kbps + 500 [kbps + 500 [kbps +
14 500 [kbps ¥ 500 [kbps ¥ 500 [kbps ¥
15 500 [kbps v 500 [kbps v 500 [kbps v
16 500 [kbps v 500 [kbps v 500 [kbps v
17 500 [kbps + 500 [kbps + 500 [kbps +
18 500 [kbps + 500 [kbps + 500 [kbps +
19 500 [kbps ¥ 500 [kbps ¥ 500 [kbps ¥
20 500 [kbps v 500 [kbps v 500 [kbps v
51 &0l (khns v &0l (khns v &0l (khns v

Enable:Enable Unicast storm, Multicast storm or Broadcast storm protection.

Rate (pps)Select the packet threshol@he packets received exceed the selected value will be dropped.
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4.3.189 WRED

Weighted Random Early Detection Configuration

Group | Queue | DPL | Enable | Min Max Max Unit

1 0 1 0 50| | Drop Probability ¥
1 0 2 0 50/ | Drop Probability ¥
1 0 3 0 50| | Drop Probability ¥
1 1 1 0 50/ | Drop Probability ¥
1 1 2 0 50| | Drop Probability ¥
1 1 3 0 50/ | Drop Probability ¥
1 2 1 0 50| | Drop Probability ¥
1 2 2 0 50/ | Drop Probability ¥
1 2 3 0 50| | Drop Probability ¥
1 3 1 1] 50/ | Drop Probability *
1 3 2 0 50| | Drop Probability ¥
1 3 3 1] 50/ | Drop Probability *
1 4 1 0 50| | Drop Probability ¥
1 4 2 1] 50/ | Drop Probability *
1 4 3 0 50| | Drop Probability ¥
1 5 1 1] 50/ | Drop Probability *
1 5 2 0 50| | Drop Probability ¥
1 5 3 1] 50/ | Drop Probability *
1 6 1 [ 50| | Drop Probability ¥
1 6 2 0 50| | Drop Probability ¥
1 6 3 [ 50| | Drop Probability ¥
1 7 1 0 50| | Drop Probability ¥
1 7 2 [ 50| | Drop Probability ¥
1 7 3 0 50| | Drop Probability ¥
2 0 1 [ 50| | Drop Probability ¥
2 0 2 0 50| | Drop Probability ¥
2 0 3 [ 50| | Drop Probability ¥
2 1 1 0 50| | Drop Probability ¥
2 1 2 1] 50/ | Drop Probability *
2 1 3 0 50/ | Drop Probability ¥

Enable:Select the checkbawo enable RED on a particular queue.

Min. threshold: Specify the lowest RED threshold. If the average queue filling level is below this threshold, the drop
probability is zero. This valid value for this field+4.00.

Max. DP1: Controls the drop probiility for the frames marked in drop precedence level 1 when the average queue
filling level is 100%. The valid value+4.00.

Max. DP 2Controls the drop probability for the frames marked in drop precedence level 2 when the average queue
filling levelis 100%. The valid value isI®O.

Max. DP 3Controls the drop probability for the frames marked in drop precedence level 3 when the average queue
filling level is 100%. The valid value+4.00.

4.3.19 Mirroring

Mirroring is a feature for switched pbanalyzer. The administrator can use the Mirroring to debug network problems.
The selected traffic can be mirrored or copied on a destination port where a network analyzer can be attached to
analyze the network traffic.

Remote Mirroring is an extend fution of Mirroring. It can extend the destination port in other switch. So the
administrator can analyze the network traffic on the other switches.

If you want to get the tagged mirrored traffic, you have to set VLAN egress tagging as "Tag All" oed¢her radit.
On the other hand, if you want to get untagged mirrored traffic, you have to set VLAN egress tagging as "Untag ALL"
on the reflector port.

278



CHAPTER
WEBOPERATION & CONFIGURATI

Mirroring & Remote Mirroring Configuration

Mode Disabled
Type Mirror
VLANID 200
Reflector Port |[ZEiES

Source VLAN(s) Configuration
|

Port Cenfiguration

Port | Source | Intermediate | Destination

Disabled ¥

Disabled v
Disabled ¥
Disabled ¥
Disabled ¥
Disabled ¥
Disabled ¥
Disabled ¥
9 Disabled ¥
10 |Disabled ¥
11 | Disabled ¥
12  Disabled ¥
13 |Disabled v
14  Disabled ¥
16 | Disabled v
16 | Disabled ¥
17 | Disabled v
18 Disabled ¥
19 | Disabled v
20 Disabled ¥

@ N m e

Mode: Enable or disable the mirror or Remote Mirroring function.

Type:Select switch type.

Mirror: The switch is running on mirror mode. The source port(s) and destination port are located on this
switch.

RMirror source:The switch is a source node for monitor flow. The source port(s), reflector port are located
on this switch.

RMirror destination: The switch is an end node for monitor flow. The destination port(s) is located on this
switch.

VLAN ID:The VLAN ID points out where the monitor packet will copy to. The default VLAN ID is 200.

Reflector Port:The reflector port is a method to redirethe traffic to Remote Mirroring VLAN. Any device connected
to a port set as a reflector port loses connectivity until the Remote Mirroring is disabled.

If you shut down a port, it cannot be a candidate for reflector port.
If you shut down the port whicls a reflector port, the remote mirror function cannot work.

Notel: The reflector port needs to select only on Source switch type.
Note2: The reflector port needs to disable MAC Table learning and STP.

Note3: The reflector port only supports on purepper ports.

Source VLAN(€onfiguration

Source VLANS he device supports VLAMsed mirroring. If you want to monitor some VLANSs on the switch, you can
input VLAN IDs in this field.

Port Configuration

Port: The logical port for the settings conteid in the same row.
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Source:Select mirror mode.
Disabled:Neither frames transmitted nor frames received are mirrored.
Both: Frames received and frames transmitted are mirrored on the Destination port.

Rx only:Frames received on this port are mireal on the Destination port. Frames transmitted are not
mirrored.

Tx only:Frames transmitted on this port are mirrored on the Destination port. Frames received are not
mirrored.

Intermediate: Select the checkbox if it is the intermediate port. The intediate port is a switched port to connect to
the other switch. Note: The intermediate port needs to disable MAC Table learning.

Destination: Select destination port. This checkbox is designed for mirror or Remote Mirroring. The destination port is
a swithed port that you receive a copy of traffic from the source port.

Notel: On mirror mode, the device only supports one destination port.

Note2: The destination port needs to disable MAC Table learning.

4.3.20 UPnP

UPnP Configuration

Mode: Enable or disable UPnoperation.
TTLTTL (Time to live) is used to configure how many steps an UPnP advertisement can travel before it disappears.

Advertising Duration:This defines how often an UPnP advertisement is SEm. duration is carried in Simple Service
Discove Protocol (SSDP) packets which informs a control point how often it should receive a SSDP advertisement
message from the switchBy default the advertising duration is set to 1@@conds Howeverdue to the unreliable

nature of UDP, it is recommended tet to the shorter duration sinctne shorter the duration, the fresher is UPnP
status.

4.3.21 GVRP

GVRP (GVRP VLAN Registration Protocol) is defined in the IEEE 802.1Q standard and enables the switch to dynamically
create |IEEE 802.1Q compliant VLANtween GVR®nabled devices. With GVRP, VLAN information can be
automatically propagated from device to device so as to reduce errors when creating VLANs manually and provide
VIDs consistency across network.

This section provides configuration pagesueers to set up GVRP timers and enable GVRP onpopdrasis.

GVREP

= Global config
= Port config
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4.3.21.1 Global Config

GVRP Configuration

[1Enable GVRP

Parameter
Join-time: n
Leave-time: &0
LeaveAll-time: | 1000

Max VLANS: n

Save

Enable GVRFBelect the checkbox to globally enable GVRP function.

Jointime: Specify the amount of time in units of cesttconds that PDUs are transmittékhe default value is 20
centi-seconds. The valid value is2D.

Note:¢ KS & BY®S LI N} YSGSNI Ydzaddi 6S GKNBS dGAYSa ANBLF (¢

Leavetime: Specify the amount of time in units of cessiconds that the device waits before delgjithe associated
SGNE® ¢KS €SI @S GAYS AAYES &l OUSAadI (3SR a6S8y (ilk NGS[CSSIA@RS R fHfy R Ol y
default value is 60 centieconds.

LeaveAltime:{ LISOAF& GKS FY2dzyid 2F GAYS (KIRDU@icates@ghdtlalf £ ¢ t 5! a
registrations are shortly deegistered. Participants will need to rejoin in order to maintain registration. The valid value
is 1000 to 5000 censeconds. The factory default 1000 cesdiconds.

NOTES KS & [-B4x VWS4 ¢ IMINGd¥aSii S S INBI-IENSEKLWNIKSIBNBI &S

Max VLANsThe maximum number of VLANSs can be learned via GVRP.
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4.3.21.2 Port Config

GVRP Port Configuration

Port Mode
s e v
1 | Disabled v
2 | Disabled v
3 | Disahled v
4 | Disabled v
5 | Disahled v
6 | Disahled v
7 | Disahled v
8  Disabled v
9 | Disahled v
10 Disahled v
11 | Disakled v
12 Disahled v
13 | Disahled v
14 Disahled v
15 | Disahled v
16 Disahled v
17 | Disahled v
18  Disahled v
19 | Disahled v
20 | Disabled v
21 | Disabled v
22 | Disabled v
23 | Disahbled v
24 | Dizabled v

Port: The port number.

Mode: Enable GVRP on a per port basis.
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4.3.22sFlow
4.3.22.1 Configuration

sFlow Configuration

Agent Configuration

[ LLILIEY 127001

Receiver Configuration

<none> Release
IP Address/Hostname [Uliiii]

6343

0 seconds.
Max. Datagram Size L] bytes

Port Configuration

Flow Sampler Counter Poller

Port | g 3bied | Sampling Rate | Max_ Feader | Enabled | Interval

0 128

128
128

0
0
0
0
0
0
0
0]
128 0
0]
0
0
0]
0
0]
0
0]
0

@
elelelelalalalalalelalalzlalalale
I~

=

Agert Configuration

IP AddressSpecify an valid IPv4 or IPv6 address for sFlow agent.

Receiver Configuration

Owner: Basically, sFlow can be configured in two ways. One is through local management using the Web or CLI
interface or through SNMP. This readly field shows the owner of the current sFlow configuration and assumes
values as follows:
w LF actz2¢ Aa OdzNNByilfeée dzyO2y FAIdzNBERkdzy Of A YSRI hgy SN
w LT actz2g Aa OdzNNByidfte O2yFAIdzZNBR dughN®alz8aagénted>. 2 NJ / [ L
w LF acftz2g Aa OdNNByidGfte O2yFAIdZNBR GKNRBJIZAK {batX hgyS
configured through SNMP, all controlsexcept for the Releaskutton - are disabled to avoid inadvertent
recorfiguration.

The button allows for releasing the current owner and disable sFlow sampling. The button is disabled if sFlow is
currently unclaimed. If configured through SNMP, the release must be confirmed (a confirmation request will appear).

IP AddressHostname:Specify the IP address or hosthame of the sFlow receiver. Both IPv4 and IPv6 addresses are
supported.

UDP Port:The UDP port on which the sFlow receiver listens to sFlow datagrams. If set to 0 (zero), the default port
(6343) is used.

Timeout: The number of seconds remaining before sampling stops and the current sFlow owner is released. While
active, the current time left can be updated with a click on the Reftrgton. If locally managed, the timeout can be
changed on the fly without affectg any other settings. Valid range is 0 to 2147483647 seconds.

Max. Datagram Sizethe maximum number of data bytes that can be sent in a single sample datagram. This should be
set to a value that avoids fragmentation of the sFlow datagrams. Valid riar220 to 1468 bytes with default being
1400 bytes.
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Port Configuration

Port: The port number for which the configuration below applies.

Flow Sampler EnabledEnables flow sampling on this port. Uncheck the box will disable flow sampling on the this
specific port.

Flow Sampler Sampling Rat&he statistical sampling rate for packet sampling. Set to N to sample on average 1/Nth

of the packets transmitted/received on the port. Not all sampling rates are achievable. If an unsupported sampling
rate is reqested, the switch will automatically adjust it to the closest achievable. This will be reported back in this

field. Valid range is 1 to 4294967295.

Flow Sampler Max. Headeifhe maximum number of bytes that should be copied from a sampled packet to the
sFlow datagram. Valid range is 14 to 200 bytes with default being 128 bytes. If the maximum datagram size does not
take into account the maximum header size, samples may be dropped.

Counter Poller EnabledEnable counter polling on this port. Uncheck thex to disable Counter Poller function on
this port.

Counter Poller IntervalWith counter polling enabled, this specifies the interval seconds between counter poller
samples. Valid range is 1 to 3600 seconds.

Save ButtonClick to save changddote that sFlow configuration is not persisted to rapiatile memory.

4.3.23UDLD

UDLD Pert Configuration

Port | UDLD mode | Message Interval

= [<>
1 |Disable
2 Disable
3 |Disable
4 Disable
& | Disable
6 Disable
7 |Disable
& Disable
9 | Disable
10 Disable
11 |Disable
12 Disable
13 |Disable
14 Disable
15 |Disable
16 Disable
17 |Disable
16 Disable
19 |Disable
20 Disable
21 |Disable
22 Disable
23 |Disable
24 Disable
25 |Disable
26 Disable
27 |Disable
26 Disable
29 |Disable

SRR RER R RN RREE N RERERNRERERRE

UDLD Mode Configures the UDLD mode on a port. Valid values are Disable, Normal and Aggressive. Default mode is
Disable.

Disable In disabled mode, UDLD funatiglity doesn't exists on port.

Normal: In normal mode, if the link state of the port was determined to be unidirectional, it will not affect
the port state.
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Aggressiveln aggressive mode, unidirectional detected ports will get shutdown. To bring bagiotts up,
need to disable UDLD on that port.

Message IntervalConfigures the period of time between UDLD probe messages on ports that are in the

advertisement phase and are determined to be bidirectional. The range is from 7 to 90 seconds(Defau# valu
seconds)(Currently default time interval is supported, due to lack of detailed information in RFC 5171).

Detailed UDLD Status for Port 1 IPort 1 v[ Auto-refresh [ Refresh

UDLD status
Disable
00-02-AB-06-20-20

UDLD Admin state

GIGIESTETEIRE T Indeterminant

Neighbour Status
Port | Device Id | Link Status | Device Name
Mo Neighbour ports enabled or no existing partners

UDLD Status

UDLD Admin StateThe current port state of the logical port, Enabled if any of state(Normal,Aggressive) is Enabled.
DevicelD (local) The ID of Device.
Device Namélocal) Name of the Device.

Bidirectional State The current state of the port.

Neighbour Status

Port: The current port of neighbour device.
Device IDThe current ID of neighbour device.
Link StatusThe current link status of neighbour port.

Device NameName of the Neighbour Device.
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4.4 Monitor

This part provides monitoring statistics or data on configured functions. The user can usecsioins of this part to
view System information, configed IP address, MAC addresses learned, etc.

4.4.1 System

4.4.1.1 System Information

The system information screen will display the configuration information, the hardware MAC address and version, the
system time, the system "uptime" and the softwarersion and build date.

System Information

Contact
Name
Location

MAC Address 00-02-8b-11-22-33
Hardware Version V1.100
Time

System Date 2015-01-01T09:15:36+08:00
System Uptime 0d 01:16:00

Software
Software Version "v1.002"
Software Date 2017-12-15T11:18:42+08:00

4.4.1.2 Power & Fan

This screen page dispkihe current state of the buiin powerandfan. If thereis something wrong with fan modules,
error messagesvill be displayed here(If there is something wrong with fan modules\NFLED indicators on the front
panel willalsobe lit in red)

Power and FAN

Power
Power1 AC
Power2 DCASY

FAN
Fan 1 10624 rpm
Fan 2 10368 rpm

Fan 3 10563 rpm
Temperature
Temp 0 28°C
Temp 1 33°C
Temp2 20°C
Temp 3 20°C

Refresh
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4.4.1.3 System CPU Load
This page displays the CPU load, using an SVG graph.

The load is measured as averaged over the last 100ms, 1sec and 10 seconds intervals. The last 120rsamples a
graphed, and the last numbers are displayed as text as well. In order to display the SVG graph, your browser must
support the SVG format. Automatic refresh occurs every 3 seconds.

4.4.1.4 System |P Status

Display the status of IP interfaces and routes
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