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About This Manual

This section guides you on how to use the manual effectively. The manual contains
information needed to install, configure, and operate TAINET's Comet 160xF/ FM and
Comet 160xF-R/ FM-R Series termination units. The summary of this manual is as follows:

Chapter 1:  Overview
Describe Comet 160xF/ FM and Comet 160xF-R/ FM-R Series in several applications.
Chapter 2:  Specifications

Describe the features, specifications and applications of Comet 160xF/ FM and
Comet 160xF-R/ FM-R Series.

Chapter 3: Interfaces

Introduce all the interfaces, including front panel and rear pane of Comet 160xF/ FM
and Comet 160xF-R/ FM-R Series.

Chapter 4: Installation

Assist user to install and verify the Comet 160xF/ FM and Comet 160xF-R/ FM-R
Series step-by-step.

Chapter 5:  Operation of Web
Give a description of the Web Interface.
Chapter 6:  Operation of CID
Give a description of the CID (Craft Interface Device).
Appendix A: Pin Assignment
The description of pin assignment
Appendix B: Trouble Report
Trouble Report Form
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Symbols Used in This Manual

3 types of symbols are used throughout this manual. These symbols are used to advise the
users when a special condition arises, such as a safety or operational hazard, or to present
extra information to the users. These symbols are explained below:

4 N

Warning:
® This symbol and associated text are used when death or injury
to the user may result if operating instructions are not followed

properly.
/ Caution: \
@ This symbol and associated text are used when damages to
CAUTICN the equipment or impact to the operation may result if

operating instructions are not followed properly.

\ )

/ Note: \

This symbol and associated text are used to provide the users
0 with extra information that may be helpful when following the
main instructions in this manual.
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LIMITED WARRANTY

TAINET’s DISTRIBUTOR shall be responsible to its customers for any and all warranties,
which it makes relating to Products, and for ensuring that replacements and other
adjustments required in connection with the said warranties are satisfactory. TAINET
warrants to DISTRIBUTOR that the Products to be delivered hereunder will be free of
defects in material and workmanship under normal use and service for a period of twenty-
four (24) months [twelve (12) months in Taiwan] following the date of shipment to
DISTRIBUTOR.

If during the warranty period, any component part of the equipment becomes defective by
reason of material or workmanship, and DISTRIBUTOR notifies TAINET of such defect
within seven days after knowing of such defect, TAINET shall, for any Product that TAINET
agrees is defective, at its option, supply a replacement part, request return of equipment to
its plant for repair, or perform necessary repair at the equipment’s location. At TAINET's
option, DISTRIBUTOR shall destroy any Product that TAINET agrees is defective and shall
provide satisfactory proof of such destruction to TAINET. TAINET is not responsible for
Products damaged by misuse, neglect, accident, or improper installation, or if repairs or
modifications were made by persons other than TAINET’s own authorized service
personnel, unless such repairs by others were made with the written consent of TAINET.

The above warranty is in lieu of all other warranties, expressed or implied. There are no
warranties that extend beyond the face hereof, including, but not limited to, warranties of
merchantability and fitness for a particular purpose, and in no event shall TAINET be liable
for consequential damages. If distributor extends to its customers any additional warranty
with respect to Products that is broader in scope than the warranty provided by TAINET,
DISTRIBUTOR shall be solely responsible for any and all liabilities, obligations and
damages resulting from the extension of such warranty.

TAINET shall not be liable to any person for any special or indirect damages, including, but
not limited to, lost profits, from any cause whatsoever arising from or in any way connected
with the manufacture, sale, handling, repair, maintenance, or use of the Products, and in no
event shall TAINET’s liability exceed the purchase price of the Products.

Software Products are provided “as is” and without warranty of any kind. TAINET disclaims
all warranties including the implied warranties of merchantability and fithess for a particular
purpose. TAINET shall not be liable for any loss of use, interruption of business or indirect,
special, incidental, or consequential damages of any kind. TAINET shall do its best to
provide end users with Software updates during the warranty period under this Agreement.

-5-
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TAINET has not been notified of any intellectual property rights or others which may be
infringed by the Products or the promotion, marketing, sale (or resale), or servicing thereof

in the Territory, but TAINET makes NO WARRANTY, EXPRESS OR IMPLIED, WITH
RESPECT THERETO.




G.SHDSL Series User’'s Manual

CONTENTS

CHAPTER 1.  OVERVIEW....ueeeeenecocscscssssssssssssssssssssssssssssssssssssssssssssssssssssse 19
L1 OVERVIEW......uiiiiiiieeiiieeeitteeitee ettt e sttt e sttt e et e e st e e st eeeateeensteesasteeensaeesnsaeesnseeennseeensseessseesnneeas 19
1.2 APPLICATIONS ..uittteeeeitteeeeettteeeestteeeeessteeessssseeeeassseessassseesasnsseaessassseeesanssseeessnssneessnnssneesans 19

CHAPTER 2. SPECIFICATION ....cceccrcccrcrcscssscsssssssssssssssssssssssssssssssssssssssssssssssse 21
2.1 MAIN FEATURES ...otiiitiieiiieeitteeiteeette et e ettt e eeteestteessaaeessseeessseeesaseesnsseesnsseessseessseesnnseesnnes 21
2.2 SHDSL INTERFACE .....cccutttttestitteeesitteeeestteeeesaseeesesssaeesasssseeesssssseeesssseeesassssesssssssseeessnssseesanns 22
2.3 NETWORK SIDE INTERFACE......ccciittteitteeriieeesiteesireeeereesuseesseeesseeesseesssseesssseesssseessssesssssessnnes 22

2.3.1 Ethernet INTerface.......coooviiiiiiiiiie e e ettt e 22
24 OAM ..ottt a et e ht e e bt e bt e be e bt e e bt e nteeenbeeteeenbe e teeenteeenaeenns 23
2.5 TECHNICAL SPECIFICATIONS ....uttteeittieeeesireeeeeaureeeeassssseessnssseesessssseesssssssessassssessessssseeesssssseesanns 24
B I N 20 3 (7 N (0) USSR 26

2.6.1 EFM Point-t0-Point APPIICAtION. ......coiutiiiiiiieiieitesiieeiie ettt sttt e 26

2.6.2 EFM Point-to-Multipoint APPIICAtION ........ccveervieriieriesieeri et ereesteesieesresreesreesreesseesseesssessnenens 26

2.6.3 Party Line Linear APPLICALION ......cccvveiieiiiiiieieerieeseestesreereesreeseesseesesesssessseesseesseesseesssesssennns 27

2.6.4 RiING APPIICALION ...eoutiiiiiiii ettt et ettt s e st e et e e bt e bt e sbeesatesneeenneens 27

CHAPTER 3. INTERFACES ...ouerriiiiiciinsssssnsnnssseccsssssssssssssssssssssssssssssssssssssssss 29

3.1 FRONT PANEL OF COMET160XF/ FM & 160XF-R/FM-R........cccovviiiiiiiicieeceeeee e, 29
3.1.1 StAtUS INAICALOTS ...ttt ettt ettt e e et e e et e eteeeetaeeeteeeetaeeeaseeeseeeenneeennes 30
3.1.2 The RST BUTOM ....uveieieieee ettt tee e e e e e e e e et e e e eeteee e eeateeeeenrees 30
313 THE TST BULLOM ...ttt ettt e et e et e e et e e e teeeeaeeeaeeeeseeeeeaeeeesneens 31

3.2 REAR PANEL ..ottt ettt ettt ettt e ettt e st e e st e e s it e e abeesabeesateesaneeas 31

CHAPTER 4. INSTALLATION.uuucciiiiiiiiinncsssnssssescccssssssssssassssssssssssssssssssssssssssssss 33
o B U ) @) € 1. € TSRS 33
4.2 SITE REQUIREMENTS ....coitiiiiiiiiiieieeeeeeeee ettt ettt ettt e e e e e e e e e e e et e e e e e e e e e e e ee e e e e e e e e e e e e e e e eeeeeees 33

42.1 SIEE SEIECTION ...ttt e e e et e et e et e e eaaeeeteeeeteeeeteeeeseeeeaseeeseeeenseeennes 33

422 AC/DC Electrical Outlet CONNECTION ........cceeeiuvieeiiirrieeeeireeeeecreeeeeeeeeeeeeeeeeeeereeeeeereeeeeeneeeeenes 33

423 GIOUNAING ...viivviiieciietieete ettt ettt et estbestbeesbeesbeesteesssessseasseasseesseesssassesssessseasseesseesseesssenssensns 34
4.3 CABLE CONNECTION ....ttiiuitteitteeiteeetteeeiteesniteessseestteessseeesssteessseeessseeessseesssseesssseessnseessnseesnnes 35

4.3.1 Connecting the IP Network via Ethernet .........c.oooveviiiiiiiiiiiiiieeeccecee e 35

43.2 Connecting the Terminal ...........cccoeviiiiiiiiiieee ettt beesseesseessaesnneenns 35

433 Connecting the DSL 0N DEVICES....cc.uciuiiiiiiieiieieeciee et esveesreeseresreebeereesteesteesssessneeens 35
4.4 QUICK SETUP ..oeieiiiiieeeeiiieeeeeiteeeeeeitteeeaeisaeaaasasaeeeessssaeesasssseeeeaasssaeeessssseeeasssseeeasssssesesssssneesanns 37

CHAPTER 5.  OPERATION OF WEB........urcrcccscssssssssssssssssssssssssssssssssssssss 38
5.1 OVERVIEW.....uutiieiuiieeitieeeiieeeteeeetteesteeesteeessteeeasseeasseeanssaesssseesssseeassseenssesessseesnsseesnnseesnsseesnssens 38
5.2 LOGIN PAGE ..ottt ettt ettt e ettt e st e st e e s bt e e s it e e e sabeesabeesateesaneeas 38




G.SHDSL Series User’'s Manual

5.3 STATUS ettt ettt st et et st e e s n e e ae e st e e e an e ne e sn e e neeeeneenanes 39
53.1 Local/ REMOLE STALUS ......eeitiiieiiitieesie ettt ettt et et st et esae e e 39
5.4 CONFIGURATION ...ooitiiiuiieiienitteteenteestee et et e sete et e sene e seesane e aeessneesseeseneesneeeaneenseesaneesneeenneennnes 41
5.4.1 Load Local Profile (Remote Profile) .........ccceeviieviieriiniiniiciieieeeeeee et 42
54.2 Local Setting (RemMOte SEttNG) ....ccueeiuiiriiiiieiieiieiee ettt ettt 42
543 USET MANAZEIMENL .....eeiiiiiiiieeiieeeiee ettt e siee ettt e teeetteesaeesbteeesseesnseessseesnseessseessseesnseeesnseesnssenn 47
544 TACACSH ettt ettt et et e ea e et et e eat e b e e st e st e st e st eteeneenseeteeneenseeneeneenns 48
54.5 Date & Time (LOCAl/REMOLE) .....ccviiiiiiiiiiieiiieciee ettt ettt e eeae e vaeeneneas 49
5.4.6 General Setup (Local/ REMOLE) .....ccueiveiiiiiiiieiieieeceeete ettt ereesta e e e ssaessae e 49
54.7 DHECP SEIVET ...ttt ettt ettt a ettt e bt e bt e s bt e sateeabeenbeenbee bt e sbtesaeesneeenteens 50
5.4.8 IPVO (LOCAI/REIMOLE) ... .ccuvieeiieiieiieieesiie e et ete et e te et e st e st e esbeessaesseesssesssessseesseessaesseesssenssennns 51
5.4.9 SNMP & SYSLOG ..ttt ettt ettt te sttt e ettt e te e st essesseensesesseensasseessenseeseensesseansenses 52
SAT0 TR0 .ottt ettt ettt et ettt et e e h e et et e st et e he et et ene et e eaeenneees 54
SATT  ACCESS LSt ettt ettt ettt et ettt b e sb e e et st e e te e te e bt e eheeeateenteeabe e bt enbeeaeas 55
5.4.12  User Interface (LOCAI/REMOLE) ....cccveiiiiruieiieeiieiieiieieesieeseesresereesseereesteesesessaessseesseesseesseesens 57
R 0 B 1< 2\ < TSRS 58
5.4.14  Upload Language Package.........c.cccviviiiiiiiiiiiicieeieee ettt eve et esteese e sev e e ne e esaenenas 60
5.5 BRIDGE / ROUTING ....ocutiiiiiiinitiniteteeiteett sttt ettt ettt ettt ettt et st nae et et sbe et s 61
5.5.1 L€ 1S5 1T v | TSRS 61
552 VAN ettt ettt ettt ettt ettt et e e et e e et e e et e et e a e e et et et e ebeen e e bt ene et e ene et e nteentenens 61
553 VITEUAL TPttt ettt ettt et e st e st e se et e essesseeseenseeseensesseansensessnensens 64
554 ROULINE ..ottt ettt e bt et e bt e s tbessbeesbeessaessaessbessbeesseassaessaesseesssenssennns 65
5.5.5 VRRP ettt ettt et ettt et et st et e et e et e seest e s e eseenseeseenseteennensens 67
5.5.6 2 N TSRS 69
5.5.7 DN S ettt ettt ettt et ettt et et et e e b e te et e be e st et e et e enbeeseesbenseeseenseeneensenteennensens 72
558 L R 10 TSRS 73
5.59 RISTP ettt ettt ettt et et e st e et eeteesb e se e st essesseenseeseesbenseessenseaseenseseeneensens 75
5.6 MAINTENANCE ...c.utiutiiitittetenit ettt ettt et ettt et ettt ebe et sat bt et e bt e be et st enaeeneeueesbeeanesenenne 78
5.6.1 Local/ Remote Alarm LOg ......c.ooouiiriiiiieiieeie ettt sttt et e e s 78
5.6.2 Local/ REMOE ACCESS LOZ ....cviiiiiiiiiieciieie ettt et ve et ere b e s sbeesbeesreesaaeseaesene e 78
5.6.3 ACCOUNT PTOtECTION ...ooiuiiiiiiiieiie ettt ettt ettt e e e be e etaeesabeeeeaeeeaveeennneas 79
5.6.4 Performance HiStOTY ......cccuiiiiieriieiierie ettt et et e st eseae st e esbeenseeseessaesnseenseenseens 79
5.6.5 ENEINEt STATISTICS .euvetieiieiieiieieste ettt ettt ettt e st ee et e eae et e et et eseeseensesseeneenseeneeneenes 80
5.6.6 SOftWAre DETAULL ......ocueiiiiiriiee ettt 80
5.6.7 Factory DEfaUlt ......coviiiiiiiiiciice ettt et te e s tb e e be et e e b e e teestaesrbeerbeenreens 81
5.6.8 SOFtWATE UPGIAAE ...ecuviiiieiiieiieeie ettt ettt st e et eesbeesteesseesnseenseanseenseenseensnes 81
5.6.9 SSL SEUIIIE 1.vvievvieiiereeiieeeteete et et e bt e st e streetbeeebeebeesteesteessbeesseesseasseeseesssasssasssessseassessseessanses 83
S00.10 PIIE ettt a et bt et e bt e h e et e bt st e bt bttt ebe et entes 83
5.7 SAVE ettt et e b e ettt a et b e n e e 84
5.7.1 LOCal/ REMOLE SAVE ..c..eiiiniiiieiiitieee ettt ettt sttt et st 84




G.SHDSL Series User’'s Manual

5.8 ABOUT ittt ettt ettt sttt e et ae e st a e et b e st e e b et enanes 84
5.8.1 SOFEWATE VETSION ..ottt ettt ettt sttt b e e s bt s et ebe et e sbeeneenees 84
5.9 ACTION L.ttt ettt ettt ettt et et st et e et et st e n e et et sar e e n e e e aees 85
5.10 APPLICATION EXAMPLES .....oitiiiiiiiiiiiiiiieiie sttt ettt sttt et st e e 86
5.10.1  Bridge ATM APPLICAtION ....coiuiiiiiiiiieieeteeette ettt ettt st ettt et e sae e e atesateebeebeenbeesaeas 86
5.10.2  VLAN APPLICALION......tiitiiriieiieiieeie et eieesttestesseebeesseesseessaessseasseessaesseessaesssesssessseeseeseesseessens &9
5.10.3  BaSic ROULINEG . ....ciiiiiiieieeie ettt sttt ettt e be e s bt e e it e et e eabeebeenbeaeeas 94
5.10.4  NAT Routing APPLICAtION ......coeiiiiiiiiiiieiieee ettt ettt ettt sbe e 97
5.10.5  VALN MultipleXer APPLICAtION........cccveriirerieiieriieseieeteeteeieesieeseessaessesseesseesseesseesssessesssenns 100
CHAPTER 6.  OPERATOR OF CID..cuuuueiiicissnnriccssssnnseccssssssesssssssssssssssssssssssssss 106
6.1 THE CONNECTION VIA CRAFT PORT ...cociiiiiiiiiiiiiiiicieiiccecce et 106
6.2 THE CONNECTION VIA TELNET/SSH PROTOCOL ......cccueriiiniiiiiniiiniecienitenieeeeeene e 107
6.3 THE COMMAND LINE INTERFACE .......ccciiiiiiiiiiiieiieie ittt ettt ettt 108
6.3.1 “ACISEE” COMIMANA ...o.uvieiiiiiieiie ettt ettt et et et e et e et e et e bt e sbeesbeesatesateenseenneens 108
6.3.2 “AClEt” COMMAN........cciiiiiiiieiieieeieesee st et e e et e e rte e taestbesebeesbeesseessaeseesssesssesssensseensenns 109
6.3.3 “AIP” COMIMANG ...ttt ettt et et e bt e s aeesaeeeateeabe e bt ebeesbeesseesaeesaseenseenseens 110
6.3.4 “AtMSEt” COMIMAN ... .eouiiiiieiieie ittt ettt ettt ettt et e e s et et e bees e et e eseeneesneeneenees 110
6.3.5 “AtMEEt” COMIMANG .....eevveeeiieiieiieieeeest et e st e v e ebeebe e teesteestaessseesseesseesseesseesssesssensseassenssenns 110
6.3.6 “Driget” COMMEANG .......eeitieieieiiieeie ettt ettt ettt e s te e st e eate et e e bt e bt e bt esbeesaeesateenseenseens 111
6.3.7 “DIiSEt” COMMANA ...ttt ettt ettt ettt et e e et et e beeste b e eneeneesneeneenees 111
6.3.8 “communityset” COMMEANG........c..ceouiririerinieiereet ettt ettt ettt sbe e s nees 112
6.3.9 “communityget” COMMANG ........c.ccoviiruierieiieiieeireeteeteeseeseesresreebeesseeseesseesssesssesssesssesssenns 113
6.3.10  “dhget” COMMANG ......cocuiiiiriiiiiieteeee ettt bttt et b et be st e b bt eseesbe et 113
6.3.11  “dhSet” COMIMAN ........ccuiiiiieiieiee ettt ettt st ettt et e e e st et e saeeneetesseeneenseeneensens 113
6.3.12  “dnsget” COMMANG ......ccoriiiiiriiieieieeeeet ettt ettt be st sbe et st eaeete 114
6.3.13  “AnSSet” COMMANG .....coiuiiiiiieiieieie ettt sttt e st et e st et e ae e e etesseeeeseeeneennens 114
6.3.14  “eXit” COMMANG .....ccuviiiiiiiiiieiiie ettt e et e ettt e eteeeteeeeaeeeteeesaseeeseeesaseeessesensseesnsesensseans 115
6.3.15  “fmget” COMMEANG.......cccuiiiiiiiiiieiieee ettt ettt et e ae s b e ebeesbeesteestaessbessseesseesssesseessseassesssenns 115
6.3.16  “gSet” COMMEANA ......coiiiiiiiiiiiiiiet ettt ettt ettt s bt et be st sbe et et sbe et 116
6.3.17  “get” COMMANG ....ocuiriiiiiitiiieteetet ettt st ettt b et be st et sbe et e stesbe et 117
6.3.18  “TP@Et” COMMEANA .......eoiuiiiiiiiiieieeiiete e ere ettt e et esaesbeebeesbeesteestaesssessseesseessaesssesssesssesssenns 117
6.3.19  “IPSEt” COMMANG......c.eiiiiiiiiiieieeieete ettt ettt et e saesbe e teesteesseessaesnsesnseesseenseesseessnesnsennsenns 117
6.3.20  “IpSet” COMMEANG......c.ccoiiiiiiiiieiieitiecteeteeteeteesteesteestaeebeebeesbeesseesssesssessseasseesssesseessseassessenns 118
6.3.21  “IpvOZet” COMMEANG .......cevireieeiieiierieeie et ete et et eesaesteeteesteesseessaesnsesnseenseenseesseesnsesnsenseens 119
6.3.22  “IpvOSet” COMMEANG........c.ccvieiieeirieitieiiieeteeteeere et esteesaeebeebeesteesseesssesssessseasseesseesssessseassesssenns 119
6.3.23  “lanset” COMMANG .......cc.ooiiiiriiiieierteeete ettt ettt sb e ettt et sbeete st e sae et 119
6.3.24  “langet” COMMEANG........cceecvvieiiieirieitiesieeeteere et esteesteesaeebeebeesseesssessaesssesssessseesseesseesssesssessenns 120
6.3.25  “1oad” CommMANA ........cceouiiiiiieiiiieet ettt ettt bttt st 121
6.3.26  “Maclg” COMMANG........cceeeviiiiiiiietieiie ettt et e steesaeebeebeesteesteestaessbeesreesseessaesseesssessseasseens 122




G.SHDSL Series User’'s Manual

6.3.27  “natget” COMMANC.........cceiviiieiiiieeiieeiie et eetee ettt esreeetteesbeeebaeessbeeesseeessseessseeenssessssseensseens
6.3.28  “natset” COMMANG .......ccoiiriiiriiiieiirteeete ettt ettt et e b et e bt et e b e sbeeeestesaeeneens
6.3.29  “pmSet” COMMANG........cceeiiiieiiiieitieeeitie et eetee ettt e sreeetteesbeeebeeessseeesseeessseesssesassseessseeenssenns
6.3.30  “pmMEEt” COMMANM ......ocviriiieiieiieriierieeie et et et e steesaesteesbeesteesseessaesssessseasseessaesssesssensseesenns
6.3.31  “PING” COMMANM ....ootiiiiiiiiiiie ettt et et e e te e bt e s bt e s aeeeate e bt enbe e bt e sbeesaeesaeeenteans
6.3.32  “TUN” COMMEANA ...ttt ettt s bt et e st e et e s bt et e et e st et e sbeeeenteeaeeneens
6.3.33  “remote” Command (Comet 160XF Only) ......cccoceiiiiiiiiiiiii e
6.3.34  “TmMON” COMIMANG ....c..iiitiiiiiiiieeie ettt st e e te e bt e s bt e sateeateebe e bt e bt e sbeesaeesaeeenteens
6.3.35  “SYSSEL” COMIMANG......cciieiieiieeieeiierteste et et esteesteesaesbeesseesseesseesseesssessseesseesseesseesssensseesenns
6.3.36  “SySEet” COMIMANM .....eoiuiiiiiiiiieiiet ettt sttt et e bt e st eeate e be e bt e bt e s beesneeeneeeteens
6.3.37  “ShOW” COMIMAN.......cooiiitiiieiieiieierte ettt ettt sttt et e e e bt et e bt et e s e sbe et e steeaeentens
6.3.38  “Status” COMMANG ......ccouiiiiiiiiieie ettt ettt st te e bt e et e st e eateebe e bt ebeesbeesaeesneeenseens
6.3.39  “snmpv3get” COMMANG.........c.coiieriiirieeiieiiereerieeseestesreereebeesseessaessseesseesseesssesssesssesssesssenns
6.3.40  “sSnmMPV3SEt” COMIMANG ......eoeiiiiietieiieeie ettt ettt et e e ateeteete e bt e bt e sbeesaneenseenseens
6.3.41  “SAVE” COMMANG .....eouiiiiiieiieieeeieee ettt ettt e e se et e st e e st et e ebeenee st e st eneesaeeneesteeneennens
6.3.42  “tacget” COMIMANM......coiiiiiiiiteit ettt ettt et e et ete e bt e e bt e sseeeateeabeenbeebeesbeesneesnsesnseens
6.3.43  “tacset” COMMEANA .......ccuiiuiiieiiieieie ettt ettt et e e e bt et e s et et et e sbeeneesteeneennens
6.3.44 ISP COMMEANG ...couviiiiiiiiiiieie ettt ettt ettt et e te e bt e s bt e saeeeateeabeenbe e bt e sbeesatesneeenseens
6.3.45  “IStPS” COMMANG.....ccuiiiiiiieiiiiieiietieste e e ere et e e bt e sreesaesbeesbeesseesseessaessseesseasseesseesssesssenssesssenns
6.3.46  “tIP” COMIMANG......ccoiiiiieiieiieeie et erte et e et et esteesaesbeesbeebeesseessaesssessseesseesssesssesssessseessenns
6.3.47  “tr0695” COMMANM .....oovuiiiiiiiiieieetieie ettt ettt ste e st e s ateete e be e bt e bt e saeesnteenseenteens
6.3.48  “tr069g” COMMANG.......cceeiiiiiieiieiieite ettt et et e steesaesbeebeesbeesseessaesssessseesseesssesssessseessesssenns
6.3.49  “trapset” COMIMAN......c..cceeitiriiriiiiriieiete ettt sttt et e bbb st e b st et e sbeeatente
6.3.50  “trap@et” COMMEANA .........cccviiiieriieiieireete et ere et e steeseesbeebeesbeesteessaesssessseesseesssesssessseassesssenns
6.3.51  “USerset” COMMANA .........ccceieiiieiiieitieeieeie e ettt eeste et e e teesteesteesaaeenseeabeenseeseesseesnseenseenseens
6.3.52  “userget” COMMANG..........ccueevieerieeriieiieeieereereesteesteeseesbeesbeesseesseesssessseessessseesssesssessseassesssenns
6.3.53  “Uiget” ComMMANA ....co.eoiiiiiiiiiiiiieerteee ettt ettt sttt st
6.3.54  “UISEt” COMMEANA......c.iiiiiiiiiieitieiee ettt ettt et e et e et et e e st et e aeeneetesseeneesseeneensens
6.3.55  “VIPZEt” COMIMANG .....eotiitiiiiiiiiiieierieeerte ettt ettt sttt st e bbbt st et sbeebesbeeaeenbe
6.3.56  “VIPSEt” COMMANG......ccoiiiiiiiiieiietiesieeteere et esteesteestaesbeesbeesseesseesssesssessseesseessaesssessseassessenns
6.3.57  “Vrget” COMMANG ....co.eeiiiiiiiiiiietereeet ettt st ettt b et sbe st sbe et et sbe et
6.3.58  “VISEt” COMMANG.....c.iiiiitiiieiiiietert ettt ettt bttt e e s bt et et s et sbeete st e saeentens
6.3.59  “Vrrpget” COMMANG.........ccviiiieiieiiecirecie ettt et e seeebeebeesbeesteestaeesbeesseesseessaessseesseasseeseens
6.3.60  “VITPSEt” COMMEANA .....ccueiiiiiiieeiiieiiesieeie et ete et et e seesteeteesteesseessaesnseenseenseesseesseesnsesnseenseens
APPENDIX A PIN ASSIGNMENT ...cuuuieiiiiiiciiisnssssnnsnsssssccssssssssssssssssssssssssssesses
A.1 CONSOLE PIN ASSIGNMENT .....ciiiiiiiiiiiiiiiiieniieiiete sttt sttt sttt

A.2 DSL RJ-45 PIN ASSIGNMENT.

A.3 DSL RJ-45 PIN ASSIGNMENT (COMET 160XFM)....ccccuviiiiiiiiiiieeiiiee e

A.4 LAN RJ-45 PIN ASSIGNMENT




G.SHDSL Series User’'s Manual

A.5 COMET 160XF/ FM, 160XF-R/ FM-R DIP SWITCHES .....ccevviiiiiiiiiiieeieeeeeeeeeiieeeeeeeeeeseineeees

APPENDIX B TROUBLE REPORT

-11 -



G.SHDSL Series User’'s Manual

FIGURES

FIGURE 1-1  APPLICATION OF BACK-TO-BACK ....c..ccrottrttriiiieeieeniienteete et eteesieesieesieesetesaeeeteenseesbeenmeenas 20
FIGURE 1-2  APPLICATION OF COMET 160XF SERIES MODEM.......ccccveeriieniieeireeneieeeieeesnseesseesnsneesseesnnnes 20
FIGURE 2-1  P2P ETHERNET APPLICATION OF THE COMET 160XF SERIES ......cccoteiiiriirienieeieenieesieniene 26
FIGURE 2-2 P2MP STAR APPLICATION OF THE COMET 160XFM SERIES.......cccciterieeeiieeeieenireenieeeeeeennes 26
FIGURE 2-3 PARTY LINE LINEAR APPLICATION OF THE COMET 160XFM SERIES ......cccceeitieriienieenieeniienaenne 27
FIGURE 2-4 RING APPLICATION OF THE COMET 160XFM SERIES.......ccecotteriieeiieeniieeeireeeeeeseeeeeeeeeeeesnnnes 27
FIGURE 3-1 FRONT PANEL OF THE COMET 160XF/ FIM SERIES.......ccciiiiieiieiiieiientente et eee e e e 30
FIGURE 3-2  FRONT PANEL OF THE COMET 160XF-R/ FM-R SERIES.........cccecvtirieriiniinieeieeieesieeseeenenens 30
FIGURE 3-3  REAR PANEL OF COMET 160XF SERIES (12VDC)....cccoiiiiiiiiciieeiie ettt 31
FIGURE 3-4 REAR PANEL OF THE COMET 160XF SERIES (48VDC).....cccvieiiiiieiieiieciie e ere et siresene e 31
FIGURE 3-5 REAR PANEL OF THE COMET 160XF-R/ FM-R SERIES ........ccccoevirieririeriierinreresreesreseesenereneens 32
FIGURE 4-1 COMET 160XF/ FM SERIES DSL INTERFACE ......ccccvesieeieeeriereereesieeseeeseresseasseesseesseesssessnenns 36
FIGURE 4-2  COMET 160XF/ FM SERIES DIP SWITCH.......cccotiiiiiiiiieeieeeeieeeiee et e reeeveeeeveeevee e 37
FIGURE 5-1  LOGIN PAGE ......oiiiiiiiieieiite ettt ettt e sttt e e et e e e saae e e esntbaaessssbeaeeensseaesanssaaeeenssseessnssenns 38
FIGURE 5-2  LANGUAGE SELECTION .....c.ceuttetiietiteteiesesseseesesteseseesessssansesensesassesessesessesessessssessssessesensesensens 39
FIGURE 5-3  CURRENT ALARM .....oouiuiitiuietiietiietiteseesesseseseesesseseseesessesessesesesassesessessssessssessssessssessesessesassens 40
FIGURE 5-4  LINE STATUS . .cueeteuteteutetetetesietetesetesessesessesssseseasesesseneesessssessesensesessesensesesessssessssessssessesensesensns 40
FIGURE 5-5  COMET 160XF/ FM CURRENT PERFORMANCE .......cocviuierinierinieteeeressesesesessesessessesessesessesessens 41
FIGURE 5-6  COMET 160XF/ FM CURRENT PERFORMANCE ........ccccueetveeriareereeieesseessresseasseesseesseesseesnenns 41
FIGURE 5-7  SHDSL LOAD LOCAL/REMOTE PROFILE .......cccovetiuierieierenieriieresetessessesessesessssessesessesessesennens 42
FIGURE 5-8  LOCAL/REMOTE SETTING IN DIFFERENT MODE .......cccccovieiiaiieiieiienieenireseneesseesseesseesseessneans 42
FIGURE 5-9 TOPOLOGY SETTING ......cuioteuiuietiierisietiseseesesseseseesessesessesessesessesessessssesessessssessssessssessssessesessesensns 43
FIGURE 5-10 LOCAL/REMOTE SETTING IN G.SHDSL ..ottt 45
FIGURE 5-11 LOCAL/REMOTE SETTING IN ETHERNET ........cooviuiitiuieteeietieietieetesesesseseesessesesessessesessesesseseneens 46
FIGURE 5-12 LOCAL/REMOTE SETTING IN ATM ..ottt 47
FIGURE 5-13 USER MANAGEMENT ....c.couiietiietiietitestssesesseseesesseseseesessesessesessesassesessesessesessessssessssessesensesensns 48
FIGURE 5-14 TAGCAGCST SETUP ...cooutieiiieiieiteitesttesttesite st ete e it esteesseesstesnseanseeseestesseesseesnsesnseeseesseesseesnsenns 48
FIGURE 5-15 LOCAL/ REMOTE DATE & TIME......cciiiitiiieiieitteiesie ettt sttt e ee s eneeseeeneens 49
FIGURE 5-16 LOCAL/ REMOTE GENERAL SETUP ......c.ccvcuiititiiteuieteeetestesesesessesessesesseseesessssessssessesessssessesessns 50
FIGURE 5-17 DHCP SERVER CONFIGURATION ....ccittiittiiiteieeieenteentiesiteeuteeteeteenseesseesbeesaeesnseenteenseesseesseenas 51
FIGURE 5-18 LOCAL/REMOTE IPVO ..ottt sttt st 52
FIGURE 5-19  SNMP TRAP SERVER .....coitiitiitietientie sttt ettt et e st e st e sate et e bt e bt e sbeesbeesatesateenteenbeesbeesaneeas 53
FIGURE 5-20  SNIMP V2 SETUP .....cutitiiitiietiietiiettstetteteseetestetesestestesenesseseeseeesesesessesessesesseneesenesseneesensesensns 53
FIGURE 5-21 SINMP V3 SETUP .....tiittiitiiiitteteetett ettt sttt ettt sb e st st ettt e e bt e s bt e sbeesatesateenteenbeesbeenneenas 54
FIGURE 5-22 TRAP LIST ..ottt ettt ettt ettt ettt s ettt b et e s et eseese st et eneeseneeseneesenens 54
FIGURE 5-23 THE TR-069 PARAMETERS.......ccittiittiitteitterte et et et e st e site st et et e bt e sbeesbeesateenteenteenbeesbeesaeeeas 55
FIGURE 5-24 ACL SETTING ...veuttiuieteietenietetetetettsteseetesesteseesesessentesestesensesensesesesensesesseseasenesseneaseneeseneeseneans 56
FIGURE 5-25 SHOW ACL TABLE. ....ccuttitiietitetitetttettetettetestetesestentesenesseseesesesessesesenesseneasenessensssaneesensesansans 57




G.SHDSL Series User’'s Manual

FIGURE 5-26
FIGURE 5-27
FIGURE 5-28
FIGURE 5-29
FIGURE 5-30
FIGURE 5-31
FIGURE 5-32
FIGURE 5-33
FIGURE 5-34
FIGURE 5-35
FIGURE 5-36
FIGURE 5-37
FIGURE 5-38
FIGURE 5-39
FIGURE 5-40
FIGURE 5-41
FIGURE 5-42
FIGURE 5-43
FIGURE 5-44
FIGURE 5-45
FIGURE 5-46
FIGURE 5-47
FIGURE 5-48
FIGURE 5-49
FIGURE 5-50
FIGURE 5-51
FIGURE 5-52
FIGURE 5-53
FIGURE 5-54
FIGURE 5-55
FIGURE 5-56
FIGURE 5-57
FIGURE 5-58
FIGURE 5-59
FIGURE 5-60
FIGURE 5-61
FIGURE 5-62
FIGURE 5-63
FIGURE 5-64
FIGURE 5-65

LOCAL/ REMOTE USER INTERFACE .......cveuiietiietiereseeseseeseseesessesesesessessssesessessssessssessssessssessns 58
SERIAL PORT TO IP APPLICATION ....cooutiiuiiiiieieeitenieenite et et eteesbeesitesate st ebeeseesseesseesanesanens 58
CONVERT SERIAL PORT TO [P NETWORK ......oeitieiiiiiiiiiiieieenieeniteseteeieeie et esieesieesteeeeessee s 60

UPLOAD LANGUAGE PACKAGE ...c.coviiiiiienieieieieieiete ettt senessenesseneeseneesenens 60

QOS SETUP....o ittt ettt ettt et e et e e bt e e e bt eestbeessbeeatbeeassaeessseessseeanseeessseesnseeesseessseeanses 61

VLAN RULE ..ottt ettt ettt e ettt et e st e et e e st ae e nseesnseeeseeasnsaeensseesnsaesnseessnseennns 62

PORT-BASED VLAN ...ttt ettt et st sttt et e s bt e sat e e et e e beebeenbeenns 62

TAG-BASED VLAN ...ttt et ettt e h e st e et et et e bt e bt e sbeeeaeeeneeeneean 63

QEIN=Q ettt ettt s ettt n et et et s et s et s et ene et e st b eneeseneeaeneene 64

VIRTUAL TP ..ottt h e st sttt et e s bt e s bt e eateeateeabeenbeenees 65

EDIT VIRTUAL IP ..ottt sttt b et et ese e ene 65

ROUTING TABLE ...cututitiietiietietete ettt es ettt et te et e s se s ese et eseeseseesessesessesessesensesessesessans 66

STATIC ROUTE ...ttt ettt ettt ettt se et sse st s e s e et esesseseesensesensesensesensesensens 66

DYNAMIC ROUTE ...ttt ettt ettt s et ss s s ss s ess s essebe s esessesensens 67

VIRTUAL ROUTER REDUNDANCY ...cuuttiitiiiteniieniteeite et eieenieesieesite st st et esbeesbeesatesanesaseeseennes 67

VRRP TABLE ....cttiiiitiie ettt ettt e e et ee e et e eeesbaeeeesstaeeessssseeeassssaaessssssaesasssaaeeasssaesanssseessnnsees 68

VRRP CONFIGURATION......c.ueutteuiteseeteneesesteseseesensesessesensesessesesesessesessessssessssensssessssensesessesensens 68

SETUP VRRP TABLE .......ciiiitiiietiitetieteteetestetestetese st etesseae st sessesessessesessesessesessesassesesesesesessenas 69

NAT TABLE ..ottt ettt ettt s et et sseseeseseeseseeseneesensesansesensesesseseseseseseasesesenens 69

INAT TABLE ...tttetiteeiteetteeeieestte et e st e st e e s teeessae e sseesnseeesseesnseeassseeasseeansaeesssessnseeansseennsennnes 70

NAT CONFIGURATION ....ooviuiitinietinietiteretesessesessesessessssessesessesessesessesassesessesessessssesessessssessssesnas 71

NAT CONFIGURATION ....couiuiiiuietenieteiesetesessesessesessessssessesessesessasessesassesessesessesessesessesessessesenens 72

DINS SERVER/CACHE .....cccutiitteiiieeteete et esttesiteetesteeteestesseasseesatesnsesnseenseesseesssesssesnseenseenseenses 73

CURRENT ALARM ....cutuviiiieuietentetesiesetesessesessesessesessesessesessessasessesassesensesessesensessssessesensesessesensens 73

OWNER AND MEMBER FOR RING TOPLOGY ....cueouiiuiitiiiieienieieriesieseesessessessessessesseseessesessessens 74

GENERAL SETUP .....vovttetitetieteststestesestesesaesessesessesessesessesessassasessesansesensesessesensessssessssensesessssensns 75

GROUP MEMBER .....ccoouiiuietietietististestessessestessesseseesessessessassessessesseseessessssassessessessessessessessssessessens 75
RAPID SPANNING TREE PROTOCOL (RSTP) ..cceviieiiieiieeeeeee et 76
RSTP STATUS AND PORT STATUS ....cviiveienieiieiieieetietestessestesseeesseseessesessessessessessessesssssssessenss 77
ALARM LOG ..ttt ettt ettt et es e s ese s et et esesesessesenseneesenens 78
ACCESS LOG ...ttt ettt ettt ettt b et s e s se s ese s ese s eseesesssseneesennas 79
ACCOUNT PROTECTION ....ouitiuieuinietiietesteseetesestestetesestesteseneeseseesensesensesensesesesensesessenessenesseneas 79
PERFORMANCE HISTORY ...uutiiiiiiiieitientteeite ettt ettt sb e st st sate et sbe e bt e sbeesaeesmteemeeebeees 80
ETHERNET STATISTICS ...ueetttettiettetentetestetesteseseeseseesensesessesessesessesteseseeseneesansesensesesesesseneesenens 80
SOFTWARE DEFAULT ...ttt ettt ettt ettt st st st et esbeesatesatesabeembe e bt enbeesaeesaeeeneean 81
FACTORY DEFAULT ...cvtutitiietiietetete ittt ettt ste sttt se et et eseneesesesensesensesessenessenesseneas 81

HTTP FILE UPLOAD ...ttt ettt sttt ettt b e st st sttt e bt e sbeesatesateebeebeenas 82

LOCAL SAVE ..ottt ettt ettt ettt ettt ettt es et et et et e s et es e s es et en e et eneebeneeseneeseneens 82

HTTP UPLOADING FILE.....iiittiiiiiiiiieieettesite ettt st sttt et sae e st st e b e 82

HTTP UPGRADE VERSION CONFIRMATION ....cccettirtieeniieenieeenieeenreeenseeesseesnseeesseesnseeessseennn 82

-13-



G.SHDSL Series User’'s Manual

FIGURE 5-66 UPGRADE PROCEEDING ......ceittiitteittentieniteeite et esteesteesttesatesstesateeabeenbeesbeesbeesasesmeeenteenseesseesaneaas 83
FIGURE 5-67 SSL SETTING ...cveuiteuieteuietenieteteeeiesestesessesesseseesesesseseesessesensesensesensesensesesesessessssenessessesensesensns 83
FIGURE 5-08 PING ...ttt ettt sttt et ettt e s bt e s he e s et e et e e bt e bt e sbtesbtesateemteenteenbeesbeesneeeas 84
FIGURE 5-69 LOCAL / REMOTE SAVE .....coeuiietiietiietinietesteseetesesseeesestssentesessesessesassesessesessesessesessessesensesensns 84
FIGURE 5-70 LOCAL SOFTWARE VERSION ......utiitiiitieittiieeiteenteenteesttesuteeuteeteeseenseesstesseesasesnseeseesseesseasseeans 85
FIGURE 5-71 ACTION ....oouiiiiiiiieiieieiieiet ettt ettt ettt s e te st et e st et estesenseseneesasseseses e seseaseseeseneeseneeseneesenens 85
FIGURE 5-72 BRIDGE ATM APPLICATION ....ccuttitteittesitteteeteesteesteesttesueeeuteeteebeesseesstesbeesaseenseenseenseesseasneeans 86
FIGURE 5-73 CO-G.SHDSL ...ttt ettt ettt et ettt e bt e s bt e s bt e sateeateebeenbeesbeasaeeeas 86
FIGURE 5-T4 CO-ATM... ittt ettt ettt e ettt s e st e e s steestteeenseessseeesteeensaeenseesnseeansaeesnsaesnnees 87
FIGURE 5-75 CO-VLAN ..ottt ettt et s bt e et et e bt e bt e bt e sbtesbtesateeaeeeateenbeesbeasaeeaas 87
FIGURE 5-7T6 CPE-VLAN... ottt ettt e e st ste e s bt e e s nbeesstaeesteesnsaeenseesnseeansaeesnseesnees 88
FIGURE 5-77 CPE-GENERAL SETUP......c.cvetiitetitetietetieseseeseseesesseseseesessesessesesesassesessessssessssessssessssessesessesessns 88
FIGURE 5-78 VLAN APPLICATION ....c.oeuiieuiietiietiiesissesesseseeseseeseseesessssensesensesessesessesessessssessssessssessesensesensens 89
FIGURE 5-79 CO-G.SHDSL.....ooi ottt ettt et e e e st e e e sttt e e e s abeaeesnsbaaesasssaaeeensseeeesnssenas 90
FIGURE 5-80 CPE-GENERAL SETUP.......c.cctetirtetiietitetesiesesseseeseseesestesessssessesessesassesessesessessssessssessssessssensesensns 90
FIGURE 5-81 CPE-VLAN. ...ttt ettt e e vt e et e s b e e et e e s abeeesbae e taeesasae e sseesaseeensaeesnsesanseas 91
FIGURE 5-82 VLAN TEST RESULT = 1 vttt es e se e esenens 91
FIGURE 5-83 VLAN TEST RESULT — 2....uttetteitieitieitte sttt ettt et e st e st este et et e btesbtesstesaeesnseenseenseesneasnneans 92
FIGURE 5-84 VLAN TEST RESULT — 3 ...uiuietiieiiietiieiiieeisieee ettt sttt et s s s sseseesenesseneesensesanens 92
FIGURE 5-85 VLAN TEST RESULT —4...uiouiieiiietiietieietesteie ettt sttt et st sesessesessesessenessensesanens 93
FIGURE 5-86 VLAN TEST RESULT — 5.ttt ettt ettt ettt ettt sbtesbtesatesnteenteesseesneasnneeas 93
FIGURE 5-87 VLAN TEST RESULT — 6...cuevinieiiieiiietieieitsieieete ettt sttt a s aesessesessesessesessesessensesansnns 94
FIGURE 5-88 ROUTING APPLICATION .....ccoouiieuiietitetiseseeseseesesseseseesessesessesessesasesessessssessssessssessssessssessesensns 94
FIGURE 5-89 CO-G.SHDSL.....cooitiiitiieieieieieieieterte sttt sttt ettt ettt et e s ese s ese s esesseseesesesseneeseneesanens 95
FIGURE 5-90 CO-VLAN ..ottt ettt e sttt e e e sttt e e s tae e e s s atbe e e e ssbeaesassseaeeanssaaeeansseaseanssaaesansseeas 95
FIGURE 5-91 CO-VIRTUAL IP ..ottt ettt ettt esene s eneeseneesenens 96
FIGURE 5-92 CPE-VIRTUALIP ..ottt ettt ettt ettt e e et e e e s abeaeesntbaeeesnsbaaeeennsseeeennseeas 96
FIGURE 5-93 NAT ROUTING APPLICATION ....coveuiieriieeisseseeseseeseseesessesessesessesassesessesessesessessssessssessssessesensns 97
FIGURE 5-94 CO-G.SHDSL......ooi ittt ettt ettt ettt e e ettt e e e bbe e e e s abeeeesasbaeeessnsaaeeensseaeeanssenas 97
FIGURE 5-95 CO-GENERAL SETUP ....c.ceuiietiietiietitesistesessesessesessestesessssessesessesassesessessssesessessssessssessesensesensens 98
FIGURE 5-96 CPE-VLAN ... .ottt ettt e ettt e e et e e e e s tbe e e e sabeaeeessbeeaessssaeeeasssaaeeensseeesanssenas 98
FIGURE 5-97 CPE-VIRTUAL IP .....coiiiiiitiiiiieieeee ettt sttt 99
FIGURE 5-98 CPE-NAT TABLE.....ccuttittittittettettent ettt ettt et st e st sttt et e bt e s bt e sbeesatesateebeesbeesbeesaeeeas 99
FIGURE 5-99 VLAN MULTIPLEXER APPLICATION ....ccccttteitttenutieetieeniteesueeenueeesseeenseeesseesnseeesseessseessseesnne 100
FIGURE 5-100 RESTORE TO SOFTWARE DEFAULT .....cetittiitientieniieeite et ettenteesite st siee et esbeesbeesaeesateeneeenseennes 101
FIGURE 5-101 LOAD FACTORY CPE DEFAULT PROFILE .....cceettiiiiieniiieeiieeniieesieeeniieesieeesieeesseesaneeesneeenns 101
FIGURE 5-102 CHANGE IP ADDRESS OF CO DEVICE......ceitteitteiieeiieiteieenitesitesiteseeeie et esieesaeesatesbeeseenaes 102
FIGURE 5-103 CHANGE IP ADDRESS OF CPE DEVICE .....cccutttiiiiiiiieiiieeeiteeeite ettt et eeiae e st e seneeesiee e 102
FIGURE 5-104 APPLY TAG-BASED VLAN RULE ....cc.cttittiitiaitianiieeie ettt ettt sttt et sie e st st s 103
FIGURE 5-105 SETUP VLAN TABLE CONFIGURATION .....cuttiitteitieeniieeniteeniteesieeenseeesseesnnaeesseesaseeessseesnns 103




G.SHDSL Series User’'s Manual

FIGURE 5-106 SETUP VLAN RULE OF VID 1 AND 20 ....ccctiiitiiiiiiiieiieieeite ittt ettt st 104
FIGURE 5-107 SETUP VLAN RULE OF VID 30 AND 40 .......cciiiiirieiiieiiieieieieieteiee et saenas 104
FIGURE 5-108 APPLIED LIST OF VLAN TABLE.....ceiittiittiitieitieiie ettt ettt sttt ettt sae e st see et e 104
FIGURE 5-109 SETUP THE CORE PORT VID .....ciiiiiiiiiciiieiiieiesieieeiete ettt eens 105
FIGURE 5-110 SAVE THE WORKING CONFIGURATION TO PROFILE .....cccuteriieriiiniieeieeieenieesieesieeeee e eeeenees 105
FIGURE 6-1 BASIC MANAGEMENT CONNECTION ...cc.utttttenitenitenienieeieenieenieesieesieeeteesteesmeesaeesmnesmnesnneennes 106
FIGURE 6-2  SELECT THE CORRECT SERIES PORT IN TERA TERM ....ccceoiiiiniiiniiiiiieieesiiesiie e 107
FIGURE 6-3  SERIES PORT PARAMETERS ....cecttiiuttiitetienteentienite et et esteesttesbtesatesaeeenteesbeesaeesaeesmeeemeeenseenees 107
FIGURE 6-4  SELECT TELNET/ SSH WITH CORRECT IP ....cccuiiiiiiiieiieiieie et 107
FIGURE 6-5 LOGIN SCREEN OF TAINET ...ccuiiiiiiiieiee ettt e et 108
FIGURE 6-6  MAIN COMMAND LINES .....ccviiitiieiiieiiieteieteieee sttt sene et sseneesesesseseeseeesensesensesesesesesas 108
FIGURE 6-7  “ACLSET” COMMAND........ccoetiutitinietisieteeesesesesesessesessessssesessessesessesessesessesessesassesessessssesesseses 109
FIGURE 6-8  “ACLGET” COMMAND .......ctetiuiitenietenietestesesesessesessesessesessesessesessensesessssensesensesensesensesessesenseses 109
FIGURE 6-9  “ARP” COMMAND........coctitiuietieietenietistesessesesesesesessessssessssessesessesessesessesessesessesassesessessssesesess 110
FIGURE 6-10 “ATMSET” COMMAND .......ctitiuirtinietenieteseesetesessesessesessesessesessesessessssessssensesensesensesensesessesesseses 110
FIGURE 6-11  “ATMGET” COMMAND ......coetiuietinietisieteseesissesesesessesessesassesessessesessesessesessesessesassesessesssesesseses 111
FIGURE 6-12  “BRIGET” COMMAND ......c.ctetiuiitenietenieteseesesesessesessesessesessesessessesensesessssensesensesesesensesessesenseses 111
FIGURE 6-13  “BRISET” COMMAND........c0ctitiuietinietistetestesessesessesessessssessssesessessesessesessesessesessesassesessessssesesseses 112
FIGURE 6-14 “COMMUNITYSET” COMMAND ......ccotetiieuiiereiesestesensesenseseesesessessesessssensesensesessesensesessesenseses 112
FIGURE 6-15 “COMMUNITYGET” COMMAND ......ccectetiieuiniereieseniesessesesseseesessesensesessssensesensesesesensesensesenseses 113
FIGURE 6-16  “DHGET” COMMAND........c.ctetiuietinietisieteseesesesesesessesessessssesessessesessesessesessesessesassesessessssesesseses 113
FIGURE 6-17  “DHSET” COMMAND ......couiiitiuietenietesietestesessesessesessesessesasesessessssensesessssessesessesesesensessssesenseses 114
FIGURE 6-18 “DNSGET” COMMAND ......ceitiitiitirteiestesteseeseeseesessessessessesseseesseseessssessessessessessessessessssessessessens 114
FIGURE 6-19  “DNSSET” COMMAND.........cctetiuietenietenteteseesensesessesessesessesassesessessssensesessssensesessesessesensesessesesseses 115
FIGURE 6-20 “EXIT” COMMAND .....cceotititiitieresteseseeseeseesseseesessessessessessessessesesssssessessessessessessessessesessessessens 115
FIGURE 6-21  “FMGET” COMMAND.......ccueititiuietenieteseetestesesesesesessesessesessesessessesessesessssensesessesesesensesessesenseses 116
FIGURE 6-22  “GSET” COMMAND.......c.cectiutitiitietesteteseeseeseesseseesessessessessessessessessesssssssessassessessessessessesessessessens 116
FIGURE 6-23  “GET” COMMAND........ccctitiuieteneetesietestetestesessesesesessesessesesseseesessesessasessssensesessesensesesesessesenseses 117
FIGURE 6-24  “RPGET” COMMAND......c.ccctittitietirteteseeseestesseseesessessessessessessessesessesssssessessessessessessessesessessessens 117
FIGURE 6-25  “RPSET” COMMAND .....c.coviuiitiuietenietesteteseesessesesesessesessesesesessessssessesessssensesessesensesensessssesenseses 118
FIGURE 6-26  “TPSET” COMMAND ......ceiiuiitiitieteieteseeseeseeseeseesessessessessessessesseseesassessessessessessessessessesessessessens 118
FIGURE 6-27  “TPVOGET” COMMAND ......cutitiuiitenieteneetenieteneesestesessesessesesseseaseseesenteseneesensesensesensesensesensesenseses 119
FIGURE 6-28  “TPVOSET” COMMAND .....cccutiitiertteriteeteeiteenteesttesttesute st eabeebeesbeesatesaeeenteenbeesbeesaeesateembeenseanses 119
FIGURE 6-29  “LANSET” COMMAND .......ctitiutetenietenteteneeseneeseseesessesessesesseseaseseesentesesessensesensesensesensesessesesseses 120
FIGURE 6-30 “LANGET” COMMAND .....ccctttittaitteriteeteeteesteesttestte st sateebeesbeesbeesseesateenteenbeesbeesaeesmsesabeeseenses 121
FIGURE 6-31 “LOAD” COMMAND.......c.coututiteuietenietentetenteteneeteteseseesessesesseseeseseesenteseseeseneeseneeseneesensesessesensess 121
FIGURE 6-32  “MACLG” COMMAND .....otiittiitieitieniteete et e bt esttesute st st e bt e bt e sbeesaeesateenteenbeesbeesaeesateembeenbeanses 122
FIGURE 6-33  “NATGET” COMMAND .......etitiuietenietenteteneetentesetesensesesseseaseseeseseeseneeseseeseneesensesensesensesessesesseses 122
FIGURE 6-34  “NATSET” COMMAND .....tiittiitiertieniteeiteeteenteesttestte st st ebeenbeesbeesheesaeeenteenbeesbeesneesasesnbeenseenses 123
FIGURE 6-35  “PMSET” COMMAND ......coutuiitiuietenietenteteneesentesestesensesessesesseseeseseesenteseseeseneesensesensesensesessesenseses 124




G.SHDSL Series User’'s Manual

FIGURE 6-36 “PMGET” COMMAND .....ccuttiitieitieitteniteete et esteesttesute st eateebe e bt e sbeesstesaeeanteenbeesbeesaeesmseenbeebeannes 124
FIGURE 6-37 “PING” COMMAND.......ccoetiteuieteneeteneesenteteneesesesesesessesessesenseseesessssensasessssensesensesensesesesessesesseses 125
FIGURE 6-38  “RUN” COMMAND ......otittiitieitientteniteeteeteesteesttesutesateeate e bt ebtesbtesseesaeeanteebeesseesaeesnseenbeenseannes 125
FIGURE 6-39  “REMOTE” COMMAND ......cctetiuirtinietenieteniesenseseeesessesessesessesessessssensesessesensesensesensesensesensesesseses 125
FIGURE 6-40 “RMON” COMMAND ....c.cutiittiitiantieniteeteeteesteeattesutesuteeaaeebeenbeesstesseesaeeenteeabeesneesaeesnseenbeenseannes 125
FIGURE 6-41  “SYSSET” COMMAND .....cccetetiuietenietenteteneeseseseseesessesessesessesesseseesensasessesensesensesensesensesessesesseses 126
FIGURE 6-42  “SYSGET” COMMAND......eccttiittertieriteeteenteesteesttesutesute e st ebeesbeasbtesstesaeeenteeaseeaseesaeesnseenseenseannes 127
FIGURE 6-43  “SHOW” COMMAND ......cutiittiitieitieniteete et esteesttesutesuteeateebeebeesstesseesaseenteenseeaseesseesnseenseenseennes 128
FIGURE 6-44  “STATUS” COMMAND........ctetiuirterietentetentesenseseseesessesessesesseseeseseesensesessssensesensesensesensesessesesseses 128
FIGURE 6-45 “SNMPV3GET” COMMAND ......tiitiiiitteiteteesteenttesutesnteenteeteenseasseesseesaseeteasseesseesaeesnsesnsesnseannes 129
FIGURE 6-46  “SNMPV3SET” COMMAND.......c.ceuiietinietenieteieseeesensesessesessesessesesseseesessssensesensesensesensesessesenseses 129
FIGURE 6-47  “SAVE” COMMAND ......cootiuiitiuietinietistesestesesesesessssessssessssessssessesessesessesessesessesessesessessssesesseses 129
FIGURE 6-48 “TACGET” COMMAND .......coitiuietenietenieteseesetesessesessesessesessesessesessessesessssensesensesensesensesessesenseses 130
FIGURE 6-49  “TACSET” COMMAND........c0etiuiitiietisieteseesesesesesessesessesassesessessesessesessesessesessessssesessessssesesseses 130
FIGURE 6-50  “RSTPG” COMMAND.......ccuetetirirterietenteteneesesesessesessesessesassesessessssessesessssensesensesensesensesessesesseses 131
FIGURE 6-51  “RSTPS” COMMAND .......ccviuietiuierinierisseseseesesesessesessessssesassessssessesessesessesessesessessssesessessssesesseses 131
FIGURE 6-52  “TETP” COMMAND ......ctitiuietinietenietentetestesesesessesessesessesessesessessesensesessssensesensesensesensesessesenseses 132
FIGURE 6-53  “TROO9S” COMMAND .......uttiiiiiieeeiiiieeeeetteeeesteeeeesseeeeessseeesssssseesesssseessssssessssssseessssssesssnseees 132
FIGURE 6-54  “TROGIG” COMMAND .......coeuiuirtenietenietesiesesesessesessesessesesesessesessessesessssensesensesensesensesessesesseses 133
FIGURE 6-55  “TRAPSET” COMMAND.......cceiirtirietenieteseesesesessesessesessesessesessessasensesessssensesensesansesensesessesenseses 133
FIGURE 6-56  “TRAPGET” COMMAND .......ccviuiitiuietinietiseesisesessesessesessessssesessessesessesessesessesessesassesessessssesesseses 134
FIGURE 6-57 “USERSET” COMMAND.......c0etitetinietenieteniesesesesesessesessesassesessessssessasessssessesessesesesensesessesenseses 134
FIGURE 6-58 “USERGET” COMMAND ......cceitiitiiieiesiesieseeseeseesessessessessessessesseseesasssssessessessessessessessssessessessens 135
FIGURE 6-59  “UIGET” COMMAND .....c.coviuietiuietenietestetestesesesesesessesessesesesessessssensesessssessesessesesesensessssesenseses 135
FIGURE 6-60  “UISET” COMMAND........ceetitiitietesteteseesseseeseeseesessessessessessessesseseessssessessessessessessessessesessessessens 136
FIGURE 6-61  “VIPGET” COMMAND ......coetitiuietenietesieteseesesesessesessesessesessesessessssensasessssensesessesensesensesessesenseses 136
FIGURE 6-62  “VIPSET” COMMAND.......ccctitiitietirteteseeseeseeseeseesessessessessessessessessesassessessessessessessessessesessessessens 137
FIGURE 6-63  “VRGET” COMMAND ......ccuetitiuietenietesteteseesessesessesessesessesassesessessssensasessssensesensesesesensessssesenseses 137
FIGURE 6-64  “VRSET” COMMAND......c.ccctittitirtirteteseeseeseesseseesessessessessessessessesessassessessessessessessessessesessessessens 138
FIGURE 6-65 “VRRPGET” COMMAND .......ccetetirieterieteniesetesesesessesessesessesessessssessesessssensesessesensesensesessesenseses 138
FIGURE 6-66  “VRRPSET” COMMAND ......cciiuiiuiieieneenieseeseeseeseesessessessessessesseseesassessessessessessessessessssessessessens 139
FIGURE A-1 DB=9 INTERFACE ......cutiteuiiteuieteiietenieteteteteteteseseesestesestesesseseeseseesenteseseeseneeseneesensesensesensesensesan 141
FIGURE A-2  DSL RJ-45 PIN ASSIGNMENT .....ttittiititteiteentiesiie et eieesteesteesttesitesaeeenteesbeesbeesaeesmtesnseenseenses 141
FIGURE A-3  LAN RJ-45 PIN ASSIGNMENT .....ccocttrttiiteteenttenitenteettenteenseesseesieesaeeesteenreesseesaeesmsesmneemneennes 143
FIGURE A-4 16XXF/TO60XFM DIP SWITCHES.......ceititieierteeiieieeteeeesetetesteseeeeesseentesseeneensesseensessesneensesseenes 143

- 16 -



G.SHDSL Series User’'s Manual

TABLE 2-1
TABLE 3-1
TABLE 3-2
TABLE 4-1
TABLE 4-2
TABLE 4-3
TABLE 5-1
TABLE 5-2
TABLE 5-3
TABLE 5-4
TABLE 5-5
TABLE 5-6
TABLE 5-7
TABLE 5-8
TABLE 5-9
TABLE A-1

TABLES

TECHNICAL SPECIFICATIONS OF THE G.SHDSL NTU SERIES .......ccociteeiieerieeeiieeniee e 24
INTERFACE TABLE OF COMET 160XF/ FM AND 160XF-R/ FM-R SERIES..........ccceecvvrevernrennee. 29
INDICATORS ON FRONT PANEL OF COMET 160XF/ FM AND 160XF-R/ FM-R SERIES........... 30
10/TO0BASE-T CONNECTION .....eutititiitettettetesteetestesttetesteententesseesesseemeeseesseensessesseensesneenes 35
TABLE CRAFT PORT DEFILE IN DBO CONNECTOR .....cootiiiieiieniieniieeie et sieestee st et 35
DSL TWISTED PAIR PIN ASSIGNMENT .....cttiitiieeieeeiieeriieesiteeseeesseeensseessseesssseessseessssesssseesnns 36
TOPOLOGY SETTING TABLE ....uutiittiiittitteteenteesttesiteete et esbeesteesttesatesateenseenbeesseesseesnsesnseenseennes 43
THE EXAMPLE OF ETHERTYPE ....cuvviuiieiiieiieteieteieteseete sttt ettt esaneesesesessesensenessenens 57
PORT STATUS OF RSTP ..ottt ettt et et 77
VLAN TEST RESULT = 1 1ottt ettt eneneas 91
VLAN TEST RESULT =2 ..etttieiitiieeeeiieeeeiitteeesitteeeestteeeesstaeesesnsseesssssseaesssssseessnssseessssssesssnssens 92
VLAN TEST RESULT = 3 ..ottt sttt ettt s e s ssesessesensenessenens 92
VLAN TEST RESULT =4 ..oeiiieitiie ettt ettt ertt e e e ttee e ettt e e esnaaeeessssaaaesenssaaesenssaeessnsseeesenssenns 93
VELAN TEST RESULT — 5..etiiieetiteeeitte et te e sttte e e tteeeesitteeeesntaeeessnsaaaessnssaaessnssaeessssssesssnssenns 93
VLAN TEST RESULT = 6 ..oovitiiieiiieiiiete ettt sae ettt sae s st esesensesessesensenessenens 94
RJ-45 TO DB-9 PIN ASSIGNMENT ......ccviutitirietirierieesieesessesesseseesessesessesessesassesesessssesessessssesens 141

-17 -






G.SHDSL Series User’'s Manual

Chapter 1. Overview

This chapter begins with a general description of Comet 16xxF/160xFM Series and Comet
160xF-R/ FM-R Series. Then it describes how to use TAINET Comet Series in several
applications.

1.1

1.2

Overview

DSL (Digital Subscriber Loop) technologies utilize the bandwidth capacity of existing
ubiquitous telephone line (the local copper loops). G.SHDSL is designed for business
applications, where high speed is required for full duplex transmission directions. It
provides symmetrical data rates from 192Kbps to 5.696Mbps in 2-wire with a
transmission distance up to 10Kft using SHDSL technology. With the proprietary TC-
PAM technology, the maximum data rate may extend to 15.232Mbps on 2-wire mode.
The data rates will be increased to 30.464Mbps in 4-wire link and 60.932Mbps in 8-
wire link. The speed’s obtainable using DSL bonding technologies are tied to the
distance between the customer premise and the Telco central office. Performance
varies with loop characteristics, such as line conditions, loop distance, wire gauge,
noise, the line pairs and locations of bridged taps and gauge changes. The G.SHDSL
bit rate can be configured (or rate adapted) to adapt to the line conditions.

The Comet 160xF/ FM series and Comet 160xF-R/ FM-R series are G.SHDSL.bis
transmission equipment that using EFM/ATM/PTM frame to do Ethernet extension.
The Comet 160xFM has a dual or quadruple link for ring or linear network connection.
These G.SHDSL NTUs provide local/ remote loopback functions between two
devices, by using EOC in between local and remote sides, can do system
configuration, testing, performance and alarm monitoring of DSL link. It is very
convenient for network testing and maintenance.

Applications

The SHDSL System consists of a central unit, CO (SHDSL Transceiver Unit — for
Central Office), at central office, and a remote unit, CPE (SHDSL Transceiver Unit —
for Customer Premise Equipment), at customer premises.

The services are extended through the ubiquitous copper wires or leased lines with
the technologies of G.SHDSL. Ethernet interface extensions are supported on Comet
160xF/ FM and Comet 160xF-R/ FM-R. Figure 1-1 shows a typical back to back
application.
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Figure 1-1 Application of Back-to-back

Figure 1-2 Application of Comet 160xF series modem
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Chapter 2. Specification

To lead the user understand the TAINET Comet Series, this chapter begins with its main
features. Then it continues to present SHDSL and G.SHDSL.bis interface, the network
side interface, timing and synchronization, OAM (Operation, Administration and
Maintenance) and technical specifications. The last part of this chapter is devoted to the
applications of TAINET Comet 160xF/ FM Series in different networks.

2.1 Main Features

Listed below are the main features of the Comet 160xF/ FM and 160xF-R/ FM-R

Series:

Comet 160xF and 160xF-R/ FM-R series support EFM and ATM Point-to-
point mode

Comet 160xFM support EFM P2P (Point-to-point) or P2MP (point-to-
multipoint) mode for party line linear link, ring, or star topology

EFM mode complies with ITU-T G991.2 standard, TC-PAM 4/8/16/32/64/128
line-coding and IEEE 802.3ah 2Base-TL bonding

ATM mode complies with RFC 1483 and RFC 2684 Multiprotocol over AALS
bridge mode

Carrying symmetrical 5.696 Mbps, 11.392Mbps, 22.784Mbps for up to 1.8
miles / 3 Km over 24-AWG (0.5mm) single pair copper wire

Automatic line rate selection with Line Probe enabled

Support SHDSL and SHDSL.bis payload rates of nx64Kbps, where nis 3 to
89in 2 wires, nis 6 to 178 in 4 wires, and n is 12 to 356 in 8 wires

EFM mode supports proprietary extended mode for payload rates up to
60Mbps in 8 wires

Front panel LED indicators for ease of status monitoring

Standard IEEE 802.1w RSTP for loop prevention and ITU-T G.8032 Ethernet
Ring Protection Switch (ERPS)

Easy installation by DIP-switches, console, Telnet (SSH), WEB GUI (HTTPS),
SNMP (v1/v2c/v3) or TR-069

Remote software upgrade for field-deployed units via TFTP, HTTP or HTTPs
Ethernet switching, router and bridging with VLAN prioritization and QoS
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Router function supports NAT/NAPT, DNS server/relay, DHCP client/
server/relay, VRRP, RIPv1/RIPv2/BGP/OSPF and static route

Support security linked feature and TACACS+ authentication for data
transmission

Console/Serial COM switchable, comply with RFC 2217, may connect via
TCP client/server or UTP mode

2.2 SHDSL Interface

Meet ITU-T G.991.2 & ETS TS 101 524
Bonding protocol: IEEE 802.3ah EFM 2Base-TL
Support power back off functions

Modulation Method: 4-TCPAM, 8-TCPAM, 16-TCPAM, 32-TCPAM, 64-
TCPAM and 128-TCPAM (4/8/16/32/64/128 levels Trellis Coded Pulse
Amplitude Modulation)

Physical Connection Type: Standard RJ-45 jack, 135Q balanced via 2 wires,
4 wires or 8 wires twisted pair

Port enabled / disabled configurable

Line Protection: meet ITU-T K.21 requirements

2.3 Network Side Interface

2.31 Ethernet Interface

Provide a 10/100 Base-Tx auto sensing and half/full duplex configurable
Ethernet Interface

Physical Connection Type: Standard RJ-45 connector
Comply with the IEEE 802.3 / IEEE 802.3u
IEEE 802.3x Flow Control pause packet for Full Duplex in case buffer is full

Operate as a self-learning bridge specified in the IEEE 802.1d full protocol
transparent bridging function

IEEE 802.1w RSTP for loop prevention
IEEE 802.1q VLAN Tagging and Q-in-Q, up to 4094 VLAN and VID

IEEE 802.1p VLAN priority feature by Port-Based of packets for traffic and
management
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B Up to 2K (2048) MAC learning addresses

B Bridge/Routing application

B Scalable Per Port Bandwidth Control (Step = 64K, up to 100M)

B Ethernet packet length 9K Jumbo frame for LAN and up to 2048 bytes for
DSL WAN

B Internal counter/PHY status output for management system

B IPv4 and IPv6

B SNTP (Simple Network Time Protocol) for alarm and event report

B DHCP Client/ Server/ Relay function to automatically get or assign an IP
address to a network device

B NAT and NAPT for network address translation

B Point to point PPPoE/ PPTP/ L2TP support

B Virtual IP supports for different VLAN multi-connection

B Different QoS support include 802.1P/ TOS/ DSCP

B Static Routing protocol and dynamic routing protocol include RIPv1/v2,
OSPFv2, BGP-4 and Virtual Router Redundancy Protocol (VRRP)

B VPN provides PPTP & L2TP protocol

B Firewall Anti-DDOS attack & ACL security protection
B |[EEE G.8032 Ethernet Ring Protection Switch (ERPS)

24 OAM

OAM (Operation, Administration and Maintenance) of the Comet 160xF/ FM and
160xF-R/ FM-R Series is listed below:

B Configuration via DIP switches, Telnet (SSH), WEB GUI (HTTP/HTTPS),
SNMP v1/v2c/v3 and TR-069

B CID Console: DB9 connector for command line interface (CLI) operation

B TACACS+ (Terminal Access Controller Access Control System) for
Authentication, Authorization, and Accounting

B Remote out-of-band control / monitoring via SSH, Telnet and Ethernet
B Remote in-band control/monitoring via G.SHDSL EOC, no IP involved

B Remote Software Upgrade: Remotely via web interface with image file
selection; Locally CID console terminal with TFTP protocol
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Configuration backup and restore to / from local profile
Support hardware or software default configuration setup
Support Alarm Surveillance function

Support Performance Monitoring function

Support three access levels for administrator, operator, user, and operation
log

B Support login password complexity of 6 characters, uppercase and lowercase
letters, digits, special symbols

B Anti camouflage attack mechanism: lock IP and delay login

B Dying Gasp function indicates the power loss of CPE mode

2.5 Technical Specifications

The following table gives the technical specifications of the G.SHDSL Series.

Table 2-1 Technical Specifications of the G.SHDSL NTU Series

DSL
Modulation TC-PAM 4/8/16/32/64/128
Mode Full duplex with echo cancellation

One subscriber loop on Comet 1602F, 1602F-R

Number of loops Two subscriber loops on Comet 1604F/FM, 1604F-R

Four subscriber loops on Comet 1608F/FM, 1608F-R
N*64+8K (N=3~238) up to 15.232Mbps (2 wire), (N=6~576)

Loop rate
P 30.464Mbps (4 wire), (N=12~1152) 60.928Mbps (8 wire)
Loop
, 135 ohms
impedance
Clock accuracy + 32 ppm
Interface
Ethernet

10/100Base-Tx Auto sensing

IEEE 802.3/ IEEE 802.3u
Module IEEE 802.1d full protocol transparent bridging function
IEEE 802.3x/ 802.1q/ 802.1p/ 802.1ad
IEEE 802.1w RSTP (Rapid Spanning Tree Protocol)
Half and full duplex
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Auto cross-over MDI/MDIX detection

2K MAC learning address

Ethernet packet size up to 9K bytes

Diagnostics
PWR : Power indicator
DSL1-4 : DSL status indicator
LED Indicators CPE : CPE or CO site indicator
LAN1-4 : Ethernet link indicator
ALM : Alarm indicator
TST : Test status indicator
115200bps
Craft port 8 bits data length, none-parity, 1 stop bit.
9-pin/ D-sub/ female connector, DCE mode
300~115200bps
5~8-bit data length, Even/ Odd/ None parity, 1 or 2 stop bit
Ser2Net 9-pin/D-sub/female connector, DCE mode

Protocol: RFC-2217 (Telnet), TCP (Virtual COM), UDP
Adaption Mode: Console, Client or Server mode

Ethernet port

LAN port: 10/100Mbps, RJ-45 jack
Comet 160xF-R/ FM-R support 4 LAN ports
Comet 160xF and 160xFM support 4 LAN ports

Power Requirement

160xF/ FM:
Dual DC: 12V, 36~72VDC
AC to DC: 90~240Vac, 40~60Hz Input, 12VDC output

Input Power Input: 4 pin terminal Block*1 (36~72V)/ 12VDC
Power Input: 12VDC *2
160xF-R/ FM-R:
DC 18-60V, DC 9-36V

Power <7 Watt (160xF/ FM)

Consumption 8 Watt (160xF-R/ FM-R)

Environments

160xF-R/ FM-R 160xF/ FM
Temperature Operating 0~ +75°C 0~ +50°C
Storage -40 ~ +85°C -20 ~ +70°C
Humidity Operating 90% non-condensing

Storage

95% non-condensing
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2.6 Applications

This section describes how to apply TAINET Comet 160xF/ FM and 160xF-R/ FM-R
Series in the network systems.

2.6.1 EFM Point-to-Point Application

The G.SHDSL Series supports EFM/ATM applications. Figure 2-1 shows the general
Point To Point applications using two Comet 1608F or 1608F-R Series. One unit is
configured as a central office site (CO) unit and the other is the customer premise
equipment (CPE) unit. The EFM scenario as Figure 2-1 can be bridging or routing.

Figure 2-1 P2P Ethernet Application of the Comet 160xF Series

2.6.2 EFM Point-to-Multipoint Application

Figure 2-1 shows the Comet 160xFM supports point to multipoints EFM application. .
One unit is configured as a central office site (CO) unit and the other is the customer
premise equipment (CPE) unit. The EFM scenario as Figure 2-2 can be bridging or
routing.

Figure 2-2 P2MP Star Application of the Comet 160xFM Series

26



G.SHDSL Series User’'s Manual

2.6.3 Party Line Linear Application

The Comet 160xFM Series supports party line linear application. Figure 2-3 shows
the general application by four units. Where multi-mode “MM” is automatic configured
as one side is CO, another side is CPE. The DSL trunk can be 2-wire or 4-wire.

Figure 2-3 Party Line Linear Application of the Comet 160xFM Series

2.6.4 Ring Application

The Comet 160xFM Series supports ring application. Figure 2-4 shows the general
application by six units. “MM” is automatic configured as one side is CO, another side
is CPE. All DSL trunks connected as a ring network. Select one port of DSL trunk to

be subscriber loop protection. This scenario needs to apply the feature of G.8032 or
RSTP to avoid subscriber loop errors.

Figure 2-4 Ring Application of the Comet 160xFM Series

4 )

Note:
6 The party line, linear, ring and star topology on G.SHDSL
can be used for EFM mode Ethernet traffics on Comet
160xFM models. Other HDLC and ATM mode on G.SHDSL
can support to point to point only.

N /
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-

i

\_

Note:

To apply the Ring application should setup either G.8032
ERPS or RSTP. These two protocols may apply one and
only one for the Ethernet traffics loop prevention.
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Chapter 3. Interfaces

In this chapter, we will focus our attention on the interfaces of the Comet 160xF/ FM Series
and 16xxF-R series. It will show you the front panel & real panel, especially for real panel
will be discussed more.

EFM/ ATM models
Model G.SHDSL | LAN G.8032 DIP SW | Craft
Comet 1602F-R 2-wire 4 LAN ° DB-9
Comet 1604F-R 4-wire 4 LAN ° DB-9
Comet 1608F-R 8-wire 4 LAN ° DB-9
Comet 1602F 2-wire 4 LAN ° DB-9
Comet 1604F 4-wire 4 LAN ° DB-9
Comet 1608F 8-wire 4 LAN ° DB-9

EFM only models
Model G.SHDSL | LAN G.8032 DIP SW | Craft
Comet 1604FM 4-wire 4 LAN+DSL ° DB-9
Comet 1608FM 8-wire 4 LAN+DSL ° DB-9
Comet 1604FM-R 4-wire 4 LAN+DSL ° DB-9
Comet 1608FM-R 8-wire 4 LAN+DSL ° DB-9

Table 3-1 Interface table of Comet 160xF/ FM and 160xF-R/ FM-R series

3.1 Front Panel of Comet160xF/ FM & 160xF-R/ FM-R

The front panel of Comet 160xF/ FM and 160xF-R/ FM-R Series, as illustrated in
Figure 3-1, contains four main sections, management port, status indicators, DIP
switch and buttons. Via the front panel of Comet 160xF/ FM and 160xF-R/ FM-R
Series, users can perform the functions as listed below:

Displaying system status

Resetting the device and the alarm LED

Managing Comet 160xF/ FM and 160xF-R/ FM-R Series via Craft port
Smart setup by DIP switch

Test the DSL trunk by TST button

From the status indicators of front panel, users can obtain useful information to
monitor the current status.
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3.1.2

Figure 3-1 Front Panel of the Comet 160xF/ FM Series

Figure 3-2 Front Panel of the Comet 160xF-R/ FM-R Series

Status Indicators

The status indicators of the Comet 160xF/ FM and 160xF-R/ FM-R are depicted in
tables below.

There are six classes of LEDs on Comet 160xF/ FM, which are PWR, TST, CPE,
ALM, DSL1-4 and LAN1-4. These LEDs display the system status.

And there are eight classes of LEDs on Comet 160xF-R/ FM-R, which are PWR, TST,
CPE, ALM, DSL1-4, LAN1-4. These LEDs display the system status.

Table 3-2 Indicators on Front Panel of Comet 160xF/ FM and 160xF-R/ FM-R series

LED GREEN RED Flashing OFF
PWR Power ON Power OFF
TST Testing Testing No Test
CPE STU-R STU-C
ALM System Alarm [ Software upgrade | No Alarm
DSL1-4 | DSL Link Warning | DSL Alarm DSL handshake No Used
LAN1-4 | Ethernet Link Ethernet active Link Down

**The front panel indicators on WEB Ul may show the 100M full duplex mode of LAN in yellow

The RST Button

There is one “RST” Reset button to reset the device manually. Push the RST (reset)
button for over 5 seconds will do manually reset the device back to its factory default
setting; include login username, password, IP address and all configurations.
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3.1.3 The TST Button

This function of TST button is only for the in-service-loop health detection of DSL link
between CO and CPE modems. Push the TST (test) button for over 10ms will do
loop test, that helps user to test the link status of all subscriber loops.

All loops linked well: if TST LED keep lighting for 3 seconds after test. It goes
OFF in the first second and then blinks for 3 seconds and finally light for 3 seconds.

Any loop links fail: if TST LED goes OFF after test. It goes OFF in the first second,
then blinks for 3 seconds and finally keeps dark for 3 seconds.

3.2 Rear Panel

Figures below illustrate the rear panel of the Comet 16xxF/160xFM Series. Users
may connect the Comet Series to other devices or equipment via these interfaces.

Figure 3-3 Rear Panel of Comet 160xF Series (12VDC)

Figure 3-4 Rear Panel of the Comet 160xF Series (48VDC)
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Figure 3-5 Rear Panel of the Comet 160xF-R/ FM-R Series

The following connectors/devices appear on the rear panel of the Comet 160xF/ FM
and 160xF-R/ FM-R Series.

Power On/Off: The Comet 16xxF/160xFM Series’ power switch

Power Receptacle: Redundant power for a DC power cable

Ground line *1

LAN: Ethernet ports for RJ-45 connector

DSL Jack: RJ-45 jack for SHDSL link (General or special converter cable)

DC IN: 12VDC + 36~72VDC or 12VDC + 12VDC (Comet 160xF/ FM)
9~36VDC or 18~60VDC (160xF-R/ FM-R)

~

Caution:

@ Once pressed the “RST” Reset button to reset the device
O LTI manually, do not lost the power of device during initialing.
Otherwise, it will be injured and out of order.

- /
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Chapter 4. Installation

In this chapter, we will present the installation guide for Comet 160xF/ FM Series / 160xF-
R/ FM-R Series. It begins with a checklist for unpacking the shipping package.

4.1

4.2

421

4.2.2

Unpacking

Comet Series’ shipping package includes the following items:
B Comet Series standalone unit
B CE label with User's manual QR Code
B AC to DC Power adapter (for DC 12V models only, the others are option)

Site Requirements

Site Selection

Install the device in a clean area that is free from environment extremes. Allow at
least 6-inch (15.24 cm) in front of the device for access to the front panel, and at least
4-inch (10.2 cm) in back for cable clearance. Position the device so you can easily
see the front panel.

AC/DC Electrical Outlet Connection

Comet Series with 12VDC input may install within additional AC to DC power adapter
be capable of furnishing the required supply voltage, in the standard package of this
power adapter can use the AC input range of 100 to 240VAC. With 48VDC input, the
DC input range is from 36VDC to 72VDC, the AC input range is from 110VAC to
240VAC at a frequency of 50Hz to 60Hz.
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Grounding

Make sure the electric service in your building is properly grounded as described in
article 250 of the National Electrical Code (NEC) handbook.

Verify that a good copper wire of the appropriate gauge, as described in Tables 250-
94/95 of the NEC Handbook, is permanently connected between the electric service
panel in the building and a proper grounding device such as:

A ground rod buried outside the building at least 8 feet (2.44 meters) deep in
the earth.

Several ground rods, connected together, buried outside the building at least
8 feet (2.44 meters) deep in the earth.

A wire (see tables 250-94/95 of the NEC handbook for gauge) that surrounds
the outside of the building and is buried at least 2.5 feet (0.762 meters) deep
in the earth.

Note:

e The three grounding devices described above should
be firmly placed in the earth. Soil conditions should not
be dry where the device is buried.

If it is unsure whether the electric service in your building is properly
grounded, have it examined by your municipal electrical inspector.

Install a surge protector between the device and Ground point. Any additional
computer equipment you have connected to the device (directly or through
another device), such as a terminal or printer should also be plugged into the
same surge protector. Make sure that the surge protector is properly rated for
the devices you have connected to it.

Call your service provider company and ask them if your leased line is
equipped with a circuit surge protector.

If you are operating the device in an area where the risk of electrical surges form
lightning is high, disconnect the device from the transmission line at the rear panel
when it is not in use.
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4.3

431

4.3.2

43.3

Cable Connection

Connecting the IP Network via Ethernet

On the standard unit of Comet 16xxF/160xFM and 160xF-R/ FM-R series, the
embedded 10/100Base-T Ethernet port is provided as the standard interface to the
TCP/IP network. The pin layout of the RJ-45 connector for IEEE 802.3 standard
10/100Base-T Ethernet ports are defined as following:

Table 4-1 10/100Base-T Connection

Pin #. Pin Function Pin #. Pin Function
1 TD+ 5 N/C
2 TD- 6 RD-
3 RD+ 7 N/C
4 N/C 8 N/C

For connecting the 10/100Base-T Fast Ethernet, a Category 5 unshielded twisted-
pair (CAT.5 UTP) cable or shielded twisted-pair cable is used. Two pairs of the twisted
wires are used for separated Rx (reception) and Tx (transmission). The Fast Ethernet
port is backward compatible with traditional 10Base-T Ethernet. Comet 160xF/ FM
series can automatically detect whether it is connected to a 10Base-T or 100Base-T
Network.

Connecting the Terminal

The console port connector labeled “CRAFT” on the front panel of Comet 160xF/ FM
and 160xF-R/ FM-R is provided for connection to an external ANSI or VT-100
compatible terminal to do local configuration of Comet 160xF/ FM and 160xF-R/ FM-
R. Craft port Speed & Data format: 115,200bps, no parity, 8 data bits, 1 stop bit, and
no flow control.

Craft port define in DB9 connector

DB9 | Pinl Pin 2 Pin 3 Pin4 @ Pin5 Pin 6 Pin 7 Pin 8 Pin 9

N/C RXD(o) TXD(i) N/C GND N/C RTS(@i) CTS(0) N/C
Table 4-2 Table Craft Port defile in DB9 connector

Connecting the DSL on Devices

Comet 160xF/ FM and 160xF-R/ FM-R provide 2, 4 or 8 wires connection on DSL
port.
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Figure 4-1 Comet 160xF/ FM Series DSL Interface

The DSL interface used the RJ-45 connector for 1, 2 or 4 pairs of DSL to connect,
with the pin configuration as shown in the Appendix A.3 and table below. Whereas
the mix mode connection of Comet 1608FM or 1604FM may apply the different
connector for Port A(CPE) and Port B(CO) mode connection in one box.

Table 4-3 DSL Twisted Pair Pin Assignment
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4.4 Quick Setup

Comet 160xF/ FM and 160xF-R/ FM-R Series have “DIP Switch” on the front panel
for quick setup. It provides users to quickly configure the device to CO (Central Office)
and CPE (Customer Premises Equipment) to the other modem.

Figure 4-2 Comet 160xF/ FM Series DIP Switch

Keep local DIP switches to all OFF (Default CPE mode).
Change the remote unit DIP-1 switch to ON (As a CO mode).
Connect the DSL loops as the PIN defined.

Connect the DC power jack and feed the power to start working.

~

\ HE EH EH =B

Caution:

When turned the DIP-2 to ON, the Ser2Net function may
take place the console privilege to control. Do remember
to keep a static IP address for WEB management, in case
of either Console or Ser2Net one to be used.

\ )
4 N

Note:
When turned the DIP-2 to ON and then OFF, the Ser2Net
0 function will be disabled, and the craft port can back to

console control.
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Chapter 5. Operation of Web

In this chapter, user will be introduced to the WEB operation of Comet 160xF/ FM Series.
The chapter starts with an overview of device’ WEB. In additional, each main menu item
of WEB interface, such as Configuration, Maintenance and Status will be explained
thoroughly. The following introductions are based on the Comet 16xxF with firmware code

v1.430.

5.1 Overview

Firstly, users have to connect to the LAN port, which is the default management port,
and enter the IP address as the URL in the Internet browser. The default IP address

of management is http://192.168.0.1.

Comet 160xF/ FM and 160xF-R/ FM-R Series support the following WEB browsers:
1. Microsoft Edge 109+
2.FireFox 80+

3.Safari 10+
4.Google Chrome 80+

5.2 Login Page

In this page, users need to enter the correct name & password. There are three built-
in accounts with different privileges.

B Administrator - username: admin, password: admin
B Operator (user) - username: user, password: user

B Monitoring (guest) - username: guest, password: guest

Figure 5-1 Login Page

Please use the following pull down menu option to select displayed language.
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5.3

5.3.1

Figure 5-2 Language selection

Status

Local & Remote status can be obtained in this section. Besides, Comet 160xFM
supports only local settings, without remote function, due to improve the stability in
its point to multipoint ability.

Local/ Remote Status

For 8-wire model, there are four subscriber loop indexes: DSL1, DSL2, DSL3 and
DSL4. Thus, DSL1 and DSL2 are available for 4-wire mode, and DSL1 is only
available for 2-wire mode.

The following information is showing Line Status, Current Alarm and Current
Performance.

Note: For 8-wire model (Comet 1608F), the total speed is the summary of all
loops’ Line Rate.
For instance, if all loops are at full speed (89 x 64kbps = 5696kbps), the total speed
of DSL trunk is 4 x 5696 = 22784kbps.

The first view of Status windows is “Current Alarm” that shows the following
information: Loop/Port/LAN, Name/Type and Severity.
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The following interface status will show in “Line Status”:

Figure 5-3 Current Alarm

G.SHDSL Status: shows the following information: Loop Index, Line Rate, Line
Status, TC-PAM, SNR (Signal Noise Ratio) and ATTN. Users can also check the
current mode (EFM/ ATM) and total line rate in this form for different models.

Ethernet Status: shows the following information: LAN Index, LAN Speed, LAN

Status and Flow Control.

Status > Local Status

Line Status = Current Alarm  Current Performance

Index Line Rate Line Status TC-PAM SNR ATTN
1 DsL1 89°64(5696)Kbps Connect 22 18 0
2 DsL2 89°64(5696)Kbps Connect 32 18 0
3 DsL3 89°64(5696)Kbps Connect 32 19 0
4 DsL4 89°64(5696)Kbps Connect 32 18 0
| Mode : EFM , Total Line Rate: 22784K |
Ethernet Status
Index ~ Speed Status Flow Control
1 LAN1 100-Ful Link Up OFF
2 LAN2 10-Half Link Down OFF
3 LAN3 10-Half Link Down OFF
4 LAN4 10-Half Link Down OFF

Figure 5-4

Line Status
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® Current Performance: shows the current performance error of G.SHDSL in 15
minutes and 1 Day duration.

Line Status Current Alarm Current Performance

DSL 15 Min
Index - LS ES SES LIAS CRC Elapsed Time
1 D5L1 0 2 1 0 3 611
2 D5Lz2 0 2 1 0 3 611
‘:} Clear

DSL 1 Day
Index - LS ES SES LIAS CRC Elapsed Time
1 D5L1 12 4 3 3 3 2411
2 D5Lz2 0 2 1 0 3 2411
‘:} Clear

Figure 5-5 Comet 160xF/ FM Current Performance
LOSW: Lost of Sync Word seconds.
ES: Error Seconds
SES: Severely Error Seconds
UAS: Unavailable Seconds

Line Status Current Alarm Current Performance

DSL 15 Min
Index « LCshAr ES SES LIAS CRC Elapsed Time
1 D5L1 0 2 1 0 3 611
2 DsL2 1l 2 1 1l 3 B11
‘:} Clear

DSL 1 Day
Index « LCshAr ES SES LIAS CRC Elapsed Time
1 D5L1 12 4 3 3 3 241
2 D5L2 a 2 1 a 3 24N
‘:} Clear

Figure 5-6 Comet 160xF/ FM Current Performance

54 Configuration

Comet 160xF and 160xF-R/ FM-R Series support Local/Remote configuration except
of Comet 160xFM have only local available due to improve the stability in its point to
multipoint ability.
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5.4.1 Load Local Profile (Remote Profile)

There are two default profiles in Comet 160xF/ FM and 160xF-R/ FM-R for users to
select, as shown in Figure below, the default profile is CPE mode. If a pair of DSL
lines is applied to field, users can select local one to CO mode (profile 1) and another
one to CPE mode (profile 2) for quick setup.

Figure 5-7 SHDSL Load Local/Remote Profile

The operator may save and restore their “User Profile” for keeping all modified
configuration. And for the quickly deployed to other devices, these “User Profile” can
be saved and restored in local storage as a file mode for ease of backup.

5.4.2 Local Setting (Remote Setting)

There are three modes being selected by users: EFM, HDLC & ATM

® EFM mode: Users can modify the parameters of G.SHDSL and Ethernet. The clock
source is selected automatically. And there is a proprietary extended mode for up
to 15.232Mbps per pair in G.SHDSL connection.
Note: Comet 160xFM supports EFM mode only

® HDLC mode: Users can only modify the parameters of G.SHDSL and Ethernet.
The default clock of G.SHDSL is 3a, user can setup the clock 1 via CLI mode. In
HDLC, there is no extended mode for upmost speed.

® ATM mode: Users can modify the parameters of G.SHDSL, Ethernet & ATM. In
ATM form, General Setup includes basic ATM protocols and ATM Parameters for
VID, VPI and VCI. (Comet 160xFM does not support ATM mode)

Figure 5-8 Local/Remote Setting in Different Mode
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5.4.2.1

G.SHDSL Setting in EFM mode

® Topology setting: Only Comet 160xFM has topology setting function, for doing

ring, star or linear topology. This feature supports five modes below. If users would
like to do linear or star topology, it can be selected to “p-to-mp”. And if ring topology
is needed, it can also be selected to “mixed mode”, which has to be set with G.8032
(Ring Protection feature).

Topology setting

Description

point to point (Default)

Disable the topology function.

p-to-mp (4W/8W<->n*2W)

One device has only one master-slave mode, which
connects to other four devices by 8-wire.

mixed mode (8W<->2*4W)

One device has two modes (CO & CPE) with 8-wire.

mixed mode (4W<->2*2W)

One device has two modes (CO & CPE) with 4-wire.

p-to-mp (8W<->2*4W)

One device has one master-slave mode with 8-wire.
The setting can be configured on CO side only.

Table 5-1 Topology setting table

DSL Isolation: Default is “Disable”, all pairs in point to multipoint mode will be
bounded together, lead all data packets spread through each of DSL sections. As
it is “Enable”, all remote devices except of central one will not negotiate with each
other because of all data packets in DSL are separated.

G.SHDSL

mode p-to-mp{4W/aW<-=n*2W) >

D5L Isolation Enable el

Figure 5-9 Topology setting
G.SHDSL configuration: Some items of function can be done by STU-C in CO

mode only, for example, “Line Rate” and “Power Backoff’ are not allowed to
configure in CPE.

Wire Mode: Comet 160xF Series support 2W, 4W, 8W and Auto.

Power Back off, PBO Value:

Power back off used to reduce the data transmission power for the duration of
loop connection. When it set to “Auto”, Comet dynamically reduces the power
level in order to eliminate the potential for interference with the digital local loop
resulting from near-end crosstalk. There is only STU-C in CO mode can change
the setting of “Power Back off”. As soon as it set to “Manual”, then “PBO value”
(Power Back off value) can be filled from 0 to 31 dB attenuation.
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Line Probe:

When it set to ON, the device adjusts the DSL line data rate automatically
according to line quality of SNR (Signal Noise Ratio) Margin, the higher the SNR
value, the better the DSL line quality. When SNR value is very low, the DSL line
might become disconnected.

Annex: Users can select A/F suitable for North American networks or B/G suitable
for European networks connecting DSL.

Capability List: New capability can use for proprietary extended mode. While old
capability is compatible with legacy SHDSL connection.

Auto Sensing (EFM/ ATM): This can work during DSL handshaking to decide with
remote EFM or ATM mode.

Target Margin:

If the actual SNR value is lower than SNR margin value, the device will decrease
the line rate to prevent SNR value from dropping and keep the DSL link to up.
However, users should be aware of that there is a relationship between the line
rate and connection distance. When the DSL line rate goes higher, the DSL line
connection distance becomes shorter and vice versa.

Extended Mode: In EFM mode, the standard ITU-T G.991.2 supports TC-PAM4/
8/ 16/ 32 modes. While Comet support proprietary TC-PAM64/128 mode to reach
more date rate. TC-PAM 128 would be up to 238 x 64Kbps.

Miscellaneous: For Comet 160xF/ FM, 160xF-R/ FM-R Series, the setting is fixed.
CO side is “Internal”, and CPE side is “Recovery from DSL".

Threshold: For better troubleshooting, users can choose the threshold of ATTN,
SNR and CRC, in order to generate alarm traps report.
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5422

Side Mode Wire Mode Line Rate Power BackOff PBO Value

CPE v | Auto v *64(Kbps) &) Auto N @

) Phase Sensitive - :
Line Probe Annex Demodulator (PSD) Loop Timing Target Margin

ON v |G v 5 @
Capability List Auto Sensing(EFM/ATM)
New A OFF o
Mode @) G.991.2 Proprietary
Options
Extended Rate =64(Kbps) (&)

Clock Source
Clack Auto Switch

Bonding layer

enuation ignal MNoise Rate clic Redundan ec|
Att tion (ATTN Signal Moise Rate (SNR lic Redundancy Check (CRC

40 @ 5 @ 2 @

Figure 5-10 Local/Remote Setting in G.SHDSL

Ethernet Setting

Except TDM mode, users can configure relative Ethernet parameters in the form,
such as Admin, Speed, Alarm Switch, Flow Control, Ingress and Egress.

Admin: The LAN port will be turned off if users configure it to be “OFF”.

Speed: The default speed is “Auto”, users can select 10-Half, 10-Full, 100-Halt or
100-Full.

Alarm Switch: If users turned the “Alarm Switch” on, then alarm message will be
reported during Ethernet interface got problems.

Flow Control: The default Flow Control is “ON”, users can select “OFF” to disable.
Ingress: There is no Ingress limitation in default condition. Users can define the
input traffic as 64Kbps to 50Mbps.

Egress: There is no Egress limitation in default condition. Users can define the
input traffic as 64Kbps to 50Mbps.
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Ethernet

Index LAM1

Admin oM e

Speed Auto s
Alarm Switch OFF ™
Flow Control OFF R
Ingress Limit Disable 7
Egress Limit Disable o

Figure 5-11
54.2.3 ATM Settings in ATM mode

There are two main forms in ATM: General Configure and ATM Parameters.

® General Configure

CPCS Protocol: CPCS is “Common Part Convergence Sub-layer’. Header is to
identify the protocol that Virtual Circuit is carrying. LLC_ENCAP_BP is “Logical Link

LANZ

On

Auto

OFF

OFF

Disable

Disable

LANZ

OnN

Auto

OFF

OFF

Disable

Disable

Local/Remote setting in Ethernet

LANS

OnN

Auto

OFF

OFF

Disable

Disable

Control Multiplexing, and VC_MUX_BP is “VC-based Multiplexing”.

Filter Mode: The setting is VLAN ID, for multi-PVC and rules.

Default Action: The default action is “Default VPI/VCI’. As long as the packets
mismatch with VLAN ID, the rule will do Default VPI & VCI. If the default action is

“‘Discard”, devices will drop the packets with mismatched VLAN ID.

Default VPI/VCI: VPl is “0”, and VClI is “35”.

® ATM Parameters

There are eight Virtual Path Identifiers in the ATM table.

VID: The limitation of VLAN PVID is from 1 to 4095.

VPI: The limitation of Virtual Path Identifier is from 0 to 255.

VCI: The limitation of Virtual Channel Identifier is from 32 to 4096.
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ATM
CPCS Protocol: LLC_ENCAP_BF | ¥
Filter Mode: VLAN ID o
Default Action: Default VPT/WVCI | v
Default VPI: 0
Default VCI: 35
Index  VID VFI V(I
1 1 1 35
2 2 2 35
3 3 3 35
4 4 4 35
3 5 5 35
6 6 & 35
7 7 7 35
8 g 8 35

Figure 5-12 Local/Remote setting in ATM

5.4.3 User Management

In this page, there are three built-in privileges for different users’ deployment. To
improve the security level, remember to follow the security mechanism while creating
new accounts.

B Administrator — has highest operation privilege to control all function, it can
add, delete or modify all accounts.

B Operator - has highest operation privilege to control all function, except to
create either delete any accounts.

B Monitor - has limited operation privilege to read information only.
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Figure 5-13 User Management

544  TACACS+

TACACS+ (Terminal Access Controller Access-Control System Plus) improves on
TACACS functions of Authentication, Authorization and Accounting by encrypting all
traffic between the NAS and the daemon. It is extensible to provide for site
customization and future development features, and it uses TCP to ensure reliable
delivery. The protocol allows the TACACS+ client to request every fine-grained
access control and allows the daemon to respond to each component of that request.

Configuration > TACACS+
TACACS+
i —
Admin N v
Server IP 192.168.10.105 |
Port 49 |
Secret | oooooooooo |
Authentication | CHAP | v |
i —
Service Type | raccess |
Priority Attribute priv-1vl |
|+ Apply |

Figure 5-14 TACACS+ setup
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® Admin: The default parameter is “OFF”, switch it to “On” to start the TACACS+
authentication.

Server IP: The IP address of TACACS+ server located.

Port: The default TCP port of TACACS+ is 49.

Secret: The phrase string for using as authentication key.

Authentication: The phrase string to be authentication type of ASCII, PAP or CHAP.
Service Type: For making authorization call by service type of arap, shell, ppp, slip,
vpdn or raccess.

Priority Attribute: The Attribute Value (AV) pairs parameter for priority, they are
text strings exchanged between the client and server.

545 Date & Time (Local/Remote)

SNTP (Simple Network Time Protocol) is a protocol that synchronizes the clock of
local devices, as client, to exactly match the clock at the central server system.
Accurate time information is critical for monitoring the device with system log.

The device supports two ways to be configured, one is communicating with SNTP
server for retrieving the time, another is the time can be set manually. And the
[Daylight saving time] function may enable the clock to move one hour early.

Local

2021/01/20 18:16:45 GMT+08:00

SNTP Mode Auto

SNTP Server IP 192.168.10.230

Time Zone 69. GMT+08:00 Taipei !
Time Setting

Synchronous Period 30 [1~30] Days (Update at 00:00:00 midnight)

Daylight saving time [CJon

? Apply

Figure 5-15 Local/ Remote Date & Time

5.4.6 General Setup (Local/ Remote)

IP configuration can be configured only in this menu within Bridge application. The
menu includes two main items, “System IP” and “Link Security”.

System IP: It is the IP address of this device for management. The system IP may
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5.4.7

change immediately after operator clicks the apply button, but this change will not
save the new |IP address before next power on. Remember to save after configured.

Link Security: The link security function asks for input 6 fixed digital numbers (0-9).
While the security link function is enabled on CO, the system will keep checking the
link password between CO and CPE side. If the security passwords are not the same,
the system will disconnect the DSL link and try to build up the DSL link to check the
security password again.

Configuration > General Setup

Local

Mode: Static 22
IP Address: 192.168.0.1
Subnet Mask: 255.255.255.0
Default Gateway: | 0.0.0.0
Link Security:
Link Password:
w* Apply

Figure 5-16 Local/ Remote General Setup

/

Note:
The IP Address assignment of “System IP” may switch
to “Virtual IP” in Bridge/ Routing menu if the “Bridge
VLAN Setting” changed its VLAN rule from port
based VLAN to Tag-based or Q-in-Q.

O

- J

DHCP Server

® Configuration: Users can change the DHCP mode from OFF to DHCP server or

DHCP relay (Resolve that server & client need to be in the same network). If
operators configured the SHDSL modem as DHCP server, most important settings
are “Start IP” and “End IP”, should be the same network segment as device’s LAN.
Other requirements, such as “Lease time”, “Gateway”, “NTP Server” or “DNS IP”
would be followed to operators’ environment.
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5.4.8

Configuration

DHCP Mode DHCP Server i
Relay Server 1

Relay Server 2

Relay Server 3

Relay Interface

Start IP 192.168.0.2
End IP 192.168.0.250
Max Lease 248

Lease Time 86400
Netmask 255.255.0.0
Gateway 192.168.0.254
NTP Server 192.168.0.251

Domain Name
DNS Primary

DNS Secondary

Local

192.168.0.253

192.168.0.252

Figure 5-17 DHCP Server Configuration

® Static Lease: The function is work with DHCP server, operators assign a specified

IP to a specified DHCP client, the way of identification is to check DHCP client via
MAC address. Users also have to make sure the specified IP is working between
“Start IP” and “End IP”.

® DHCP Leases: The window includes IP, MAC address and Expire time. When the

SHDSL modem acts as a DHCP server, device will record all DHCP clients.

IPv6 (Local/Remote)

Internet Protocol version 6 (IPv6) is the most recent version of the Internet Protocol.
IPv6 was developed by the IETF to deal with the long-anticipated problem of IPv4
address exhaustion. Comet 16xxF/ 160xFM and SNTU 76xF series follow the future
trends and multi-application. The IPv6 packets can pass through DSL, and also
manage the device via IPv6. Users can configure the “Admin”, “Link Security”, “IP
Address”, “Prefix” and “Default Route”.
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® Admin: The default parameter is “Disable”, switch it to “Enable” to open the IPv6.

® |P Address: Itis the IPv6 address of this device for management, the setting would
change immediately after operators click the “Apply” button, but this change will
not save the new IPv6 address for next power on. Operators must to click “SAVE”
to save IPv6 address. The format of this item is

XXX XXX XXX XXX XXX XXXKXXXKXXXX
After click the “Apply” button, users will access the device by inputting [IPv6] in the
browser.

® Prefix: Prefix lengths of IPv6 identify a range of IP address those are in the same
network. The default prefix length is “64”.

® Default Route: Users can accept the device to access to other networks via default
route.

Configuration > IPv6

Local

Admin: Disable g
IP Address: 1:192.168.0.1

Prefix: B4

Default Route:

Figure 5-18 Local/Remote IPv6
549 SNMP & SyslLog

To set up the trap IP of the system, users can go to the Trap submenu. Input and
activate the desired IP address / Domain name. The setting value must be effective
by pressing “Apply” button. When the trap or syslog IP is configured, the G.SHDSL
device alarm information will send to these destination addresses. The trap IP
address is usually the address of the SNMP network management system.
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Configuration Trap Server | SNMPv2  SNMP w3 Trap List

Local Setting
Load Local Profile

User Management

TACACS
Date & Time SNMP  SysLog IP Address
General Setup
DHCF Server 0O 192.168.10.230 |
IPwE:
SNMP (] |192.168.1D.104 |
TR-06%
Access List |U.0.0.0 |
User Interface |0,n.0.0 |
Ser2iet
Upload Language Package |0.0.0.0 |
SHMP Configuration
Trap Version |2C |"
Trap User
Trap Duplication
Trap Duplication |DN |"
Repeat Interval I:I Mins

Bridge / Routing p—

Figure 5-19 SNMP Trap Server

Set agent public and private keys in SNMPv2. The default Public Community key is
“public” and Private Community key is “private”.

Trap Server | SNMP w2 | SNMP v3 Trap List

SNMP v2 (Insecure Protocal)

Agent Public Community:

Agent Private Community:

|« Apply |
Figure 5-20 SNMP v2 Setup

To set up the security level of SNMPv3, we recommend users configure the
permission to Auth & Priv, it is much safer. In other items, SHA is safer than MD5,
and AES is safer than DES.
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Figure 5-21 SNMP v3 Setup

Users can change the severity in the trap list. There are critical, major, minor and
warning being selected. Remember to click the “Apply” button after configured.

Code Name Severlty Cause

2 Data Port Service Alarm. n Data port Ioss of 5|gna|

3 G.SHDSL Llnk Sarvice Alarm G.SHDSL I|ne dlsconnect.

4 G.SHDSL Slgnal Attenuation Alarm G.SHDSL Line Slgnal Attenuation exceed Threshold.

5 G.SHDSL SNR Alarm G.SHDSL Line SNR. exceed Threshold.
& G.SHDSL CRC Alarm G.SHOSL Line CRC exceed Thrashold.

& DSL Pin Aeelgnment Re\rereal Narm DsL tWISle pair pin asmgment reversal

Q Remote Powered OFf . Remote powered oﬂ

10 Lan Service Alarm Lan Ilnk dcrwn

11 E1LOS AIarTn . El Loss Of Slgnal

12 E1 LOF Alarm E1 Loss Of Frame.

13 E1 AIS Alarm . E1 Alarm Indication Slgnal

14 E1 RAI Alarm E1 Remote Alarm Indication.

i5 Sys C|DC|( Auto Smtch System Clock Auto Switching.
16 MNa Trep Events Clear No Trap BEvents.

Figure 5-22 Trap List

5410 TR-069

Comet 16xxF/ 160xFM support TR-069 protocol, which acts as ACS client, all
parameters in this form are designed to communicate with ACS server. In order to
pass the ACS certification successfully, be sure to check all parameters are
consistent with each ACS server and client. For instance, input the entire “ACS URL”
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as http.://IP:Server Port/, input the “CPE port” as port number and so on.

® Mode: Default parameter is “Disable”, and the “Enable” is to run the TR-069.

® CPE Port: ACS client port number.

® Connection Request User Name: Define Comet’s user name, the device has its
own authentication, to let ACS server access.

® Connection Request Password: Define Comet’s password.

® ACS URL: The way to access ACS server is using URL.

® Login ACS User Name: Refer to ACS server’s user name.

® Login ACS Password: Refer to ACS server’s password.

® Periodic Inform: Comet 160xF/ FM will request ACS server to keep
communicating at regular intervals.

® Periodic Interval: The unit of time is second.
Configuration > TR-069
Mode: Disable .
CPE Port: 3400
CPE authentication: Enable 2
Connection Request User Name: cwmp
Connection Request Password:
ACS URL: http://192.168.1.21:8080/
Login ACS User Name: acsacs
Login ACS Password:
Periodic Inform: Disable ¥
Periodic Interval{sec.): 300
SOAP ENV: SOAP-ENV
SOAP ENC: SOAP-ENC

* Apply
Figure 5-23 The TR-069 parameters
5.4.11 Access List

In order to filter data packages, Comet 16xxF/160xFM needs to set a series of rules
for identifying what need to be filtered. The device supports ACL “White List” mode
and “Normal” mode.

® White List: All data need to match one of all rules could pass through the devices,
otherwise, any mismatch ones will be dropped.
® Normal: All data need to exactly match all rules will be dropped or forwarded to
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specified physical ports.

Matched conditions of ACL rules can be MAC, ETH Type, IP address and TCP/ UDP
port number. An ACL rule may contain one or several sub-rules, which have different
matched conditions.

Frame Type: Select ACL type, “MAC” or “IPv4”.

Action: There are two behaviors, “drop” or “forward”.

Physical Port (Ingress): Select ingress port to do ACL function.
Physical Port (Egress): Select egress port to do ACL function.
ETH Type: Table 5-2 list some EtherType example for reference

ACL Mode: Marmal —
Frame Type: MALC .
Action:

Phrysical Port(Ingress): ALL Port b
Physical Port(Egress ): &LL Port s
Destination MAC: 11:11:11:11:11:11

Destination MAC Mask: ff: ff: ff. ff: £ ff

Source MAC: 00:00:00:00:00:00

Source MAC Mask: 00:00,00:00:00:00

ETH Type: 0306

ETH Type Mask: ffff

Destination IP:
Destination IP Mask:
Source IP:

Source IP Mask:

TCPSUDP Source
Partiztart):

TCRSUDP Source
Part{end?:

Sport_m.undefined:

TCR/UDP Destination
Partistart):

TCPAUDP Destination
Part{end:

Dport_m.undefined:

Figure 5-24 ACL Setting
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Before click “Apply” to take effect ACL setting, please make sure whether the rules
will make the WEB management loss or not. After click “Apply” button, users can
check the rules in “Show ACL Table”.

Figure 5-25 Show ACL Table

Table 5-2  The Example of EtherType

EtherType Protocol
0800 Internet Protocol version 4 (IPv4)
0806 Address Resolution Protocol (ARP)
0842 Wake-on-LANI[9]
8035 Reverse Address Resolution Protocol (RARP)
809B AppleTalk (Ethertalk)
80F3 AppleTalk Address Resolution Protocol (AARP)
8100 VLAN-tagged frame (IEEE 802.1Q)
86DD Internet Protocol Version 6 (IPv6)
8808 Ethernet flow control
8847 MPLS unicast
8848 MPLS multicast
8863 PPPoE Discovery Stage
8864 PPPoE Session Stage
88A4 EtherCAT Protocol
88A8 Service VLAN tag identifier (S-Tag) on Q-in-Q tunnel.
88CC Link Layer Discovery Protocol (LLDP)
88F7 Precision Time Protocol over IEEE 802.3 Ethernet
9100 VLAN-tagged (IEEE 802.1Q) frame with double tagging

5.4.12 User Interface (Local/Remote)

Users can enable or disable different network service port in Comet 160xF/ FM and
160xF-R/ FM-R Series, there are Telnet, SSH, HTTP, HTTPS, and account protection.

® Account Protection: Acommon threat on web login is a password-guessing attack.
The account protection is a way to temporary block brute-force attacks about 5
minutes that simply lock out accounts after 3 times of incorrect password attempts.
® Management IP/Mask: "Permit" means without limited for any IP address.
And "Limited" will allow only which PC located in specified in Management IP/Mask.
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Configuration = User Interface

User Interface

Telnet (Insecure) Permit MIEEE
SSH Permit MIER
HTTP (Insecure) Permit ~ e
HTTPS Permit v | 443
SHIMP Limited v e |
account Protection ‘Enable >

Timeout (mins) 5 |

Management IP/Mask

1 |0.0.0.0/24 |

2 0.0.00f24 |

3 0.0.00f24 |

Figure 5-26 Local/ Remote User Interface

5.413 Ser2Net

Repackage RS-232 data as IP formats then transmit to network is one kind of smart
solution for industrial center. Not only pass RS-232 data through network, but also
could manage remote device by RS-232 interface.

Figure 5-27 Serial port to IP application
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Admin — Turn ON or turn OFF the serial port to IP function.

-

~

Caution:

When turned the Admin to ON, the Ser2Net function may
take place the console privilege to control. Do remember
to use a static IP address for WEB management, in case
of either Console or Ser2Net one to be used.

J

/

Link Type — There are Telnet, TCP and UDP mode selection. The Telnet and TCP
type can choose Server or Client mode of the Serial port as a virtual console that
connects with remote device. And the UDP type can work for one to four (4) remote
devices in broadcast mode.

Mode — Act as Server or Client mode for Telnet and TCP link.

Port — TCP/IP, UDP port number.

Remote IP 1~4 — Client & Server pair, the UDP mode may play one to four remote
devices.

Idle Timeout (s) — Disconnect the link session if exceed the timer.

Baud Rate (bps) — The serial port data speed, may select from 300, 1200, 2400,
4800, 9600, 19200, 38400, 57600 and 115200bps.

Data Bit — The length of data bit in asynchronous frame of Serial transmission, may
select from 5, 6, 7 or 8 bits.

Parity Bit — The type of parity check in asynchronous frame of Serial transmission,
may select from None, Even or Odd types.

Stop Bit — The length of stop bit in asynchronous frame of Serial transmission, may
select in one (1) or two (2) stop bits.

~

Note:
0 The console port of Comet series acts as RS-232 DCE mode

for data communication. It can use straight RS-232 cable
connect to PC Terminal (DTE mode) or use with additional null
modem connect to other DCE devices.
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System > Ser2Net System > Ser2Net

Admin OFF ~ Admin ON R

Link Type UbP ~ Link Type TCcP 7

Mode Mode Server R

Port 2300 Port 2300

Remote IP 1 192.168.0.2 Remote IP 1 192.168.0.2

Remote IP 2 0.0.0.0 Remote IP 2

Remote IP 3 0.0.00 Remote IP 3

Remote IP 4 0.0.0.0 Remote IP 4

Idle Timeout (sec) 300 Idle Timeout (sec) 300

Baud Rate (bps) 115200 v Baud Rate (bps) 115200 v

Data Bit 8 b4 Data Bit 8 G

Parity Bit None b4 Parity Bit None ~

Stop Bit 1 ~ Stop Bit 1 5
’ Apply ? Apply

Figure 5-28 Convert serial port to IP Network

5.4.14 Upload Language Package

Comet 160xF/ FM and 160xF-R/ FM-R Series support to upload a local language file
to replace original English menu tree. That will help international user to operate it
easily. For the sample form of this local language file, please contact with local
distributor or TAINET support by E-MAIL: sales@TAINET.net

System > Language

Index Support Language Action
i Chinese (Traditional) J"_ R
2 Japanese J*’_ %
3 Chinese (Simplified) J**_ R
4 Russian J"_ ﬁ

. 3
5 English o
File Type:  English 7
New =

Choose File | No file chosen

Clean up and load default language packets.
Clean All uploaded language packets will be erased. %
Please back up before action.

Figure 5-29 Upload Language Package

60



G.SHDSL Series User’'s Manual

5.5 Bridge / Routing

5.51 General

There are two main windows in this menu, “QoS Setup” and “Aging-Time”. To
quantitatively measure quality of network service, several related aspects of the network
service are often considered, such as packet loss, bit rate and transmission delay. Comet
160xF/ FM and 160xF-R/ FM-R Series could provide different priority to different
applications, or to guarantee a certain level of performance to a data flow on different
ports.
® Type: Port Priority (Default), TOS/DSCP and 802.1p
» TOS/ DSCP: According to 802.1Q TOS (Type Of Service) and DSCP (Differentiated
Services Code Point) to distinguish the Ethernet frame priority
» 802.1P: The enhanced QoS of 802.1Q, with additional PCP (Priority code point) from
0 to 7 priority level. 7 is the highest priority and 0 is the lowest priority.
® Schedule: WRR (Weighted Round Robin) and Strict Priority
® Aging-Time: The default aging-time for MAC address learning is 300 seconds;
users can configure it for saturated release time.

Bridge / Routing > General

Type: Port Priarity b

Schadule: WRR 5

Aging-Tima 300 (1~B5535 s2c)
wF Apply

Figure 5-30 QoS Setup

5.5.2 VLAN

There are three rules of VLAN available on Comet 160xF/ FM and 160xF-R/ FM-R
Series, “Port-based”, “Tag based” and “Q-in-Q”. Default parameter is “Port-based”
for passing through all kinds of traffics. For further management, switch VLAN rule to

“Tag-based” is the first step to enable basic VLAN and VLAN translation.
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The Ethernet switch can use VLAN information to select the ports among which traffic
can be forwarded. Based on IEEE 802.1Q, the VLAN table is used to handle traffic
in accordance with user-defined forwarding rules, up to 4094 VLAN rules. The user
can configure it on each LAN port, whether it will participate in Tag VLAN. Port-based

Bridge / Routing > VLAN

Wlan Rule:

WID Lookup Modsa:

ETH Type:

R
Tag-based

Port-basad

Q-in-Q

Figure 5-31 VLAN Rule

VLAN has been already configured in default.
® Port-based VLAN

Port-based VLAN is a logical group of ports. The function has been already
configured and users will be unable to define the Ethernet switch. Traffic within the
VLAN will forward to LAN 1-4. Therefore, users are able to check VLAN quickly by

their functional value as tools for traffic flow.

Vlan Rule:
VID Lookup Mode:

ETH Type:

CVID
Pricrity
Egress

Core

SVID

In Y Qut
LAN-1
LAN-2
LAN-3
LAN-4

DsL

Management

Managemeant

ON Ed
ON 7
ON B
ON Ed
ON 7

Port-based

LAN-1

0

Unmodified | ¥

LAM-1
OM hd
ON hd
oM b
OM hd
Figure 5-32

LAN-2 LAN-3

I; 0

Unmadified |~ || Unmodified ¥

LAN-2 LAN-3
ON k3 ON 2
ON E
Oon 23
ON k3 ON 2
ON k3 ON E

Port-based VLAN

LAN-4

0

Unmodified | ¥

ON

ON

oM

ON

DsL

0

Unmodified | ¥

s Apply

DsL
ON B3
ON Ra
ON 23

ON B3

w# Apply
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® Tag-based VLAN

Tag-based VLAN is based on IEEE 802.1Q. This mode is used to handle traffic in
accordance with user-defined forwarding rules that are based on the IEEE 802.1Q

tags of the frames. For the external LAN ports, users are able to select whether to
discard untagged frames or process them.

Vlzn Rule:

Tag-based ¥
VID Lockup Maode:
ETH Type:
Management LAN-1 LAN-2 LAN-3 LAaN-4 DsL
CVID 1
Priority 7 0 0 0 0 0
Egress
Core
SVID
o Apply
VLAN o LAN-1 LAN-2 LAN-3 LAMN-4 DSL
1 1 Untagged Untagged Untagged Untagged Untagged
Page 1(/1
g Add & Update 3 Delste
Figure 5-33 Tag-based VLAN
® Q-in-Q

Q-in-Q switching per IEEE802.1ad, is a communication protocol based on
IEEE802.1Q. Q-in-Q allows two VLANSs to be tagged in the same frame. The main

purpose for user is placing a VLAN tag in a VLAN-packet that is identified by an
external network without having to change the original packet.
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Vlan Rule: Q-in-Q w

VID Lockup Mode:

ETH Type: g828
Management LAN-1 LAN-2 LAN-3 LaM-4 DSL
CVID
Priority 7 0 0 0 1] 1]
Egress Untagged | || Unmodified | v || Unmodified | | Unmodified |v
Core
SVID
W Apply
VLAN o LAN-1 LAN-2 LAN-3 LAN-4 DSL
1 1 Untagged Untagged Untagged Untagged Untagged
Page 101
g Add . Update 3 Delete

Figure 5-34 Q-in-Q
CVID: Customer VIDs, used for INNER Tag.
SVID: Service VIDs, used for OUTER Tag.
TVID: Target VIDs, used for being Translated Tag.
Core: Working mode as Core (Trunk) port or Edge (Tributary) port.
4 Note: )
0 When setup it on Q-in-Q mode, the VLAN Tagging is

working on double tag mode. The Q-in-Q and VLAN
translation CANNOT be used at the same time.

\_ /

5.5.3 Virtual IP

Firstly, users have to enable “Tag-based” in VLAN rule to open the routing mode,
and then place any VLANSs in VLAN table in order to configure “Virtual IP”. In Virtual
IP table, there are “Add”, “Update” and “Delete” functions.
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Bridge / Routing > Virtual TP

Interface IMode IP MNetmask Gateway defgw Secondary IP Secondary Mask DHsrv DNSsrv  Routesnv
1| ethD.1 Static 192.168.0.1 255.255.255.0 0.0.0.0 CM 0.0.0.0 0.0.0.0 CN CN CM
g Add

Figure 5-35 Virtual IP
® Add: The first parameter is “VLAN”, configure VLANs which match VLAN table for

acting new interface. Operators are able to configure three Modes (Static IP/ DHCP
client / PPPOE/ PPTP/ L2TP), IP network, default Gateway, secondary IP and so
on, based on different application.

® Update & Delete: Select IP interfaces in Virtual IP table to update and delete, it is
convenient for users to edit rules quickly.

- Update B .
WLAM: 1
Mode: Static 7
1P: 192.168.0.1
Natmask: 255.255.255.0
Gateway: 0.0.0.0
Default Gateway: ON >
Secondary IP: 0.0.0.0
Secondary Metmask: 0.0.0.0

Desirad Service:

Marme: admin

Password: P

DHCP Server Service: ON i3

DMS Service: ON 23

Routs Service: ON v
Submit Cloze

Figure 5-36 Edit Virtual IP

5.5.4 Routing

There are three main tables in this menu, “Routing Table”, “Static Route” and
“Dynamic Route”. Users have to enable “Tag-based” or “Q-in-Q” in VLAN rule to
activate the routing mode.
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® Routing Table: The default window is “Routing Table”, to check routing rules
conveniently. The rules refer to IP, default gateway from “Virtual IP” function. Users
can make sure all rules before doing routing application.

Bridge / Routing > Static Routing Table

Routing Table  Static Route  Dynamic Routes

Destination Gateway Metmask Interface
1 192.1658.0.0 0.0.0.0 255.255.255.0 eth0.1
2 127000 0.00.0 255.0.00 Localhost

Figure 5-37 Routing Table

® Static Route: There are three buttons in this table, “Add”, “Update” and “Delete”.
The main purpose is to manually configure routing rules. It is up to operators’
requirements, if operators do not configure it, routing rules will refer to “Routing
Table”. When users start to place a rule in it, remember to configure “Interface” for
output interface (eth0.1 or others).

Figure 5-38 Static Route
® Dynamic Route: Comet 160xF/ FM and 160xF-R/ FM-R support RIPv1(Classful

Routing Protocol) & RIPv2(Classless Routing Protocol), OSPFv2 and BGP4 routing
protocol, all network units with RIPv1/v2 in the same network will keep checking
each routing rules, but only RIPv2 supports trigger update. While running dynamic
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route function, remember that only RIPv2 has VLSM (Variable Length Subnet
Masking).

Bridge / Routing > Routing
Routing Table  Static Route | Dymamic Route

Dynamic Route

Routing Mode: OSPEv2 Il
OFF —
RIPv1 v |
OSPF Interface RIPv2
Interface  Echo Aera OSPFv2
BGP-4
eth0.1 10/ 40 0.0.01 -

Figure 5-39 Dynamic Route

5.5.5 VRRP

VRRP (Virtual Router Redundancy Protocol) specifies an election protocol that
dynamically assigns responsibility for a virtual router to one of the VRRP routers on
a LAN.

Figure 5-40 Virtual Router Redundancy

The VRRP router controlling the IP address(es) associated with a virtual router is
called the Master, and forwards packets sent to these IP addresses. The election
process provides dynamic fail over in the forwarding responsibility should the Master
become unavailable. This allows any of the virtual routers IP addresses on the LAN
to be used as the default first hop router by end-hosts. The advantage gained from
using VRRP is a higher availability default path without requiring configuration of
dynamic routing or router discovery protocols on every end-host.
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Bridge / Routing > VRRP

Interface Entry Admin State 1D Priority IP
1 | eth0.1 1 ON Master 1 200 192.168.10.1
2 eth0.1 2 OFF - 2 200 0.0.0.0
3 eth0.20 1 ON Master 3 200 192.168.20.254
4 eth0.20 2 OFF - 4 200 0.0.0.0

Figure 5-41 VRRP Table
55.5.1 VRRP working on VLAN

Tag based VLAN mode is the entrance point to configure VRRP. It separates the
routers interface from WAN to LAN, bundle the DSL(s) together as WAN and joined
the different WAN and LAN by different virtual Router ID.

Figure 5-42 VRRP Configuration

5552 VRRP Table

After configured the virtual IP on different VLAN segment, the VRRP table will
generate two routers interface on each VLAN. The basic VRRP configuration needs
only one router interface for each VLAN only. The second router interface is used for
additional virtual router to do load balance when needed.
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Figure 5-43 Setup VRRP Table

In the previous configuration example, the virtual IP located at VLAN-1 and VLAN-20
is the example for each virtual WAN and LAN routers.

® Admin: To turn the virtual router interface ON or OFF.

® Router ID: Two physical DSL Routers should apply the same router ID to act as
one virtual router.

® Router Priority: Two physical DSL Routers apply this priority to switch between
“Master” and “Backup” router. The priority number is from lowest 1 to highest priority
254,

® Router IP: The virtual router IP address, it is the virtual router for each WAN and
LAN routers.

5.5.6 NAT

Users have to enable “Tag-based” or “Q-in-Q” in VLAN rule to activate the routing
mode, and then place VLANs in VLAN table to configure “NAT". The default
window is “NAT table”, “Configuration” and “Conntrack Table” is also in service.
For any questions or feedbacks, please contact with TAINET support by E-MAIL:
sales@ TAINET.net

Bridge / Routing > NAT Table

NAT Table | Configuration ~ ConnTrack Table

Chain Line  Targst Prot Source Destination Inface Qutface To

Figure 5-44 NAT Table
5.5.6.1 NAT Table

There are three tabs in NAT table, “Add”, “Update” and “Delete”. If users would like
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to place a NAT rule in it, they are able to click “Add” button, or be able to update and
delete any rules. For instance, click the “Add” button, the menu will display “Source”,

“Destination”, “Translation” and “To” four fields.

Add NAT Rule ]

IP: 0.0.0.0 IP: 0.0.0.0

Netmask: 32 Netrnask: 32

Start Port: Start Port:

End Port: End Port:

Target: SNAT w Start IP: 0.0.0.0

Chain: POSTROUTING > End IP: 0.0.0.0

Line: 0 Start Port:

Pratocol: ALL v End Port:

Inface: Outface: Any ¥
Submit Cloze

Figure 5-45 NAT Table

To start with, select “Translation” to configure NAT, MASQUERADE or DNAT. For
default, the “Target” is SNAT.

o
>

YV VvV

A\

Translation
Target: “SNAT” (source network address translation), “MASQUERADE” (dynamic
source NAT) and “DNAT” (destination network address translation).
Chain: “POSTROUTING” appears in SNAT and MASQUERADE, “OUTPUT” is only
for DNAT to choose output interface.
Line: It is the running priority of NAT rule in the NAT table.
Protocol: The default is “ALL”. Others are “TCP” and “UDP”, only the condition is
“TCP” or “UDP” can activate start to end port number.
Inface: It can be only configured by PREROUTING of DNAT mode, choose the
interface which refers to “Virtual IP”.

Source
IP: A specified IP or a range of IPs refers to source side.
Netmask: The mask range is from “0” to “32”. For example, Net mask 255.255.255.0
equals to 24.
Start Port & End Port: Used for a series of TCP and UDP port numbers. It can be
only configured as the protocol is not “ALL”.

Destination
IP: A specified IP or a range of IPs refers to destination side.
Netmask: The mask range is from “0” to “32”. For example, Net mask 255.255.0.0
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equals to 16.

» Start Port & End Port: Used for a series of TCP and UDP port numbers. It can be
only configured as the protocol is not “ALL”.

® To

» Start IP: To remap the original IP into “Start IP” while packets are in transit across a
traffic routing device for hiding themselves. The initial IP in the range is “Start IP”.

» EndIP: The last IP in the range is “End IP”.

» Start Port & End Port: It can be only configured as the protocol is not “ALL”.

» Outface: It can be only configured by SNAT and MASQUERADE mode, choose the
interface which refers to “Virtual IP”.

5.5.6.2 Configuration

Max Connection Track: From “1” to “8192” items

Timeout of Established TCP: From “1” to “432000” seconds
Timeout of UDP: From “1” to “60” seconds

Timeout of UDP Stream: From “1” to “600” seconds

Bridge / Routing > NAT Table

Configuration

Max Connection Track 4096
Timeout of Established TCP 432000 sac
Timeout of UDP 30 sar
Timeout of LIDP Stream 180 S8

¢ Apply

Figure 5-46 NAT Configuration
5.5.6.3 Conntrack Table
“Connection Tracking Table” is very important for network manager to track and

observe status of data packages in the transmission network. Conditions contain

TCP/UDP, source and destination IP, timeout and connection status.
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Bridge / Routing > NAT Table

ConnTrack Table

Protocol | Seurce Timeout (S... - Connect | To.Source To.Destination Use
1 uDP 172.18.5.6:52750 10 UNREPLIED 172.16.5.8:52750 1
p: uDP 172.16.5.6:52758 16 UNREPLIED 172.16. 58 1
3 UDP 192.168.10.6:52781 20 UNREPLIED 192.168.10.6:52781 1
- uDP 192.168.0.6:62003 4 UNREPLIED 192.168.0.6:62003 1
5 uDP 192.168.0.6:52791 24 UNREPLIED 192.168.0.6:52791 1
[} UDP 100.100.100.6:62005 4 UNREPLIED 100.100.100.6:52096 1
i uDP 172.16.5.6:52730 20 UNREPLIED 255.255.255.255:10505 172.16.5.6:52730 1
8 uppP 192 168.0.6:52767 16 UNREPLIED 255255 25525510505 192.168.0 8:52767 1
] uDP 100.100.100.6:52800 26 UNREPLIED 255.255.255.255:10505 100.100.100.6:52800 1
10 uDP 192.168.0.6:52303 23 UNREPLIED 255.255.255.255:10505 192.168.0.6:522303 1
1 uppP 192_168.10.6:52793 24 UNREPLIED 192.168.10.6:52793 1
12 uDP 192.168.10.6:52799 26 UNREPLIED 192.168.10.6:52799 1
13 uppP 192 168.0.6:52785 22 UNREPLIED 192.168.0 8:52785 1
14 UDP 192.168.0.6:52797 26 UNREPLIED 192.168.0.6:52797 1
15 uDP 192.1688.10.6:52757 12 UNREPLIED 192.168.10.6:52757 1
16 uppP 100.100.100.6:62090 2 UNREPLIED 0. G20 1
17 UDP 172.16.5.6:52738 B UNREPLIED 1
18 uDP 192.168.10.6:52751 10 UNREPLIED 1
19 ubDP 192.168.10.6:52769 X 5 16 UNREPLIED 255.255.255.255:10505 7 1
20 UDP 172.16.5.6:62004 255.255.255.255:10505 4 UNREPLIED 255.255.255.255:10505 172.16.5.6:62094 1

Page 114 ¢ H % Flush 2 Refresh

Figure 5-47 NAT Configuration

5.5.7 DNS

DNS is the name service of Internet addresses that translates friendly domain names
to numeric IP addresses. Comet 16xxF/160xFM and 160xF-R/ FM-R support DNS
Server & DNS cache. Firstly, users have to enable “Tag-based” in VLAN rule to
activate the DNS function. If the modem acts as DNS Server, enable the
“‘Authoritative Server Mode”. Or if users would like to follow outside DNS servers,
enable the “Domain Name Service Mode”.

® Domain Name Service Configuration

» Domain Name Service Mode: “Cache” (DNS cache), “OFF” (Disable DNS)

» Domain Name Service Name: The default service name is “dev_MAC address”.

» Timeout (sec): It is time interval of transmitting DNS packages.

» Upstream Server-1: Default IP is “8.8.8.8” refers to outside DNS server-1.

» Upstream Server-2: Default IP is “8.8.4.4” refers to outside DNS server-2

» Authoritative Server Mode: “ON” (Specified DNS Server), “OFF” (Random bypass)
® Authoritative Server Zone

Users will be able to “Add”, “Update” and “Delete” specified DNS server rules. Here
prepares an example in Page 1 for references.

Zone 1 | myexample-1.net
Zone 1.1 | www.myexample-1.net <=> 192.168.0.1 +86400
Zone 1.2 | mail.myexample-1.net <=> 192.168.0.1 +86400
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Bridge [ Routing > DNS

Domain Mame Service Mode: OFF 25
Domain Name Service Name: dev_0090bbf00817
Timeout (sac): 2
Upstream Server-1: 8.8.8.8
Upstream Server-2: 8.8.4.4
Authoritative Server Mode: OFF 25
# Apply
Zone  Domain Name Admin
1 myexample-1.net ON

1.1 www.myexample-1.net === 15%2.168.0.1 +55400
12 mail. myexample-1.net === 192 163.0.1 +36400
13
14
15

16
1.7
18

Page 1/3 F H

Update ¥ Delee

Figure 5-48 DNS Server/Cache

5.5.8 G.8032

Comet 160xF/ FM and 160xF-R/ FM-R provides ERPS (Ethernet Ring Protection
Switch) according to ITU-T G.8032 standard. With this feature, it can complete two
topologies, the way for connecting each device not only basic serial linear network
but also ring topology. Downside of serial linear network is stability of any nodes
between traffic would affects the whole network. Ring network can resolve the issue
because of redundant system. Besides, the ring protection is established in ETH
switch or DSL trunk.

Current Alarm

Index Status IP MAC Address
Normal - -

Page 101 = Refresh

Figure 5-49 Current Alarm
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Y VvV

Current Alarm
When current Ethernet packets loop alarms occurred, logs will be displayed and
updated immediately in this form. “Normal” means the ring topology has been
completed with no errors.
General Setup
Admin: Select “Enable” to run G.8032.
UDP Port: Default UDP port number is “30000”.
Ring Number: Default ring number is “0”, set all devices with the same number in
ring network.
Interface: Select Ethernet interface for data output.
Character: Only one unit is “Owner”, the others are “Member”. When a device is
set to “Owner”, it becomes central unit with more abilities that can decide others
would join in the ring network or not.
Owner MAC Address: Users can assign members to the specific owner, or accept
the automatic allocation by default MAC address.
Link-0: In ring network, each unit needs at least two physical lines to connect other
two units. Choose LAN-1 to LAN-4 for doing Ethernet ring network, or DSL L1~L4
(Comet 1608FM p-to-mp 2w mode) or DSL Port A/B (Comet 160xFM) for doing DSL
ring network.
Link-1: Refer to the description of Link-0.
Ring Protection Link: Select one data trunk to be ring protection, to avoid loop
errors. The chosen one will be shut down in the beginning, while other trunks in this
network is being destroyed, the mechanism will automatically enable the chosen one
to recover the whole transmission.
Note: Remember to configure the parameter at both ends of Comet 160xF/ FM and
160xF-R/ FM-R.
Broadcast: Two types of Broadcasts, “Local’ and “Global” would follow the
configuration of device IP and Subnet Mask.
Packet Repeat: Default packet repeat is “0”. The number of times packets have
repeated.

Figure 5-50 Owner and Member for Ring toplogy
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5.5.9

General Setup

Admin:

UDP Port:
Ring Number:
Interface:

Character:

Owner MAC Address:

Link-0:

Link-1:

Ring Protection Link:
Broadcast:

Packet Repeat:

Figure 5-51

® Group Member

ON

30000

0

eth0.1

Member
00:90:BB:08:14:27
DSL Port A

DSL Port B

DSL Port A

Local

0

General Setup

When the device is “Owner”, users are able to check all online “Member” in this
form. Click “Add all candidate” to add members to G.8032 Group Member.

RSTP

Group Member

MAC Address «

Page 1)1

gp Discovery

Figure 5-52 Group Member

bl

IP
1 192.168.0.36
2 192.168.0.37

Page

g Add &

MAC Address «
00:90:BB:F0:08:11
00:90:BB:F0:08:12

11

Update 3¢ Delete

Since software version V1.306, Comet 160xF/ FM and 160xF-R/ FM-R provides
RSTP (Rapid Spanning Ring Protection) according to IEEE 802.1w standard. With
this feature, it can connect each device in linear, ring or mesh topology and prevent

the traffics broadcast storm in loop.
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Figure 5-53 Rapid Spanning Tree Protocol (RSTP)

RSTP use BPDU (Bridge Protocol Data Unit) to exchange information about Bridge IDs
and root path costs between Ethernet switches. BPDUs are exchanged regularly (every
2 seconds by default), enable the switches to keep track of network changes and to start
or to stop forwarding at ports as required.
> Bridge Priority: The Bridge ID (BID) has eight bytes in length, is a field inside
a BPDU packet. The first two bytes are the bridge priority, an unsigned integer of 0-
65,535. The last six bytes are a MAC address supplied by the bridge.
> Bridge Forwarding Delay: When a device is first attached to a switch port, it will
not start to forward data immediately. It will go through a number of states instead
while it processes BPDUs and determines the topology of the network. The time
spent in the listening and learning states determined by a value known as the
forward delay (default 15 seconds and set by the root bridge).
> Bridge Hello Time: RSTP is typically able to respond to changes within 3 x Hello
times or within a few milliseconds of a physical link failure. The Hello time is an
important and configurable time interval that is used by RSTP for several purposes;
its default value is 3 times with 2 seconds for each.
> Bridge MAX Message Age: As soon as loop happens in RSTP Count to Infinity, the
message age is like a mechanism to avoid a loop. The maximum message age timer
specifies the maximum expected arrival time of hello BPDUs. If the maximum
message age timer expires, the bridge detects that the link to the root bridge has
failed and initiates a topology re-convergence. The maximum message age timer
should be longer than the configured hello timer.
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Gen
VLA

eral
N

Virtual IP
Routing

NAT

DNS
G.8032
RSTP

A\

Designated Root: The status item shows information of Root Bridge. Include its

Name
Designated
Bridge 1D

Root

Root Path Cost

Forwarding

Hello Time

Delay

IMax Message Age

Status
7000.0090bbf00812
7001.0090bbf00811
62

15 sec

2 sec

20 sec

Port Index Status Role Path Cost
LAN1 Forwarding Designated 19
LANZ2 Discarding Disable 19
LAN3 Discarding Disable 19
LAN4 Discarding Disable 19

DSL Pair A Forwarding Designated 62

DSL Pair B Forwarding Root 62

Figure 5-54 RSTP Status and Port Status

Bridge Priority cost value and MAC address followed.

Bridge ID: This status row shows information of this bridge itself. Include its own

Bridge Priority cost value and MAC address followed.

Root Path Cost: The Cost Value is inversely proportional to the associated
bandwidth of the path. A path with a lowest cost value in this switch network is
assigned as owned by Root Bridge. A network in the same segment has one and

only one Root Bridge.

Port Status

Table 5-3 Port Status of RSTP
Port MAC
STP RSTP | . _
Active | Learning
Disable , , No No
: Discarding
Blocking No No
Listening | Discarding | Yes No
Learning Learning Yes Yes
Forwarding | Forwarding | Yes Yes

Forwarding: The MAC address is learning and forwarding.

Learning: The Learning state appears in a short period of time during Alternate Port

and Backup Port is going to replace Root port.

Discarding: The Disable, Blocking and Listening port state in STP is the same as

discarding port state in RSTP now.

Port Role

Root Port: The port with shortest path to the Root Bridge is called root port.

Type

p2p
edge
edge
edge
p2p
p2p
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5.6

5.6.1

>

>

Y V¥V

Designated Port: Except the root port, the port with second shortest path to the root

bridge is Designated Port.

Alternate Port: is an alternate path that receives better BPDU from another switch.

It is the backup of Root Port.

Backup Port: is a blocking port that receives better BPDU from the same switch. It

is the backup of Designated Port. If Alternate Port and Backup Port exist in the same

network segment, the Backup Port has higher priority to replace Designated Port

when Designated Port failed.

Disable Port: Without any connection or the connection is broken in this moment.
Port Type

Edge Port: The edge port can change to Forwarding state with no delay. It does not

go through the Listening and Learning state.

P2P Port: A port that operates in full duplex is assumed to be point-to-point.

Share Port: While a half-duplex port is considered as a shared port by default.

Maintenance

Local/ Remote Alarm Log

The alarm history is displayed in this section. Network manager can check different
severity levels of logs in different system time.

Local

Time: 2023/08/08 16:05:36

5.6.2

Index

0o N M M s W M=

(=]

All

Port Name/Type Severity Status System Time

DSL3 DSL under SNR Margin threshold Clear 2023-08-08 14:07:45
DSL4 DSL under SNR Margin threshold Clear 2023-08-08 14:07:42
DsL2 DSL under SNR Margin threshold Clear 2023-08-08 14:07:42
DSLA DSL under SNR Margin threshold Clear 2023-08-08 14:07:42
DSL3 DSL under SNR Margin threshold Raising 2023-08-08 14:07:40
DSL3 DSL Disconnect Major Clear 2023-08-08 14:07:39
DSL4 DSL under SNR Margin threshold Raising 2023-08-08 14:07:39
DsL2 DSL under SNR Margin threshold Raising 2023-08-08 14:07:39
DSLA DSL under SNR Margin threshold Raising 2023-08-08 14:07:39
DSL4 DSL Disconnect Major Clear 2023-08-08 14:07:38

Page 117 b bl " Refresh = Clear

Figure 5-55 Alarm Log

Local/ Remote Access Log

IP accessed and WEB action logs are displayed in this section. Network manager
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can check all operation records in the past time.
Maintenance > Access Log

Time: 1970/01/01 00:41:12

Index Mode P D Action From To
1 ‘Web 1621650171 admin SetVLAN Rule Port-Base Tag-Base
2 { 192.168.0.171 admin Login Success - -
3 1621680171 admin Login Success -
4 192.168.0.171 admin Login Success - -
192.165.0.171 admin Login Success - -
B 192.168.0.171 admin Login Success - -
Page 101 2 Refresh % Clear

Figure 5-56 Access Log

5.6.3 Account Protection

System displays the unauthorized IPs. When the wrong authentication is entered in
the login screen over 5 times, Comet 160xF/ FM and 160xF-R/ FM-R will refuse the
IP address. Manually clear the table records will recover the block IPs.

Maintenance > Account Protection

Time: 1970/01/01 00:44:11

Index IP Reconnect

Page 171 =2 Refresh * Clear

Figure 5-57 Account Protection

5.6.4 Performance History

The performance history shows the errors occurred on each subscriber loop within
15 minutes or 1 day duration. The system supports local/ Remote G.SHDSL
performance history. Users can manually update all records.
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Maintenance > Performance History

%, Clear All

G.SHDSL Local 15min PM

Index Loop LOSW ES SES UAS CRC Start Time Ending Time
1 0 0 0 0 0 1970/01/01 D0:30:21 1970/01/01 D0:45:21
2 0 0 0 0 0 1970/01/01 DO:15:21 1970/01/01 D0:30:21
3 0 0 0 0 0 1970/01/01 00:00:21 1970/01/01 00:15:21
4 2 0 0 0 0 0 1970/01/01 D0:30:21 1970/01/01 5
5 2 0 0 0 0 0 1970/01/01 DO:15:21 1970/01/01 D0:30:21
g 2 0 0 0 0 0 1970/01/01 D0:00:21 1970/01/01 DO:15:21
7 3 0 0 0 0 0 1970/01/01 D0:30:21 1970/01/01 D0:45:21
g 3 0 0 0 0 0 1970/01/01 DO:15:21 1970/01/01 {
9 3 0 0 0 0 0 1970/01/01 D0:00:21 1970/01/01 DO:15:21
10 4 0 0 0 0 0 1970/01/01 D0:30:21 1970/01/01 D0:45:21
Page 102 bk W = Refresh % Clear
Figure 5-58 Performance History
5.6.5 Ethernet Statistics

The following information shows, Counter Name, RX Packet Counts, RX Packet
Bytes, TX Packet Counts, TX Packet Bytes, Error Counts and Collision Counts.

Status > Ethernet Statistics

5.6.6

Name LAN-1 LAN-2 LAN-3 LAN-4 DSL
Rx Good Byte 3,545 0 0 0 1]
R Unicast 10 ] 0 ] ]
Rx Multicast 0 L] 0 L] a
Rx Broadcast 12 L] 0 L] a
Rx Pause 0 0 0 0 70
Rx Align Error ] 0 0 0 a
Rx FCS Errar 0 0 0 0 1]
Rx Too Long 0 0 0 0 1]
Rx Under Size 0 ] 0 ] ]
Rx Fragment a [i] 1] [i] a
Tx Byte 4,030 L] 0 L] 923
Tx Unicast 12 0 0 0 1]
Tx Multicast ] 0 0 0 a
Tx Broadcast 0 0 0 0 13
Tx Pause 0 0 0 0 1]
Tx Collision 0 ] 0 ] ]
% Clear
Figure 5-59 Ethernet Statistics

Software Default

This function is used to restore all settings to factory defaults besides device IP, VLAN

and management authority.

After clicked the “Apply” button, the pop-up window will show the confirmation

message.
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onfirm a8
All settings besides IP and User Management, will be restored to default.

|Yes | [No |

Figure 5-60  Software Default

5.6.7 Factory Default

This function is used to restore all settings to factory defaults including device IP,
VLAN and management authority which software default does not change.

After click the “Apply” button, the pop-up window will show a message to reconfirm.

Confirm B
Al settings will be defaultted.

|‘|’es | |Nc| |

Figure 5-61 Factory Default

5.6.8 Software Upgrade

The local device can be upgraded by HTTP, and users have to select the correct

firmware code for uploading.
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Step 1: Click “Browse” to open folder and get the AP image file for upgrade.

Figure 5-62 HTTP File Upload

Step 2: Select “OK” to save all current configurations.

Local Save %]

Desired profile name: |Cumet |

Save to boot profile, too:
Press OK to save all local configurations.

|OK | |cancel |

Figure 5-63 Local Save

Step 3: The system will start to detect the new firmware code.

i} Software upgrade is ongoing, please keep
the power while upgrading.

{5 uploading 619

Figure 5-64 HTTP Uploading File

Step 4: Select “Yes” to upgrade the version, there are 20 seconds for operators to

check version information and upgrade confirmation.

Figure 5-65 HTTP Upgrade Version Confirmation

Step 5: During upgrade processing, all LEDs on devices’ front panel will blink at the
same time. Do not turn off the power during its proceeding and the total procedure

will take about 3 minutes to go back to standby mode.
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. Software upgrade is ongoing, please keep
the power while upgrading.

RamDisk 4%

Figure 5-66 Upgrade Proceeding

5.6.9 SSL Setting

SSL supports a security way to access Comet 160xF/ FM and 160xF-R/ FM-R. By
using HTTPs to access WEB is able to protect devices from hacking attempt. To
improve the security level of modem, TAINET provides three types of SSL
certification.

SSLCaCertificateFile(.crt)

SSLCertificateFile(.crt)

SSLCertificateKeyFile(.key.pem)

Maintenance > S5L Setting

File Type: | SSLCaCertificateFile(.crt) b4
BIEEE | FEFEEOEE

Resat Web server and load user files.
If https fail after reset, please check file and try o
again on http.

Resat Web server and load default files.
All user file will be droped.

Figure 5-67 SSL Setting

5.6.10 Ping

The feature is used to verify the path of packet transmission is reachable or is alive.
User may select “Interface” for path and input an IP address in “Ping IP” to test.
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Maintenance > Ping

Interface: Any v

Ping IP: 192.168.10.230

? Apply

PING 192.168.10.230 (192.168.10.230): 56 data bytes

64 bytes from 192.168.10.230: seq=0 ttI=128 time=1.028 ms
64 bytes from 192.168.10.230: seq=1 ttl=128 time=0.630 ms
64 bytes from 192.168.10.230: seq=2 ttl=128 time=0.620 ms

— 192.168.10.230 ping statistics —
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.620/0.759/1.028 ms

Figure 5-68 Ping
5.7 Save

5.71 Local/ Remote Save

Save all Local/Remote configurations to user profile. This way will help Comet 16xxF/
160xFM and 160xF-R/ FM-R to save current configuration and restore this profile for
next power on.

Local Save B
Desired profile name: Comet

Save to boot profile, too: o
Press OK to save all local configurations.

0].4 Cancel

Figure 5-69 Local / Remote Save

5.8 About

5.8.1 Software Version

The system will show the correct model type and software version of Comet series
on local and remote (Comet 16xxF only) modems.
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Figure 5-70 Local Software Version

5.9 Action

Figure 5-71 Action

Logout: Return to the login page.

Local System Reboot: Restart the local modem.

Remote System Reboot: Restart the remote modem (Comet 160xF only).
Summary: Operator can upload a summary file includes of all configurations,
modem status, alarm log, and Ethernet statistic to local storage. It can be analyzed
by network manager for further assistance.

85



G.SHDSL Series User’'s Manual

5.10 Application Examples

5.10.1 Bridge ATM Application

Figure 5-72 Bridge ATM Application

® < CO configuration >
1. Configuration > Local Setting > G.SHDSL
Mode= ATM / Side Mode= CO / Wire Mode= 8w

Mode: () EFM DEM TOM (O HDLC @ ATM

G.SHDSL | Ethernet ATM

G.SHDSL
Side Mode i Wire Mods i Line Rate ! PowerBackoff | PBO Value
|co |v| |Bw |v| ;‘64(Kbps)-é) auto. ®
| Uneprobe | amec o TEREESRS) | loopTming | TagstMamn
on BRIEE Bl |mmene ) < i [ @
| capabiitylst

Figure 5-73 CO-G.SHDSL

2. Configuration > Local Setting > ATM
Index 2: VID=10 / VPI=7 / VCI=2000
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GSHDSL  Ethemst | ATM
General Configure

CPCS Protocol: | LLC_ENCAP_BP
Filter Mode: VLAN 1D
Default Action: | Default VPI/VCT
ATM Parameters

Index  VID vPI VeI
1 1 1 £
2 10 7 2000
3 3 3 35
4 4 4 £
5 5 5 3
5 6 6 35
7 7 7 35
8 8 8 £

Figure 5-74 CO-ATM

3. Bridge / Routing > VLAN

Bridge VLAN Setting
Vlan Rule: n
VID Lookup Mode: >
ETH Type:

VLAN Table
VLAN & LAN-1 LAN-2 LAN-3 LAN-4 DsL

1 1 Untagged Untagged Untagged Untagged Tagged
2 | 10 Untagged Tagged Untagged Untagged Tagged

4 |page[ ]| b b
| o X

Figure 5-75 CO-VLAN
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® < CPE configuration >
1. Configuration > Local Setting > G.SHDSL

Mode= ATM / Side Mode= CPE / Wire Mode= 8w

Mode: () EFM DBM TOM (O HDLC (@ ATM

G.SHDSL | Ethermet  ATM

G.SHDSL

Slde I'-'Iode i Wl re I'-'Iu-de i Line Rata i Power BackOff E PBD Value
el O — 6
i ! Phase Sensitive | i .
“"epmbeﬂ""ex Demodulator (PSD) | ____L_??P_F_"}{?q______;______T?_ir!ft__“_'_a_f_g_"?______
1 f""'"""""""""""‘ 1
C—l - — | 5 e
Capability List | | '
|

Figure 5-76 CPE-VLAN

2. Configuration > Local Setting > ATM
All settings are same as “CO”.
Index 2: VID=10 / VPI=7 / VCI=2000

3. Configuration > General Setup > Local

Local | Remots

System IP
Mode: 'Static s
1P Address: 192.168.0.2 |
Subnet Mask:  |255.255.255.0 |

Default Gateway: |192.168.0.254 |

Link Security:

Link Password: | ...... |

Figure 5-77 CPE-General Setup
4.Bridge / Routing > VLAN

All settings are same as CO.

VLAN Rule= Tag-based / DSL, CVID=10
Tag a VLAN 1 on DSL

Tag a VLAN 10 on LAN-2 & DSL
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/ Note: \

After the modems are being connected, data will pass
through the DSL about 10 ~ 30 seconds later. Do not

forget to save in the end.

N /

5.10.2 VLAN Application

Figure 5-78 VLAN Application

® < CO configuration >
Configuration > Local Setting > G.SHDSL
Switch the dip switch on or change the device mode to “CO”.
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Mode: (@ EFM DEM TOM (O HDLC (O ATM

DSL Fthernet

Side Mode Wire Mode Line Rate Power BackOff PBO Value
co M| Auto “H 89 *64(Kbps) @ ' Auto M| : (@)
tepobe oamec Y Loop Timng Target Margn
- o = : : 5
"""" Capabity Lst  Auto Sensmg(BFM/ATM)
New ................ L ...................................................................................................................

Figure 5-79 CO-G.SHDSL

® < CPE configuration >
1. Configuration > Local Setting > G.SHDSL

The default master-slave relationship of Comet 1608F is “CPE”.

2. Configuration > General Setup > Local

Local | Remote

Mode: Static =
1P Address: 192.168.0.2

Subnet Mask: 255.255.255.0

Default Gateway: | 192.168.0.254

Link Security:

Link Password: sasans

| s Apply |

Figure 5-80 CPE-General Setup

3. Bridge / Routing > VLAN

VLAN Rule= Tag-based
» Tag-based mode is defined as CVID (Egress), for comparing with VLAN table.
» Add VLAN in the form and configure different VLAN function on all ports. Below is

one of our examples.
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Wlan Rule: Tag-based

VID Lookup Mode:

ETH Type:

Port Configuration

Management -

«# Apply

VLAN « LAN-1 LAN-2 LAN-3 LAN-4 DSL

1 1 Untagged Untagged Untagged Untagged Untagged
‘ 2‘ 20 Untagged Untagged Untagged Untagged Untagged
3 30 Untagged Untagged Untagged Untagged Untagged
4 40 Untagged Untagged Untagged Untagged Untagged
5 50 Untagged Untagged Untagged Untagged Untagged

WA [ page| a1 v o
Figure 5-81 CPE-VLAN

** Notes: Remember to save after configured.

Test Result:

Figure 5-82 VLAN Test Result - 1

Data Direction: Port 1 --> Port 2
Port 1 Port 2
Untagged 81000014
Tagged 20 (81000014) 81000014
Tagged 100 (81000064) X
Table 5-4  VLAN Test Result - 1
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Figure 5-83 VLAN Test Result - 2

Data Direction: Port 2 --> Port 1

Port 2 Port 1
Untagged Untagged
Tagged 50 (81000032) Untagged
Tagged 100 (81000064) X

Table 5-5 VLAN Test Result - 2

Figure 5-84 VLAN Test Result -3

Data Direction: Port 1 --> Port 2

Port 1 Port 2
Untagged 81000014
Tagged 20 (81000014) 81000014
Tagged 100 (81000064) X

Table 5-6 VLAN Test Result - 3
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Figure 5-85 VLAN Test Result - 4

Data Direction: Port 2 --> Port 1

Port 2 Port 1
Untagged 81000032
Tagged 50 (81000032) 81000032
Tagged 100 (81000064) X

Table 5-7 VLAN Test Result -4

Figure 5-86 VLAN Test Result -5

Data Direction: Port 1 --> Port 2

Port 1 Port 2
Untagged Untagged
Tagged 20 (81000014) Untagged
Tagged 100 (81000064) X

Table 5-8 VLAN Test Result -5
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Figure 5-87 VLAN Test Result - 6

Data Direction: Port 2 --> Port 1

Port 2 Port 1
Untagged 81000032
Tagged 50 (81000032) 81000032
Tagged 100 (81000064) X

Table 5-9 VLAN Test Result - 6

5.10.3 Basic Routing

Routing Application:

Figure 5-88 Routing Application
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® <

1.

CO configuration >
Configuration > Local Setting > G.SHDSL

Switch the dip switch on or change the device mode to “CO”.

Mode: (@ EFM DEM TDM (O HDLC O ATM

DSL  Ethernet

Power BackOff PBO Value

Side Mode Wire Mode Line Rate
o I §|Auto v |89 *64(Kbps) @ I =k @
Ctnepobe  Amec o RERSERNS lepTmng  TagerMagn
oN v Ble v oy & s e
"""" Capabity Lt Auto Sensng(EFM/ATM)
_______________________ v

Figure 5-89 CO-G.SHDSL

2.Bridge / Routing > VLAN
Ex. VLAN Rule= Tag-based / DSL, CVID= 2

All ports with VLAN 2 are untagged for acting WAN.

Wlan Rule: Tag-basaed 7
WID Lookup Mode:
ETH Type:
Port Configuration
Management - - -
cviD § §
Priority i i i
Egress
TS — T i — T i — T
Core i ! ! !
i + + + + +
SVID 3
|-+ Apply |
VLAN = LAN-1 LAN-2 LAN-3 LAN-4 DSL
1 1 Untagged Untagged Untagged Untagged Untagged
2 2 Untagged Untagged Untagged Untagged Untagged
H 4 Pagel:l” bkl
|+Add‘|§’ UpdateHxDeuete

Figure 5-90 CO-VLAN
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3. Bridge / Routing > Virtual IP
Add & Update all Virtual IPs, eth0.1 acts as LAN and eth0.2 acts as WAN.

Virtual IP Table
Interface Mode IP Metmask Gateway def gw Secondary IP Secondary Mask  DHsrv
1 ethD.A Static 192 168.0.1 255255 255.0 0.0.00 OFF 0.0.00 0.0.00 ON
2 ethD.2 Static 182.10.10.1 255.255.255.0 182.10.10.2 ON 0.0.00 0.0.00 ON
| g Add | | & Update

Figure 5-91 CO-Virtual IP

** Notes: Remember to save after configured.

® < CPE configuration >
1. Configuration > Local Setting > G.SHDSL

The default master-slave relationship of Comet 1608F is “CPE”.

2. Bridge / Routing > VLAN

All settings are same as “CO”.

3. Bridge / Routing > Virtual IP

Add & Update all Virtual IPs, eth0.1 acts as LAN and eth0.2 acts as WAN.

Virtual IP Table

Interface Maode P MNetmask Gateway defgw Secondary IP Secondary Mask DHsrv
1 ethD.A1 Static 172.16.5.167 255.255.255.0 0.0.0.0 OFF 0.0.00 0.0.00 ON
2 ethD.2 Static 182.10.10.2 255.255.255.0 152.10.101 ON 0.0.0.0 0.0.0.0 ON
df  Add ‘ X

Figure 5-92 CPE-Virtual IP

** Notes: Remember to save after configured.
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5.10.4 NAT Routing Application

Figure 5-93 NAT Routing Application

® < CO configuration >
1. Configuration > Local Setting > G.SHDSL
Switch the dip switch on or change the device mode to “CO”.

Mode: (® EFM DEM TOM (D HDLC (O ATM

G.SHDSL = Ethemnet

G.SHDSL

Side Mode ' Wire Mode : Line Rate ' Power BackOff ' PBO Value
e S s i T
co 1| | [auto | i [ee [eakop) @ | Auto ®
_________________________________________________________________________________ s S
| uneprobe | amex | TERRRSRS) loopTming | TametMan

- Demodulator (PSD) P
lon MRIEE il “a i e
e s Hmmmmme o oooimTomemmms
Capability List ! | |
——————————————————————————— e
-~ i ] i i

Figure 5-94 CO-G.SHDSL
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2.Configuration > General Setup > Local

Local = Remote

Mode: |Static 2
1P Address: 172.165.1 |
Subnet Mask: | 255.255.255.0 |

Default Gateway: |172.16.5.2 |

Link Security: | Enahbla |"

Link Password:

Figure 5-95 CO-General Setup

** Notes: Remember to save after configured.
® < CPE configuration >
1. Configuration > Local Setting > G.SHDSL
The default master-slave relationship of Comet 1608F is “CPE”.
2. Bridge / Routing > VLAN
Ex. VLAN Rule= Tag-based / DSL, CVID= 2
All ports with VLAN 1 are untagged.
All ports with VLAN 2 are untagged.

Vlan Rule: Tag-based ~
VID Lookup Mode:

ETH Type:

|« Apply |

VLAN LAN-1 LAN-2 LAN-2 LAN-4 DsL
1 1 Untagged Untagged Untagged Untagged Untagged
2 2 Untagged Untagged Untagged Untagged Untagged

14 pagel 1)1l b b
‘#‘-Mu ||§9 umateHxDelete

Figure 5-96 CPE-VLAN
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3. Bridge / Routing > Virtual IP
Add & Update all Virtual IPs, eth0.1 acts as LAN and eth0.2 acts as WAN.

Virtual IP Table
Interface Mode IP MNetmask Gateway def gw Secondary IP Secondary Mask  DHsrv
1 eth0.1 Static 182 168.0.1 2552552550 0.0.00 OFF 0.0.0.0 0.0.0.0 ON
2 ethD.2 Static 172.16.5.2 255.255.0.0 172.16.5.1 ON 0.0.0.0 0.0.0.0 ON
@ Ak . X

Figure 5-97 CPE-Virtual IP

4. Bridge / Routing > NAT table

Remap the source IP(192.168.0.10) into another 1P(172.16.4.10) while
packets are in transit across a traffic routing device for hiding themselves.
Source IP: 192.168.0.10 / 32

Destination IP: 172.16.0.0 / 16

Translation: SNAT / POSTROUTING / Line= 1 / Protocol= ALL

Start IP & End IP are 172.16.4.10 / Outface: eth0.2

Update NAT Rule

IP: 192.168.0.10 B 172.16.0.0
Nemas Nemase

Start: Port: Start Port:
End Port: End Port:

e mar s
ran e
Line: L Start Port:
Protocol: ~ End Port:

Inface: Oulface: . i

| Submit || Close |

Figure 5-98 CPE-NAT Table

** Notes: Remember to save after configured.
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5.10.5 VALN Multiplexer Application

Figure 5-99 VLAN multiplexer application

Application:

Use G.SHDSL as long distance Ethernet Bridge that separates four different
applications by different LAN port connection. Each LAN port has their own traffics
which isolated from other LAN ports.

Configuration:
Control/ Management PC IP address: 192.168.0.170
Comet at CO IP address: 192.168.0.108
Comet at CPE IP address: 192.168.0.109
Default Login Username: admin
Default Login Password: admin
Comet default IP address: 192.168.0.1
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1. To simplify the configuration, all configurations begin with loading the factory default:
[Maintenance]>[Software Default]>[Apply]

Figure 5-100 Restore to software default

2. On CPE site, [Configuration]>[Load Local Profile] >1.CPE > [Apply]

3. On CO site, [Configuration]>[Load Local Profile]>2.CO >[Apply]

Figure 5-101 Load factory CPE default profile
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4. CO site change IP address to 192.168.0.108
[Configuration]>[General Setup]—>Local [System IP] 2>[IP address] -192.168.0.108

Figure 5-102 Change IP address of CO device

5. CPE site change IP address to 192.168.0.109
[Configuration]>[General Setup]—>Local [System IP] 2>[IP address] -192.168.0.109

Figure 5-103 Change IP address of CPE device
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6. Change the VLAN Rule to [Tag-based] in Bridge/ Routing group.
[Bridge/ Routing] = [VLAN] - [VLAN Rule] - Tag-based - [Apply]

Figure 5-104 Apply Tag-based VLAN rule

7. Edit VLAN table, the VLAN table will show after Tag-based rule has been selected.
[Bridge/ Routing] = [VLAN] =>[VLAN Table]>1 >[Update]

Figure 5-105 Setup VLAN Table configuration
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Figure 5-106 Setup VLAN rule of VID 1 and 20

[Bridge/ Routing] = [VLAN] >[VLAN Table] >[Add]->20

Figure 5-107 Setup VLAN rule of VID 30 and 40

[Bridge/ Routing] = [VLAN] >[VLAN Table] >[Add]>30
[Bridge/ Routing] = [VLAN] >[VLAN Table] >[Add]>40

VLAN - LAN-1 LAN-2 LAN-3 LAN-4
1 1 Untagged Forbidden Forbidden Farbidden
2 20 Forbidden Untagged Forbidden Forbidden
3 30 Forbidden Farbidden Untagged Forbidden
4 40 Farbidden Forbidden Forbidden Untagged

Figure 5-108 Applied list of VLAN Table

DSL
Tagged
Tagged
Tagged
Tagged
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8. Edit VLAN Table - Port Configuration - CVID
[Bridge/Routing] = [VLAN] - Port Configuration [CVID] = 1, 1, 20, 30, 40, 1 >[Apply]

Bridge / Routing > VLAN
Status

Configuration

Bridge / Routing vian Rule: >

General
VID Lookup Mode:

Bridge VLAN Setting

VLAN

Virtual IP ETH Type:

Routing

NAT "

ons port Configuration |

G.8032 Management LAN-1 LAN-2 LAN-3 LAN-4 DSL
o 2w w | ]
prioriy o | o | o | o | o |

Egress

Core

Maintenance SVID
Save | + Apply |

Figure 5-109 Setup the Core port VID

9. [Save]>[Local Save]>SHDSL->[OK]

Figure 5-110 Save the working configuration to profile

10.Do the same procedure from steps 6 to 9 on CPE to complete the whole configuration.

Notice:
1. Must follows step by step order form 6, 7 to 8th; change the order may cause the loss of
management control. Should be carefully.
2. The default username and password are easily be hacked, do remember to change it
with more complexity when formal deployed.
3. Change the VLAN Rule to [Tag-based] in Bridge/ Routing group will also change the
System IP setting from Configuration/[General Setup] to Bridge/ Routing [Virtual IP].
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Chapter 6. Operator of CID

This Chapter describes the Terminal User Interface provided by Comet 16xxF/160xFM.
There are two methods to access to the Terminal User Interface: The Craft port and Telnet,
those present the exact same format of terminal management. The Craft port is used
primarily when the device is installed for the first time and the IP configuration is not yet
provisioned. Once when the IP connection is provisioned, users may login to the Terminal
User Interface by using the Telnet software to remotely control or maintain the device from
anywhere in the global IP network. The following introductions are based on the Comet
1608F with firmware code v1.430.

Figure 6-1 Basic Management Connection

6.1 The connection via Craft Port

By using the VT-100/ANSI compatible terminal emulation software, such as Microsoft
HyperTerminal or Tera Term, users can configure Comet 160xF/ FM and 160xF-R/
FM-R via the Craft port with console cable.

Select the COM port used and setup the following settings:

B Speed: 115200 bps (bit per second)
Date Length: 8 bits

Parity Bit: None

Stop Bit: 1 bit

Flow Control: None
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Figure 6-2 Select the correct Series Port in Tera Term

Figure 6-3 Series Port Parameters

6.2 The connection via Telnet/SSH Protocol

Below is the default IP address of Comet 160xF/ FM, users input the correct IP
address to access the device by Telnet and SSH protocol.

Default IP address: 192.168.0.1

Default gateway: 192.168.0.254

Default netmask: 255.255.255.0

Figure 6-4 Select Telnet/ SSH with correct IP
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6.3 The Command Line Interface

When the security authority is passed, the terminal Ul will display the Root Menu as
shown in the following, user has to input correct account and password for the login
process. The default highest authority is admin/admin.

Helcome to Tainet COMET

COMET login: admin

Password:

User Mame : admin
User Rights : Admin [11]
LOCAL >ﬁ

Figure 6-5 Login Screen of TAINET

After log in the system, input the command “help” or “?” to display main command
lines. Press any key on keyboard to display complete items.

Figure 6-6 Main Command Lines

6.3.1 “aclset” Command

The command is used to set ACL, Comet supports two methods, “normal” and
“‘white list” with different match conditions will filtered specified data packages.
TAINET prepare many detailed examples for users’ references.
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Figure 6-7 “aclset” Command

6.3.2 “aclget” Command

Input this command to get ACL rules.

1
Yhite list| 255.255.255.255!

Figure 6-8 “aclget” Command
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6.3.3 “arp” Command

Input this command to get matches IP and VLAN.

Figure 6-9 “arp” Command

6.3.4 “atmset” Command

The command is used to set ATM function, only the G.SHDSL mode is ATM can be
configured by “atmset”.

Figure 6-10 “atmset” Command

6.3.5 “atmget” Command

The command is used to check ATM function, such as CPCS Protocol, VID, VPI and
VCI.
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LOCAL >atmget

:  LLC_ENCAP_BP
YLAN ID
default YPI/YCI

Figure 6-11 “atmget” Command

6.3.6 “briget” Command

The command is one of the most important commands in routing application. Users
are able to check VLAN rule and Port Info by “~¢”, Port Forwarding by “-p”, MAC
table by “-m” and VLAN table by “-v”.

LOCAL >briget

Synopsis:
briget [Options]

ALL below
Show Configuration
Show Port Forwarding Member
Show Mac Table
Show VLAN Table
Show VLAN Translation Table

Figure 6-12 “briget” Command

6.3.7 “briset” Command

The command is used to set VLAN function. There are three main VLAN rules, such
as tag based, port based and Q-in-Q. TAINET prepares many examples for users’
references in CLI mode.

® Tag based = Routing mode
® Port based = Bridge mode

111



G.SHDSL Series User’'s Manual

LOCAL >briset

CLI_Bridge_ SET_Help
Usage . Set Bridge Configuration
Svynopsis:
briset [Optionllvaluel

briset Option
-g agingtime 1765535(sec)
-r vlan-rule [0]:tag-base [1]: port-base [21QinQ
-t qos type [81:802.1p [1]1:tos/dscp [2]1:port_priority
-5 qos schedule [B]:wrr [1]:strict_priority
-1 QinQ $-Tag Mode [B81C-Tag Mode [115-Tag Mode
-q 0inQ Eth type [ffff] default: 88a8
-k QinQ SVID [1740941
-c QinQ Core Port [8]Edge Port [11Core Port
-p port [174]:ethl™4, [51:DSL
-1 port vwid [1740941]
-e Egress Mode [11:Untagged [21:Tagged [31:Unmodified
-0 port-base member mask (hex) , bit 0:Manag, 174:LAN-174, 5:DSL
-m mac_table
-y vlan_table
-a mac_table add port{172) MACaddress(xx:xx:xx:sux:xx:xx) or
-a vlan_table add vlanid{174894) lanl lan2 dsl
{lanl,lan?,dsl ——> [8]:unmodified, [1]1:untaged,[2]:tagged, [3]:forbidden)
—d mac_table delete entryl178] or ulan table delete entry[174094]
lanl/2 default priority valuel®
Example(AgingTime and vlan Rule) : briset -g 3@@ -r 8
Example(Qos tvpe and schedule) : briset -t 3
Example(Qin eth_type 88a8 S-Tag Mode) : brlset -q 88a8 -1 1
Example(QinQ port 1 SVID 4094 ) : briset —p 1 —k 4094
Example(0inQ port 1 Edge Port )} : briset -p 1 -c @
Example(Port 1 port vid): briset -p 1 -1 3
Example{Port 2 port wid): briset -p 2 -1 5
Example{Mac table add port2 mac address):
briset —m —a 2 HK:XHIHXIXKIKKINX
Example(Mac table delete entry 3 mac address) :
briset -m -d 3
Example(wlan table add vid:1 lanl:unmod lan?:unmod lan3:unmod lané:unmod g.shdsl:unmod):
briset v a1 000080
Example(vlan table delete vlan 1 ):
briset -v -d 1
Example{set port 1 default priority value 1):
briset p 1 -f 1
Example(set port 2 forward frame to LAN-1 and DSL }:
briset -p 2 -0 22
Fxample(set port 2 egress mode : Unmodified }:
briset p 2 e 3
Example(set DSL Core Port SVID 700 ):
briset -p 5 -¢ 1 -k 760

Figure 6-13 “briset” Command

6.3.8 “communityset” Command
The command is used to set SNMPVv2, such as security passwords of Agent Public
Community, Agent Private Community and Trap Community.

LOCAL >communityset

Usage: Setup Community Password!
S?NUPSIS communityvset [-g,-s,-t]1 [password]

-g Snmp Agent Public Community
-5 Snmp Agent Private Community
-t Snmp Trap Community
Password: [max -- 151
communityset —g xrxxRRR

Figure 6-14 “communityset” Command
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6.3.9

“communityget” Command

The command is used to get SNMPv2 information, only admin privilege can get SNMP
Community information.

LOCAL »communityget

6.3.10

6.3.11

SNVF Community
! public
Write : private
: public

Figure 6-15 “communityget” Command

“dhget” Command

The command is to check the status and configuration of DHCP server.
LOCAL >dhget

CLI_DHCP_GET_Help
Usage : Get DHCP Server Information
Svnopsis:
dhget [Options]

Show DHCP Server Configuration
Show DHCP Server Status

Figure 6-16 “dhget” Command

“dhset” Command

The command is used to set DHCP function, such as server mode, Start IP, End
IP, NTP server, DNS server and so on. Also, users are able to add, delete or

update specified IP to specified MAC address via “Static Lease”.
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LOCAL >dhset

CLI_DHCP_SET_Help
Usage : Set DHCP Server
Svnopsis:
dhset [Options] [-u -1 -ml

Options:
-0 B Server Mode 0:0ff, 1:Server, 2:Relay
-r Relay Server IP
-y B Relay Interface YLAN
-5 Start IP
-e End IP
-n NetMask
-g P Gateway IP
-1 - Max Lease
-w - Lease Time (sec)
-t NTP Server
-N [String]l Domain Name {length:32)
-D [IPvi] DNS Primary Server
—-d [IPvil DNS Secondary Server

-u [67191] Updtae Index to Static Leases
-1 [IPvi] Static Lease IP
-m [MAC] Static Lease MAC
Example:
1. add rule
dhset -1 192.168.0.12 -m 00:aa:bb:cc:dd:ee
. delete rule 1
dhset -u 1
. update ip in rule 1
dhset -u 1 -1 192.168.0.13

Figure 6-17 “dhset” Command

6.3.12 “dnsget” Command

The command is used to check DNS parameters, such as DNS settings, Cache
settings and Authoritative Server settings.

LOCAL >dnsget

CLI_DNS_GET_Help
Usage : Get DNS Configuration
Svnopsis:
dnsget [Options]

Options:
-a Show DNS all settings
-d Show DNS Cache settings
-m Show DNS Authoritative Server settings

Figure 6-18 “dnsget” Command

6.3.13 “dnsset” Command

The command is used to set DNS configuration, TAINET prepares total examples for
users as below command information.
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LOCAL >dnsset

CLI_DNS_SET_Help

Usage : Set DNS Configuration

Svnopsis:
dnsset [Service Optionsl|[Zone Options]

Service Options:
-d

DNS Server Mode B:0FF, 1:Cache

-n
-u
-i
-t
-m

[Stringl
[6721

Zone Options:

-z
-a
-5
-r
~h
-k
-1

[Stringl
[178]
[S5tringl
[TPvi]
[174320001

DNS Name

Upstream Server Index
Upstream Server IP
Timeout (Sec)

Authoritative Server{AS) Mode B:0FF, 1:0N

AS Zone Index

AS Zone Admin B:0FF, 1:0H

AS Zone Domain Name

Update AS Zone Record Humber
AS Zone Record Service Name
AS Zone Record IP

AS Zone Record Time To Live

Example:
1. Set DNS Cache Upstreanm
dnsset -u 1 -1 8.8.8.8
. Start DNS Cache with 6
dnsset -d 1 -t 6
. Turn ON AS Zone 1 with Hame “myexamplel.net”
dnsset -z 1 -a 1 -s myexamplel.net
. Init Zone 2 and all record in it
dnsset -z 2
. Add AS A+PTR Record at Zone 1
{ mapping myexamplel.net to 192.168.6.1 )
dnsset -z 1 -k 192.168.0.1
6. Update AS A+PTR Record at Zone 1 Record 2 (Zone:1.2)
{ mapping www.myexamplel.net to 192.168.0.2 as well )
dnsset -z 1 -r 2 -h wow -k 192.168.0.2
7. Delete AS A+PTR Record at Zone 1 Record 3 (Zone:1.3)
dnsset -z 1 -r
8. Start Authoritative Server with name “mydns”
dnsset -m 1 -n mydns
Hint:
Settings will work on after reset DNS Cache or AS.

Server 8§.8.8.8, 8.8.4.4
-u 2 -1 8.8.4.4
seconds session timeout

Figure 6-19 “dnsset” Command
6.3.14 “exit” Command
Input “exit”, and log out the system.
Figure 6-20 “exit” Command
6.3.15 “fmget” Command

The command is used to display and clear the current alarm logs.
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Figure 6-21 “fmget” Command

6.3.16 ‘“gset” Command

The command is used to set G.SHDSL parameters, such as CO/CPE mode, line rate,
wire mode, line probe, EFM/ ATM/ HDLC mode and so on. Besides, Comet 160xFM
only support EFM mode.

Figure 6-22 “gset” Command
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6.3.17 “get” Command

The command is used to check all G.SHDSL parameters.

Figure 6-23 “get” Command

6.3.18 “rpget” Command

The command is used to check G.8032 parameters. Network managers can observe
all online members in point to multi-point mode.
LOCAL >rpget
CLT_G8B32_GET_Help

Usage : Get G.8032 Information
Svnopsis: rpget [Optionl

Option

-a show g.8032 all information
-¢ show ¢g.8032 configuration
-5 show g.8032 status

Figure 6-24 “rpget” Command

6.3.19 “rpset” Command

The command is used to set G.8032 function. Firstly, go to “-a” to run the function.
Whether it is DSL/ Ethernet ring topology or DSL serial linear network have some
necessary parameters needed to be configured based on different scenarios.
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LOCAL >rpset

CLI_(G8032_SET_Help
Usage : Set (G.8032

Option :
-a [0/11] admin 1:0n , 0:0ff
-p [1765535] UDP port of group
-n [17655301 ring number
-y [174094] ring interface vlan
-b [8/11 broadcast: 1:Global, 8:Local
-0 [0/1] character: 1:0wner, 0:Member
Owner MAC
link®: 1:lLanl, 2:Lan2, 3:Lan3, 4&:Lan&, 5:DSL
linkl: 1:Lanl, 2:Lan?, 3:Lan3, 4&:Lan&, 5:DSL
RPL: B:off, 1:Lanl, 2:Lan2, 3:Lan3, 4:Lank, 5:DSL
[B72551 packet repeat
send discovery packet
[ALL/MAC] send request packet to all member or to specific one

Member
-u [87250] update member index 07250
-1 [IPvi] update member IPvh4 address
-m [MAC] update member MAC address

Example :
. Set group B as owner and enable G.8032.
rpset -0 1 -al
. Insert member to G.8832 group 0
rpset -1 192.168.0.1 -m aa:bb:cc:dd:ee:ff
. Update IP of member 18 in group 0
rpset —u 10 -1 192 168.0.1
. Delete member 10 in group O
rpset —u 108

Figure 6-25 “rpset” Command

6.3.20 “ipset” Command

The command is to take effect in Bridge mode, the default parameter is port-based
in VLAN rule equals to Bridge mode. Users can configure IP network by it.

LOCAL >ipset

CLI_IPSET Help -

Usage : Set system ip ad:
Synopsis:

ipset [-1,-n,-g,-m] [ip]

netmask
gateway
IP Mode

th DH C.P
1

Figure 6-26 “ipset” Command
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6.3.21 “ipvéget” Command

The command is used to check the device IPVv6.

Figure 6-27 “ijpv6get” Command

6.3.22 “ipvbset” Command

The command is used to manually configure the IPv6, inclusive of IP, prefix and
default gateway.

LOCAL >ipvéset

CLI_IPV6_Help
Usage : User Interface Switch
Synopsis:
ipvé [Option] [valuel

uisetset Options:
-a [0/1]1 B:0ff 1:0n
b [07128] Prefiun
-1 [IPv6 Address]l IP address
-r [IPv6 Address]l default route

Figure 6-28 “ijpvbset” Command

6.3.23 “lanset” Command

The command is used to set Ethernet parameters, such as admin status, LAN speed
mode, ingress rate, egress rate and so on.
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Figure 6-29 “lanset” Command

6.3.24 “langet” Command

The command is used to check all LAN parameters.
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Figure 6-30 “langet” Command

6.3.25 “load” Command

The command is used to load factory or default file, let users more convenient to
establish the DSL connection.

Figure 6-31 “load” Command
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6.3.26 “maclg” Command

The command is used to get all ports’ MAC learning table.

LOCAL >maclg

MAC Learning Table
: maclg a/c

Get all port learning table
maclg a
Clear learning table

maclg

O g

Figure 6-32 “maclg” Command

6.3.27 “natget” Command

The command is used to check NAT rules and each configuration.

LOCAL >natget

CLI_NAT_GET_Help
Usage : Get NAT Information
Svnopsis:
natget [Options]

Options:
-C Show NAT Configuration
-r Show HAT Rules
-t Show ConnTrack Table
-F Flush and Show ConnTrack Table

Figure 6-33 “natget” Command

6.3.28 “natset” Command

The command is used to set NAT function. There are three main NAT items, “SNAT”,
‘MASQURADE” and “DNAT”. Different NAT definitions have different rules needed
to be configured.
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6.3.29

LOCAL >natset

CLI_NAT_SET
Usage : Set NAT Con
Svnopsis:
dhset [Conf Qptsl

(07321
[0765535]
[0765535]
[TPvi]
(07321
[0765535]
[0765535]
[TPvi]
[IPvi]
[1765535]
[1765535]
Opts:
[173]

1. set configurati
natset -M 4096

. Add SNAT rule 1
natset -J 1 -A

. Del Rule 1 in C

_Help

figuration/Rules

[Add Opts] [Delete Qptsl

Max ConnTrack

Timeout of Established TCP (Sec)
UDP Timeout (Sec)

Timeout of UDP Stream (Sec)

Nat Type 1:SNAT, 2:MASQUERADE, 3:DNAT

Opts only works with SHAT, MASQUERADE, DNAT

will be marked [al, [bl, [c]

Add Rule To 1:PREROUTING 2:POSTROUTING 3:0UTPUT
In-Face VYLAN # , with Chain: PREROUTING only
Out-Face VYLAN # |, with Chain: POSTROUTING, OUTPUT
Insert At Line Number #

Protocal O:ALL 6:TCP, 17:UDP

Opts only works with ALL, TCP, UDP

will be marked [dl, [el, [f]
Source IP [allbllc]

Source Mask [allbllcl

The Start of Source Port Range l[e
The End of Source Port Range [ell
Destination IP [allbllcl
Destination Mask [allbllc]

The Start of Destination Port Range [ellf]
The End of Destination Port Range [ellf]
The Start of "To" IP Range [allcl

The End of “"To™ IP Range [allcl

The Start of "To"™ Port Range [ellf]

The End of "To™ Port Range [ellf]

Delete Rule In 1:PREROUTING 2:POSTROUTING 3:0UTPUT
Delete Rule Number #

[f]
]

1
f

on
-T 432000 -U 30 -S 180

2 P B -s172.15.5.199 -t 172.15.5.206 -0 1
hain POSTROUTING

natset -D 2 -N 1

Figure 6-34 “natset” Command

“pmset” Command

The command is used to clear all records of G.SHDSL performance.
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Figure 6-35 “pmset” Command

6.3.30 “pmget” Command

The command is used to check all records of G.SHDSL performance.

LOCAL >pmget

Usage: GET PM parameter
: pmget [Typel [Option] [Loopl

-g: GSHDSL

-f - Get pm_current_15
-d - Get_pm_1_day
-q - Get_pm_96_quarters
-5 — Get_pm_7_day

GSHDSL: Follow the loop count {174) of model

pmget -g -f 1

Figure 6-36 “pmget” Command
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6.3.31 “ping” Command

The command is used to verify the path of packet transmission between modem and
other networks.

LOCAL >ping
CLI_PING_Help

Usage : ping

Svnopsis:
ping [IPv4]l —v [174094]

Figure 6-37 “ping” Command

6.3.32 “run” Command

The command is used to run all settings immediately.

LOCAL >run

DSL init, wait a moment...

Figure 6-38 “run” Command

6.3.33 “remote” Command (Comet 160xF only)

Connect local and remote modem to establish EOC-state, input “remote” to access
the remote modem via EOC management, or input “local” back to the local
configuration.

LOCAL >remote
REMOTE>1ocal
LOCAL >[]

Figure 6-39 “remote” Command

6.3.34 “rmon” Command

The parameter is used to display G.SHDSL/Ethernet traffic statistics.

LOCAL >rmon
CLI_LanRMOMConfig_Help
-5 ——>get [1l:ethl, 2:eth2, 3:eth3, 4:eth4, 5:6.shdsl]

clean all

rmon
rmon
rmon

Figure 6-40 “rmon” Command
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6.3.35 “sysset” Command

The command is used to set the system information, such as the system time, link
security and reset.

Options

-d [YYYY-MM-DD-hh-mm-ss] DateTime
-z [1~85] TimeZone Number
GMT-12:80 : GMT-11:08 y: GMT-10:00 A4: GMT-89:00 : GMT-08:880
GMT-87 18: GMT-@ 8 14: GMT-@ 17: GMT-84 18: GHT 84:60

GMT -0 26: GMT-©1:080
: : GMT+@ 5: GMT+@3:30 : _1|"-1T+G.4
GMT+84 : GMT+8 8 55: GMT+@5: 5: GM 57: GMT+@6
GMT+86: 53: GMT+0 B 65: GMT+8 1: GM : GMT+09:30
GMT+1@:88 81: GMT+1! 8 82: GMT+12:06€
-n [IPv4] Ntp Server
[IPv4] Ntp Server 2

[8/1] NTP Auto-Update

[8~30] NTP Update Cycle (Day)

[8/1] Day Light Saving @:Disabled 1:En

[ﬂ;l] Link Security Switch ©:Disabled
5 399] Link Security Password

@: In+ﬂtnal 1:E1 Interface 2:DP1 4:recovery from DSL
[8/1] Clock Auto Switching &:0ff , 1:0n
[8/1] Interfacn[ElfDa+a Port) Alarm bw1+ch @:0ff , 1:0n
[String] System ription (length:3

Contact (length:64)
[String] em Mame (lengtl )
[5tring] S Location (length:128)

stem time

-d 2016-88-18-12-34-561
ternal Clock to DSL

Figure 6-41 “sysset” Command

6.3.36 “sysget” Command

The command is used to verify the system information. In general, users check IP
network within Bridge mode, MAC address or software version at all.
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LOCAL =sysget
R COMET-1608F ---
Link Security State : [ Disabled ]

[Route Mode]System IP Configuration :
: >3 >. 0

Gateway : 8.8.0.08

See more in vipget command.

IP Mode : DHCP
DHCP IP

DHCP Route

MAC Addre :
Transmit : [ Recover From DSL ]
Clock Auto Switch : off

System Local Time : 2023-08-08 16:35:01 GMT+08:00
NTP Admin : 0

NTP Server :192.1
Daylight Saving : OFF

Serial Number : BROGBEBFOAS1A
Software Version : V1.438

Kernel Version : 2018.08.24.1.7118
U-Boot Version : 1.0.17

PCB Version T -

FW_VER(IDC) : 2.1.0 60

PMD_VER( SDFE ) :1.1-2.1.8__ 001
FeatureStr : TF- | AX+|SL+|BA-|EOD- | MP+|
RAM : 64 MB

) ription : COMET-16088F V1.430
Contact H

Name : COMET-1608F
Location :

LocaL =]

Figure 6-42 “sysget” Command

6.3.37 “show” Command

The command is used to show profile, startup or running configuration.
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LOCAL »show

startup-conf
unning-cont

ser Profile Config
y profile list

Example :
show running-config
show -r

Figure 6-43 “show” Command

6.3.38 “status” Command

The command is used to check G.SHDSL status. Most of all, network managers
check the DSL connection and current line rate.

LOCAL »status

Conner

5696
Annex Annex-B
TC _PAM TC _PAM32
Pscale 5 dB
&tn @ dB
Snr 18 4B

---Loopback State ---

LinkStatus
Speed

LinkStatus
Speed

Figure 6-44 “status” Command
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6.3.39 “snmpv3get” Command

The command is used to check SNMPv3 function, such as username, rights and
security protocol.

LOCAL >snmpv3get

User Name : admin _
Security Level : auth & priv

Auth Algorithm : SHA

Auth Password ; ==ssxxxs
Privacy Algorithm : AES
Privacy Password : ==xxxxxx

Figure 6-45 “snmpv3get” Command

6.3.40 “snmpv3set” Command

The command is used to set SNMPv3 function. Different security levels, passwords
and algorithms needed to be configured.

LOCAL >snmpv3set

Usage: Setup SHMP Y3 Configuration!
: snmpu3dset [option] [valuel

Add USHM User Mame:[max--161
Security Level [0:no auth & no priv, 1l:auth & no priv, 2:auth & privl
Auth Algorithm [B:MD5, 1:SHAI
Auth Password: [max—-16, least--8]
Privacy Algorithm [0:DES, 1:AES]
Privacy Password: [max--16, least--811
Delete USH User
: snmpy3set —u xxxx -5 2 —a 0 -p xxxxMEEE 0 -w xeEEEKKK
D osnmpy3set —u wuxx s 1 —a 0 -p xeEEHHHK
: snmpu3set —u xuxx - 0
: snmpy3set —d xxxx

Figure 6-46 “snmpv3set” Command

6.3.41 “save” Command

The command is used to save all settings after configured.
LOCAL >save
Save Success.
Figure 6-47 “save” Command

6.3.42 “tacget” Command

The command is used to get TACACS+ information.
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LOCAL »tacget

Admin

Server

Fort

Secret
Authentication
Service Type
Priority Attr.

Figure 6-48 “tacget” Command

6.3.43 “tacset” Command

The command is used to set TACACS+ function.

Figure 6-49 “tacset” Command

6.3.44 “rstpg” Command

The command is used to get RSTP Parameter and Status.
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Figure 6-50 “rstpg” Command

6.3.45 “rstps” Command

The command is used to set RSTP parameter, such as the RSTP mode and Bridge
priority.

Figure 6-51 “rstps” Command

6.3.46 “tftp” Command

The command is used to upgrade the modem via TFTP server. Users have to prepare
a workable TFTP server first and put the firmware in the download path. In the end,
back to the modem configuration for setting the correct IP, file path and file name.
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Figure 6-52 “tftp” Command

6.3.47 “tr069s” Command

The command is used to set TR-069 function. Modems act as TR-069 clients. In the
protocol, clients have its own authentication, and need to follow to server’s definition.
Remember to check both sides are having the same parameters.

Figure 6-53 “tr069s” Command
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6.3.48 “tr069g” Command

The command is used to check TR-069 parameters, such as mode, CPE port ACS
URL and so on.

LOCAL >tressg

REa9 mode:

54

name: CwWmp
Ml d - ok

Login Al

Periodic i

Ferlodic interwal: 3
SOAP ENV: SOA8FP-ENY
SOAP ENC: SOA8P-ENC

Figure 6-54 “tr069g” Command

6.3.49 “trapset” Command

The command is used to set SNMP trap IP, trap status, duplication and repeat interval.

Figure 6-55 “trapset” Command
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6.3.50 “trapget” Command

The command is used to display trap IPs.

LOCAL »>trapget

Index | SHWP

Trap Duplication
Trap Duplic on : ON
Repeat Inte : 5 mins

Figure 6-56 “trapget” Command

6.3.51 “userset” Command

Comet 160xF/ FM and 160xF-R/ FM-R support three levels of security authority,
inclusive of “Administrator”’, “Operator” and “Monitor”. In the mechanism, the
highest authority of operator is able to manage all functions, such as add, delete or
modify, just remember to follow the password rules.

LOCAL >userset

llsage: Set system user information !
SYNOPSIS: userset [-al [nhamel [admin_password]l [password] [rights]
userset [-d] [namel [admin_password]
userset [-pl [nhamel [admin_password]l [password]
userset [-r] [hamel [admin_password] [rightsl]
Options: [-al - add user
[-d] - delete user
[-p] - modify user password
[-r] - modify user rights
rights: 1 —— Admin
2 -— Operator
3 —— Monitor
Password Rule: comply with 2 rules below
1. include a numbers 079
2. include a upper case letter A"/
3. 1nclude a upper case letter a z
&. include a sign {exclude space)

Figure 6-57 “userset” Command
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6.3.52 “userget” Command

The command is used to check all users’ accounts and rights except of passwords.

LOCAL >userget
Name : admin
Password : sssses
Rights : Admin

Hame : guest
Password : s=xxx
Rights : Monitor

1 user
Password : wwxxsx
Rights : Operator

Figure 6-58 “userget” Command

6.3.53 “uiget” Command

The command is used to check all user interfaces.

LOCAL »uipget

User Interface
: Permit
: Permit
: Permit
: Permit
= WP : Permit
Frotection |
Idle Timeout : 5 minutes

Management List
| Management

Figure 6-59 “uiget” Command
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6.3.54 “uiset” Command

The command is used to set user interface, such as Telnet, SSH, HTTP, HTTPS and
account protection.

Figure 6-60 “uiset” Command

6.3.55 “vipget” Command

The command is used to check “Virtual IP” in routing mode.

LOCAL »vipget

CLI_VIP_GET_Help
Usage : Get Yirtual IP Settings
Svnopsis:
vipget [Options]

Options:
-a Show ALL Settings on VIPs
-1 Show IP table only

Figure 6-61 “vipget” Command
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6.3.56 “vipset” Command

The command is used to set “Virtual IP” in routing mode. Users have to follow the
rules to create, delete or update Virtual IPs.

LOCAL »vipset

Incomplete format.

CLI_VYIPSET_Help

Usage : Set Virtual IP
Svnopsis:
vipset [Opti

Example:

[673] IP Mode 0:Static IP, 1:DHCP, 2:PPPoE, 3:PPTP
[174094]1 VLAN Interface

[1738] Delete/Update rule x

[TPv4]l IP

[IPv4]  HNetmask

[TPu&] Gateway

[IPv&l Secondary IP

[IPv&] Secondary Netmask

[string] PPPoE/YPN Desired Service-Name

[stringl PPPoE/YPN Name

[string]l PPPoE/YPN Password

[TPval VPN Server

[8/11 Default Gateway 1:0N(default), @:0FF
[8/11 DHCP Server Service 1:0N{default), 8:0FF
[0/11] DNS Service 1:0N{default), 0:0FF

[6/11 Router Service 1:0N{default), B:0FF

1. add static IP rule on vlan 100

vipset -v 10

B -i10.1.80.1 -n 255.255.0.0 -g 10.1.8.254

. delete rule
vipset -d 1

. update rule ip, wvlan
vipset -d 1 -1 18.2.8.2 -v 200

. update vlan 1 : YPN Password and unset Desired Service-Mame
vipset -d 1 -p admin -w '’

Figure 6-62 “vipset” Command

6.3.57 “vrget” Command

The command is used to check routing rules in routing table. Routing rules include
“Full Routing Table”, “Dynamic Routing Settings”, “Static Routing Rules” and
“‘Dynamic Routing Service Interface”.

LOCAL >wvrget

Usage

CLI_VR_GET_Help
: Get Routing Information

Synopsis:
vrget [Optionsl

Options:
-a
-f
-d

-5
-1

Show Full Routing Table

Show Dynamic Routing Settings

Show Static Routing Rules

Show Dynamic Routing Service Interface

Figure 6-63 “vrget” Command
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6.3.58 “vrset” Command

The command is used to set routing rules. One of main function is named “Static
Route”, in order to manually add or delete rules. Also, RIPv1 & RIPv2 are configurable.

Figure 6-64 “vrset” Command

6.3.59 “vrrpget” Command

The command is used to get VRRP Information.

LOCAL »>wvrrpget
VRRP Configuration
Interface | Entry | Admin | State
ethe. 1 1 | OFF ' 1@@ / LANL |
p. | OFF ' 188 ;7 LANT |

Figure 6-65 “vrrpget” Command
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6.3.60 “vrrpset” Command

The command is used to set VRRP parameter, such as Interface VLAN, Priority, and
VRRP IP.

Figure 6-66 “vrrpset” Command
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Appendix A Pin Assignment

A1 Console Pin Assignment
54321 DB-9 Pin Description
5876 RxD (In)
Figure A-1 DB-9 Interface
5 GND
Console RJ-45 to DB-9 pin assignment is
the following:
RJ-45 Pin Description DB-9 Pin
1~2 NC
3 RXD DB-9 pin2 (Output)
4 GND DB-9 pin5
5 TXD DB-9 pin3 (Input)
6~8 NC
Table A1 RJ-45 to DB-9 pin assighment

A.2

8

o~

27

DSL RJ-45 Pin Assignment

Figure A-2 DSL RJ-45 Pin Assignment

as

Pin 8w 4w 2W
1 [Tip(2)
2 |Ring(2)
3 |Tip(4) Tip(2)
4 |Tip(1) Tip(1) Tip
5 |Ring(1) |Ring(1) |Ring
6 |[Ring(4) [Ring(2)
7 |Tip(3)
8 |Ring(3)
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A3 DSL RJ-45 Pin Assignment (Comet 160xFM)

The Port Ais as default software configured CPE mode and Port B is CO. On the contrary,
once if software configured device to CO then Port A will be CO and Port B side is CPE.

Current Device Mode Port A Port B
CPE (Default) CPE coO
CO CcO CPE
DSL1to 4 DSL1to 2
4Wire / 8Wire <-> N x 2Wire 8Wire <-> 2 x 4Wire
8Wire <-> 2 x 4Wire 4Wire <-> 2 x 2Wire
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A4 LAN RJ-45 Pin Assignment

8 Pin Description
Y 1 RxD+
RxD -

2
% 3 TxD-

Figure A-3 LAN RJ-45 Pin Assignment

6 TxD+

A.5 Comet 160xF/ FM, 160xF-R/ FM-R DIP switches

Figure A-4 16xxF/160xFM DIP switches

DIP 1 2
ON Factory Profile CO Mode Ser2Net
OFF User Profile / CPE Mode Reserved

As both of DIP switches are setup to “OFF”, and then power on. The Comet 160xF
will load the latest user’s profile which it has been saved before in system. In default
settings, it acts as CPE mode with IP address 192.168.0.1. When operators would
like to do any changes on modem and save it, the modem will load the new boot
profile in next power on.

If only DIP1 switch is setup to “ON”, and then power on. The Comet 160xF will load
the CO’s factory profile and run the IP address it was used before. If operator did
some changes on configuration and saved to user’s profile, the system will do the
new configuration, as well.

** The IP address will change whenever operator clicks “APPLY” and kept in system
NVRAM by “save” command. The NVRAM for IP address is different from user’s
profile, so the user’s profile will not save the IP address but only for related
configurations. **
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Appendix B Trouble Report

Company

Local Representation

Purchase Order No

Equipment Serial No

Software Version

Please describe: 1. Testing Network Structure 2. Configuration
3. Testing Network Equipment 4. Trouble Description

E-MAIL:
TEL: FAX:
Signature: Date: / /

TAINET COMMUNICATION SYSTEM CORP.
FAX: 886-2-2793-8000
E-MAIL: sales@TAINET.net
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